
ST A TE OF TEXAS § 

§ 
COUNTY OF FORT BEND § 

ADDENDUM TO Focus MERCHANT SERVICES PROGRAM GUIDE 

THIS ADDENDUM (" Addendum") is entered into by and between Fort Bend County, 
("County"), a body corporate and politic under the laws of the State of Texas, and Focus Merchant 
Services, LLC, ("Contractor"), a company authorized to conduct business in the State of Texas 
(hereinafter each referred to as a "party" or collectively as the "parties"). 

WHEREAS, subject to the changes herein, the parties have executed and accepted Focus 
Merchant Services Program Guide, Merchant Processing Application and Agreement, and 
TransArmor Data Protection and Clover Services Participation Addendum (collectively the 
"Agreement"), attached hereto as Exhibit "A" and incorporated fully by reference, for the 
processing of court fees, parcel services fees, district clerk fees, and miscellaneous fees 
(collectively the "Services"); and 

WHEREAS, County desires that Contractor provide Services as will be more specifically 
described in this Agreement; and 

WHEREAS, Contractor represents that it is qualified and desires to perform such Services; 
and 

WHEREAS, County has determined that this Agreement is not subject to competitive 
bidding requirements under Section 262.023 of the Texas Local Government Code because the 
Agreement does not require an expenditure exceeding $50,000 by the County; and 

WHEREAS, Section 262.011 (d) of the Texas Local Government Code authorizes the 
County Purchasing Agent to make purchases that are not subject to competitive solicitation; and 

WHEREAS, the following changes are incorporated as if a part of the Agreement; and 

NOW, THEREFORE, in consideration of the mutual covenants and conditions set forth 
below, the parties agree as follows: 

AGREEMENT 

1. Scope of Services. Subject to this Addendum, Contractor will render Services to County as 
described in Exhibit A. 

2. Payment; Non-appropriation; Taxes. In consideration for providing County with Electronic 
Payment Services, Contractor will charge to Payors a convenience fee, processing fee, or 
service fee, as set forth in Exhibit A, Credit Card Processing Terminals & Fee, of the 
Agreement. All persons making electronic payments will be advised that payment with a 
Card, E-Check, or authorized E-payment method may be subject to a convenience fee, 
processing fee, or service fee for use of the Electronic Payment Services, as well as the amount 
of such fee or charge. Payment shall be made by County within thirty (30) days of receipt of 



invoice. Contractor may submit invoice(s) electronically in a form acceptable to County via: 
apauditor@fortbendcountytx.gov. If County disputes charges related to the invoice 
submitted by Contractor, County shall notify Contractor no later than twenty-one (21) days 
after the date County receives the invoice. If County does not dispute the invoice, then 
County shall pay each such approved invoice within thirty (30) calendar days. It is specifically 
understood and agreed that in the event no funds or insufficient funds are appropriated by 
Fort Bend County under this Agreement, Fort Bend County shall notify all necessary parties 
that this Agreement shall thereafter terminate and be null and void on the last day of the fiscal 
period for which appropriations were made without penalty, liability or expense to Fort Bend 
County. County is a body corporate and politic under the laws of the State of Texas and claims 
exemption from sales and use taxes. A copy of a tax-exempt certificate will be furnished upon 
request. Interest resulting from late payments by County shall be governed by Chapter 2251, 
TEXAS GOVERNMENT CODE. County reserves the right to withhold payment pending 
verification of satisfactory work performed. 

3. Limit of Appropriation. Contractor shall provide Services to County at no cost to County. 

4. Public Information Act. Contractor expressly acknowledges that County is subject to the 
Texas Public Information Act, TEX. GOV'T CODE ANN. §§ 552.001 et seq., as amended, and 
notwithstanding any provision in the Agreement to the contrary, County will make any 
information related to the Agreement, or otherwise, available to third parties in accordance 
with the Texas Public Information Act. Any proprietary or confidential information marked 
as such provided to County by Contractor shall not be disclosed to any third party, except as 
directed by the Texas Attorney General in response to a request for such under the Texas 
Public Information Act, which provides for notice to the owner of such marked information 
and the opportunity for the owner of such information to notify the Attorney General of the 
reasons why such information should not be disclosed. The terms and conditions of the 
Agreement are not proprietary or confidential information. 

5. Indemnity. The parties agree that under the Constitution and laws of the State of Texas, 
County cannot enter into an agreement whereby County agrees to indemnify or hold 
harmless another party; therefore, all references of any kind to County defending, 
indemnifying, holding or saving harmless Contractor for any reason are hereby deleted. 

6. Applicable Law; Arbitration; Attorney Fees. The laws of the State of Texas govern all 
disputes arising out of or relating to this Agreement. The parties hereto acknowledge that 
venue is proper in Fort Bend County, Texas, for all legal actions or proceedings arising out of 
or relating to this Agreement and waive the right to sue or be sued elsewhere. Nothing in the 
Agreement shall be construed to waive the County's sovereign immunity. County does not 
agree to submit disputes arising out of the Agreement to binding arbitration. Therefore, any 
references to binding arbitration or the waiver of a right to litigate a dispute are hereby 
deleted. County does not agree to pay any and/or all attorney fees incurred by Contractor in 
any way associated with the Agreement. 
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7. No Waiver of Jury Trial. The County does not agree that all disputes (including any claims 
or counterclaims) arising from or related to this Agreement shall be resolved without a jury. 
Therefore, any references to waiver of jury trial are hereby deleted. 

8. Certain State Law Requirements for Contracts. The contents of this Section are required by 
Texas Law and are included by County regardless of content. For purposes of Sections 
2252.152, 2271.002, and 2274.002, Texas Government Code, as amended, Contractor hereby 
verifies that Contractor and any parent company, wholly owned subsidiary, majority-owned 
subsidiary, and affiliate: 
a. Unless affirmatively declared by the United States government to be excluded from its 

federal sanctions regime relating to Sudan or Iran or any federal sanctions regime relating 
to a foreign terrorist organization, is not identified on a list prepared and maintained by 
the Texas Comptroller of Public Accounts under Section 806.051, 807.051, or 2252.153 of 
the Texas Government Code. 

b. If employing ten (10) or more full-time employees and this Agreement has a value of 
$100,000.00 or more, Contractor does not boycott Israel and is authorized to agree in such 
contracts not to boycott Israel during the term of such contracts. "Boycott Israel" has the 
meaning provided in § 808.001 of the Texas Government Code. 

c. If employing ten (10) or more full-time employees and this Agreement has a value of 
$100,000.00 or more, Contractor does not boycott energy companies and is authorized to 
agree in such contracts not to boycott energy companies during the term of such contracts. 
"Boycott energy company" has the meaning provided in § 809.001 of the Texas 
Government Code. 

d. If employing ten (10) or more full-time employees and this Agreement has a value of 
$100,000.00 or more, Contractor does not have a practice, policy, guidance, or directive 
that discriminates against a firearm entity or firearm trade association and is authorized 
to agree in such contracts not to discriminate against a firearm entity or firearm trade 
association during the term of such contracts. "Discriminate against a firearm entity or 
firearm trade association" has the meaning provided in § 2274.001(3) of the Texas 
Government Code. "Firearm entity" and "firearm trade association" have the meanings 
provided in§ 2274.001(6) and (7) of the Texas Government Code. 

9. Modifications and Waivers. The parties may not amend or waive this Agreement, except 
by a written agreement executed by both parties. No failure or delay in exercising any right 
or remedy or requiring the satisfaction of any condition under this Agreement, and no course 
of dealing between the parties, operates as a waiver or estoppel of any right, remedy, or 
condition. The rights and remedies of the parties set forth in this Agreement are not exclusive 
of, but are cumulative to, any rights or remedies now or subsequently existing at law, in 
equity, or by statute. 

10. Human Trafficking. BY ACCEPTANCE OF CONTRACT, CONTRACTOR 
ACKNOWLEDGES THAT FORT BEND COUNTY IS OPPOSED TO HUMAN 
TRAFFICKING AND THAT NO COUNTY FUNDS WILL BE USED IN SUPPORT OF 
SERVICES OR ACTIVITIES THAT VIOLATE HUMAN TRAFFICKING LAWS. 
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11. Use of Customer Name. Contractor may use County's name without County's prior written 
consent only in any of Contractor's customer lists, any other use must be approved in advance 
by County. 

12. Conflict. In the event there is a conflict between this Addendum and the Agreement, this 
Addendum controls to the extent of the conflict. 

13. Understanding, Fair Construction. By execution of this Addendum, the parties acknowledge 
that they have read and understood each provision, term and obligation contained in this 
Addendum. This Addendum, although drawn by one party, shall be construed fairly and 
reasonably and not more strictly against the drafting party than the nondrafting party. 

14. Captions. The section captions used in this Agreement are for convenience of reference only 
and do not affect the interpretation or construction of this Agreement. 

15. Electronic and Digital Signatures. The parties to this Agreement agree that any electronic 
and/or digital signatures of the parties included in this Agreement are intended to 
authenticate this writing and to have the same force and effect as the use of manual signatures. 

16. County Data. Nothing in this Agreement will be construed to waive the requirements of§ 
205.009 of the Texas Local Government Code. Nothing in this Agreement will be construed 
to waive the requirements of any record retention laws applicable to County. 

17. Compliance with Laws. Contractor shall comply with all federal, state, and local laws, 
statutes, ordinances, rules and regulations, and the orders and decrees of any courts or 
administrative bodies or tribunals in any matter affecting the performance of this Agreement, 
including, without limitation, Worker's Compensation laws, minimum and maximum salary 
and wage statutes and regulations, licensing laws and regulations. When required by County, 
Contractor shall furnish County with certification of compliance with said laws, statutes, 
ordinances, rules, regulations, orders, and decrees above specified. 

Contractor in providing all Services hereunder agrees to abide by the provisions of any 
applicable Federal or State Data Privacy Act. 

18. Independent Contractor. In the performance of work or services hereunder, Contractor shall 
be deemed an independent contractor, and any of its agents, employees, officers, or 
volunteers performing work required hereunder shall be deemed solely as employees of 
Contractor or, where permitted, of its subcontractors. Contractor and its agents, employees, 
officers, or volunteers shall not, by performing work pursuant to this Agreement, be deemed 
to be employees, agents, or servants of County and shall not be entitled to any of the privileges 
or benefits of County employment. 

19. Third Party Beneficiaries. This Agreement does not confer any enforceable rights or 
remedies upon any person other than the parties. 
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20. Severability. If any provision of this Agreement is determined to be invalid, illegal, or 
unenforceable, the remaining provisions remain in full force, if the essential terms and 
conditions of this Agreement for each party remain valid, binding, and enforceable. 

21. Insurance. 

A. Prior to commencement of the Services, Contractor shall furnish County with properly 
executed certificates of insurance which shall evidence all insurance required and provide 
that such insurance shall not be canceled, except on 30 days' prior written notice to 
County. Contractor shall provide certified copies of insurance endorsements and/or 
policies if requested by County. Contractor shall maintain such insurance coverage from 
the time Services commence until Services are completed and provide replacement 
certificates, policies and/or endorsements for any such insurance expiring prior to 
completion of Services. Contractor shall obtain such insurance written on an Occurrence 
form from such companies having Bests rating of ANII or better, licensed or approved to 
transact business in the State of Texas, and shall obtain such insurance of the following 
types and minimum limits: 

1. Workers Compensation in accordance with the laws of the State of Texas. 
Substitutes to genuine Workers' Compensation Insurance will not be 
allowed. 

2. Employers' Liability insurance with limits of not less than $1,000,000 per 
injury by accident, $1,000,000 per injury by disease, and $1,000,000 per 
bodily injury by disease. 

3. Commercial general liability insurance with a limit of not less than 
$1,000,000 each occurrence and $2,000,000 in the annual aggregate. Policy 
shall cover liability for bodily injury, personal injury, and property damage 
and products/completed operations arising out of the business operations 
of the policyholder. 

4. Business Automobile Liability coverage applying to owned, non-owned 
and hired automobiles with limits not less than $1,000,000 each occurrence 
combined single limit for Bodily Injury and Property Damage combined. 

5. Error and Omissions/Professional Liability with limits no less than 
$2,000,000 per occurrence and $2,000,000 in the aggregate. 

B. County and the members of Commissioners Court shall be named as additional insured 
to all required coverage except for Workers' Compensation and Professional Liability (if 
required). All Liability policies written on behalf of Contractor shall contain a waiver of 
subrogation in favor of County and members of Commissioners Court. For Commercial 
General Liability, the County shall be named as an Additional Insured on a Primary & 
Non-Contributory basis. 
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C. If required coverage is written on a claims-made basis, Contractor warrants that any 
retroactive date applicable to coverage under the policy precedes the effective date of the 
Contract and that continuous coverage will be maintained or an extended discovery 
period will be exercised for a period of 2 years beginning from the time the work under 
this Contract is completed. 

D. Contractor shall not commence any portion of the work under this Contract until it has 
obtained the insurance required herein and certificates of such insurance have been filed 
with and approved by Fort Bend County. 

E. No cancellation of or changes to the certificates, or the policies, may be made without 
thirty (30) days prior, written notification to Fort Bend County. 

F. Approval of the insurance by Fort Bend County shall not relieve or decrease the liability 
of Contractor. 

County and the members of Commissioners Court shall be named as additional insured to all 
required coverage except for Workers' Compensation. All Liability policies including 
Workers' Compensation written on behalf of Contractor shall contain a waiver of subrogation 
in favor of County and members of Commissioners Court. 

If required coverage is written on a claims-made basis, Contractor warrants that any 
retroactive date applicable to coverage under the policy precedes the effective date of the 
contract; and that continuous coverage will be maintained or an extended discovery period 
will be exercised for a period of two years beginning from the time that work under the 
Agreement is completed. 

Contractor's or Contractor's subcontractor's insurance will be primary to any insurance 
carried or self-insurance program established by the County. Contractor's or Contractor's 
subcontractor's insurance will be kept in force until all service have been fully performed and 
accepted by County in writing. Approval of the insurance by Fort Bend County shall not 
relieve or decrease the liability of Contractor. 

(Execution Page Follows) 

(Remainder of Page Intentionally Left Blank) 
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IN WITNESS WHEREOF, this Addendum is signed, accepted, and agreed to by all parties by 
and through the parties or their agents or authorized representatives. All parties hereby 
acknowledge that they have read and understood this Addendum and the attachments and 
exhibits hereto. All parties further acknowledge that they have executed this legal document 
voluntarily and of their own free will. 

FORT BEND COUNTY, TEXAS FOCUS MERCHANT SERVICES, LLC 

Authorized Agent - Signature 

Tahir Bhatti 

Authorized Agent- Printed Name 

CEO 

Title 

03/25/2024 

Date 

AUDITOR'S CERTIFICATE 

I hereby certify that funds in the amount of $_0 _ are available to pay the obligation of Fort Bend 
County within the foregoing Agreement. 

Robert Ed Sturdivant, County Auditor 

Exhibit A: Focus Merchant Letter dated 01/26/2024, Focus Merchant Services Program Guide, 
Merchant Processing Application and Agreement, and TransArmor Data Protection 
and Clover Services Participation Addendum 

i: \ agreements \2024 agreements\ district clerk \focus merchant (24-dclk-100444) \addendum to focus merchant 
services program guide (kcj - 2.20.2024) v2 3.6.2024 v3 3.13.2024 
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Exhibit A 
Focus Merchant Letter dated 01/26/2024, 
Focus Merchant Services Program Guide, 

Merchant Processing Application and Agreement, and 
TransArmor Data Protection and Clover Services Participation Addendum 



F0CUS 
MERCHANT SERVICE: ,,... 

Ms. Jaime Kovar 
Fort Bend County, Purchasing, Purchasing Agent 
301 Jackson St., 
Richmond, TX 77469 
P: 281-341-3724 
Jamie. l<ova r@fortbendcountytx.gov 

Dear Ms. Kovar, 

Credit Card Processing Terminals & Fee: 

MC/ VISA/ Disc/ AMEX Credit 

MC/ VISA/ Dis/ AMEX Debit 

Clover Mini Swivel Stand (16) 

Clover Flex wireless (7) 

$2.95 per transaction 

$1.95 per transaction. 

$0.00 

$0,00 

Exhibit A 

These terminals can be replaced as needed at no cost to Fort Bend County. 

Fort Bend County may communicate any transaction related inquiries on the next business day, 

excluding county holidays. 

Focus Merchant Services' dedicated customer service professionals will be available to assist Fort Bend 

County's staff with any inquiries 24/7. In addition, an on-line reporting tool will be made available to 

the County that will provide the necessary information to complete daily, weekly, and monthly 

reporting requirements. 

Tahir Bhatti 

Focus Merchant Services 

CEO 

Date: 01/26/2024 

Jaime Kovar 

Fort Bend County 

Purchasing Agent 

Date: 

9703 Richmond, Suite 110 •Houston, TX 77042 •Tel: (713) 435-8400 • Fax: (713) 952-4476 
www.focusmerchants.com 





Part 1: Confirmation Page 

Name: Focus Merchant Servlces1 LLC Processor 
Information: 

Address: ::9:.:.7.::03:::.:R:.:l<:..:hm=o:::nd:._Ac.:V=-:•:cn:,:U,cO,c,S:::Uc:lt::•c.1::00,,_,c:H,::O,cUS::,t,cOne,,_:T.:,X_:7_:_70::4:.:2c_ _________________ _ 
URL: www.focusmerchants.com Customer Service#: 1-713-435-8400 

Please read the program guide in Its entirety. It describes the terms undar which we wlU provide merchant processing Services to you. From time to 
time you may have qu,u:tlons regarding the contents of your Agreement with Eltink and/or Proc~ssororthe contents of your Agreement with TeleCheck. 
The following Information summarb:as.portlons of your Agreement in order to ElHlst you ln answering some of the questions we are most commonly 
asked. 

1, 

2. 

3. 

4, 

Your Discount Rates are assessed on transactions that qualify for 
certain reduced lr1terchange rates Imposed by Mastercard, Visa, 
Discover and PayPal. Any transactions that fall to qualify for these 
reduced rates will be charged an additional fee (see Section 25 of the 
Program Gulde). 
We may debit your bank account (also referred to a1;1 your· 
Settlement Account) from time to time for amounts owed to us under 
the Agreement. 
There are many reasons why a Chargeback may occur. 
When they occur we will debit your settlement funds or Settlement 
Account. For a more detailed discussion regarding Chargebacks see 
Section 14 of the Your Payments Acceptance Gulde or see the 
applicable pr9vislons of the TeleCheck Solutions Agreement. 
In consideration of the Services provided by us, you shall be 
charged, and hereby agree to pay us any and all fees set forth in this 
Agreement (for the purpose of clarity, this Includes the Appflcatlon and 
any additfonal pricing supplements or subsequent communications), 
all of which shall.be calculated and payable pursuant to the terms of 
this Agreement and any additional pricing supplements or subsequent 
commL1nicatio11s. If you dispute any charge or fundfng, you must notify 
us within 60 days of the date of the statement where the charge or 
funding appears for Card Processing or within 3-0 days of the date of a 
TeleCheck transaction. 

1 o. Payment Network Disclosure 

5. 

6. 

7, 

8. 

9. 

The Agreement limits our liability to you. For a detailed 
descr·lption of the llmltat/on of llablllty see Section 27, 37.3, and 
39.1 O of the Card Genera! Terms: or Section 17 of the TeleCheck 
Solutions Agreement. 
We hav& assumed certain risks by agreeing to provide you with 
Card processing or check services. Accordingly, we may take 
certain actions to mitigate our risk, Including termination of the 
Agreement, and/or hold monies otherwise payabla to you (see 
Card Processing General Terms in Section JO, Term; Events of 
Default and Section 31, Reserve Account; Security Interest), (see 
TeleCheck Solutions Agreement In Section 7), under certain 
circumstances. 
6y executing this Agreement with us you are authorizing us and 
ourAffiliates to obtain flnanelal and credit Information regarding your 
business and the signers and guarantors of the Agreement untJI all 
your obligations to us and our Affiliates are satisfied. 
'The Agreement contains a provision that In the event you 
terminate the Agreement prior to the expiraflon of your lnltlal 3 
year term, you wlll be responsible for the payment of an eaMy 
termination fee as set forth In Part 4, A.3 under "Additional Fee 
Information'' and Section 1$.2 of the TeleCheck Solutions 
Agreement. 
For questions or concerns regarding your merchant account, 
contactcustomer service at the number located on your Merchant 
Servir..es Statement. 

Visa and Mastercard Member Bank Information: Wens Fargo Bank, N.A. 
The Bank's malling address is P.O. Box 6079, Concord, CA 94524, and !ts phone number is J-844-284-6834. 

Important Member Bank Responsibilities: 

a) The Bank ls t!ie only entlW approved to ex1end acceptance of Visa 
and Mastercard products direcUy to a merchant. 

b) The Bank must be a princ!pal (signer) to the Agreement: 
c) The Bank Is responsible for educating merchants on pertinent Visa 

and Mastercard rules with which merchants must comply; but this 
information may be provided to you by Processor. 

d) Tl1e Bank Is responsible for and must provide settlement funds to the 
merchant. 

e) The Bank is responsible for all funds held in reserve that arederlved 
from settlement. 

f) The Bank ls the ultimmte ~uthortty should a merchant have any 
problems with Visa or Mastercard product~ (however, Processor also 
wilt assist you with any such problems). 

Print Cllent's Business Legal Name: Fort Bend County 

Important Merchant Responsibilities; 

a) Ensure compliance wiih Card holder data security and storage 
requirements. 

b) Maintain fraud and Chargebacks below Payment Network thresholds. 
c) Review and understand the terms of the Merchant Agreement. 

d) Comply with Card Organization Ru/es and applicable law and regulations, 
e} Retain a signed copy of this Disclosure Page. 
f) You may download Visa Regulations from Visa's website at: 

httgs;/lus a. visa. com Ida m ,VC OM (d owoload /ab out-vis a /vlsa~rules­
pu bUc.pdf. 

g) You may download Mastercard Regulations from Mastercard's website 
at; 

www.ma§Jercard.us/contenVdam/mccom/global/dQcuments/mastercard­
rules.pdf. 

h) You may download American Expros$ Mcm;hant Operating Gulde from 
American Express' website at VfNW.americanexpress.com/yg/merchant. 

By its signature below, Client acknowledges that it has received the Merchant Processing Application, Program Terms and Conditions consisting of 54 
pages Including this Confirmation Page and the applicable Third Party Agreement(s). 

Client further acknowledges reading and agreeing to all tarrns rn the Program Terms and Conditions. Upon receipt of a signed facsimile or or!glnal of this 
Confirmation Page by us, Cllent's Application will be processed. 

No alterations or strike•out.s to the program terms and condftlons wfll be accepted. 

Client's Prlnelpal Signature: 
(Please sign below) 

x ____________________ _ 

Please Print Nm11e of Signer 

'fiUe 

O_WF _W_2510 
FMS2510 
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Part 1: Card Services 

A. Your Payments Acceptance Gulde 

Payment acceptance solutions are an essential part of your business. As 
your partner, we want to make accepting payments as simple as possible 
for you. That's why we created the Your Payments Acceptance Gulde. 
lt1s your quick reference to the guidelines for processing transactions, You'll 
also find recommendations and tlps to help you prevent fraud, reduce 
chargebacks and properly handle payments, refunds, exchanges and most 
other situations you11l encounter In your day~to-day business. 
To help you navigate more easily and find the Information you need when 
you need It, we've organized the guide into three parts. At the end of the 
gu(de, you'll also find Information specific to processing WEX, Voyager, 
American Express, Discover, PayPal payments. 
If you have questions about processing payments or any of your other 
business services, please contact Customer Service at the number listed 
on your Merchant Services Statement. Your Customer Service team Is here 
to make tf1ings easier, so let us know what we can do to help, 

American Express amerlcaoexoress com 
Discover Financial Services discovernetworl<.com/merchants 
Mastercard Worldwide 
mastercard. us/content/dam/ mccom/ql obaf/ documents/ mastercard -
~ 
Visa Inc. 

usa vlsa.com!damNCOMlQ.Q.wnload/about-visa'visa-rules~public.pdf 
PayPal 
paypal com/us/webapps/mpp/accept-payments-onllne 

Part 1 

The first step of a transaction begins before a customer even decides ta 
make a purchase. This part of the Your Payments Acceptance Guide 
reviews steps that you'll need to take to ensure customers are Informed of 
their payment options and understand the terms of sale. You'll also find tips 
and important reminders for validating cards In order to reduce the risk of 
fraud. i=inally, specific procedures for accepting debit and EBT poyments 
are outlined. If you have questions about anything discussed in this guide, 
please contact Customer Service at the number located on your Merchant 
Services Statement. 

Use of payments networks' brands 

Do'$ 

• Do prominently display relevant trademarks of the payment networks at 
each of your locations, In catalogs, on websites and on other 
promotional material 

Do only use the official trademarks of ours and of the payment networks 
in the official format 

Dont's 

Don't indicate that we or any payment network endorses your goods or 
services 

Don't use the trademarks of any payment network after your right to 
accept the cards of that payment network has ended, or that payment 
network has notified you to stop using their trademarks 

• Don't use the trademarks of ours or of the payment networks In any way 
that Injures or diminishes the goodwlll associated with the trademarks 

Don't use our trademarks or the trademarks of the payment networks in 
any manner, Including in any advertisements, displays, or press 
releases, without our prior written consent 

For special rules applying to the treatment of the American Express brand, 
please refer to Appendix 2. 
2 Point of Sale (POS) reminders 

You n,ust clearly and conspicuously: 

Disclose all material terms of sale prior to obtaining an authorization 

• At all points of Interaction Inform cardholders which entity ls making the 
sales offer, so that the cardholders can clearly distinguish you from any 
other party Involved ln the lnlerac1Ion 

• Disclose any discount/lncentlve/surcharge for customers to pay with 
cash, check, credit card, or debit card, etc. Any such discount/Incentive 
must be offered to all customers with no special treatment for any 
Payment Network or card issuing bank 

lfyou accept orders via the internet, your website must Include the 
fo[lowlng Information In a prominent manner: 

• Disclose the existence and amount of any Surcharge as a merchant fee 
and clearly alert consumers to the practice at the POS - ln store and 
onllne - and on every receipt 
A complete description of the goods or Services offered 

• Details of your ('I) delivery policy; (2) consumer data privacy policy; (3) 
cancellation policy; and (4) returns policy 

The transaction currency (US dollars, unless permission Is otherwise 
received from ServlcerS) 

The customer service contact, Including emafl address and telephone 
number 

Your address, Including country 

• The transaction security used on your website 

• Any applicable export or legal restrictions 

• Your identity at all points of Interaction with the cardholder 

• The date on which any free trial period ends 
If you llm/t refund/exchange terms or Impose other specific conditions for 
card sales, you must clearly print (In 1/4-lnch letters) the words "No 
Exchange, No Refund" on the sales draft. 
During a liquidation or closure of any of your outlets, locations or 
businesses, you must post signs clearly visible to customers stating that 
"All Sales Are Final," and stamp the sales draft with a notice that "All Sales 
Are Final." 
3 Validatlng the cards 

Transactions where the cardholder is present ~ Card Present (or CP) 
transactions 

"' You must check the card if the cardholder ls present at the POS 

Verify that the card Is legitimate and valid 

., Verify that the card is not visibly altered or mutilated 

• Capture card data using the. POS device by swiping the card (magnetic 
stripe) tapping/waving the ca.rd (contactless) or Inserting 1he card (chip 
card) 

Ensure that the cardl1older enters their PIN using the keypad, if 
prompted or provides their signature unless you are participating In the 
'No Signature Required1 or PINless programs 

• Verify the card's valid from date (If applicable) and the expiration date 

Verify that the card number and expiration date on the card are the 
same as on the transaction receipt and the number displayed on the 
PO$ device 

Verify that the name on the transaction recelpt Is the same as the name 
on the front of the card (If applicable) 

• Ensure that the cardholder appears to be the parson shown in the 
photograph (for cards with a photograph of the cardholder) 

Transactlona where the cardholder is not present - Card-Not~Present 
{or CNP) transactions 

Tl1is section applies to any transaction where the cardholder Is not present, 
such as mall, telephone, Internet, and eCommerce. 
You rnay only conduct Internet transactions if you have notified us in 
advance and received approval. 

D01s 

Do obtain the card account number, name as it appears on the card, 
expiration date of the card, and the cardholder's statement address 

• Do use the Address Verification Serv(ce {AVS), If you do not have AVS, 
contact Customer Service !mmediately 

• Do clearly print the following on the sales draft, and provlde a copy to 
the card holder at the time of delivery: 

- The last 4 digits of the cardholdor's account number 

- The date of transaction 

- A description of the goods and services 

- The amount of the transaction (Including shipping, handling, 
Insurance, etc.} 

- "fhe cardholde~s name, billing address, and shipping address 

Pago 3 or 54 
O_WF_W_2510 
FM82510 



- The authorization code 

- Your name and address (city and state required) 

Do obtain proof of delivery of the goods or services to the address 
designated by the cardholder 

• Do notify the cardholder of deUvery time frames and speclal handl!ng or 
cancellation pollcles 

Do ship goods within 7 days from the date on which authorization was 
obtained, If delays are incurred {for example, out of stock) after the order 
has been taken 1 notify the cardholder and obtain fresh authorization of 
the transaction 

Do use any separate merchant Identification numbers provided to you 
for Internet orders in all your requests for authorization and submission 
of charges 

• Do provide at least 1 mon1h1s prior written notice to your acqulrer of any 
change In your Internet address 

Don'ts 

• Don't exceed the percentage of your total payment card volume for 
Card~Not-Present sales, as set out In your application 

Don't submit a transaction for processing until after the goods have been 
shipped or the service has been provided to the cardholder - the only 
exception to this is where the goods have been manufactured to the 
card holder's specifications and the card holder has been advised of the 
billing detaHs 

Don't accept card account numbers by electronic mail 
• Don't require a card holder to complete a postcard or other document 

that displays the cardholder1s account number In clear view when malled 
or send any mailing to a cardholder that displays personal Information In 
clear view 

11 is also recommended that, lf feasible, you obtain and keep a copy on file 
of the cardholder's signature authorizing you to submit telephone and malt 
order transactions. 

AVS (and other fraud mitigation tools such as Verified by V~a, Mastercard 
Secure Code 1 Card ValidaUon Codes and Card Identification) does not 
guarantee against chargebacks; but, If used properly, it assists you In 
reducing the risk of fraud by confirming whether certain elements of the 
billing address provided by your customer match the bill!ng address 
maintained by the card-Issuing bank. AVS also may help you avoid 
Incurring add!tional interchange expenses. AVS Is a separate process from 
obtaining an authorization and w!ll provide a separate response. It Is your 
respons·lbllity to monitor the AVS responses and use the Information 
provided lo avoid accepting high-risk transactions. 
If a disputed charge arises for a transaction condlicted over the Internet or 
electronically, a chargeback may be exercised for the full amount. 
For Discover Network transactions, please refer to Appendix 3 for the 
Discover Network protocol for internet transactions, 
Customer-activated terminals and self-sorvic8 terrnlnals 
Transactions processed at customer-activated terminals and self~servlce 
terminals have specific requirements for processing. You must contact 
Customer Service for approval and further Instructions before conducting 
customer-activated terminal transactions or self" service terminal 
lransactions, 

4 Transaction guidellnea 

Do's 

, Do only present for payment valid charges that arise from a transaction 
with a bona fide cardholder 

Don'ts 

• Don't set a minimum transaction amount of mare than $1 0 for any credit 
cards or of any amount for debit cards or Allpay transactions 

Don't set a maximum transaction amount for any cred!t cards 

Don't establish any special conditions for accepting a card 

Don't make any cash disbursements or cash advances to a cardholder 
as part of a transaction with the exception of the Discover Network Cash 
at Checkout service 

Don't accept any direct payments from cardholders for goods or services 
which have been Included on a sales draft 

Don't require a cardholder to supply any pernonal Information for a 
transaction (for example, phone number, address or drlver1s license 
number) unless: {1) instructed by the Voice Authorizalion Center (2) 

presented an unsigned card; or (3) processing a Card"Not-Present 
transaction 

Don't submit any transaction representing the refinance or transfer of an 
existing cardholder obligation which Is deemed uncollectib!e, for 
example, a transaction that has been previously charged back or to 
cover a dishonored check 

• Don't submit sales drafts or credit drafts transacted on the personal card 
of an owner, partner, offlcer1 or employee of your business establishment 
or of a guarantor who signed your appllcatlon form, unless such 
transaction arises from a bona fide purchase of goods or services in the 
ordinary course of your business 

Don't carry out fac1oring, that Is the submission of authorization requests 
or sales drafts for card transactions transacted by another business 

5 Security 
You are responsible for maintaining the security of your POS devices and 
for instituting appropriate controls to prevent employees or others from 
submitting credits that do not reflect bona fide returns or reimbursements of 
earlier transactions. 
Please comply with the data security requirements shown below: 
Do1s 

• Do install and maintain a secure flrewall conflgurallon to protect data 

Do protect stored data, and do encrypt transmissions of data sant 
across open/public networks, using methods Indicated In the Payment 
Card Industry Data Security Standard (PCI DSS) which is available at 
pclsecurltystandards,org 

• Do use and regularly update antl"virus software and keep seclll'ity 
patches up to data 

Do res1rlct access to data by business "need to know". Assign a unique 
ID to each person with computer access to data and track access to 
dala by unique ID 

• Do regularly test security systems and processes 

• Do maintain a polfcy that addresses information security for employees 
and contractors 

Do restrict physical access to cardholder information 

Do destroy or purge all media containing obsolete transaction data with 
cardholder information 

Do keep all systems and media containing card account, cardholder, or 
transaction information (wt1ether physical or electronlc) in a secure 
manner so as to prevent access by, or disclosure to any unauthorized 
party 

Do use only those services and devices that have been certified as PCf~ 
DSS complitmt by the payment networks 

Don"ts 

Don't use vendor-supplied defaults for system passwords and other 
security parameters 

• Don't transmit cardholder account numbers to cardholders for internet 
transactions 

• Don't store or retain card verification codes {3-digit codes printed on the 
back of most cards and a 4-dlglt code printed on the front of an 
American Express card) after final transaction authorization 

Don't store or retain magnetic stripe data, PIN data, chip dafa, or AVS 
dafa - orily cardholder account number, cardholder name, and 
cardholder exp!ratlon date may be retained subsequent to transaction 
authorization 

For Internet transactions, copies of the transaction records may be 
delivered to cardholders In either electronic or pape:r format. 
6 Debit cards 

\f\Jhen accepting debit cards, you'll need to follow the specific requirements 
for each debit network, as well as tha general requ!rements set out in this 
section, 

Do's 

• Do read the account number electronically from the magnetic stripe/chip 
for transactions authenticated with a PIN. If the magnetic stripe/chip is 
unreadable1 you must request another form of payment from the 
card holder 

Don'ts 

• Don't process a credit card transaction in order to provide a refund on a 
debit card transaction 
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Don't complete a debit card transaction without: 

- Entry of the PIN by the cardholder (and no one else} 

- Signature by the cardholder (and no one else) 

Unless the transaction Is a "no~sfgnature" debit transaction or a "PINless" 
PIN debit transaction specifically supported by the debit network: 

• Don't accept the PIN from the cardholder verbally or In written form 

• Don't manually enter the account number for PIN debit transactions. 
Signature debit transactions may be key entered If you,are unable to 
swipe, dip, tap, or wave the card 

The debit network used to process your debit transaction will depend upon, 
among other things, our own business considerations, the availabillty of the 
debit network at the time of the transaction, and whether a particular debit 
card is enabled for a particular debit network. 

The debit network used to route your transaction may or may not be the 
lowest cost network available. We may In our sole discretion: 

- Use any debit network avaifab!e to us for a given transaction 
(includ!ng any of our affiliated PIN debit networks) 

- Add or remove deb!i networks available to you based on a variety of 
factors, Including availability, features, functionality and our own 
business considerations 

You are responsible for securing your POS devices and implementing 
appropriate controls to prevent employees or others from submitting credits 
and voids that do not reflect bona fide returns or reimbursements of prior 
transactions. 
You may offer cash back to your customers when they make a PIN debit 
card purchase. You may set a minimum and maximum amount of cash 
back that you wlll allow. If you are not currently offering this service, your 
POS device may require additional programming to begin offering cash 
back as long as it is supported by the debit network. 
Yoll must reconcile your accounts for each location daily and notify us 
within 24 hours of any issues. 
An adjustment is a transaction that is Initiated to correct a debit card 
transaction that has been processed in error. For signature debit 
transactions (that Is, "no~signa!Lire" debit transactions), the cardholder and 
cardwlssuing bank have the right to question or dispute a transaction, If 
these questions or disputes a.re not resolved, a chargeback may occur. You 
are responsible for all adjustment and chargeback fees that may be 
charged by a debit network. 

An adjustment may be initiated for many reasons, including: 

- The cardholder was charged an Incorrect amount, whether too llttle or 
too much 

- The card holder was charged more than once for 1lie same transaction 

- A processing error may have occurred that caused t1·1e cardl1older to 
be charged even though the transaction did not complete normally at 
the POS 

- A cardholder Is disputing the goods or services prov!ded 

All parties Involved In processing adjustments and chargebacks are 
regulated by tlmeframes that are specified in lhe operating rules of the 
applicable debii network, the Electronic Funds Transfer Act, Regulation E, 
and other appl!cable law. 

7 Electronic Benefit Transfer transactions 

We offer electronic interfaces to Electronic Benefit Transfer (EST) networks 
for the processing, settlement and switching of EBT transactions initiated 
through the use of a state~issued EBT card at your POS terminal(s), so that 
EBT recipients may receive EBT benefits. 

EBT benefits may comprise: 

• United States Department of Agrlculture, Food and Nutrition Service 
(FNS) 

"' Supplemental Nutrition Assistance Program (SNAP) 

Women, Infants, and Children Benefits (WIC Benefits) 

Government delivered cash 

If you accept EBT transactions or provide EBT benefits: 
Oo's 

Do provide EST benefits to EBT recipients In accordance with applicable 
law and the procedures set out rn the Quest rules, In the amount 
authorized througl1 your terminal, upon presentation by an EBT redplent 
of an EBT card, and such EBT recipient's entry of a valid PIN 

Do use POS Terminals, PIN pad, and printer, or other equipment that 
meet required standards (including those set out In the Quest rules) 
during your normal business hours and In a manner consistent with your 
normal bus·iness practices 

• Do comply with the procedures set out In the Quest rutes for 
authorization of EBT benefits if your terminal fails to print EBT benefit 
Issuance Information as approved and validated as a legitimate 
transaction 

• Do provide a receipt for each EST transaction to the applicable EBT 
reclptent 

• Do provide EBT benefits for EBT recipients from all states 
• Do notify us promptly If you plan to stop accepting EBT cards and 

providing EBT benefits or If you are unable to comply with this section or 
the Quest rules 

Do adequately display any applicable state's service marks or other 
licensed marks, including the Quest marks and other materlals supplled 
by us In accordance 'A'ith the standards set by the appltcable state 

• Do use any marks only to Indicate that EBT benefits are issued at your 
tocatlon(s) 

Do maintain adequale cash on hand to Issue EBT service provider 
authorized cash benefits 

Do issue cash benefits to EBT recipients In the same manner and to t11e 
same extent that cash ts provided to your other customers 

Don'ts 

• Don't accept EST cards or provide EBT benefits at any time other than In 
compliance with this section or the Quest rules 

Don't designate and direct EBT recipients to special checkout lanes 
restricted to use by EBT recipients unless you also designate and direct 
other customers to special checkout lanes for debit cards, credit cards, 
or other payment methods such as checks other than cash 

Don't resubmit any EBT card transaction, except as specifically 
permitted by the applicable Quest rules and procedures 

• Don't accept any E8T card .for any purpose other than providing EBT 
benefits, including without limitation accepting an E::BT card as security 
for repayment of any EBT recipient obligation to you, If yolI violate this 
requirement, you will be obligated to reimbL1rse the state or us for any 
EBT benefits unlawfully received by either you or an EBT recipient to the 
extent permitted by law 

Don't dispense cash for FNS, SNAP, and WIC Benefits 

Don't disclose Individually Identifiable Information relating to an EBT 
recipient or applicant for EBT benefits without prior written approval of 
the apptlcab[e state 

Don't use the marks of any EBT seNice provider without prior written 
approval from such EBT service provider 

Don't Indicate that we, any state or Its EBT seNlce provider endorse 
your goods or services 

Don 1t require or ln your advertising suggest, that any EBT recipient must 
purchase goods or services from you as a condlt!on to receiving cash 
benefits, unless such condition applies to other customers a:1 well 

You must take s.ole responsibility for the provision of any EBT benefits 
other than In accordance with author12atlons received from the EBT service 
provider. 
If an authorized terminal Is not working or the EBT system is not available: 

Do's 

Do manually accept EBT cards and manually provide EBT benefits in 
the amount authorized through the applicable EBT setVice provider to 
the EBT recipients at no cost to the EBT recipients upon presentation by 
an EBT recipient of their EST card 

Do obtain an authorization number for the amount of the purchase from 
the applicable EST seNlce provider while the respective EBT recipient is 
present and before you provide the EBT recipient with any FNS, SNAP, 
and WIC benefits or cash benefits, as applicable 

Do properly and leglbly enter the specified EBT recipient, crark, and 
sales Information, Including the telephone authorization number, on the 
manual sales draft 

Do clear all manual vouchers authorizations on your POS terminal within 
14 days after the date of applicable voice authorization. If a voucher 
expires before it has been cleared by your terminal for payment, no 
further action can be taken to obtain payment for the voucher 
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Don'ts 

• Don't attempt to voice authorize a manual EBT transaction if the EBT 
recipient is not present to sign the voucher. The EST recipient must sign 
the voucher. You must give a Copy of the voucher to the EBT recipient at 
the trme of authorization and retain one copy for your records 

Don't tesubmit a manual sales draft for payment for a trnnsaction If you 
have not received an authorization number 

• Don't mall vouchers requesting payment 
You must take sole responslblllty for (and you will not be reimbursed !n 
respect of) a manual transaction, if you fall to obtain an authorization 
number from the appllcab!e EBT service provider In accordance with this 
section or otherwise fail to process the manual transaction In accordance 
with the Quest rules, except as specifically provided In the Quest rules, 
8 Surcharging requirements 
A Surcharge Is an additional fee that you add to relevant transactions as 
permitted by Payment Network Rules and applicable laws (together, 
Applicable t.aws). Merchants must receive prior approval from Processor 
before assessing a Surcharge, 
If you participate in -Surcharging the following terms and conditions apply: 
001s 

Provide notice to the merchant's acquirer/Payment Networks before 
beginning to Surcharge, as appticab!e based on Payment Network rules 
Disclose the existence and amount of any Surcharges on a stand-alone 
basis in locat!ons that the consumer !s likely to see prior to committing to 
a transaction, including signs or postings, webpages, advertising 
materials, catalogues, or menus 

Provide disclosures that are prominent and easily visible to customers 
- Place disclosures prominently on websites and the Information should 

appear, at a minimum, before proceeding to checkout, In addition to 
other pages 

- If a POS register Is being used for the transaction, the sign should be 
!ocated near 1he register such that a customer would see It prior to 
initiating the checkout process 

On a sign prominently near an entrance or other highMlraffic part of 1he 
facility 

- On a receipt, the disclosure must be broken out as its own line item, 
showing a dollar amoLml and how that dollar amount Is added Into the 
total cost 

Use the word "Surcharge" to describe the fee, accurately refiect the 
reason for the Surcharge and describe It as a Surcharge you are 
assessing for accepting relevant transactions as permitted by Appllcabfe 
Laws 

If the Surcharge Is calculated as a percentage of the transaction 
amount, clearly disclose In writing the dollar and cents amount of the 
Surcharge prior to processing the charge, In the context of a card not 
present transaction, the dollar amount of the Surcharge must be 
dlsclosed prior to processing the transaction 

Provide full refunds for the exact dollar amount of the original transaction 
including tax, handling charges, and any Surcharges 

For partial refunds relating to surcharge transactions, t11e surcharge 
amount must be prorated 

Don'ts 
• Do not Surcharge for debit, prepaid card or other transactions as 

prohibited by Applicable Laws 

• Do not Surcharge on debit card transactions fot which the cardholder 
using a debit card chooses ''credit" on the POS terminal 

Do not characterize the Surcharge In a way that suggests it is not being 
Imposed by the business itself (such as calling It "mandatory") or that it 
Is being imposed solely to cover credit card costs 

Part 2 
This part of the Your Payments Acceptance Guide reviews essential 
elements of a transaction, !ncludtng authorizations, issuing refunds and 
exchanges, and handling special transactions like recurring payments. 
You111 also find Information about chargebacks and processes to put in 
place to avoid chargebacks. Feel free to contact Customer Service with 
any questions that arise as you review this infonnation. 

9 Authorizations 
General 

• You must obtain an authorization approval code from us for all 
transactions 

• A positive authorization response remains valld for the time frame set 
out In Section 19 

An authorization approval code only Indicates the avallab!Hty of funds on 
an account at the lime the authorization ls requested. It does not 
indicate that the person presenting !he card is the rightful cardholder, nor 
ls it a promise or guarantee that you will not be subject to a chargeback 
or adjustment 

• You must not attempt to obtain an authorization approval code from 
anyone other than us, unless we have authorized you to use a third­
party authorization system as set out !n Section 9. An authorization 
approval code from any other source may not be valid 

• If you use AVS, you must revlew the AVS response separately from the 
authorliatlon response and mal~a your own decision about whether to 
accept the transaction. A transaction may receive an authorization 
approval code from the card-Issuing bank even If AVS is unavailable or 
reflects that the address provided to you does not match the billing 
address on file at the card~!ssulng bank 

• If you receive a referral response to an attempted autl,or•izat!on, you 
must not: 

- Submft the transaction without calling for and receiving a voice 
authorization 

- Attempt another authorization on the same card through your POS 
device 

• You must not attempt to obtain multiple authorizations for a single 
transaction. If a sale Is decllned, do riot take alternative measures with 
the same card to obtain an approval of tl1e sale from other authorization 
sources. Instead, request another form of payment 

If you fa!I to obtain an authorization approval code or if you submit a 
card transaction after receiving a decllne (even if a subsequent 
authorization attempt results in an authorization approval code), your 
transaction may result In a chargeback and it may be assessed fines or 
fees by the Payment Networks for whldl you will be responsible. Fee$ 
currently range from $25 to $150 per transaction 

You will be charged for a request for an authorization approval code 
(where applicable), whether or not the transaction Is approved 

• For Card Present transactions, It Is hlghly recommended that you use 
your electronic authortzation device to swipe (magnetic stripe), tap/wave 
(contactless) or insert (chip) cards 

CNP uansactions 
It is highly recommended that you obtain the 3-digit card verification code 
on the back of the card (or the 4-dlglt verification code on the front of 
American Express cards) and that you Include this code with each CNP 
authorization request unless the transaction is a recurring transaction, 
For recurring transactions, submit the card verification code only with the 
first au1horlzation request and not with subsequent authorization requests. 
For American Express CNP transactions, please also refer to Appendix 2. 
For Discover Network CNP transactions, please also refer to Appendix 3, 
PayPal and Allpay do. not allow CNP transactions. 
Authoriiatlon through telephone (oth.ar than termlnal/electronic 
device users) 

You must call your designated Voice Authorization Toll-Free Number and 
enter the aL11horlza11on information into the VRU using a touch-tone 
phone or hold for an authorization representatlva 

• If the Voice Auttiorizatlon Center asks you to obtain identification from 
the cardholder before Issuing an approval code, you must clearly write 
the appropriate Identification source and numbers In the space provided 
on the sales draft 

• If the Voice Authorization Center asks you to confiscate a card, do not 
take any action that will alarm or embarrass the card presenter and send 
the card to Rewards Department, P.O. Box 5019, Hager.stown, MD 
21740. You may be paid a reward for the return of the card 

If the sale Is declined, please remember that our operators are only 
re!ay!ng a message from the card~iSl'-Uing bank. The fact that a sale has 
been declined must not be interpreted as a renecllon of the cardholder's 
creditworihiness, You must Instruct tho carctholdel' to call tl1e card­
Issuing bank 
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Authorization via electronic devlc8s 

• If you use an electronlc term!nal to obtain authorization approval codes, 
you must obtain the authorization approval codes for all sales through 
this equipment 

• If your terminal ma[functions, please refer to your Quick Reference 
Gulde or call the POS Help Desk. Please remember to check your 
terminal per!od!cally because most termlnal problems are temporary in 
nature and are quickly corrected 

• If a termlnal is moved or If wires are disconnected, causing malfunction, 
call the POS Help Desk lmmedlately and follow their Instructions. You 
may be responsfble for any service charges incurred for reactivation of 
the terminal 

Until the terminal becomes operable, you must call your designated 
Voice Authorlzatlon Toll-Free Number and enter authorization 
information into the VRU using a touch-tone phone 

Third-party authorization systams 

If you have contrac1ed to use one of our authorli:ation services, you must 
not use another third-party authorization system without notifying Customer 
Service, Otherwise, we will be unable to successfully research and defend 
any authorization related chargebacks on your behalf. This delay will 
significantly decrease your Urne to research and provide proof of 
authorization, thus reducing your opportun!ty to reverse a chargeback. 

ff you use another authorization network: 

• You will be responsible for the downgrade of any transact!ons to a higher 
cost lnterChange that result from any mismatch of information to our 
systems and those of third~party authorization networks 

• Liability resulting from discrepancies With that network must be resolved 
between you and that network, We will not research chargebacks 
resulting from authorization approval codes obtained from another 
authorization service organization. Such chargebacks will be passed 
through to you for resolution, If an author!zatlon provided by a third-party 
authorization system Is challenged In a chargeback, you must obtain 
proof (for example, thlrd~party authorization logs) from the authorization 
s0L1rce and submit It to us within the lime frame specified on the 
chargeback documentation 

Call tl1e foltowlng for other card types, each of which is 1a1vallab!e 24 
hours/day; 7 days/week: 

American Express Direct 1-800-528-2121 
JCS, International (For YE:N and CAD currency only) 1-800-522~9345 

TeleCheok 1-800-366-501 a 
Voyager 1-Bb0-987-6589 

WEX 1-800-842-0071 
You must enter manually all approved sales that have been authorized in 
this manner as "post authorization" transactions Into the terminal, once the 
terminal becomes operational. You must enter a!I credit transactions into 
the terminal for data capture, lf you receive a referral and subsequently 
receive an approval, you may be subject to !.'I chargeback. 

For specific procedures on electronic data capture, refer to the Terminal 
Operating Instructions/Users Gulde, If the termlnaf malfunctions for 
more than 24 hours, contact Customer service for further Instructions on 
processing your transactions. 

Automated dlsp1m$lng machines 

You must produce records for all transactions originating with automated 
dispensing machines or llmlted~amount termlnals. Such records must 
include the last four digits of the card holder account number, merchant's 
name, terrn1nal location, transacllon date, ldenllflcation of transaction 
currency, transaction type (purchase), authorization code, and amount. 

For Discover Network transactions, please refer to Appendix 3 for 
Instructions Oli how to cancel an authorization, For PayPal transactions, 
please refer to Appendix 4 for Instructions on how to cancel an 
authorization, 

Partial authorization and authorization reversal 

Partial authorizatlon provides an alternative to a declined transaction by 
permitting a card~ Issuing bank to return an authorization approval for a 
partial amount. This amount is less than the transaction amount requested 
because the available card balance Is not sufficient to approve the 
transaction in ftJII. The cardholder Is able to use the funds remaining on the 
card to pay far a portion of the purchase and select another form of 
payment (In other words, another payment card, cash, and check) for the 
remaining balance of the transaction. 

• For Discover Network transactions, partial authorization support Is 
optional for CNP transactions. If you support partial authorizations, a 
partial authorization Indicator must be inclL1ded In each authorJzation 
request 

You must submit an authorization revers-al If the aL1lhorizatlon is no longer 
needed, a partial amount of the total authorized is submitted for the settled 
transaction or the cardholder elects not to corriplele the purchase, The 
transaction sent for settlement must be no more than the amount approved 
In the partial authorization response. If you wish to support partial 
authorization functionality, you must contact Customer Service for 
addlt!onal rules and requirements, 

10 Special types of transactions 

Payment by installments 

If a cardho!der makes a deposit toward the full amount of the sale price 
and pays the balance on delivery, please follow the procedures set out !n 
lhls section, 

Do's 

• Do execute two separate sales drafts and obtain an authorization for 
each sales draft on each transaction date 

Do indicate on each safes draft: 

- Whether It fs for the deposit or the balance of payment 

- The authorization date and ~pproval code 

Do submit and seek authorization of eacl1 delayed delivery transaction 
under the same merchant identificalion number and treat deposits on 
the card no differently than you treat deposits on aO other payment 
products 

• Do complete Address Verification for each "balance" authorization 

• Do obtain proof of dellveiy upon delivery of the seNlces/merchandlse 
purchased 

Don'ts 

• Don't submit sales data to us relating to the "balance" until the goods 
have been completely delivered or the servfces fully provided 

If delivery occurs after the time frames set out ln Section 19, you must 
obtain a new authorization for tile unprocessed portion of the lransactlon 
prior to delivery. If the transaction is declined, contact the card holder and 
reque3t another form of payment. 

For example: On January 1, a cardholder orders $2,200 worth of furniture 
and you receive an authorization for the full amount; however, only a $200 
deposit is processed leaving a $2,000 balance remaining on the furniture, 
An aL1lhorlzatior1 reversal must be processed for $2,000. When the goods 
are available to ship, the $2,000 transaction balance must be reauthorized. 

Advance payment charges 

If you permit or require cardholders to make advance payment charges for 
the following types of goods or services, please follow the procedures set 
out In this section: 

• Custom orders (for example, orders for goods to be manufactured to a 
customer's specifications) 

* llcketlng for events er entertainment (for example, spor11ng events or 
concerts) 

Tuition, room, board and other mandatory fees (for example, library or 
other siudents services fees at universities) 

• Tickets for airllnes, rall l!nes, cruise lines, lodglng and other travel­
related services (for example, tours or guided expeditions) 

• Vehicle rentals 

• lnMstore merchandise not !mmediatery available (for example, 
merchandise prepurchased for an upcoming safe event or merchandise 
on layaway) 

For all advance payment transactions: 

Do state your full cancellation and refund pollc!es 

Do clearly disclose your Intention to receive advance payment 

• Before you request an authorization, do obtain written consent from the 
cardholder to bi!I the card for an advance payment charge 

The cardholder's consent must Include: (1) a detailed description of the 
goods or services 1o be provided and (2) his or her agreement to all of the 
terms of the sale (Including prlco, any cancellaUon or refund policies) and 
the expected delivery date of the goods or services, 
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Do obtain an authorization approval 

Do complete a sales draft 

• If you cannot deJlver the goods or services (for example, because 
custom•ordered merchandise cannot be fulf\lled) and cannot make other 
arrangements, do lmmedfately Issue a credit for the full amount of the 
advance payment charge 

For CNP transactions Involving an advance payment: 

• Do ensure that the sales draft contains the words "Advance Payment" 

• Within 24 hours of the advance charge being authorized, do provide the 
cardholder with written confirmation that advance payment charge has 
been made, the written confirmation must Include (1) a detailed 
descrlptfon of the goods or services to be provided; (2) the amount of 
the charge; (3) the confirmation number (if applicable); (4) the detans of 
any cance!latfon or refund pollc(es; and (5) the expected delivery date of 
the goods or servfces 

Rl'lcurrlng transactions 

If you process recurring transactions and charge a cardholder's account 
periodlcally for goods or services (for example, yearly subscriptions, annual 
membership fees, etc.), please follow the procedures set out In this 
secllon. 
Do's 

• Do obtain written cardholder approval for goods or services to be 
charged on a recurring basis to the cardholder's account. Approval must 
at least specify: 

- The cardholder's name, address, account number, and expiration date 
~ The transaction amounts 

- The timing or frequency of recurring charges 

- For Discover Network and PayPal transactions, the total amount of 
recurring charges to be billed to the cardholder's account, (that Is, 
taxes and tips) and your merchant ldentifica!Jon number 

"' Do obtain an authorization for each transaction 

• At least 7 days before a recurring transaction, notify the cardholder 
through email or other agreed method of communication if any of the 
foUovting: 

- A trial period, introductoty offer, or promotional period Is going to end. 
Include in the communication the transaction amount and transaction 
dale of subsequent recurring transsctions and a link or other simple 
mechanism to enable the cardholder to ea.sHy cancel transactions 
onllne or through SMS/text message 

Do Include the recurring payment Indicator In each authorization request 
and as applicable, each batch submission entry 

• Do indicate on the sales draft "Recurring Transac1ion" (or ''P.O." for 
Mastercard transactions) 

For Discover Network and PayPal rec~irrlng transactions, do Include a 
toU~free customer service number that the cardholder can call to cancel 
his/ her approval for the recurring transaction or to obtain other 
assistance relating to the recurring transaction 

Oon'ts 

Don't Include partial payments for goods or services purchased In a 
single transaction 

Don't impose a -finance charge !n connection with the recurring 
transaction or preauthorlzed order 

Don't complete a recurring transaction after receiving a cancellat1or1 
no1ice from the c:ardhotder or card~lssuing bank or after a request for 
authorization has been denied 

• Don't store a payment credential if either the first payment 1ransactlon or 
account verification Is declined 

It is hlghly recommended that you obtain Iha 3"dlgit card verlticatlon code 
on the back of the card (or the 4-diglt verlficallon code on the front of 
American Express cards), Include the number With the first authorization 
request. lhls is not required for subsequent authorization requests. 
A positive authorization response for one recurring transaction is not a 
guarantee that any future recurring transacllon authorization request wlU be 
approved or pa!d. 

If the recurring transaction is renewed, you must obtain from the card holder 
a new written request for the continuation of such goods or services to be 
charged to the cardt1older's account. 

If you orwe have terminated your right to accept cards, you must not 
submit authorization requests or sales data for recurring transactions that 
are due after the date of such termination. 
For American Express transactions, please also see Appendix 2. 
Stored payment credentlal transactions 
lf you store Information (Including, but not limited to, an account number or 
payment token) to process future purchases on behalf of the cardho!der, 
follow the procedures set out In thls section. 
Do's 

Do include the appropriate data values when a payment credential Is 
being stored for the first time 

"' Do incll1de the appropriate data values when a payment credential ls 
being used to !nltlale a stored credentral transaction 

• Do Include the appropriate data values when a payment credential Is 
being used to identify an unscheduled credentials on file transaction 
Do submit a valid authorization Jf an amount Is due at the time the 
payment credential Is being stored 

Do submit an authorization verification If no payment Is due at the tlme 
the payment credential ts being stored 

Don'ts 

• Don't store a payment credential, If either the first payment transacllon 
or account verification Is declined 

Card checks 

lf you accept card checks, you must treat checks from all the payment 
networks that you accept equally (for example, !f you accept Mastercard 
and American Express, your check acceptance policy must treat checks for 
both of these payment networks equally). You should handle these card 
checks like any other personal check drawn upon a bank in the United 
States. 
11 Sal8s drafts 
Oo's 

Do prepare a sales draft for each transaction and provide a copy of the 
sales draft or transaction receipt to the cardholder at the time the card 
transact/on Is completed; an exception Is ellg!ble transactions 
participating in any of the 'No Signature Require.d' programs 

Do only collect transaction data provided directly to you by the 
cardholder 

• Do Include all of the following Information on a single page document 
constituting the sales draft: 
- The cardholder's account m1mber 

- Cardholder's s1gnature, unless you participate In any of the 'No 
Signature Required' progr'ams. For the 'No Signature Required' 
programs, Visa, Mastercard, Discover Network, and American 
Express do not require you to obtain signatures at the POS for credit 
or debit transactions unless r'equired by law 

~ Date of the transaction 

- lhe total amount of the transaction, including any taxes to be 
collected, in the approved currency of the sale 

- Description of the goods or services involved In the transaction~ if 
there are too many Items, combine lhern a s/ngle description; (for 
example, "clothing") to ensure that an Information Is contained on a 
single page 

- Description of your merchandise return and credit/refund policy 
- A valid authorization code 

- Merchant's Doing Business As (OBA) name and location (city and 
state required) and merchant Identification number. The merchant 
identification number Is optional but if provided for Discover Network, 
include only the last 4 digits 

Don'ts 

• Don't lnclude lhe card expiration date or any more than t11e last 4 digits 
of the card number In the copy of the sales draft which you provide to 
the cardholder 

If you are EMV-enabled, you may elect to participate in the 'No 
Signature Required' programs. For the 'No Signature Requlred1 

programs, you are not required to: 

- Provide a transaction receipt, unless requested by the cardholder 
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- Obtain the card holder's signature provided you transmit the full track 
data/full chip card data In the authorization request regardless of the 
sale amount 

12 Refunds 
Do"s 

• Do obtain an authorization an refund transactions. For American 
Express transactions, please refer to Appendix 2 

• Do provide clear Instructions to your customers regarding returns, 
Including the following: 
- Customer service telephone number 

- Reference number for the return 

- Expected processing time for the credit 

- Return address, preferably on a preformatted shipping label (!f 
applicable) 

Do document your cancellation policy and terms and conditions on the 
contract the cardholder signs or on your website, as applicable 

• Do create a credit draft containing the following Information for every 
refund: 
- The account number 

- The cardholder's name 

- Your name, city, state and merchant ldentlncation number 

, Don't process a credit trans.action after a chargeback has been received 
Your website must communicate your refund policy to your customers and 
require your customers to select a "click-to-accept" or another affirmative 
button to acknowledge the policy, The terms and conditions of the 
purchase must be displayed on the same screen view as the checkout 
screen that presents the total purchase amount or within the sequence of 
website pages the cardholder accesses during the checkout process. 
For American Express transactions, please also refer to Appendix 2. 
13 Exchanges 
For an even exchahge, no addltlonal paperwork Is necessary, and you may 
simply follow your standard company policy. 
For an uneven exchange, you must complete a credit draft and follow the 
procedures outlined In Section 12 for the total amount of goods returned, 
Tile card holder's account will be credited for tliat amount. Then, complete 
a new sales draft for the total amount of any new goods purchased. 
14 Chargebacks, retrievals, and other debits 
Chargabac:ks 
Both the cardholder and the card~lssulng bank have the right to question or 
dispute a transaction. If such questions or disputes are not resolved, a 
chargeback may occur. You are responsible for all chargebacks, our 
chargeback fees and related costs arising from your transactions. As a 
result, we will debit your settlement account or settlement funds for the 
amount of each chargeback. 

- Merchant ldentlficatlon number is optional but lf provided for Discover Due to the short time frames and the supporting d0ClImentatlon necessary 
to successfully (and permanently) reverse a chargeback In your favor, we 
strongly recommend that 

Network, only include the last 4 digits 

- iransactlon type 
- A description of the goods or services 

- The transaction date of the credit 

- The total amount of the credit 
- For Discover Network transactions, the approved currency used and 

the signature of your authorized representative or employee 

- For Pay Pal transactions, the approved currency used and the 
signature of your authorized representative or employee 

• Do submit all credit drafts to us within the timeframes set out in Section 
19 
Do submit each credit under the estabfishment where the cred)t 
originated 

Do provide full refunds for the exact dollar amount of1he original 
transaction including tax, handling charges, Surcharges, etc. and under 
no circumstances provide a refund amount for more than the original 
card sale amount 

• For partial refunds relating to Surcharge transacllons, 1he Surcharge 
amount must be prorated 
Do Write clearly all amounts and other handwritten information ~ stray 
marks on the credit draft will render It illegible 

• Do ensure that the cardholder signs the credit draft. give the cardholder 
the appropriate copy and deposit the credit draft lmmedlately 

Oon1ts 

• Don't circle or underline any Information on the credit draft 
Don't credit an account that differs from the account used for the original 
transaction 
Don't include the card expiration date or any more than the last 4 digits 
of the card number In the copy of the credit draft which you provide to 
the cardholder 

• Don't give cash, check, credit refunds, or other consideration for card 
sales, with the exception of the following: 

- If the card used to make the purchase is not available or the refund 
transaction authorization request ls declined 

- Visa Easy Payment Service Transaction or If EMV~enabled and 
participating in Visa's "No Signature Required" program 

- The recipient of the gift Is not the card holder 

- Visa prepaid card transaction if the cardholder states that the Visa 
prepaid card has been discarded 

• Don't Intentionally submit a sale and o.n offsetting credit at a later date 
solely for the purpose of debiting and crediting your own or a customer's 
account 
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, You adhere to the guidelines and procedures outl!ned In this guide 

If you do receive a chargeback, Investigate and If you dispute the 
chargeback, submit the appropriate documentation within the required 
1imeframe 
Whenever possible, contact the cardholder directly 10 resolve the 
dispute (except with respect to a Discover Network cardholder wltl1 
whom direct contact rsgardlr,g the dispute Is prohibited by Discover 
Network Payment Network Rules) 

• If you have any questions, call Customer Service 
You must not process a credit transaction once a chargeback 1s received, 
even with cardholder authorization, as the credits may not be recoverable, 
and you may be financially responsible for the credit as well as the 
chargeback. Instead, the card~lssu!ng bank will credit the cardholder's 
account. 
Chargeback process 
If the card-Issuing bank submits a chargeback, we will aend you a 
ohargeback notification, which may also Include a request for transaction 
documentation, 11 ls Important that you respond to a chargeback notification 
and transaction documentation request w!th!n the time frame set out In tile 
notification. 
Upon rece!pt of a transaction documentation request, you must 
immediately retrieve the requested sales draft(s) using the following 
guidelines: 

- Make a legible copy, centered on 8w1/2 x 11-inch paper (only 1 sales 
draft per page) 

- Write the 'case number' from the request for transaction 
documentation on each copy/page 

- If applicable, make copies of a hotel folio, car rental agreement, 
malllphone/lnternet order form or other form of receipt 

- If a credit transaction has been processed, make a copy of the credit 
draft 

- Letters are not acceptable substitutes for sales drafts 
We strongly recommend !hat you also include a detailed rebuttal letter 
along with all pertinent documents when responding to a transaction 
request or a chargeback notlflcatlon (for example, rental agreement, the 
portion signed by the cardholder: and the area where the authorization 
codes, with amounts and dates, are located). 
If the Information you provide !s both timely and, in our sole discretion, 
sufficient to warrant a re"presen!ment of the transaction or reversal of the 
chargeback, we will do so on your behalf. However, a reversal is ult!mately 
contingent upon the card~issulng bank and/ or cardholder accepting the 
transact!on under applicable payment network guidelines. Re-presentment 
or reversal is not a guarantee that the chargeback has been resolved in 
your favor. 
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•If we do not receive a clear, legible, and complete copy of the transaction 
documentation within the time frame specified on the request, you may be 
subject to a chargeback for "non-receipt" for w~l_ch there Is no recourse, 

If you do not dispute the chargeback within the applfcable time !lmlts as ~et 
by the payment ne.tw9rk rules and regulatlons, you will forfeit your reversal 
rights. 

The card~lssulng bank may charge a handling fee which will be debited 
from your settlement account or settlement funds If a transaction 
documentation request results from a discrepancy between the sales draft 
and the transmitted record regarding any of the fol.lowing: 

- The name of your business 

- The city, state, or country listed for your business 

- The transaction date 

Visa; If we rever$e the chargeback ~nd re~presorlt the transactlon to the 
card-Issuing ban'r<., the card~lssulng bank, at Its sole discretion, may elect lo 
submit the matter for arbltratron before Visa. Visa currently charges a flllng 
fee and a review fee. Whether or not a decision Is made !n your favor, you 
wlll be responsible for all such fees and charges and any other applicable 
fees and charges Imposed by Visa. Suoh fees and charges w!II be debited 
from your settlement account or settlement funds, In addition to the 
chargeback, 

STAR: lfwe reverse the chargeback and reMpresent the transaction to tt1e 
card~lss·uing .bank, the card~issu!ng biink, at Its sole discretion, may elect to 
submit the matter for arbitration before STAR. Whether or not a decision is 
made in your favor, you wHJ be responsible for all fees and charges relating 
to that arbitration and any other applicable fees and charges Imposed by 

• STAR. Such fees•and charges wfll be debited from your settlement account 
or settlement funds, In addition lo the chargeback. 

Masterc_ard: If we reverse the chargeback and re-present the transaction 
to the card_- Issuing bank, the cardMlssulng bank, at its sole discretlon, may 
elect to resubmit the chargeba.ck. In such an event, al our d!scret!on, we 
will debit your settlement.account or settlement'funds for the chargeback. 
However, If you feel strongly that It Is an Invalid chargebacl<, we may, on 
your behalf and at your request. submit the matter for arbitration before 
Masterca_rd, Masterc.ird currently charges a filing fee and a review fee. 
Whether or not a decision "is made in your favor, you will be responsible for 
all such fees and charges and any o117er oharges lrnposed bY Mastercard. 
Suell fees and charges will be debited 'from yoUr settlement account or 
settlement fL111ds, In addition to the chargebacl(. 

Oiscover: Network: If Discover Network rejects ou'r rEi~presentment 
request and you feel strongly that the chargeback is invalid, we may, at our 
discretion and on 'your behalf and at your request, submil the matter for 
dispute arb!tratlon before Discover Network. Discover Network charges 
acqulrers fees for re-presentment .requests and .matters submitted to 
DiscovE;ir Network for arbitration. We, In turn, may charge you fees for 
these !terns. 

PayPal: If PayPal rejects our re-presentment request and you feel strongly 
that the chargeback Js Invalid, we may, at our discretion and on your behalf 
and at your request, submlt the matter fer dispute arbitration before 
PayPal. PayPal charges acqulrers fees for re-presentment requests and 
matters submitted to PayPal for arbitration. We, In turn, may charge you 
fees for these Items. 

American Express: You may request a chargebaclc reversal If the 
cllargeback was applied In error, provided that (1) you have responded to 
the origlnal inquiry witt1in the specified time frame set out in your dispute 
notification and (2) you have provided all supporting documentation to 
SL1bstantlate the ,error. 

All pay: Refer to Appendix 5. 
Chargeback reasons 

The following section outlines ttle most common types of chargebacks. 
This list is not exhaustive. Within each group, we have Included 
recommendations on how to reduce the risk of charge backs, These are 
recommendations only and do not guarantee that you will eliminate 

. chargebacks. 

Chargebacks due to authorization Descr'ipticrn 

Proper authorlzatlon procedures were not followed and valid authorization 
was- not obtained. 

Likely scenario 

• Autliorization not obtained 

• Authorization was declined 

Transaction processed with an expired card and authorization was not 
obtained 

Transaction processed wlth an lnvEllid account number and aLIthorlzatlon 
was not obtained 

Card Recovery Bu!letln (CRB) or Exception File was not checked 
(transactions below floor limit) 

Recommendations to roduc& risk of ehargobaek 

• Obtain valid authorization on the day of the transaction 

If you receive the followlng responses: 

- Decline - Request another form of payment from the cardholder· 

- Referral - Follow the voice procedures to obtain a valid authorization 
and obtain an Imprint of the card 

~ Pick Up -Means 1hat the card-Issuing bank ls asking for the card to 
be returned-you must not accept the card for payment and, In 
addition, you may retain the card and send It to us so thal we can 
arrange for Its return to the card-Issuing bank 

You must not exceed any predetermined thresholds for specific POS 
device types -~s specified by each payment network 

~ You must ship goods within the timeframe set out !n Section 19, after 
you have obtained authorization 

Chargeback!:ll due to cancellatlon and returns 

Description 

• Credit was not processed properly, or the cardholder has canceled or 
returned Items 

Likely scenario 

Cardholder received damaged or defective merchandise 

• Cardholder continued to be bll!ed for canceled recurring transaction 

• Credit transaction was not processed 

Recommendations to reduce risk of chargeback 

Issue credit to 1he card holder on the same account as the purchase In a 
timely manner 

Do not issue credit to the cardholder in the form of cash, check, or inM 
store/merchandise credit as we may not be able to recoup your funds if 
the transaction ls charged back. 

• For r0currlng transactions ensure customers are fully aware of the 
conditions: 

- Cancel recurring transactions as soon as notification Is received from 
the cardholder or as a chargeback and issue the appropriate credit as 
needed to the cardho!der In a timely manner 

- Notify the cardholder within 10 day$ (domestic) and 15 days 
(international) in advance of each billing, to allow the cardholder time 
to cancel the transaction 

Provide proper disclosure ai your refund policy for returned/canceled 
merchandise or services to the cardholder at the time of transaction. 
Card present, cardholder signed the sales draft containing disclosure 

• If applicable, 1he words "No Exchange, No Refund", etc. be clearly 
prlnled In 1/4-inch lettering on the sales draft: 

- eCommerce, provide disclosure on your website on the same page as 
check out. Require the cardholder to click to accept prior to 
completion 

- CNP, provide the cancellation polfcy at the time of the transaction 

For any Travel and Entertainment (i&E) transaction, provide 
cancellation numbers lo cardholders when the services are canceled 

E_nsure deUvery of the merchandise or services ordered to the 
cardholder 

• Participate In recommended fraud mitigation tools 

Chargebacks clue to fraud 

Description 

Transactions that the cardholder claims are unauthorized; the account 
number Is no longer In use or rs fictitiolis, or the merchant was Identified as 
"high risk."' 

NotQ; For Visa transactions, to ensure that you preseive your chargeback 
rights, you must: 

Complete a retrieval request and· provide a sales sllp \hat contains alt 
required data elements 

• Respond to all retrieval requests with a clear legible copy of the 
trnnsactlon document that contains all required data elements within the 
specified tlmeframe 
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Likaly scenario 
Multiple transactions Were completed·wlth a single card without the 
cardholder's permlsslori • • • ' 

• .A counterfeit card was used, and proper acceptance procedures Were 
not followed ' 

• Authorization wa_?, obtained; however, full track data was not transmitted 

• The cardholder states that they did not authorize or partlclpate In the 
transaction • • 

Recommendatiot1s to reduce the risk of chargeback Card Present 
Transactions: ' 

• Obtain an authorization for all transactions 

• For recurring 'transactions ensure customers are fully aware of the 
conditions: 

- Cancel recurring transactions as soon as not!flcatlon Is received from 
the cardholder or as a chargeback and issue the appropriate credit as 
needed to the cardholder in a. timely manner 

- Notify the cardholder within 1 O days (domestic) and 15 days 
(international) in advance of each billing, allowing the cardhOlder time 
to cancel the transaction 

- Amerlcan Expi"ess customers have the option to receive written 
notification of the recurring iransacilon at least 10 daya prlorto 
submitting or any time the charge amount exceeds a maximum 
amount that has been set by the cardholder 

If you are utilizing an electronic device to capture card data, swipe, dip, 
or wa.ve all card transactions through your electron!c authorlzatlOn 
dev!ce to capture cardholder Information. V\l'hen applicable, ensure the 
dieplayed cardholder number matches the number on the card, 

e You should avold·keying the card data into your elec1ronlc autl1arlzatlon 
device unless you are unable to capture the card data through one of 
the above methods, If you do key the card data into your electronic 
aulhorlzatloil del,'.lce, it is highly recommended that you also key_in the 
3~ or 4--dlg.it verificatron code 

If you an,1 not participating in th8 11 NO Signature Requiredl' prngram: 

Obtain the cardholder slgnatur~ for all tra~sactlons; ensure the signature 
on the,sa.'les draft matches the signature an the bacl< of"the card 

Proc~ss all transactions one time and do no1 batch out transactions 
multiple times 

• Educate staff on procedur·es to eliminate POS fraud 

CNP Transactions: 

Ensure de.livery of the merchandise or services ordered to the 
cardholder 

• Partlclpi:tte In recommended fraud mitigation fools: 

- Verified by Visa Program 

- Mastercard SecureCode 

- ·Address Verification Services (AVS) 

- Use of card verification code 

Note: While transactions utlllzlng tt1ese tools may still be disputed, the 
service may assist you with your decision to accept certain cards for 
payment. 

• Ensure you sh!p to the AVS contirmed address (bill to and ship to must 
match) 

• Obtain authorlzation for all transactions 

Ensure merchant descriptor matches the name of the business and Is 
dlspfayed correctly on the cardholder statement 

Ensure descriplor includes correct business address and a valid 
customer service number 

Please refer to Appendix 2 for American Express fraud mitigation tools 

Chargebacks due to cardholder disputes 

Description 

Goods or services not received by the cardl1older, Merchandise de'fectlve 
or not as descrlbed. 

L1kely scenario. 

• Services were not provided, or merchandise was not received by the 
card holder 

o Cardholder was charged prior to merchandise being shipped or 
merchandise was not received by agreed upon delivery date or location 

Cardholder received merchandise that was defective,. damaged or 
unsuited for the purpose sold or did not match the deSC'tiption on·1he 
transaction documentation/verbal descr!ptlon-presenled-at 11:le time of 
purchase 

t Cardholder paid wlth sin alternate means and their card was also billed 
for the same transaction 

• Cardholcier canceled service or merchandise and their.card was billed • 

Cardholder billed for a transi:ictlon that ·was not part of the O·rlgii-1al 
transaction document • 

• Cardholder claims to have ~een sold counterfe!t ~oOds 

• Cardholder claims the merchant mlsrepresente~_the terms of sale 

Recommendations to reduce such risk of chargeback 

Provide Services or Merchandise as agreed upon an!) described to.1he 
cardholder; clearly Indicate the expected delivery date on the sales 
receipt or Invoice 

Contact the card holder In writing if the merchandise or service cannot be 
provided or Is delayed and offer the card holder the 0ptlon lo cancel if 
your Internal policies allow 

• If the cardholder received defective merchandise or the merchandise 
received was not as described,· resolve the Issue with the cardholder at 
first contact 

• If the merchandise is being p!cked·up by the cardh◊lder, _have them sign 
for the merchandise after inspe·ctini;;i that It was ·recelv6d in good • • • 
condition 

• Do not charge 1he cardholder .untJI the me~chanct"lse ha{, been shipped,' 
according to the agreed upon terms1 and a signed Proof of Delivery from 
the cardholder Is obta)ned 

If unable to provide servlc'es or merchandise: ,l;sue 'a credit to the. 
cardholder In a llmely manner 

Accept only one form of ·raYmeni per tranaactlon and ensure ·the 
cardholcler Is only billed once per transaction • 

• Do not bill card holder _fOr loSs, theft' or damage5: Unless authori:Zed by the • 
cardholder • 

• Ensure that a description of the Service or merchandise.prov!ded is 
clearly defined 

Ch'argebacks due to processing-errors 

Description 
Error was made when transaqtion' Wa·s p'ro~essed, or. It wEls bl!led 
Incorrectly, • 

Likely scenario 

The transaction was not deposited Withtnthe·payment network speCified 
Ume frame • 

The cardholder was lssUed- ~ credit draft, however, the transactiOh was 
processed as a sa!e • • • • 

The transaction was to be.processed 'in ·a currency other than the 
currency LJsed to settle the transaction. • 

The account number or transaction amount used 111 the transaction was 
incorrectly entered 

• A single 1ransactlon was processed more Ulan once to the cardholder.'s 
account 

The cardholder Initially Presented the ca·rd as payment for the 
1ransaclion, however, the cardholder dedded lo use an alternate form of 
payment • 

A limited arnount er self~service terminal transaction was processed for 
an amount over the predetermined limit 

Recommendations to reduce rtsk of ch.ir9eback 

• Process all transactions w1\hin the payment network speCified time 
frames 

• Ensure all transactions are processed accurately and only one time. 

lf a transaction was processed rnore lhan once, immediately Issue voids, 
transaction reversals or credits 

Ensure that credit transaction receipts are processed as credits and sale 
transaction receipts are proces_sed as sales , 

Ensure all transactions receive a valid authorization approval code prior 
to processing the transaction and obtain a legible magnetic swiped, 
dipped, tapped or waved safes draft that is signed 
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• Do not alter transaction documentation or make any adjustments unless 
the card holder has been contacted and agrees to modifications of ~he 
transaction amount 

• Ensure limited amount, selfMservlce and automated fuel dispenser 
terminals are set properly to conform to the predetermined llmils 

Chargebacks due to nonRrec~lpt of Information 
Description 
Failure to respond to a retrieval request or the cardholder does not 
recognize the lransaction. 
Likely scenario 

The transaction documentation was not provided to fulfill the retrieval 
request 

• The retrieval request was fulfilled with an l!leglble sales draft or was an 
lnval!d fulfillment (Incorrect sales dra~ or ihe sales draft did not contain 
required Information that may include signature if you are not 
participating In the "No Signature Requlfed" program} 

The cardholder does not reccignlze or ls unfamlllar with the transaction 
due to the merchant name or location not matching the name or location 
where the transaction took place 

Recommend_atlons to reduce such risk of chargeback 

• Provide a clear and legible copy of the sales draft that contain:;; all 
required data elements within the required time frame \hat is specified 
on the retrieval request 

• Ensure that the most recognlzable merchant name, locat!on and 
customer service phone number Is provided on all transactions 

• Retain copies of all transaction documentation for the required time 
frame that is specified by each payment network 

• Develop efficient methocts to retrieve transaction documentation to 
maximize ability to fulfill requests 

15 Suspect/Fraudulent transactions 
If the card being presented or the behavior of the person presenting the 
card appears to be suspicious or.you otherwise suspect fraud., you must 
immediately call t11e Voice Authorization Center and asl( to spe~I~ to a Code 
1 O operator. Answer a~I their questions and follow their lnatruotions. • 
VVhlle not proof that a transaction Is fraudulent, the following are some 
suggestions to assist you In preventing fraudulent transactions that .could 
result In a chargeback: 
Ooes the cardholder: 
• Appear nervous/agitated/ hurried? 
• Appear to be making Indiscriminate purchases (for example, does not 

care how much an item costs, the size, etc.)? 

• Make purc!1ases substantially greater than your usual customer (for 
example, your average transaction is $60, but this transaction Is for 
$360)? 

• 1nslst on taking the merchandise immediately {for example, no matter 
how difficult it is to handle, is not Interested in free delivery, alterations, 
etc,)'/ 
,l:\ppear to be purchasing an l1nusual amount of expensive Items or the 
same items? 
Tal<e an unusual amount of time to sign the sales draft or look at the 
back of the card as he signs? 
Take the card from a pocket Instead of a wallet? 

• Repeatedly come back, In a short amount of time or right before closing 
tlme, to make addltlonal purchases? 
Cause an unusual, sudden increase in the number and average sales 
transactions over a one to tt1ree day period? 

• Tell you he has been having some problems with his card~is!:luing bank 
and request that you call a number that he provides) for "special" 
har,dl!ng or authorization? 
Have a p1·evious history of disputed charges? 

Place orders to be shipped to an address other than the bllllng address 
or use anonymous/free email domains? 

• Place orders sent to ZIP codes or countries where you show a history of 
fraudulent claims? 

Does the card: 
• Have characters the same size, height, style and all within alignment? 

Appear to be reMembossed (the original numbers or letters may be 
detect\:¼d on the back of the card)? 

• Have a damaged hologram? 
Have a Magnetic Stripe on the back on the ·card? 
l-lave,'valid from (effect!ve) and valid thru (expiration) dates consistent 
with the sale date? 

We also recommend that you are v!gllant for, any cardholder who behaves 
as follows, sp_eclflca!ly In relation to prepaid cards: 
• Frequently makes purchases and then returns the goods for cash 

1 Uses prepaid cards to purchase other prepaid cards 

• Uses larg_e numbers of prepaid cards to make purchases 
Gift Cards, jewelry, video, stereo, computer and camera equipment shoes 
and men's clothing are typically fraudpprone because they can easlly be 
resold. Also be susplcloUs of high dollar amounts and transactions with 
more tl1an one fraud~prone item, (for example, 2 laptops, 3 gold chains, 
etc,), 

Part3 
In this part of the guide you'll ftnd helpful Information about what to do If a 
card ls left at your business, how long you must retain copies of records, 
how to return equipment, and Important transaction tlmeframes. This Is 
also where you'll find additional guldellnes for specific industries including: 

Lodging 
, Vending machines 

• Travel & Entertalnmenl 

• Telecommunications 

'> Restaurants 

Petroleum 
If you'd tlke additions! Information atiout anything you've read In the Your 
Payments Acceptance Gulde1 ple{!s~ contact Customer Servlc~. 
16 LosU~ecovered cards 
If a card Is left behind and remains unclalm~d, you s.hould call the 
appropriate payment network's Customer Service team via the number 
below.and they will Instruct you 011 how to handle It: 

Visa 1-800-336•8472 
Mastercard 1-800w826N2181 
Discover 1-800-DISCOVER (1-800•347-2683) 
AMEX 1-800-992-3404 
PayPal 1-877-569-1113 

17 Retention of records 
You must securely retain legible copies of all sales drafts and credit drafts 
or any other transaction records for the following periods: 

• Mastercard, Visa, and STAR: 13 months from the transaction date. 5 
years for healthcare sales drafts and credit drafts, 
Discover Network; The longer of (1) 365 days or (2) the resolution of any 
pending or threatened disputes, clalms, disagreements or litigation 
Involving the card transaction. You must also keep Images or other copies 
of sales drafts for ho less than 3 years from the date of the Discover 
Network transaction, ' ' 
PayPal: The longer of (1) eitl,er (A) 1 year from the trarnrnc.tlon date, or (B) 
If the transaction date was subject to dispute, 2 years from the transaction 
date or· (2) the time period required by applicable law. 
American Express: 24 montl1s from the date on which you submitted the 
sales draft or credit draft to us, .You must provide all sales drafts and credlt 
drafts or other transaction records requested by us within the shortest time 
limits established by payment networl( rul_es._ 
18 Return of equipment 
To return point of sale (POS) equipment that you do not own, you must call 
Customer Service for the address of the location to send the device 
You must include the following information.in the shipping box: 

- Your name, address and phone number 

- The name of the person to contact if there are any questions 

- Yoi1r merchant identification number 

- The lease number (!f applicable) 
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' - The serial number of the POS device (found on the underside of the 
POS device) 

You must return the POS dev!ce !n a manner tt1at can be tracked. 
Reference the lease number (ff applicable) on the return packaging. 

19 Time frames 
Authorizations 

A positive (approved) authorization response remains valid for: 

• 7 days for Mastercard electronic processed transactions 

• 10 days for Visa, Discover, and STAR electronic processed transactions 
subject to the followfng exception: 

30 days for Visa, Discover and PayPal, 20 days for STAR for the 
following· Jndustries 

o Car rental 

o Alrllne and passenger railway 

a Lodging 

c Otl1er Travel and Entertainment (T&E) categories 

• 7 days for American Express electronic processed transaction subject to 
the following except/on: 

- 30 days for the Travel and Entertafnment (T&E) Industries 
Delayed defiveries 

If dellvery I$ more than: 

• 7 days (Mastercard, Visa, American Express, and STAR transactions) 

• 1 O days (Discover Network and PayPal transactions) 

• After the original transaction date and the lnltial authoriz1;1t!on request, 
you mL1st reauthorize the unprocessed portion of the transaction pr!or to 
delivery 

Refunds 

You must submit all credit transactions to us within 5 days of determining 
that a credit is due. 

20 Additional provisions ror specific lndustrlas 

Merchants in the lodging induii!try 

There are additional rules and requitements that apply to merchants In the 
lodging industry for practices Including, but not lrmlted to, guaranteed 
reservatkms and charges for no shows, advance deposl!s, overbookings, 
and priority checkout. 

If you are .e lodging merchant and wish to participate in the payment 
network lodging se~lces programs, please contact your sales 
representatlve or relationship manager for details and the appropriate 
payment network requirements. 

You must provide the cardholder with written confirmation of a gL1arar1teed 
reseivation. The confirmation must contain: 

Cardholder's name as it appears on the card, if present 

Card number, truncated where required by applicable law to you or us 
and card expiration date if present, unless prohibited by applicable law 
to you or us 

• Reservation confirmation number 

• Anticipated arrival date and length of stay 

• The cancellallon policy In its entirety, incl us Ive of the date and time the 
cancel!atlon privileges expire 

Any other pertinent details related to the reserved accommodations 

If a cardholder rsquests a cancellation !n accordance with your cancellation 
policy and specified time frames, you must provide the cardholder with a 
cancellation number and Instructions to retain a record of It. 

If a cardholder requests a wrllten confirmation of the cancellation, you must 
provide this confirmation to the cardholder within 3 business days of such 
request. For the purposes of tl1ls section, a business day means Monday 
through Friday, exclLJding Bank holidays. 

The cancellation confirmation must contain: 

• The cardholder's reference that charges were placed on the card, If 
applicable or a guarantee that a "no-shoW' charge will not be placed on 
the card 

• The cardholder's name as it appears on the card, if present 

The card number, truncated as required by applicable law to you or us 

The card expiration date, if present. unless prohibited by applicable law 
to you or us 

• The reservation cancellation number 

• The date of cancellation 

• The name of your employee that processed the cancellation 

• Any other pertinent Information related to the reserved acconimodations 

Preauthorlzatlon for Traval and E11torta111ment (T&E) and .restaurant 
merchants • 

If you are a business engaged In providing travel and entertainment 
service·s (for example, car rentals, hotels, motels, etc.) or a restaurant 
business and engage In the practice of "preauthor!zatlon" you must comply 
with the following general procedures: 

A hotel, motel or car rental merchant may obtain an estimated 
authorization at the time of check-In 

Restaurants must not add an estimated tip amount to the authorization 
request beyond the value of the goods provided or services rendered, 
plus any appllcable tax 

You must notify the card holder of the dollar amount you Intend to 
"preauthorize" 

• If the customer decides to use another form of payment (for example, 
cash, check, etc.) you must promptly call the Voice Authorization 
Response Unit to delete !he authorization hold. Provide the cardholder's 
account number original dollar amount, date of \he transaction, and the 
authorization code. If a new transaction takes place, a new signed salea 
draft for the exact amount and a naw authorization code for that amount 
mLISt be oblalned 

Vehicle rental providers may not Include potential vehicle damage or 
Insurance deductibles in any pre-authorizations 

If you receive a decline on a transaction, you must wait 24 hours before 
attempting to reauthorize. If you reauthorize prior to this time frame and 
receive an approval, you may be subject to a chargeback and a fine 
imposed by the payment networks 

Hotels, motels, and car rental merchants are allowed up to a 15% 
variance above the amount authorized. If the final amount charged to 
the cardholder exceeds the orlgina! estimate by more than 15% above 
the preautholization, you must authorize any addltlonal amounts and all 
!ncrement81 authorization codes must be· written in the authorization 
area along with the date of authorization and the amount awthorlzed 

• Preauthorization for certain establ!shments' services, are allowed up to a 
20% (instead of 15%) valiemce above the amount authorized, If the fin~l 
amount exceeds the amount "preauthorlzed" by more than 20%, you 
must authorize the additional amount. Estimating the authorization 
amount to Include a tip is prohibited. The authorization request must 
Include only the amount assoclatt:id With the bill presented to your 
customer 

• You must obtain an authorization for the ln!tlal estimated charges and 
then monitor the charges to onsure that the actual charges made do not 
exceed the estimated charges. If the actual charges exceed the amount 
of the Initial estimated authorization (and any subsequent estimated 
authorizations), then you must secure a positive authorization for the 
addlt!onal amount. Subsequent authorizations must only be for the 
additlonal amount of total charges and must not include any amounts 
already authorized 

The estimated amount of any preauthorization for lodging 
accommodations must be based on: 

- The intended length of stay 

- The room rate 

- Applicable taxes and service charges 

~ Other miscellaneous charges as dictated by experience 

If an authorization request is declined, no charges occurring after that 
date will be accepted for that cardholder 

You do not need to obtain a final authorization If the total sum of charges 
(the flnal amount) does not exceed 20% of the previously authorized 
charges, You must record the dates, authorized amounts and their 
respective autl,orizatlon approval codes on the sales draft(s) 

Merchauts operating vending machines 

For Mastercard, If you are operating vending machines under MCC 5499 
(Mlscellaneous Food Stores - Convenience Stores, Markets, and Specialty 
Stores), you need not provide a receipt at the time a transaction Is 
conducted, However, If a vending machine cannot provide a printed 
receipt, you must disclose and post instructions advising cardholders how 
a recelpt may be obtained. 
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Telecommunlcatlon service providers 
You must contact Customer Service for approval and further instructions, 
rules and requirements before conducting telecommun!catlon transactions, 

Telecommunication card sales occur when a telephone service provider 
Is paid directly using a card for Individual local or long~dlstance 
telephone calls, wtth the exception that prepaid telephone service cards 
are not and do not give rise 10 telecommunlcation card sales 

Petroleum lndus1ry 

For Visa, Mastercard, STAR, American Express, Discover Network, and 
PayPal transactions, merchants operating In the petroleum industry that 
conduct card sales at Automated Fuel Dispensers (AFDs}, may submit a 
card authorization request for $1 to verify the validity of the presented. 
Under such circumstances, you must submit an authorization advice 
message for the actual amount of the card sale within 60 minutes of 
completfon of fuel delivery regardless of whether you previously received a 
partial authorlzatlon response or a positive authorization response for any 
other amount If you do not complete the card sale following receipt of an 
approved authorization response for any amount, a request to cancel the 
authorization request must be subm!1ted within 60 minutes of the 
completlon of fuel delivery, 

Appendices 
Appendix 1 

Special Provisions for WEX and Voyager 
WEXcards 

1f you participate in the WEX FLIII Service Program, the following applies: 
Do's 

• Do provide, at your own expense, ell equipment necessary to permit the 
electronic ·acceptance of the WEX cards, Including the operation and 
ma·1ntenance of the equipment, telecommunication link, and provision of 
all networ!<ing services 

• Do Include In any request for aL1thorization the following Information: 

- WEX cardholder account number 
- Vehicle number 

- Card expiration date 

- Ddver identification number 

- The amount of the transaction 

- The date and time of the transaction 

- The quantity of goods sold, unit price, and product code (1he 
Authorization Request Data) 

- An authorization number or other approval code from WEX for all 
mamml WEX card sales (in other words, sales facilitated by e card 
imprinter) 

Do ensure that the product detail of each transaction ls accurate, 
including: 

- The type of goods sold 

- Quantity of goods sold 
- Unlt price/price per gallon (If appllcable) 

- Taxes 

- Any coupons presented 

Do ensure that the product detail outllned equals the total amount of the 
sale when calculated (for example, product quantity multiplied by the 
un!t price must equal the product amount. The sum of all product 
amounts, Including taxes minus any coupons must equal the total 
transaction amount} 

• Do complete a WEX card sale only upon the receipt of an authorization 
approval message 

Do provide a copy of the receipt for a WEX card sale upon the request 
of the oardholder, to the extent permitted by applicable law, The receipt 
must not include the full account number or driver identif!cal!on number 

• Do require the cardholder to sign a receipt when a WEX card sare is not 
completed by an Island card reader 

• Do take all commerc!ally reasonable efforts to protect manual WEX card 
sales data from fraud or misuse 

• Do securely maintain a record of all WEX ea.rd sales (Including the 
authorization request data) for a period of one year, You musl produc& 
such records upon the reasonable reqL1est of Wl::X 

Do noUfy us of any errors contained in a settlement.report w1thln 45 days 
of receipt of such report. We will not accept reprocessing requests for 
WEX transactions older than 90 days 

Do allow WEX to audit records, upon reasonable advance notice, 
related to the Wl:X Full Service 

Do retransmit WEX card sales data when reasonably requested to do so 
Don1ts 

Don't submit a WEX card sale for processing unless a WEX card Is 
presented at the time of the sale 

• Don't accept a WEX card if an expired card/decline message is received 

• Don't submit a WEX card sale for processing until the goods have been 
delivered or services performed 

Don't accept a WEX card lf It appears to be lnval!d or expired or there Is 
reasonable belief that the W~ card ls counterfeit or stolen 
Don't divide the price of goods and services purchased In a single WEX 
card sale among two or more sales receipts 
Don't permit a WEX card sale when only partial payment is made by use 
of the WEX card and the balance is paid With another bank card 
Don't remove fuel tax at the POS Is not permitted. For all payment 
system product codes that are taxable, the transaction dollar amount 
and Price per Gallon (PPG) must contain the sum of the fuel cost and 
PPG Inclusive of all applicable Federal, State, County, Local and other 
fuel taxes 

You acknowledge and agree thst your sole remedies with respect to the 
WEX Full Acquiring services wlll be against us and not WEX, except to the 
extent that WEX knows of any fraud related to ll1e WEX cards and falls ta 
provide notice of such fraud or WEX commits fraud In respect to the WEX 
Full Acquiring Services. 
Voyager cards 

• You must check Fleet Cards for any printed restrictions at the POS 
• You must estabtlsh a fair policy for the exchange and return of 

merchandise 

You must promptly submit credits to us for any returns that are to be 
credited to a Voyager cardholder1s account 

You must not give any cash refunds to any Voyager ca1·dholder In 
connection with a sale, unless required by law 

In addition to the Information set out in Section 11 (Sales Drafts), you must 
Include the followlng Information on a single page document constituting 
the sales draft for Voyager transactions: 

All authorization requeflt data for Voyager card sales must include the 
following: 

- Voyager cardholder account number 

- Card expiration date 
- Driver identification number 

~ The amount of the transaction, date and time of the transaction 

- Quantity of goods sold, unit price, and product code (the 
Authorization Request Data) 

• All manual Voyager card sales (in other words, sales facilitated by a card 
imprlnter} must include: 
- The Authorization Request Data 

- An authorization number or other approval code from Voyager 

- The type of goods sold, quantity of goods sold, unit price /price per 
gallon (if applicable), and taxes 

- Any coupons presented within the product 

• The product detail outlined must equal the total amount of the sale when 
calculated, in other words: 

- Product quantity mult!plled by the unit price must equal product 
amount 

- The sum of all product amounts Including taxes minus any coupons 
must equal the total transaction amount 

You must not remove fuel tax at the POS. For all paymenl system product 
codes that are taxable, transaction dotlar amount and PPG must contain 
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the sum of the fuel cost and PPG Inclusive of all appllcable Federar, State, 
County, Local, and other fuel taxes. 

lfthere Is an Increase of 15% or more compared to the previous month ln 
the number of Voyager transaction authorization calls that are not due to 
our or Voysger system outages, we may, at our dtscret!on, deduct 
telephone charges from the settlement of your Voyager transactions. Fees 
will not exceed $0.25 per call. 

Settlement of Voyager transactioris will generally occur by the fourth 
banking day after we process the applicable card transactions. We wlll 
reimburse you for the dollar amount of sales you submit for a given day, 
reduced by the amount ofchargebacks, tax exemptions, discounts, credits 
and the fees set out ln the Agreement. You must notify us of any erl'Ors 
contained with the settlement reports within 30 calendar days of receipt of 
such report. Neither we nor Voyager will be required to reimburse you for 
sales submitted more than 60 calendar days from the date of purchase. 

For dally transmission of sales data, you mua.t securely maintain true and 
complete records for a period of not less than 36 months from the date of 
the generation of the data. You may store records en electronlc media, If 
secure. You are responsible for the expense of retaining sales data records 
and sales drafts. 

Appendix 2 

Spec/al Provisions for American express 

For merchants participating In the American Express OptBlue Program, 
you shoL1ld review the operating guide made avallable to you at 
.@1erlcanexorell&QDJfmeCQ.Q.antopquide 
Treatment of the American Express marks 

Whenever payment methods are communicated to customers or when 
customers ask what payments are accepted, you must indicate yoLlf 
acceptance of the American Express card and display the American 
Express marks (lncludlng any card appl!catlon forms provided to you) as 
prominently and In the same manner as any other payment products. 

You must not use the American Exp'ress marks in any way that injures or 
diminishes trre goodwill assoc!ated with the mark, nor (without our prior 
written consent) indicate that American Express endorses your goods or 
services. 

You must only use the American Express marks as permitted. You must 
cease using the American Express marks upon termination of your 
acceptance of American l:xpress cards. 

For additional guidelines on the use of tl1e American Express marks, 
please contact Customer Service. 

irea.tment of American Express cardholder Information 

Any and all cardholder information is confidential and the sole property of 
the card~lssulng bank, American Express or Its affiliates. Except as 
otherwise specified, you must not disclose cardholder Information, nor use 
or store it, other than to facilitate transactions at your establishments in 
accordance with the terms on which you are authorized to accept American 
Express cards, 

Authorization for Card Not Present transactions 

If you process a CNP transaction you must obtain the following information: 

• The card number or token 

• The card number or token expiration date 

• The cardholder's name as it appears an the card 

a The cardholder's bllllng address 

The delivery address if different from the billing address. In addition, for 
internet transactions you must; 

Use any separate merchant Identification numbers (Seller ID) 
establlshed for your Internet orders in all of your requests for 
authorization and Submission of charges 

- Provide us with at least 1 month's prior written notice of any change In 
your Internet address 

- Comply with any additional requirements that American Express 
provides from time to time 

American Express has the right to chargeback for any CNP transaction that 
the cardholder denies making or authorizing. However, American Express 
will not chargeback for any CNP transaction based solely upon a claim by 
a cardholder that he or she did not receive the disputed goods if you have: 

• Verified the address to which the goods were shipped was the 
cardholder's full billing address 

Provided proof of delivery signed by the card holder or an authorized 
signer of the card Indicating !he delfvery of the goods or services to the 
cardholder's full billing address 

American Express wlll not be Hable for actual or a!!eged fraudulent 
transactions over the Internet and will have the right lo chargeback for 
those charges. 

If a disputed transaction ar!ses involving a CNP transaction that is an 
Internet electronic delivery transaction, American Express may exercise a 
chargeback for the full amount of the tr~nsaction and place you In any of Its 
chargeback programs. 

Charge records (also known as sal@s drafts) 

For each transaction submitted: 

Electronlca!ly- you must create an electronically reproducible charge 
record 

• On paper (under extraordinary circumstances only) ~ you must create a 
charge record containing all of the following required data: 

- Full card number, expiration date, and, if available, cardholder name 

- The date the transaction was Incurred 

- The amount of the transaction, which must be the total price for the 
purchase of goods and services (plus applicable taxes and gratuities) 
purchased on the card 

- The authorization approval 

- A clear descriptlcn of the goods and services purchased by the 
cardholder 

- The words "No Refunds" If you have a no refund policy, and your 
return and cancellatlon pollcles 

- lhe cardholder's signature (If a CP transaction and you are not 
participating in the "No Signature Required" program) or the words 
'\elephone order," 'mall order," "internet order," or "signature on file," 
as applicable (If a CNP transaction) 

In Iha cl,arge record (and a copy of the c·ustomer's receipt) you must: 

Include your return and cancel!atlon policies 

• Mask. truncated card number digits with replacement characters such ai.:1 
"x," "*"or"#," and not blank spaces or numbers 

If the card holder wants to use more than ane card for payment of a 
purchase, you may create a separate charge record for each card used 
However, if the cardholder is using a single card for payment of a 
purchase, you must not divlda the purchase Into more than one transaction 
and you must not create more than one charge record. 

Refunds 

To issue a refund you must: 

• Compare the last 4 digits on the charge record against the card 
presented (when applicable) 

• Issue the credit In the currency in which the original transaction was 
submitted to us 

Issue the credit to the card used to make the origin al purchase. If the 
credit Is for the return of a gift by someone other than the cardholder 
who made the original purchase, you must apply your usual refund 
policy 

If the cardholder indicates that the card on which the purchase was 
originally made Is no longer active or available: 

• For all cards except prepaid cards~ advise the cardholder that you must 
Issue the credit to that card; and If the cardholder has questions, advise 
him or her to call the customer service number on the back of the card in 
question 

For prepaid cards. apply your usual refund policy for returns 

In tl1e credit draft delivered to the cardholder, you must mask truncated 
card number digits with replacement characters such as "x," "*"or"#," and 
not blank spaces or numbers. 

Your refund policy for card transactions must be at least as favorable as 
your refund policy for purchases made with other payment products or 
other payment methods. 

If you Issue a credit, American Express will not refund the discount or any 
other fees or assessments previously applied to the corresponding 
transaction. The discount on chargebacks will not be refunded. 

Fraud mitigation tools 

American Express offers fraud mlt!gation tools for GP and CNP 
transactions to help verify !hat a transaction Is valid. These tools help you 
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mitigate the rlsl< offraud at the POS, but are not a guarantee that a 
transaction Is, in fact, valid or bona fide or that you wfll nol be subject to a 
chargeback. For optimal use of the tools, please visit American Express' 
Fraud Prevention Information at; amerlcanexpress.com/fraudlnfo 
Recllrring transactions 

For recurring transactions, you must offer the cardholder the option to 
r.eceJve written notification for the recurring 1ransaction(s) at least 10 days 
prlor to suPmltting or any time the transaction amount exceeds a maximum 
amount that has been set by the cardholder, You must clearly and 
consplcuousty dlsclose all material terms of the option, includ1l1g, if 
applicable, the fact that recurring bllllng will continue until the option !s 
canceled by the cardtiolder: lf the material terms of the option change after 
submission of the first recurring transao11on, you must promptly notify the 
cardholder In writing of such change and obtain the cardholder1s expre$S 
written consent to the new terms prior lo submi11ing another recurring 
transaction. 

For recurring transactions you must: 

• Per/odicatly verify wi1h cardholders that their information (for example, 
card number, expiration date and billing address) Is s1!11 accurate. This 
will improve the likelihood of obtalning approval for an authorization 
request 

• Retain evidence of consent to receive updated card account Information 
from the card~lssuing bank for 24 months from the date you submit the 
last recurring transact/on 

Ensure that your process for cancellation of recurring transactions ls 
slmple and expeditious 

Within 24 hours of Incurring the first recurring billing transaction, provide 
the cardholder written confirmation of such transaction, including all 
material terms of the option and details of your cancellatlon/refund policy 

If your recurring transaction amounts vary, you must offer the cardholder 
the right to receive written notification of the amount and date of each 
recurring transaction: 

• At least 10 days before submitting each transaction 

,. Whenever the amount of the transaction exceeds a maximum recLlfrlng 
transaction amount specified by the cardholder 

For more Information about processing prepaid cards: 

• Call t11e customer service number on the back of the card in question 
G See American Express Card Payment Network Rules regarding 

'additional authorization requirements" 
No Signature Required Program 
You may p1:11ilc!pate in the No Signature Required' program under which 
you are not required to request a signature from cardholders on the 
transaction record provided that 

• Your business Is class/fled in an industry that accepts In-person charges, 
with the exception of the following categories: 

~ Merchants who do not conduct ln~person charges (that is, Internet, 
mail order, or telephone order) 

- Prohibited merchants or prohibited transactions (or both) as d8finecl In 
American Express Payment Network Rules regarding "risk evaluation" 

- HighMrlsk Merchants (for example, Internet electronic services or 
nightclubs/ lounges) as defined In American Express Payment 
Network Rules regarding "high~rlsk merchants" 

- Merchants placed in our Fraud Full Recourse Program. See American 
Express Payment Network Rules regarding "chargeback programs" 

In relation to the transaction: 

- The transaction arrioL1nt must meet tlie threshold established in 
American Express' country~speclflc policy 

- The transaction must include the appropriate indicator to reflect that 
the card and the Cardho(der were present at the POS 

- The transaction must indude a valid approval 
Under 1110 American Express 'No Signature Required' program, 
chargebacks will not be exercised for such charges based solely on your 
failure to obtain the cardholder's signature at the POS, 
lf a disproportionate number of disputed charges under the "No Signature 
Required" program occur, you must cooperste to reduce the number of 
disputed charges. If such efforts fail, you may be placed ln American 
Express chargeback programs or your participation ln the 'No Signature 
Required' program may be modified or terminated. 

Travelers cheques 

Travelers cheques are available ln various denoriilnations and currencies. 
The denominations in U.S. dollars range from $20 to $1,000. 
You must exercise caution when presented with a travelers cheque in a 
denomination of $500 or greater. The higher denamina1ed travelers 
cheques are rarely sold and so more ll(cely to be counterfeit. 
To accept a travelers Clieque, watch your customer countersign )n the 
lower-left corner of the travelers cheque and compare the countersignature 
to the signature In !he upper left corner of the travelers cl1eque. 

If the signature and countersignature are a reasonable match (they look 
alfke, but may not be identical), you may accept the cheque and there Is 
no need to obtain any identification 

1f you suspect tha1 the countersignature may be false or you did not 
watch the customer countersign, ask your customer to turn the cheque 
over and sign again across the left-hand side (In the same manner one 
typically endorses a check); then take the cheque and fold up the bottom 
right-hand corner so that you can compare the original signature with the 
new one 

If the signatures are not the same or you have any questions regarding 
the validity of the cheque, call Customer Service 

If you suspect that the travelers cheque may be fraudulent, verify that 
the cheque Is authentic by: 

- Performing the smudge test. 'Turn the cheque over (non-signature 
side). Wipe a moistened finger across the denomination 

- On the right side of the cheque, the ink should not smudge 

- On the left aide of the cheque, the ink should smudge 

- Obtaining onllne Authorization at arrierlcanexpregs,cor:ntverlfya~. 
You are not required io obtain autl,or!zation before accepting a 
travelers cheque 

High Charge Volume (CV) Merchants 
You acknowledg_e that you will be converted from the American Express 
U.S. Enhanced Acquisition Program to a direct card acceptance 
relatronshlp with American l::xpress if and when you become a High CV 
Merchant !n accordance with the Amedcan Express Payment Network 
Rules. As part of this acknowledgment, you agree that llpon conversion: (1) 
You will be bound by American Express' then-current agreement for card 
acceptance; and (2) American t::xpress will set pricing and 0U1er fees 
payable by you for card acceptance. 
A High CV Merchant is a Program Merchant with Estimated Annual 
Charge Volume (oCV) of greater than (1) $1,000,000 (USO) In the United 
States excluding Puerto Rico and the U.S. Virgin Islands or (2) $1,000,000 
(USO) in Puerto Rico and the U.S. Virgin Islands. Where a Program 
Merchant Prospect has more than one Establishment, then the ECV of all 
Establishments operated under the same tax identification nutrlber {TIN) In 
a region shall be aggregated or al! Establishments operatit1g under 
dlfferent TINs but as a unified business enterprise in a region shall be 
aggregated. For clarification purposes, a "unified business enterprise" shall 
Include Establishments that are owned, operated, or affiliated to a single 
business entity. 
Marketing OptaOuts 

You agree that when providing your contact information to us that you may 
receive messages from American Express, Including Important Information 
about American Express products, services and resources available to 
your business. These messages may be sent to the phone numbers, email 
addresses or fax numbers that you provide. If you provide a wireless phone 
number, you agree that you may be contacted al that number and the 
communications sent may Include auto-dialed short messago service (SMS 
or text) messages or automated or pre-recorded calls, American Express 
may otherwise use and share your information for business purposes and 
as permitted by appUcable law. American Express uses reasonable 
administrative, technical, and physical secLirlty measures to protect your 
Information consistent w!!h the sensitivity of the Information. 
You may opt~out of newsletters or messages about products, services and 
resources for different forms of communlcat/ons by contacting us, through 
Inbound telephone, emall, website c1nd any other means Identified by us or 
by exercising the opt-out options that may be described or offered In 
em alls, SMS messages, or other communications. lf you opt-out, you may 
still receive messages from American Express regarding services and 
programs designed to enhance the value of the American Express 
Network. 
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Protecting American Express Card Member lnfo~matlon 

These merchant data Mcurfty requirements apply to all of your equipment, 
systems and networks on which encryption keys; cardholder data and Mr' 
sensitive allthentlcatlon data are stored, processed or transmitted. 

Standards for protection of eardholdel' data and sGnsltlve 
authentication data 

You must. and you must ensure that all of your employees, ~gents, 
representatives, subcontractors, processors, service providers, providers of 
POS equipment or systems or payment processing solutions and any other 
party to wham you may provide card member Information access, will: 
• Store American Express cardholder data only to facilitate transactions 

for your acceptance of American Express cards 

• Comply with !he current version of the PCI DSS, no later than the 
effective date for implementing that version 

• Use, when deploying new or replacement PINRentry devioes or payment 
applications (or both), only those that are PCIRapproved 

You must protect all charge records and credit records retained in 
accordance with these data ijecurlty provisions, You must use these 
records only for purposes of your acceptance of American Express cards 
and you must safeguard the records accordingly. 

Data Incidents 

If you discover a data Incident, you must: 

• Notify us immediately and in no case later than 24 hours after such 
discovery 

• Conduct a thorough forensic investigation or each data Incident; this 
must be conducted by a PCI forensic investigator (PFI) if the data 
Incident Involves 10,D00 or more unique card numbers (or otherwise at 
our request) 

• Promptly provide lo us all compromised card numbers and the forensic 
investigation report of the data Incident 

Work with us to rectify any issues arising from the data Incident, 
Including consurting with us about your communications to card 
r:iembers affected by the data incident and providing (and obtaining any 
waivers necessary to provide) to us all relevant Information to verify your 
ability to prevent future data Incidents 

At our request, provide valfdation by a quaUfied security assessor (QSA) 
tl1a( the deficiencies have been remedlated 

Porensic Investigation reports m1..Ist: 

Include forensic reviews, reports on compliance and all other lnformat!on 
related to the data incident 

Identify the cause of the data Incident 

Confirm whether· or not you were in compliance with the PCI DSS at the 
time of the data Incident 

• Verify your ability to prevent future data incidents by providing a plan for 
remedlatlng all PCI DSS deficiencies 

American Express has the right to d!sclose information about any data 
incident to card members, Issuers, other participan1s on the American 
Express network, and the general public as required by appllcable law, by 
judlclal, administrative or regulatory order, decree, subpoena, request, or 
other process: !n order to mitigate the risk of fraud or other harrn; or 
otherwise to the extent appropriate to operate the American Express 
network. 

Periodic validation of your i;ystems 

You must take steps to vc1lldate under PCI DSS annually and quarterly the 
status of your equipment, systems and networks (and their components) 
on which cardholder data and sensltlve authentication data are stored, 
processed or transmitted, 

Step 1 w Enroll in a Compliance Program 

Yau must submit applicable periodic validation documentation to us, 
Please contact us for more Information regarding data security compliance 
requfrements, 

Step 2 ft Determine Merchant Level and Validation Requirements 

Most merchant levels are based on the volume of transactions submitted 
by establrshments. You will fall !nto one of the merchant levels spec!fled In 
the foflowing table: 

i1~l~~t,~t~!.'.1~51~:~i~i:ii~~lli~[~~:t\lt:~Ji.11tililtiiim 
1 2.5 mil!Jon Annua:I 6n,site Ma\1datory 

transactions or security 
more per yeaFi or assessment 
any merchant that report and 
American Express. quarterly network 
otherwise deems a scan 
Level 1 merchant 

2 50,000 to 2,5 
mimon ·transactions 

per year 

• Annual self­
assessment 

questionnaire 
(SAQ) and 

Mandatory 

quarterly network 
scan 

3' Less than 50,000 
transactions per 

year 

A1111ua! SAQ and 
quarterly network 

scan 

Strongly 
recommended 

4 Less than 60,000 
transactions per 

year and 
designated a Level 

3 merchant by 
American Express 

Annual SAQ and 
quarterly network 

scan 

Mandatory 

kAs designated by American Express. 

American Express may require certain Level 3 merchants to enroll in 
American Express' compl!ance program. Such merchants m1..1st enroll no 
later than 90 days following receipt of such notice from us, All other Level 3 
merchants need not submit validation documentation but must comply with 
all other provisions of these data security provisions. 

The validatJon documentation which you must send lo us ls as follows: 

This Is a detaited Thia !s a process The quarterly network 
onslte examination of using the PCI DSS scan is a process that 
your equipment, selk.msessment remotely tests your 
systems, and questionnaire (SAQ) internetRconnected 
networks (and their that a!lows selfR compLIter networks 
components) where examination of your and web servers for 
cardhoider .data or eqlllpment, systems, potential weaknesses 
sensitive and networks (and and vulnerabilities. 
authentication data their components) You must: 
(or both) sre stored, where cardhalder 

Ren.sure that the processed, or data or sensitive 
transmitted. authentication data quarterly network 

You must: (or both) are stored, scan is performed by 

processed, or an approved 
Rensure that the transmitted. scanning vendor 
annual onslte security 

You must: 
(ASV); 

assessment is ~complete and submit 
pe~ormed by (1) a Rensure that the SAQ the ASV scan report 
QSA,or is performed by you attestation of scan 
(2) you and certified and certified by your compliance (AOSC) 
by your chief chief executive or executive 
executive officer, officer, chief financial summary of findings 
chief financial officer, officer, chief of the scan (and 
chief Information infom,ation security copies of the full 
security officer or officer or principal; scan, on request) 
principal; -submit the AOC quarterly to us; 

-submit the AOC section of the SAQ -ensure that the 
section of the SAQ annually to us, and AOSC or executive 
annually to us, and include copies of the summary certifies 
Include copies of the full SAQ upon that (1) the results 
full SAQ upon request: and satisfy the PCI DSS 
request; and Rensure that the AOC scanning procedures, 

Rensure that the AOC of the SAQ certifies (2) no high risk Issues 

certifies compliance compliance with all are ldeotlficd, and (3) 

with all requirements requirements of the the scan is pass!r:ig or 
of the PCI DSS, PCI DSS, compliant. 
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Step 3 • Send the validation documentation to participant 

Compliance and validation are completed at your expense. By submitting 
validation documentation lo us, you represent and warrant to us that yol1 

-. are authorized to disclose the Information contained in It and are providing 
the validation documentation without violating any other party's rigl1ts, 
Merchants not compliant wfth PCI D$$ 

··1f. you are not 9ompliant with the PCI DSS, then you must: 

Complete and submit an AOC Including "Part 4. Action Plan for Non­
Compliant Status" to us 

Designate a remediation date, not to exceed 12 months following the 
date of the AOC, for achieving compllanca 

Provide us with periodic updates of your progress toward remediation 
under the "Action Plan for Non-Compliant Status" 

Non-valldatlor1 fees and termination of right to accept cards 

We have the right lo Impose non-valldatlon fees on you and terminate your 
right to accept cards If you do not fulfill these requirements or fails to 
provide the mandatory valldatlon docum!:lntation to us by the applicable 
deadline, 

We will notify you separately of the applicable deadline for each annua( 
and quarterly reporting period. If we do not receive your mandatory 
vafidat!on documentation, then we have the righ1 to terminate your right to 
accept cards and to impose non-valldatron fees on you. 

Periodic validation of level EMV merchants 

Your merchant level may be classified as EMV If you submit 50,000 (or 
more) American 

Express card transactions per year, of which at least 75% are made by the 
card member with the physical c;;ird present at a POS system compliant 
with EMV specifications and capable of processing contact and contact!ess 
transactions on a chip-enabled device. 

If you are classified as ·merchantNlevel EMV, you may submit the annual 
EMV attestation (AEA) instead of other validation documentation, In which 
case you must submit the AEA annually to us. Even ff you fall Into 
merchant Level 1 or 2, If you are classified as merchant-level EMV, you 
only need to submit the AEA and not the other merchant Level 1 and 2 
validation documentation. 

The AEA involves a process using PCI DSS requirements that allows self­
examlna0on of your equipment, systems and networks· (and their 
components) where c:ardholdar data or sensitive authentication data (or 
both) are stored, processed or transmitted. 

TheAEAmust 

• Be performed by you 

Be certified by your chie'f executive officer, chief flnanclal officer, chief 
information secwrity officer, or pr1ncipal 

• Certify that you meet the requirements for merchant-level EMV 

Appendix 3 

Special l'rovislons for Discover Network 

If you accept Discover Network Transaction, the following applies: 

Discover Network protocol for Internet transactions 

Each Internet Discover Network card transaction accepted by you and 
submitted to us must comply with Discover NelWor~ standards, Including, 
without limitation, Discover Network standards governing the form!:.ltting, 
transmission and encryption of data, referred to as the designated 
protocol. 

You are permitted to accept only those Internet Discover Network card 
transactions that are encrypted In accordance with tl1e designated protocol. 
As of the date of these procedures, the designated protocol for the 
encl'l)pt!on of data Is Secure Socket Layer (SSL). 

We may, at our discretion, withhold Settlement until ~ecurity standards can 
be verified. However, the designated protocol, Including any specifications 
with respect to data encryption, may change at any time upon 30 days 
advance written notice, You are not permitted to accept any Internet 
Discover Network card transaction unless the transaction is sent by means 
of a browser that supports Irle designated protocol. 

Authorizations 

CNP Transactions 

For Discover Network CNP transac!!ons, you must also verify tl,e name 
and billing address of the Discover Network card holder using the AVS. 

Discover Network proc<1dure for reqwest for cancellation Of 
authorlz~tlon 

If a Discover Network or PayPal card sale.ls canceled or. the amount of the 
transaction changes follow!ng your receipt of authorization for the sale, you 
must.Process an authorization rev~rsal through your ~OS d~vlc.~ or,. for . 
voice-approved authorlzatlon_s, call your Authorization Center directly and 
request a cancellation of the authorlZatlon, An authorization may be 
canceled at any time witt~ln 10 days of your'recelpt of the authorization, bllt 
must be canceled before the sales data relating to the transaction ls 
submitted to us, after which the authorization cannot be chahged. For all 
authorization cancellatlon, you must provide us with the following 
information, in this order: 

The Discover Network merchant number used ln the authorization 

• The card number 

• The original amoUnt of the authorization being canceled 

The new amount of the total transaction (if any) 

The original authorlzation code for the authorization being canceled 

• The expiration date of the card 

A brief reason for the authorization cancellation 

Discover Network Cash at Checkout transactions 

Cash at Checkout transactions are only available for Discover Network. 

You may Issue Cash at Checkout in connection with a Discover Network 
card sale, provided that you comply with the terms on which you are 
authorized to accept cards, ihc!udlng the followlng requirements: 

You must deliver to us a single authorization reque"St for the aggregate 
total of the goods/services purchase amount and the Cash ·at Checkout 
amount of the card sale. You may not subml1 separate authorizatibn 
requests for the purchase amount and the cash over amount 

The sales draft must include both the purchase amount and Cash at 
Checkout amount and you may not use separate sal'es drafts for the 
purchase amount and cash over amount 

• Ca.sh at Checkout may only be offered with a card present card sale that 
Includes a purchase of goods or s~rvices by the cardholder. You must 
not iasue Cash at Checkout as a Stand-alone transaction. If you offer 
Cash at Checkout, you may require the total amount of a ctird sale witt1 
a credit product, including Cash at Checkout, to meet a :minimum 
transaction amount of up to $10. You must-not assess or charge fees of 
any type or amount, Including any s~rcharges, on Cash at Checkout 
transactions, You must not include In Cash at Checkout transactions any 
of the fees or charges applicable to cash advancos 

Cash at Checl<out may not be dispensed in connectfon with credits, cash 
t1dvances, or any card sale for which you are unable to electronlcally 
capturn Track Data using the POS device 

The maximum amount of cash that you may' issue as Cash at Checkout 
Is $100 

Cash at Checkout may not be avaHable in certain markets. Contact us 
for further information. 

Appendix 4 

Specra1 Provisions for PayPal 

If you accept PayPal, the following applies: 

PayPal does not permit the following transaction types; 

PayPal does not permit lnternSt (eCommerco), mail order, manually key­
entered, cash type transactions (Including, cash over, cash advance or 
quasl~cash transactions) or international /non-U.S, currency transact!ons. 
Contact us for further information related to these transaction types. 

Authorizations 

PayPal procedure for request for cancellation of authorlzatlon 

If a PayPal card sate is canceled or the amourit of the transaction changes 
following your receipt of authorizl:ltlon fof' the sale, you must process an 
authorization reversal through your PO$ device. 

PayPal Subllcense to Use PayPal Marks 

You are prohibited from using the PayPal Marks, as defined be[ow, olher 
than as expressly authorized In writing by us, PayPal Marks means the 
brands, emblems, trademarks and togbs that Identify PayPal acceptance. 
You may use the PayPal Marks only to promote PayPal products, offers, 
services, processing and acceptance. Your use of the PayPal Marks is 
restricted to the display of decals, signage, advertising and marketing 
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materials provided or approved by PayPa! In writing pursuant to the 
process set forth in the PayPal Payment Network Rules. You are not 
permitted to use the PayPal Marks ln such a way that PayPal Account 
Holders could believe that the products or services offered by you are 
sponsored or guaranteed by the ownen3 of the PayPaf Marks. You 
recognize that you·have no ownership rights In the PayPal Marks. You are 
not permitted to assign to any third party any of the rights to use the 
PayPal Marks. You are prohibited from using the PayPal Marks, not 
permitted above, unless expressly authorized in writing by PayPal. 

Appendix 5 

What Is Allpay 
f pecial Provlaiona for All pay 

Alipay is a payment processing platform offering a variety of services to 
Chinese National consumers. Ali pay offers consumers the ablllty to make 
payments using prepaid funds stored In a digital wallet account established 
between Ali pay and the Allpay consumer. 
State Restrictions 

If you elect to accept Ali pay services, Processor may provide them to you 
in the States where legally permitted, 
Allpay Funding Schedule 

Alipay transactions are se!tled and funded In China Standard Time, 

Allpay recognizes certain days as Chinese National holidays which can 
cause funding delay~. The hofldays can be as long as 5 consecutive clays. 
Authorizations are not impacted during these holidays. 

Refunds and Transaction Adjustmants 

Alipay consumers have 90 days from the transactlon,date to request a , 
refund. After 90 days, all refund requests- will be declined. Merchants will 
receive notification and will have the, authority-to determine If they wish to 
process tht:l refund or reject the request .(In accordance.with your stated 
policy(ies)·and any applic~ble lpws). 

Appendix 6 

Special Provisions for PayPal and Venmo QR Codes 
PayPal and Venmo Marks 

You must dlsp!ay PayPal branding at the point of sale In compl!ance with 
PayPal's standard trademark and brand guidelines (available at the 
fallowing link: woal com/c2Jwebapps/mppftoqos~buttons?loca!e x::oen C2) 
and must train your sales staff to promote the use of PayPal and Venmo 
QR Codes, 

Complaints 

You will be responsible for the complalnts by PayPal and Venmo QR 
Codes users solely regarding your goods andfor seiv!ces. If we or PayPal 
become aware of complaints by a PayPa! and Venmo QR Codes user, you 
will work In good faith with the PayPa! user to resolve such complaint. 
Press releases 

You wlll not, w!th respect to the PayPal and Venmo QR Codes, Issue any 
press release or mak0 a public announcement pertaining to PayPal or the 
PayPal and Venmo QR Codes without the pr!orwrltten consent of PayPal 
or us. 
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Part 2: General Terms and Conditions 

Card General Terms, In addition to the preceding Your Payments 
Acceptance Guide, our Agreement with you lncludes the following G€neral 
Terms, If you faU to follow any of the provisions of tha Your Payments 
Acceptance Gulde Procedures or General Terms, you may incur certain 
liabilities and we may terminate our Agreement. 
21 Services 

Subject to Card Organization Rules, Services may be performed by 
us, our Affiliates, our agents, or other third partles we may designate 
from time to time In connection with this Agreement. 

22 Your Payments Acceptance Gulde; Card Organization Rules and 
Compliance 
You agree to follow all requirements of this Agreement In connection 
with each Card transaction and to comply with all applicable Card 
Organi2:ation Rutes, Including without llm!tatfon, the data security 
requirements described In Patt I, Section 5. From time to time, we 
may amend the General Terms, by providing you With at least 20 
days' prior written notice, and those provisions wnl be deemed 
Incorporated Into this Agreement. However, fot changes in the Card 
Organization Rules or for security reasons, certain changes tn Card 
procedures may become effective on shorter notice. If there are any 
inconsiste(1cles between the General Terms and Your Payments 
Acceptance Gulde, the General Terms will govern, You are 
responsible for staying apprised of all applicable changes to the Card 
Organization Rules and maintaining compliance w!th the Card 
Organization Rules, Card Organization Rules may be avallable on 
web sltes such as http:/Jysa,vlsa.com/merchants'/merchant­
supporUlnternational-operating-regulatlons./sp and 
bttp'./lwww.mastercard com/us/merchant/support/rules.html. 
These llnks may change from time to time. 

23 Settlement of Card Transactions 
23.1 We wi!I only be required to settle Card transactions for Card 

types specified in your Applicat!on. Promptly after pl'esentment 
of Sales Drafts pursuant to Your Payments Acceptance Gulde, 
we wUI lnitlate a transfer of the applicable settlement funds lo 
you, 

23.2 Unless otherwise agreed to In writing to the contrary, all 
discount fees are deduoied daily. All settlements for Visa, 
Mastercard, Discover Network, PayPal and American Express 
Card transactions will be net of Credits, summary 
Adjustments, applicable discount fees when due, 
Cha.rgebacks and any other amounts then due from you. We 
may aleo set off from any payments otherwise due, any 
amounts owed to any of our respective Affiliates, whetl1er or 
not ar'1sing out of or related to this Agreement. 

23.3 All credits to your Settlement Account or other payments to 
you are provisional and are subject to, among other things, 
our right to deduct our fees, our final audit, Chargebacks 
(inciudlng our related losses), and fees, fines and any other 
charge imposed on us by the Card Organizations as a result 
of your acts or omissions. You agree that we may debit or 
credit your Settlement Account for any deficiencies, overages, 
fees, pending Chargebacks and any other amounts owed to 
us or any of our respectiveAr1111ates, or we may deduct such 
amollnts from settlement funds or other amounts due to you 
from us, or our respective Affiliates. You further agree we can 
offset any amounts owed lo us or our Affillates related to 
activity In other accounts maintained In the name of or 
guaranteed by you, any of your principals, guarantors or 
authorized signors. Alternatively, we may elect to Invoice you 
for any such amounts, net due 30 days after tt1e invoice date 
or on such earlier date as may be spec'ified. 

23.4 We will not be liable for any delays In receipt of funds or errors 
In debit and credit entries caused by you or any Person, 

23.5 In addition to any other remedies available to us under this 
Agreement, you agree that should any Event o.f Default (see 
Section 30.4) occur, we may, with or without notice, change 
processing or payment terms and/or suspend credits 01· other 
payments of any and all funds, money and amounts now due 
or hereafter to become due to you pursuant to the terms of 
this Agreement, until we have had reasonable opportunity to 
investigate such event. 

23.6 You acknowledge and agree that transfers to and from the 
Settlemen1 Account shall be based on the account number 
and routing number supplied by you. We are not responsible 
for detecting errors In any Settlement Account Information you 
provide, including the account numbers and routing numbers, 
even If any of those numbers do not correspond to the actual 
account or financial Institution Identified by name. 

23. 7 This Agreement !s a contract whereby we are exlendlng 
financial accommodations to you within the meaning of 
section 365(c) of the U.S. bankruptcy code, Your right to 
recerve any amounts due or to become due from us is 
expressly subject and subordinate to Chargeback, setoff, lien, 
security interest and our rights to withhold settlement funds 
under this Agreement, without regard 1o whether such 
Chargeback, 11etoff, lien, security Interest and the withholding 
of settlement funds rights are being applled to claims that are 
ltquldated, unliquldaled1 fixed, contingent, matured or 
unmatured. 

24 Exclusivity 
During the term of this Agreement, you shalf use us as your exclusive 
provider af all Services. 

25 Fees; Adjustments; Collection of Amounts Due 
25.1 In consideratl-0n of the Serv·1ces provided by us, you shall be 

charged, and hereby agree to pay us any and afl fees set forth 
In this Agreement (for the purposes of clarity, this includes the 
Application and any additfonal pricing supplements or 
subsequent communications), all of which shall be calculated 
and payable pursuant to the temis .of this Agreement and any 
additional pricing supplements or ifribsequent 
communications. If a transaction falls to qualify for your 
aritlcipated interchange levels or you Inadvertently or 
Intentionally accept a transaction other than the type 
anticipated for your account (Including a different Card type), 
tf1en, as applicable to your pricing method, you will be charged 
a higher Interchange, Discount Rate or Non-Qualified 
Interchange Fee, as well o.ny applicable surcharge for that 
transaction, all as further described In Section A.3 of Part 4 of 
this Agreement and in the Application. Wrth respect to 
inadvertent or Intentional acceptance of a transaction other 
than the type anticipated for your account (including a different 
Card type), you will also be subject to payment to us of our 
then-current transaction fee(s) with respect to such Card and 
/or transaction and be liable, obHgated and responsible under 
this Agreement for any such transaction to the same extent as 
you would be if it was of a Card type elected and approved. 
For more information on Vfsa1e and Mastercard's interchange 
rates, please reach out to your designated Independent Sales 
Organization (ISO), 

25.2 All authorl2:ation fees will be charged for each transaction that 
you attempt to authorize. All capture fees will be charged for 
each transaction that you transmit to us for settlement. If you 
are being bUled a combined fee for both the authorization and 
capture of a transaction, the authorization and capture must 
be submitted as a single transaction, otherwise the 
authorization and the capture will each be charged separately. 
You are responslble for utilizing sottware or services that will 
correctly submtt these transactions to achieve the combined 
billing. 

25.3 The fees for Services set forth !n U1is Agreement are based 
upon assumptions associated w~h the anticipated annual 
volume and average transacUon size for alt Services as set 
forth In this Agreement and your method of doing business. If 
the actual volume or average transaction size are not ae 
expected or if you significantly alter your method of doing 
business, we may adjust your discount fee and transaction 
fees wit~out prior notice. 

25.4 The fees for Services se1 forth in this Agreement may be 
adjusted to reflect increases, or new fees imposed by Card 
Organizations, inctudlng without llmltatlon, interchange, 
assessments and other Card Organiza11on fees, or to pass 
through increases or new fees cl,arged to us by other Persons 
related to the Services. All such adjustments shall be your 
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responslbUity to pay and shall become effective upon the date 
any such change or addition Is Implemented by the applicable 
Card Organization or other Person as specified In our notice 
to you. 

25.5 Subject to Section 30,3, we may also Increase our fees or add 
new fees for Services for any reason at any 1lme, by notlfylng 
you 30 days' prior to the effective date of any such change or 
addition. 

25.6 If you receive settlement funds by wire transfer, we may 
charge a wire transfer fee per wire, 

25.7 To the extent the Automated Clearing House (ACH) se1tlement 
process is used to effect debits or credits to your Settlement 
Account, you agree to be bound by the tem,s of the operating 
rules of the National Automated Clearlng House Association, 
as !n effect from time to time, You hereby authorize us to 
initiate credit and debit entries and adjustments to your 
account through the ACH network and/or through direct 
instructions to the flnancfal institution where your Settlement 
Account ls maintained for amounts due under this Agreement 
and under any agreements with us or our respective Affiliates 
for any products or services, as well as for any credit entries In 
error. You hereby authorize the financial lnstltutlon where your 
Settlement Account Is maintained to effect all such debits and 
credits to your account. This authority will remain In full force 
and effect until we have given written notice to the financial 
institution where your Settlement Account is maintained that 
all monies due under thfs Agreement and under any other 
agreements with us or our respective Affiliates for any 
products or services have been paid in full. You are solely 
responsible to inform us in writing !f you want any fees or 
other adjustments lo be debited from an account other than 
your Settlement Account. 

25.8 You agree to pay any fines Imposed on us by any Card 
Organization resulting from Chargebacks and all fees, fines 
and other charges Imposed on us by a Card Organization with 
respect to your acts or omissions. You are also responsible for 
all fees, fines, assessments, and other llabllltles Imposed on 
us as a result of acts or omissions by your agents or third 
parties. 

25.9 If your Chargeback percentage for any line of business 
exceeds the estimated industry Chargeback percentage, you 
shall, In addition to the Chargeback fees and any applicable 
Chargeback handling fees or iines, pay us an excessive 
Chargeback fee for all ChargebacKs occurring ln such m0nth 
in such line{s) of business. Each estimated Industry 
Chargeback percentage Is subject to change from time to time 
by us in order to reflect changes in the industry Chargeback 
percentages reported by Visa, Mastercard, American Express, 
Discover Network, or PayPal. Your Chargeback Percentage 
will be calculated as the larger of (a) the total Visa, 
Mastercard, American Express, Discover Network, or PayPal. 
Chargeback Items in any Une of business in any calendar 
month divided by the number of Visa, Mastercard, American 
Express, Discover Network, and PayPal transactions in that 
line of business submitted that month, or (b) the total dollar 
amount of Visa, Mastercard, American Express, Discover 
Network, PayPat, and Chargebacks in any line of business 
received in any calendar month divided by the total dollar 
amount of your Visa, Mastercard, American Express, Discover 
Network, or PayPal transactions in that llne of business 
submitted in that month. 

Is or should have been effected or such shorter period as 
provided In 1he terms and conditions that govern such 
ac.count. If you notify us after 60 days, we shall have no 
obligation to Investigate or effect any adjustments. Any 
voluntary efforts by us to assist you In Investigating such 
matters shall not create any obllgatlon to continue such 
Investigation or any future Investigation. 

25.12 If you do not pay us all fees and any o1her amounts dlIe under 
this Agreement within 30 days of the date· of our merchant 
statement or other statement setting forth the amount due, 
then we may, tn our sole discretion, charge you Interest, for 
such time that the amount and all accrued interest remain 
outstanding at the lesser of (1) 12% APR, or (2! the maximum 
rate permitted by appllcable law. 

25.13 Other Debits, We may also debit your Settlement Account or 
your settlement funds In the event we are required to pay 
Card Organization fees, charges, fines, penalties or other 
assessments as a consequence of your sales activities. Such 
debits shall not be subject to any llmitat!ons of time spec!fled 
elsewhere In the Agreement. incllJding, without !Imitation the 
following, which we may add to or delete from tl,ls 11st as 
changes occur in the Card Organization Rules or our Your 
Payments Acceptance Guide pursuant to Section 22: 
, Card Organization fees, charges, fines, penalties, 

registration fees, or other assessments including any fees 
levied against us or any amount far which you are obligated 
to Indemnify us. 

• Currency conversion was Incorrectly calculated. 
NOTE: For Discover Network transactions, you are not 
permitted to convert from your local Discover Network 
approved currency lnto another currency, nor may you quote 
the price of a transaction In U.S. Dollars If completed In 
another approved currency. 

Discount Rate not previously charged. 

Reversal of deposit posted lo your account in error. 
Debit for Summary Adjustment not previously posted, 

Reversal of Credit for deposit previously p0$led. 

• Deb!t for Chargeback never pos1ed to your account. 

Deblt for EDC Batch error fee. 
Card Organization Merchant Chargebacl</fraud monitoring 
fees - excessive Chargeback handling fees, 

• Failure of transaction to meet Member Controller 
Authorization Service (MCA$) "Cardholder account 
number on exception file, 

• Original transaction currency (foreign) not provided. 

• Travel VOL!cher exceeds maximum value. 
• Debit and/or fee for Investigation and/or Chargeback costs 

related to this Agreement, or for costs related to our 
collection activities In an amount no less than $100.00. 

• Costs arising from replacement or· damage to equipment 
rented. 
Payment of current or past due amounts for any equipment 
purchase, rental or lease. 
Incorrect merchant descr!ptor {name and/or city, state) 
submitted. 

• Incorrect transaction dale submitted. 

Shipping and handling fees. 
• Costs or expenses associated with responding to any 

subpoena, garnishment, levy or other legal process 
associated with your account In an amount no less than 
$150,00, 

25.10 In the event the State of Washington charges us business and 
occupation tax on the fees or amounts Imposed by Card 
Organizations, interchange, and any otl,er fees or 
assessments passed through to us associated with or charged 
to your transactions {Paaa .. Through Fees), you will pay us an 
additional monthly fee equal to the then~current rate of that tax 
multlplled by all Pass~Through Fees for all of your locations In 
Washington State for that month. 26 Chargebacks 

25.11 You agree to promptly and carefully review your merchants 
statements or other documents provided or made available ta 
you (physically, electronically, or otherwise provided by Us or 
others) reflecting Card transaction activity, including, actfv!ty in 
your Setuement Account. If you believe any adjustments 
should be made with respect to your SettlementAccount, you 
must notify us !n writing within 60 days after any debit or credit 
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26.1 You shall be responsible for reimbursing us for all transactions 
you submit that arc charged back. See Your Payments 
Acceptance Guide for addlt!onal information regarding 
Chargebacks and Chargeback procedures. 

26.2 You shall reimburse us for any Chargebacks, return Items, or 
other losses resulting from your faflure to produce a Card 
transaction record requested by us within the applicab!e time 
llmlls. 



27 Representationsj Warranti&$; Covenants; Limitations 011 
Llablllty; Exclusion of ConeGquentlal Damages 

27.1 Without limiting any other warranties hereunder, you 
represent, warrant to and covenant with, us, and with the 
submission of each Sales Draft reaffirm, the following 
representations, warranlles and/or covenants: 

27: 1, 1 each Card transaction Is genuine and arises from a 
bona fide transaction pemiissible under the Card 
Organization Rules by the Cardholder directly with 
you, represents a valid obligation for the amount 
shown on the Sales Draft, preau1horlzed order, or 
Credit Draft, and does not involve the use of a Card 
for any other purpose; 

27. 1.2 each Card transaction represents an obligation of 
the related Card holder for the amount of the Card 
transaction; 

27. 1.3 the amount charged for each Card transaction Is not 
subject to any dispute, setoff or counterclaim: 

27.1 .4 each Card transaction amount is only for respective 
merchandise or services (including taxes, but 
without any surcharge) sold, leased, or rented by 
you pursuant to your business as Indicated on the 
appllcatfon and, except for any delayed delivery or 
advance deposit Card transactions expressly 
authorized by this Agreement, that mercliandlse or 
service was actually delivered to or performed for 
the Cardholder entering into that Card transaction 
simultaneously upon your accepting and submitting 
that Card transaction for processing; 

27.1,6 with respect to each Card transaction, you have no 
knowledge or notice of any fact, circumstance or 
defense which would Indicate that such Card 
transaction Is fraudulent or not authorized by the 
related Card holder or which would otheiwise Impair 
!he validity 01· collectabillty of that Cardholder's 
obligation arising from that Card transaciion or 
relieve that C.ardholder from liabitity with respect 
thereto; 

27.1.6 each Card transaction is made In accordance with 
·these General Terms, Card Organization Rules and 
Your Payments Acceptance Gulde; 

27.1. 7 each Sales Draft Is free of any alternation not 
authorized by the related Cardholder; 

27, 1.8 you have completed one Card transaction per sa!e; 
or one Card transaction per shipment of goods for 
which the Cardhclder has agreed to partial 
shipments; 

27.1.9 you are validly existing, In good standing and free to 
enter Into ~his Agreement; 

27.1. 1 0 each statement made on the Applicatron or other 
Information provided to us in support of this 
Agreemenl Is true and correct; 

27, 1. 11 you are not doing business under a name or style 
not previously disclosed to us: 

27. 1. 12 you have not changed the nature of your business, 
Card acceptance practices, delivery methods, return 
pollcles, or types of products or services sold 
requiring a different fvlCC under Card Organization 
Rules, in a way not prev!ously disclosed to us; 

27 .1. 13 you will use the Services only for your own proper 
business purposes and will not resell, directly or 
lndlrectly, any part of the Services to any Person; 
(Note: Factoring is prohibited.) 

27.1.14 you have not filed a bankrupicy petition not 
previously disclosed to us; 

27. 1.15 you own and control the SeltlernentAccount, and no 
third party security interest or Hen of any type exists 
regarding the Settlement Account or any Card 
transaction. 

27. 1. 16 you will not at any time during the term of this 
Agreement, or until all amounts due under this 
Agreement have been paid in ful!, grant or pledge 

any security Interest or llen in the Reserve Account, 
Settlement Account or transactron proceeds to any 
Person without our consent; 

27.2 This agreement Is a service agreement. We disclaim all 
representations or warranties, express or lmprled, made 
to you or any other person, fncludlng without flmltatlon, 
any warranties regarding quality, suitability, 
merchantability, fitness for a particular purpose, non­
Infringement or otherwise of any services or any goods 
provided Incidental to the !iiervices provided under this 
agreement, including without limitation, any sGrvfces or 
any goods provided by a thfrd party, 

27.3 In no event shall we or our affiliates or any of our or their 
respective directors, o.fflcers, employees, agents or 
subcontractors, be I/able under any theory of tort, 
contract, strict flablllty or other legal theory for lost 
profits, lost revenues, lost business opporlunities, 
exemplary, punitive, special, incidental, indirect or 
conseq11ential damages, each of which is hereby 
excluded by agreement of the parties, regardless of 
whether such damages were foreseeable or whether any 
party or any entity has been advised of the possibility of 
such damages. Client acknowledges and agrees that 
payment of any early termination fas or liquidated 
damages as provided elsewhere in this agreement s/1a// 
not be prohibited by this paragraph. 

27.4 Notwithstanding anything in this agreement to the 
contrary (fric/udlng but not llmited to Section 33), our 
cumulative 1/abWty for all losses, claims, suits, 
controversies, breaches, or damages for any cause 
whatsoever (Including, but not limited to, those arising 
out of or related to this agreement), regeirdless of the form 
of action or legal theory, shall not exceed, (1) $50,000; or 
(2) the amount of fees received by us pursuant to this 
agreement for services performed In the Immediately 
preceding 12 months, whichever is less. 

27,5 Notwithstanding anything in this agreement to tho 
contrary, our /labflltyfor any delay in funding transactions 
to you for any ree1son, other than for any reason 
described in Sections 23.4 and 23.6, wlll be limited to 
interest computod from the date that you submit tho 
transaction to the date that we fund the transaction at the 
rate of the federal funds as set by the federal reserve 
bank of New York, New York, from time~to~time, less 1%, 

27.6 Notwithstanding anything in this agreement to the 
contrary, Bank is not responsible, and shall have no 
/labillty, to you in any way with respect ta nan~bank 
services. 

28 Confidentiality 

28.1 Unless you obtain written consents from us and each 
applicable Card Organization, Issuer and Cardholder, you 
must n0t use, dlsclose, store, sell or disseminate any 
Cardholder Information obtained in connection with a Card 
transaction (Including the names, addresses and Card 
account numbers of Cardholders) except for purposes of 
authorizing, complet(ng and se@ng Card transactions and 
resolving any Chargebacks, Retrieval Requests or similar 
Issues involving Card transactions, other than pursuant to a 
court or governmental agency request, subpoena or order. 
You shall use proper controls for and I/mil access to, and 
render unreadable prior to discarding, all records containing 
Cardholder account numbers and Card imprints. You may not 
retaln or store Magnetic Stripe data or Card Validation Codes 
after a transaction has been authorized. If you store any 
electronically captured signature of a Cardholder, you may not 
reproduce such signature except upon our specific request. 

28.2 You acknowledge that you wrn not obtain ownership rights in 
any Information relating to and derived from Card 
transactions. Cardholder accounl numbers, personal 
information and other Card transaction information, includlng 
any databases containing such Information, may not be sold 
or disclosed to a Person as an asset upon a bankruptcy, 
Insolvency or fallure of Client's business. Upon a bankruptcy, 
insolvency or fallure of Client's business, all Card transaction 
information must be returned to Servicers or acceptable proof 
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of the destruction of all Card transaction Information must be 
provided to Seivicers. 

28.3 You will trea_t thi$ Agr1:.H:iment, the Card Organization Rules 
.and any lriformatiqn supplied or otheiwlse made accessible by 
us or our agents a2 confidential, Including without limitation, 
(1) information about the products, services, operations, 
procedures, customer~, suppliers, sales, pricing, business 
plans and marketing strategies of Servicers, their respective 
Affiliates and the customers, clients and suppllers of any of 
them: (2) any scientific or technical Information, design, 
process, procedure, form!..lla, or Improvement that is 
commercially valuable and secret !n the sense that its 
confldentlallty affords Servlcers a competitive advantage over 
as competitors: and (3) all confidential or proprietary concepts, 
documentation, reports, data, specifications, computer 
software, source code, object code, flow charts, databases, 
Inventions, know-how, show~how and trade secrets, whether 
or not patentable or copyrightable and will not disclose the 
same to any third parties, provided, however, that these 
restrictions do not apply to information: (a) rightfully obtained 
on a non~confidentlal basis from a Person and your agents 
and representatives, which Person was not subject to a duty 
of confidantlallty, (b) rightfully and Independently known by 
you on a non-confldent!al basis prior to its disclosure or {c} 
generally available to the public other than through any 
disclosure by or fault of you, your agents or representatives. 

28.3.1 Our confidential Information shall be used by you 
only to exercise your rigt',ts and to perform your 
obligations hereunder. Client shall receive our 
confldenUal Information In confidence and not 
disclose the confidential Information to any third 
party, except as may be agreed upon In wrltlng by 
us, Client shall safeguard all of our confidential 
Information using a reasonable degree of care, but 
not lass !~1an that degree of care used by It !n 
safegLIarding its own similar Information or material. 
Upon request by us or upon t0rrninc1tlon of this 
Agreement, Client shall return to us or destroy all of 
our confidential. information In its possession or 
control. 

28.3,2 Tl1e obligations of confidentiality and restrictions on 
Lise in this a-action shall not apply to any confidential 
information tl1at: (1) was in the public domain prior 
to the date of the Agreeroent or subsequer,tly came 
into the public domain through no fault of Client; (2) 
was received from a third party free of any 
obligation of confidence of Client to the third party 
and which lhird party, to Client's knowledge, was not 
under an obligation to keep the information 
confidential; (3) was already In Cllent'B possession 
prior to receipt from us; (4) Is required to be 
dlsclosed by law, regulation or court order after 
giving us as much advance notice as practical of the 
possibility of disclosure; or (5) is subsequently and 
Independently developed .by Client's employees, 
consultants or agents without use of or reference to 
our confidentiai information. 

28.3.3 Except as specifically provided for herein, this 
section does not confer any right, license, interest or 
tltle in, to or under our confidential information to 
Cllent. Except as specifically provided for herein, no 
license is here;by granted to Client under any patent, 
trademark, copyright, trade secret or other 
proprietary rlgj1ts of ours. 

28.3.4 Client acknowledges that breach of the restrictions 
on use or disclosure of any our confidential 
information would result In immediate and 
irreparable harm to us, and money damages would 
be inadequate to compensate for that harm. We 
shall be entltled to equitable relief, In addition to all 
other available remedies, to redress any breach. 

28.4 We may use data collected as part of performing payment 
processing or other transactlonMre!ated ssIvlcas for you 
(Tra·nsaction Data) for the purpose of providing add!tlonal 
products and services to you, other merchants, or third 
parties. This Includes collecting, using, and de~ldentifylng 

cardholder Information, dates·, amounts, and other Transaction 
Data to provide you with analytic products and services as 
well as collecting and using Transaction D.ata anonymlzed and 
aggregated with other mercha_nts' transaction data to provide 
you, other merchants, and third parties with analytic products 
and services. 

28.5 You shall not assign to any Person, the rights to use the Marks 
of Servlcers, olir agent:t or the Card Organizations, 

28.6 All rights, tllle, and Interest In and to all Intellectual property 
related to the Services (Including without limltallon, tl1e 
content of any materials, web screens, layouts, processing 
techniques, procedures, algorithms, and methods), owned, 
developed or llcensed by us prior ta, during the term af, or 
after the Agreement, or employed by us In connection wltl, the 
Services and any updates, changes, alteraUons, or 
modifications to or derivative works from.such intellectual 
property, shall be and remain, as among the Parties, our 
exclusive property, 

28.7 Cl!ent agrees that we may obtain relevant Information from 
any applicable telecommunications provider utilized by Client. 
as necessary to Investigate any allegation of fraud, suspected 
fraud or other actua! or alleged wrongful act by Client in 
connection with the Services. 

29 Assigntn9ntv • 

29, 1 Any transfer or assignment of this Agreement by you, without 
our prior written consent, by operation of law or otherwise, Is 
voidable by us. Any transfer of voting control of you or your 
parent shall be considered an assignment or transfer of this 
Agreement. Furthermore, you shalr indemnify and hold us 
harmless from all llabillties, Chargebacks, expenses, costs, 
fees and fines arising from such transferee's or assignee's 
Submission of Card transactions to us for processing. For 
purposes of this Section 29, any transfer of voting oonlrol shall 
be considered an assignment or transfer of this Agreement. 

29.2 The payment Services provided by us require access to a 
single bank account ln wh!ch we may inlUate both credits and 
debUs. You may not enter into any agreem'ent that would 
require, In any circumstance ar event, the trans·fer of any 
payments or proceeds from Card transactions covered by this 
Agreemeht to the custody or control of any Person. You may 
not assign any rights, Including the right of payment under this 
Agreement, to any other person. In the event that you make 
an assignment (or provide a security interest) of receivables 
covered by thls Agreement, then we may, at our option, elect 
to (a) refuse to acknowledge such assignment unless 
accompanied by an Aut11orizatlon to both initiate debits or 
credits to the bank account of the assignee, (b) terminate this 
Agreement Immediately, or (c) charge for any transfers that we 
are called upon to make manually to fulfill such an assignment 
at the rate of $100 per transfer. 

29.3 Another Visa and Mastercard member may be substituted for 
Bank under whose sponsorship this Agreement Is performed 
with respect to Visa and Mastercard transactions. Upon 
substitution, such other Visa and Masterca(d member shall be 
responsible for all obligations required of Bank for Visa and 
Mastercard transactions, Including without limltation, full 
responsibility for its Card program and such other obligations 
as may be expressly required by applicable Card Organization 
Rules. 
Subject ta Card Organization Rules, we may assign or 
transfer this Agreement and our rights, duties and Obligations 
hereunder and/or may delegate or subcontract our rights, 
duties and obligations hereunder, in whole or In part, to any 
Person, whether In connection with a change In sponsorship, 
as set forth In the preceding paragraph, or otherwise, without 
notice to you or your consent. 

29.4 Except as set forth elsewher·e in this section and as provided 
in the follo'Nlng sentence, this Agreement shall be binding 
upon successors and assigns and shall inure to the benefit of 
the partles and their respective permitted successors and. 
assigns, No assignee for the benefit of creditors, custodian, 
receiver, trustee in bankruptcy, debtor In possession, or other 
person charged with taking custody of a party's assets or 
business, shall have any right to continue, assume or_ass!gn 
thls Agreement. 
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• -30 Term; Events of' Default. 

30.1 Thl.S Agr6ement shaf! become effective upon the later of the 
date this Agreeineht l's ·approved by llS or the date this 
Agreement has been accepted by Probeasor and Sank: • • 
Accr3ptance by Proce.saor and Bank will occur upon the earlier 
of exec~1tlon of this Agreement by Processor and Bank, or the 
commencement of the provision of the.Services by Processor 

. and Bank. You acknowledge that we maintain a Ust of 
business typss that !:'Ire unqualified for.our Services. We 
reserve the right to lmmedfatefy terminate your account if it 
ha~ been inadvertently boarded. 

30.2 The initial term ·of this Agreement shall commence and Shall 
continue ln force for three years after lt becomes effective. 
Thereafter, It shall continue until we or you terminate this 
Agreement upon wrltlet1,not!ce to the other, or as otherwiee 
authorized by this Agreement. Should yo.u 1ail to notify us !n 
writing o'f your requeat to terminate you acknowledge and 
agree y1.~ll will continue to be charged fees pursuant to thi~ 
Agr.eomont notwithstanding non- use of your account. 

30.3 Notwtthstandlng the aboVe or'atiy other provisions ofth!s 
A,greeme11t, we may terminate this· Agreement at any tlrne and 
for any reas.on by providing 30 days· advance notice to you, 
We inay temllnate thls Agreement !mmedlataly or with shorter 
notice upon an Event of Default as provided 1Jnder Section 
30.4 of this Agreement. In the event we provide notice to you 
of any_ new fees or lncrease·s In Eli.:lstlng fees for SeNices, 
pursuant·t'O S1:1ctlon 25.S, you may terminate this Agreement 
w!thout further cause or penalty by notifying us that you are 
terminating thls'Agreement prior to the effGctive date of such 
new fe·es or Increases. However, maintaining your merchant 
account, or-your continued use•ofthe Services afterthe 
affective date of any such fee changes shall be deemed your 
a.e.cep'tance of such fee changes for the Services, throughOut 
t11e term of this Agreement. 

30.4 If any of the following event$ shall oCC'ur (each an E:vent of 
befa,ult); , , 

30.4.1 a .. materlal adverse change in your business, 
financial condltlon, or bui:;iness prospects; or 

30.4.2 any assignment or tri;rnsfer of voting control of you 
or'your parent or 

.30.4.3 a sale of ·al! •or a substantial portion of your assets; 
or 

30.4'.4 irregular Card sales by you, excessive 
Charge backs, honcompl!ance with any applicable 
data security standards, as determined by 
Servfcers, or any Card Organization, or any other 
Person, or an actual or suspected data security 
breach, or any other circumstances which, in our 
sole discretion, may increa$e our expo.sure for your 
Charge backs .or otheiwise present a financial or 
security risk to us; or 

30.4.5 any of your representations, warranties or 
covenants in this Agreement are breached tn any 
respect; or 

30.4.6 you default in any materl~I respect in the 
performanc(~ or observance of any term, condition 
or agreemeflt contained· In this Agreement, 
lndudlng, without liinitation; the establishment or 
maintenance of funds !n a Reserve Account, as 
detailed In Section 3·1; or 

30.4.7 you det:au!t !n any mate.rial respect in the 
• pe1iormance or observance of any term, covenant 
or condition contained in any agreement with any of 
our respective Affiliates: or • 

• 30.4.8 you default In the payment when due, of any 
materlal indebtedness for borrowed money; or 

30.4.9 • you file a petition or have a petition filed by another 
party under the U.S. bankruptcy code or any other 
laws relating to bankruptcy, insolvency or similar. 
arl'angement for adjustment of debts; consent to or 
fail to contest In a timely and appropriate manner 
any peUtlon Wed against you in an involuntary case 
under such laws; apply for or consent to, or fail to 
contest in a timely and appropriate manner, the 
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appointment of·, or the taking of possession by, a 
recEl!ver, custodian, trustee or llqu!dator of you or of 
a substantlal part of your ,property; o~ make a 
ge11eral assignment f9r tl)e ben~m of creditors; or 
take any action for the,purpose o.f auth.orizing any of 
the foregoing; or 

30.4.10 yol!r independent certified accountants shall·refuse 
to del/ver an unqua!!fled opinion with respect to your 
annual flnanclal:Statements and ?our,consolidaled 
subsidiaries; or 

30.4.11 a violation by you of a,nY appU.Cable i'8V, or Card 
Organfzatlon Rule ·or our reasonable, bStlef that' 
termination cf this Agre~mert or susper1Slon:af 
Services Is ne6essaiy ·to comply with any law 
Including without llmitati6i1 ·~he ru!es· and rEJgulatlolis 
promulgated by the Office of Fo'relgn Ass·ets Control 
of the U.S. Dep_artment of the Treasury or your 
breach, as determined by Servlcers, of Sect/on 43.2 
(Compliance with. Laws), 'then, upon the Occ_u_rrencel 
of (1) an Event ·cf Defa'ull speclfled·ln subsections 
30,4.4, 30.4.9, or 30.4.11, we may eonslOer this 
Agreement to be_ter'minated Immediately, without 
notice, and all amounts· payabl~· here.under shllll be 
immediately due a.nd payable In full without demand 
or other notice ·of any'kind, all of' which are 
expressly waived by 'you, a'nd (2) any dttier ·E·verlt of 
Default, this Agreement may be 'terminated by us 
giving not less tl1an 10 days' notice ·ta you, and 
upon such notice all amounts payable hereunder 
sh_a!I be due and payable on demand.· 

30.5 Neither the expiration nor termination of this Agi'eenient shall' 
terminate the obligations and rights of the parties pursrnmt tr> 
provisions of this Agreement which by their terms are Intended 
to survive or be perpetual or lrrevoCable. Sucl, prOvlslons shall 
survive the exp!ratior\ or termination or this A'greenient. All 
obligations by you to pay or reimburse us _for any obllgatlbns 
associated with transactions you have subm!~ted to_ us will • 
survive termination of this Agreement until finally and 
irrevocably pald In full and settled. • • • • 

30.6 If any Event of Default occurs,.regardles's of whether such 
Event of Default has been cured, we may, In our sole 
discretion, e><erclse all of our rights. and·remedles under 
applicable law, and this Agreement Including, witllout 
\Imitation, exercising our rights under ~ectloh 31. 

30.7 In the event you file for protection under the U,S, bankniptcy 
code or any other laws relating to bank_ryptcy, Insolvency, 
assignment for the benefit of creditors or similar laws, and you 
contlnue to use our Services, it is your responslblllty to open 
new accolmls to distinguish pre and post filing obligations. 
You acknowledge that as long as you '~tUize the .accounts you 
established prior to sucl1 filing, we will not be able to 
systematically segregate your post-filing transactions or 
prevent set"off of the pre"exlstlng obligations. In that event, 
you will be responsible for submitting .an accounting 
supporting any adjustments that you m~y claim. 

30.8 The Card Organizations often maintain merchant lists such as 
the Member Alert To Control High-risk Merchants (MATCH) 
who have had their merchant agreements or Card Acceptance 
rights terminated for cause. If this AgrElement is terminated for 
cause, you ack,1owledge that we may be required to report 
your business name and the names and other information 
regarding Its p'rlncipa[s to the Card Organizations far inclusion 
on such lisl(s), You expressly agree and qonsent to $Lich • 
reporting If you are terminated as a result of the occurrence of 
an Event of Default or for any reasor, specified as cause by 
Visa, Mastercard, Discover Network, PayPal, br American 
Express. Furthermore, you agree to waive ~nd hold us 
harmless from and against any and·an claims which you may 
have as a result of such reporting, • 

30,9 After termination of this Agreement for any reason 
whatsoever, you shall continue to bear total res_panslblllty for 
all Chargebacks, fees, Card Or9anii_atlbn fines imp6Sed on us 
as a result of your acts or omissions, Credits atid adjustments 
resulting from Card transact!ons·processed pursuant to this 
Agreement and all other amounts then due or which thereafter· 
may become due under this Agreement. 



31 Reserve Account; Security Interest 

31. 1 You expressly authorize us to establish a Reserve Account 
pursuant to the-terms and conditions set forth in this Section 
31. The amount of such Reserve Account shall be set.by us; In 
our sole discretion, based upon your processing history and 
the pqtentlal risk-of loss-to us as we may determine frcim time 

,to Ume. 
31.2 • The Reserve Account shall be fully fund~d upon 3 days' ·notice 

to you,· or In lnstan9es of.fraud or ~uSPected fraud or an Eve·nt 
of Default, Reserve A'ccount fllndlng· m'ay be Immediate, ·such 
Reserve Account 1llay b8 flmi:fed bf all ·or any combination of 
the followfr:ig: (1) one or more debits to your Settlement 
Account or any other accounts held by Bank or any of Its 
Affiliates, at any financial Institution maintained ln the name of 
Client, any of Its principals, or any of Its guarantors, or if.any of 
same are autho.rfzed signers on s.uch account; (2) any 
payments otherwise due to you, ln.cludli:,g_ any amount due 
fron:, TeleCheck; (3) your delivery to us of a letter of credit; or 
.(4) If we so agree, your pledge to us of a·freely transferable 
and negotlable ,certl~cate of ,deposit. Any such letter of credit 
or cer:tlflcate of deposit.shall be Issued or established by a 
~n·ancial Institution accep_tabl~ to, us .and shall be In a form 
sati.sfactory to us. In the eve_nt_of t~rminatlon of this 
Agreement by any party, aI1 immediate Reserve Account may 
be est!;lblfshed without noUce [n the manner provided above. 
AnY. Reserve Account will be held by us for the greater of 1 o 
,month~ ,after termination of t_h/a Agreeme;nt or for such longer 
period of time as Is consi$te·nt with our llability for your Card 
transactl~ns and Chargebacks in accordance with Card 
Organization Rules, We wil[ hold funds pursuant 'lo th!s 
Section 31 In master account(s) with your funds allocated to 
separate _sub accounts. Unless specificatly required by law, 

,,Yoy shall not b·e ent!tletj t.o 'interest on any funds held by us in 
~ Re$~rve .Account. • 

·31.3 lfyour·funds In the Reserve Account are not sufficien.t to cover 
the Chargebacks, adjus!ments, fees and other charges and 

,.-amounts due from you, or if the funds In the Reserve Account 
.trnve been released, you agree to promptly pay us•:.uch sums 
upon request. 

31.4 To·secure your obligations to us and our respective Affiliates 
under this Agreement and any other agreement for the 

. provision of equipment, products or services (including any 
obligations forwt1ich payments on account of such obligations 
are subsequently lnvalldated, declared to be fraudulent or 
preferential, set aside or required to be repaid to a trustee, 
receiver or any other party under any bankruptcy act, state or 
federal 'law, camnion law or equitable cause), you grant to us 
a first pr!orlty lien and security lilterest in and to (1) the 
Reserve Account and (2) any of your funds pertaining to the 
Card transaCtlanS confemplated by this Agreement now or 
hereafter in our possession, whether now or hereafter due or 
to become due to ypu from us.- Any such funds, money or 
amounts now or here1idter in our pos'sesslon may be . 
commingled with other fuhds of ours, or, In the case of any 
funds held pursuant 1o the foregoing paragraphs, with any 
other funds of other customers of Ours. In addition to any 
rights now-or hereafter granted under applicable law and not 
by way of llmlta1Ion of any such rights, we are hereby 
authorized by you at any time and from time to time, without 

• notice· or demand to you or. to any other Person (any such 
notice and demand being hereby expressly waived), to set off, 
recoup and to appropriate and to apply any and all such funds 
against and on account ofy.our obligations to us and our 
respective Affiliates under this Agreement and any other 
agreement with us our respeclive Affiliates for any related 
equipment or related services (Including any check services), 
whether such obUgations are liquidated, unliquidated, fixed, 
con.tingent, matured or unmatured. You agree to duly execute 
and deliver to us such Instruments and documents as we may 
reasonably request to perfect and confirm lhe lien, security 
lnteres't, right' of set off, recoupment and subordination set 
forth In this· Agreement. 

31,5 For s81<e of clarification and notwithstanding anything if) \he 
Agreement to the contrary, iti the event Servlcers dedUct, 
holdback, suspend, off s~t or set off any settlement monies a} 
amounts otheMise due you pursuant to the terms of this , • 
Agreement (collectively Set Off Funds), you acknowledge 

that such Set Off f·unds wlll'bEI held in·a·commlngled Reserve 
Account(s) of Servlcetrs, 

31,6 If In replacement of or in actdltibn to··the'flrst priority lien and 
security Interest In the ReServe:Account, y.ou grant tO' • 
Service rs a first priority lieh and: security Interest' in arid tO'One· • 
or more certificates of deposit, the cert!fiCates of.deposlt·shilll ' 
be uncertlflcated and shalt be subjedt ta an Acknowledgement' 
of Pledge of Certificate of-D'epOslt 'aridControI·Agraemenl (the· 
Certificate of Deposit Control A9reen'lent) by,. bEltWeen-.and • 
among Customers, Servlcer-s· and the·flt:ianclal In·stitutlon that 
has established and Issued \he·-certlfleSte' df·depdsit. The form 
of the Certificate of D~p9s1t Qontto.l Agreement a~d-the 
financial institution that will ~,sta.b_lis,h and, ,lssue.ihe c;ertificate , 
of deposit shall be satlsfactpry and.acc~ptable to S!3rv!cers1 _. 

32 FinanGlal and Other Irtformatioh::, ,, • 1 , " 

32.1 Upon request, you wm pro~id$' uS ,and o'~1i- Affill,at~:s: ·quarter1i/ , 
financial statements wlthiti 4b days after tile eh'd of'each flScal 
quarter and annual audlt~dfln~11~i$l statementS_0(il)ln 90 • 
days aft~r the end of each·flsc'al year:Sllch fli't8ncial • 
statements shall be-prepared in aCcordance'w!th 'generally 
accepted accounting pr!nclples. You will alsd. prov\de·such 
other financial statements. and other !nforrnatlon concerning 
your business and your compfl'am:"e With· 1he term-g• and 
provl$lons of thls Agreement as we·may reas'Onably request 
You authorize us and our Affiliates to Obtain fror'n thfrd p·artles 
financial and credit lnformation·relatln~ to-you in co-nnection 
with our determina1ion whether-to accept,thls AQreement and 
our continuing evaluatlon ·of your flnanclal and credit status·; 
We may also access and us1::rfnformatl0nwh1ch·you have 
provided to Bank for any other-reason; Upon request you 
shall provide, and/or cause to b'e provided, to us and·our 
Affiliates, or our representatives· or.regulators (as well as thos:e 
of the Card Organ.izatlons)'reasonable access to your or your·, 
providers' facilities and records for the pu·rpos·e of,pariormlng 
any inspection and/or copying of.books .and/o_r, recqrds .. , 
deemed appropriate. In sue.I) .1:went, you shall pay the costs 
Incurred by us or our Afflliat.es for such li'.spectlon, including, 
but not limited to, costs lncufred for ~lrfare 1.fr1d hote·I: 
accommodations, ·•. ' 

32.2 You will provide us with wrfrten noti~e· ~f tmy_ /~9g,frient, V'l'l"it, 
warrant of attachment, execution or levy·aga·inst any 
substantial part (25% or more. in value) of your total assets not 
later than 3 days after you become ·aware of same. 

33 Indemnification 
33.1 You agree lo Indemnify and hold us· 8.nd th1i.Car'd . , 

Organizations harmless frorn and against air lcisSes; liab/litieS, 
damages and expenses: (a) result!~g· fro~ th~ lr:ii.-tccur8cy or • 
untruthfulness of any representation qr-Warranty, 9reach of 
any covenant or agreement or any mlsrepres~_r1tatlon by you 
under this Agreement; (b) arising out of yOur"or"Your ' • • 
employees' or your agents' negllgence Or will_ful 0i$.con\)ud,· Jn 
connection with Card transaction$ or' otherwise arising from 
your-provision of goods a·nd Services to Cardholders; (c) 
arising out of your use of the ServiceS;·Glr(tl) arising out of any· 
third party indamnlAcations we are obligated to make as a 
result of your actloM (Including indemn!Vqatlon of any C.ard 
Organization or Issuer}. 

33.2 Subject to the llm!tatlons set forth in Section 27.4, we·_agrefl to • 
indemnify and hold you harmless from and-agEllnstall losses, 
liabilities, damages and expenses resu'itll~g·from any breach of 
any warranty, covenant or agreement or any • 
misrepresentation by us under this Agroe.rnent or arising out of 
our or our employees' gross negligence•or. willful misconduct 
In connection with this Agreement; provld~d, that tr!$ Indemnity 
obligation shall not apply to Bank wifi:1. respect to N@nMBar~ 
Services. 

34 Special Provisions Regarding Non-Bank· .Ca~ds 
34.1 Non•Bank Card transactlqin,s :3.r.e provided ta you by Processor 

and not by Bank and Include transacrlons made using 
Discover Network, Pay.Pal or American Exp~ess Voyager and 
WEX Card types. The Services provided, transactions 
processed and other mat\ers contemplated. urider.thls Section 
34 are subject to the rest of this Agreement, af:i appllcable,. . 
except to the extent the terms of this Section 34 directly 
conflict with another provision of this Agreement, . .in Which 
case the terms of this Section 34 wlll control; provfded, 
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however, that (1) Bank Is not a party to this Agreement insofar 
as It relates .to Non-Bank Card services, and Bank is not liable 
to you In any way with respect to such Services and (2) yo1.1 
agre·e to pay Processor any per Item processing, authorization 
and other fees descrlbed,ln the Applicat!on for any non~ 
acquired transaction services you receive from Processor. For 
the purposes of this section, the words we, our, and us refer 
only to the Processor and not'td tt1e Bank. You authorize us to 
·share Information from your Appllcat!on with American • 
Express, Discover Network, PayPal and any other Non-Bank 
Card Organization. 

34.2 .Jf you aecept-Amarfean Express, you understand that' if, 
based upon your anticipated Card transaction volume you do 
not qualify for our full service program but have otherwise 
•been approved for accepting American Express transactions, 
yoLir aL1thorlzat1ons will be obtained from and funded by 
American Express, American Express will provide you with its 
own agreement that governs those transactions. You 
understand and agree that. we are not responsible and 
assume absolutely no !!ability with regard to any such 
transaclloris, Including but.not l/r"nlted to the funding and 
settlement of American Express ·transactions, and that 
Americari Express will charge additional fees for the services 
they prov/de. 

34.3 If yol1 a·ccept Discover but do not qualify for our Discover full 
serylce program, Discover will provide you with Its own 
agreement that governs tt,ose transactions, You understand 
and agree that we are not rf,lsponslble and assume absolutely 
no llabllity with regwd to any_such transactions, Including but 
not limited to the a~1thori;;!:i9,tlon, .funding, and settlement of 
Discover transactions, a'nd that ,Discover may charge 
addit/onal fees. for the services· they prov/de. 

processing WEX Cards unless and until WEX executes your 
WEX Merchant Agreement. If WEX executes your .VVEX. 
Merchant Agreement and you accept WEX CarOs, you 
understand that WEX transact/on.s. are. processed; authorized . 
and funded by WEX, You i,mderstand that. WEX Is·. solely 
responslble for all agreen!Emts Iha! govern Wl;X transactions . 
and that we are not responslbJe and assume abs9lutely no 
liability with regard to any such agreements or WEX 
transactions, Including b_ut not limited t~ the fundjng and 
settlement of WEX transactions: .You unders'tand thatWEX will 
charge additional fees for the servlc;:es that' lt prOV1des; , • 

34.8 In addition to the Information.stated in Part 11 Appendix 1 
of the Your Payments Acpeptance Gulde regar~l~g ; 
Voyager Cards, tha following terms apply . 
• Under Section 27 (Representations; Warranties; 

Covenants; L!mitallons of Liablnty; Exdlusion of 
Consequential Damages) of the Genera! Terms, ln,no event 
shall our cumulative liability to yol:J for losses, claims, sults·, 
controversies, breaches ordamages for any cause 
whatsoever in connection wl1h Voyager transactions exceed 
the lesser of $10,000.00 or the Voyager tran-sactron fees • 
paid by you to us for the fwo monlhs prior to the action 
giving arise to the claim. 

Notwithstanding anything lrJ tllis Agreement to the C.c,mtrary, 
our obligation to provld~ services t.o you..relatlng lo any 
Fleet Card wrn terminate automatically withal.it penalty to us 
or the related card Oiganlza)lon upon the earlier of (1) the 
term!nation or expirallon o(qu.r agreement with such Ca'rd 
Organization, {2) at le'ast 20 days prior wrltt~n notice by' us 
to you; (3) your failure ~o compty with mqterial terms relati~9 
to such Fleet Card 1ransactlons, or (4) wri11en notice, If a 

. 34.4 If you accept Pay Pal Cards you understand that the 
following requirements apply to PayPat Card transacilons in 
addition lo the infotmation required In this Agreement 

Card Organization discontinues It~ Card . 
35 Speclal Provisions for Debit Card 

Only ln~store, Card present transact!~ns are eUgible 'for 
processjng t.inde,r this Agreemen,t. Card not present/onllne, 
cash over, _cash advance, quasJ cash transactions, 
internat!onal transactions or manually entered transac11ons 
are not eiiglble· for processing. You must contact us or 
PayPal for liifprmation' related to services that are not 
covered in this Agreement. 

•·You will provide us- with Information about the Card 
tre:insactrons you conduct; Including, data related to yo_ur 
Au1horizatio11 requests,•Card transactions, and transa6tion 
dispute responses. 

• You will provide us with aggregate and Individual 
information about the Card transactions you accept; 
including, the number, type and kind ·of transactions you 
conduct, your disputes, your bL1siness operations, your 
merchant category code-tnformat!on, and any other 
information you are required to prnvlde under this 
Agreement. 
You will not use, store, re1ain or otheiwlse disclose any of 
PayPal's confidential Jnforma1ion, Card holder data, 
magneiic stripe track data, or PayPal Card transaction data 
(other than as necessary to complete a transaction). 

• You will not use PayPal Cardholder's persona! Information 
for marketing and/or otl1er purposes without explioit consent 
from the Cardholder, 

34.5 If you accept JCB, Diners Club International, UnionPay, 
BCccard, and Olnacard, you agree to be bound by the 
Dfscover"Network provisions· of this Agreement. You also 
acknowledge and.agree that JCB, Diners Club International, 
UnionPay, BCcard, and Dfnacard transactions will be 
processed under and subject to Discover Network Card 
Organization Rules. • 

34.6 If yoU accept Voyager and/or WEX Cards, you agree to bei 
bound by the WEX and/or Voyager rules. You also agree to be 
bound by all other provisions of this Agreement which are 
applicable to WEX and/or Voyager. 

34,7 If You oxecu'te a separate WEX Merchant Agreemsnt ~EX 
Non Full Service Pragrnl11), you understand that we will 
provide such agreement lo WEX, but that neither we nor WEX 
shall have any ·obligation w~1atsoever to you with respect to 
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The special provisions outl!ned !n this Section 35 apply only to those 
Debit Card tran$aCtlons that are processed by a Cardholder entering 
a PIN unlef.s the transaction is a.network supported PINless 
transaction. A Pl Niess transaction Is a .Debit card-.transaotlon. that a 
merchant submits tu us for settlemenVfundlng transactions with 
nel1her a PIN nor Signature. The SE1rvlces provided, transactions 
processed and other matters contemplated under lt11s Sectfori 35 'are 
subject to the rest of this Agreement, as ·appllc8ble,. except to the 
extent the terms of this Section JS_.dlreclly conflict with another 
provision of this Agreement, in which case the t.erms of this Section 35 
will control. 
35.1 Debit C~rd Acceptance. MOst, but not all, ATM C_ards (Debit 

Cards) can be accepted at the point of sale at participating 
locations. Examine the back of the Debit Card to d~terinine if 
the Card participates In a PIN Debit.network tt1at.you are 
authorized to accept. PIN Debit network Mark(_s).are usually 
printed on the back of the. Card. If the Debit Card .Is valid and 
issued by a financial instltut!on Issuer participating In a PIN 
Debit network, you must comply with thefolloW.ng general 
requirements for all participating PIN Debit networks, in 
addition to the specific requirements of.that PIN Debit 
network: 
• You must honor all valid Debit Cards wh9n presented that 

bear authorized PIN Debit network Marks. 
You must treat transactkms by Cardl101_ders ·1ro~ all lSsuers 
in the same manner. • 

You may not establish a minimum or maximum transaction 
amount for Debit Card acceptance. 
Yau may not require additional infornlation, beslcles the 
PIN, for the completion of the transaction uhles·s the 
circumstances appear s.usplciolis:A signature is not 
required for Debit Card transactiOli~. • • 

• You st1all not disclose transaction related information to any 
party other than your agent, a Pl N _Debit networ.k1 .or Issuer 
and then only for the purpose of settlement or error.· 
resolution. 

35.2 Transaction Proce$slng. :rhe.followlng general requirements 
apply to all Debit Card tranl:l.a.ctlons,: 

• All DebJt Card transactions must be authorized and 
proliessed electronically. There·1s no Voice Authorization or 
Imprinter procedure for Debit Card transactions. 



• You may not oomplele a Debit Card transaction that has not 
been authorized, lfyou c;;innot obtain an Authorization at 
the time of sa!e, you should request ariother form of 
payment from the Cardholder or pro_cess the transaction as 
a Store.and Forward or Resubrrilsslon, In which case you 
assume the risk that the tra"nSaction fails to authorize or 
otherwise declines, Tlie Cardho!der should be instructed to 
contact the Issuer to find out why a transaction has been 
decllned. • 

, The Deb!! network used to. process your debit transaction 
will depend upon, among other things, our own business 
considerations, the avallablllty of the Debit network at the 
time of the transaction and whether a particular Debit Card 
Is enabled for a particular Debit network. The Debit network 
used to route your transaction may or may not be the 
lowest cost network available. We may, In our sole 
dlscretion (1) use any Debit network ava!lable to us for a 
glven transaction (including any of bur affiliated PIN Debit 
networ!u>) and (2) add and /or remove Debit networks 
available to you based on a variety of factors including 
availability, features, functlonallty and our own business 
considerations. 

You must Issue a receipt to the Cardholder upon successful 
• cotnpletlon of a transaction and effect PAN Truncation on it. 

You may not manually enter the account number for PIN 
Debit transactions. Signature Debit transaction may be key 
entered If you are unable to swipe the Card, Tha account 
number must be read electronically from the Magnetic 
Stripe/chip for transactions authenticated with a PIN. If the 
Magnetic Stripe/chip Is unreadable, you must request 
another form of payment from the Cardholder, Do obtain a 
signature If PIN autl1entlcatlon !s not supported or available. 

• Any applicable tax must be Included In the total transaction 
amount for which Authorization is requested. Tax may not 
be collected separately In cash. 

You are responsible for secf.Jring your POS devfces and 
for implementing appropriate controls to prevent 
employees or others from ¥mbmittiffg credits ancl voirfs 
that do not reflect bona fide returns or reimbursements 
of prior transactions. 

35.3 Cash Back From Putchase. You may offer cash back to your 
customers when they make a PIN Debit Card purchase, You 
may set a minimum and m~ximl1m amount of cash back that 
you will allow. lfyou are not currently offering this service, your 
POS device may require additional programming to begin 
offering cash back. as long as It is supported by the Debit 
Network. 

35.4 Settlement. You must reconcile your accounts for each 
location dally and notify us within 24 hours of any issues. 

35.5 Adjustments, An adjustment !s a transaction that is initiated 
to correct a Debit Card transaction that has. been processed in 
error. For signature debit transactions (Including "no signature" 
signature debit transactions), both the Cardholder and the 
card Issuing bank have the right to question or dispute a 
transaction. Ii these questions or disputes are not resolved, a 
chargeback may occur. You are responsible for all adjustment 
and Chargeback fees that may be charged by a Debit 
network. There are several reasons for adiustments being 
Initiated: 

The Cardholder was charged an incorrect amount, whether 
too little or too much. 

The Cardho!der wr:1s charged more than once for the same 
transaction. 

A processing error /llay have occurred that caused the 
Cardholder to be charged even ll10ugh the transaction did 
not complete normally at the pol'nt of sale. 

, A Cardholder Is disputing the goods or services provided. 

All parties Involved In processing adjustments and 
Chargebacks are regulated by time frames that are 
specified In the operating rules of the applicable Debit 

. net'-Norl<, The Electronic Funds Transfer Act, Regulation E, 
ancl other applicable law. 

36 Speclal Provisions Regarding EBT TranSactlOtis 

lf you elect to accept EBT Cards and engage In EBT transaCUons, the 
terms and conditions of this Section 36 shSII a·pply. 

EBT transactions are provided to you by Processor aii<;I n9t by Ba.nk_. 
The Services provided, trarisacti~ns. processed. and other m~tt~rs 
contemplated under this Section 36 are subject to the r.est Gf this 
Agre·ement, as applicable, except to t_he extent,the-te.rms of this 
Section 36 directly conflict with another ~ei:tlon of tt,ls Agreem~nt, In 
which case the terms of this Section 36 will control; provided, 
however, that Bank Is not a partY to' this Agre~ment insofar as It 
relates to EBT transactions, and Bank is not liable to_ you ln any way 
with respect 1o such Services. For the purposes Of this section, the 
words we, our, and us refer only to the Processor and not to the 
Bank. 
We offer electronic Interfaces to E:BT netYl'.qrks for the processing, 
settlement and switching of EBT transactions Initiated through the use 
of a state~isst1ed EBT card (EBT Card) ~t your POS Terminal(s) for 
the provision of United States Department of Agrlculture, Food and 
Nutrition Service (FNS), Supplemental Nutrition Assistance Program 
(SNAP) and Wornen, Infants and Children Benefits (WIC Baneflts) , 
and /or government delivered Cash Benefits (Cash ~.enefits, together 
with FNS, SNAP and WIC Benefits,.collectlvely are re~erred tq as the 
EBT benefits) to EBT benefit recipients (EBT customers), subject to 
the terms below. 

36.1 Acceptance of E:BT Benefits, You agree to accept EST 
Cards and provide EBT benefits to EBT cu~tomers through 
the use of a POS Terminals, PIN pap and printer ar other 
equipment that meet standards.as set~ forth In the EBT Rules 
(Authotized Terminal) applicable to such EBT benefits during 
your normal business hours, in a manner consistei:,t with your 
normal business practices and In accordance with the EST 
Rules, 

You will provide EST benefits to EBT cus1omers, In 
accordance with 1he proc;edures set forth in the EBT RUies, In 
the amount authorized through your Authorized Terminal upon 
presentation by an EBT customer of an EBT Card and such 
EBT customer's entry of a valid PIN, lhe EBT Rules means 
(1) all procedur·es that we establish and provide to you from 
time-to-time regarding your acceptance of EBT Cards and 
provision of EBT benefits to EBT customers; (2) the Oliest 
RL1les, as amended from time-to-time, Issued bY the.National 
Automated Clearing House Association a11d as approved by 
the Financial Management Service of the U.S. Treasury 
Department, as necessary (and any rules that succeed or 
replace the QL1est Rules); and (3) other such laws, rules, 
regulations and procedures that are applicable to the 
acceptance of EBT Cards and the provision of EBT benefits , 
by you under this Section 36, Including without limitation, laws 
peftalnlng to delivery of services to EBT customers and EBT 
customer confidentiality, the federal Civil Rights Act of 1964, 
Rehabllltatlon Act of 1973, Americans with Disabilities Act of 
1990, Clean Air Act, Clean Water Act, Er1er9Y Policy and 
Conservation Act, Immigration Reform arid Control Act of 
1986, regulations issued by the Department of Agriculture 
pertaining to Food Stamp Program, and, _any additional 
procedures specified by the state regarding lost EBT Cards, 
forgotten PINs, discrepancies In benefits author!zed and 
similar matters by providing EBT customers with Information 
such as telephOne numbers and addresses of the state or 
other appropriate agencies. The Food Stamp Program is the 
government benefits program operated under the authority of 
the Food Slamp Act of 1964. 

If the Author!zed Terminal fails to print EBT benefit Issuance 
Information as approved and validated as a legitimate 
transaction, you will comply with the procedures set forth In 
the EBT Rules for authorization of EBT benefits-in such 
Instance. You are solely responsible for your provision of EBT 
benefits olher than in accordance with authorizations timely 
received from EBT servlc~ provid~r. You wm not resubmit any 
EBT Card transaction except as specifically Perniltted by the 
EBT Rules and procedlires applicable to such EST_ Card 
transaction. You must provide a recelpffor ea_ch EBT 
transaction to the appllcablEl EBT custom.er. 

You wlU not accept any EBT Card for 'any purpose othGr than 
providing EBT Benefits, iricluding without limitation acceptlng 
an !:BT Card as securltffor repayment of any EBT custome·r 
obligation to you.- In the event of any viofatlon of this prov!slon, 
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. you wfll be obligated to reimburse the state or us for any EBT 
benefits unlaWfuUy received by eittier you or an EBT customer 
to the exteint permitted by law. Cash should never be 

. ~Jspensed for FNS_,. SNAP, ancl.WIC, Benefits. 

36 . .?. . Mairnal EBr Vouchers. In accordance with the procedures 
set forth In this Section 36 and the EBT Rules, you will 

, manually accept E'BT Cards during periods of lime when your 
Autharfzed Terminal Is .riot working or the EBT system in not 
available; you wlll manually provide EBT benefits ln the 
amount· authorized through the applicable EBT service· 
provider to the l:BT customers at no cost to the EBT 
customers. upon presentation by an EBT·cuslomer of his/ her 
EST Card. All manual voucher authorizations must be cleared 
on your POS terminal for payment of voucher to be made to 
you. In addition to any procedures set forth In tl1e EE3T Rules, 
the following limitations will apply to manual Issuance of FS 
Benefits by merchant: 

(1) An aut11orization numbel'for the amount of the purchase 
must be received by you from tl1e applicable EBT service 
provider while the respective EST customer is present 
and before you provide such EST customer with any 
FNS, SNAP and WIC·Benefits, or Cash Benefits, aS 
applicable. You .must not attempt to voice authorize a 
manual EBT transaction if the EBT customer Is not 
present to sign the voucher, The EBT customer must sign 
the voucher. A copy of the voucher should be given to the 
EBT customer at the time of authorizailon and you 
should retain one copy for your records. 

(2) Spec!fied EBT oL1stoiT1er, clefk and sales Information, 
includ!ng the telephone allthorlzalion number, must be 
entered properly and legibly on the manual sales draft. 

(3) All manual voucher aLithorlzatlons inust be cleared on 
your Authorized Terminal before payment of voucher will 
be made to you. Vouchers must be cleared wfth!n 10 
Business Days after the date of applicable voice 
authorization. Vouchers cannot be cleared by any 
manner exc:ept by your Authorized lerinina! t11erefore you 
should never mail vouchers reqL1estlng payment. If a 
voucher.expires before It has been cleared by your 
Authorized Terminal for payment, no further action can 
be taken to· obtain payment for the voucl1er. 

(4) In the event that, due to El3T host failure, EBT benefit 
availability for an EBT customer cannot be determined at 
!lie ttme you request authorization, the maximum 
authorized mam1al transaction and benefit encumbrance 
wJII be $40.00 or such other state specific floor limit as 
Set forth In the most current version of the applicable 
EBT Rules. 

(5) Except as specifically provided in !he applicable EST 
Rules, you wl\l not be reimbursed and will be solely 
responsible for a manual transaction when you fall to 
obtain an authori·zation number from the applicable EBT 
service provider as set forth In this Section 36 or 
otherwise fail to process the manual transactlon In 
accordance With tl1e EBT Rules. 

(6) If you l1ave not received an authorization number In 
accordance with paragraph 37,1 above, you may not "re~ 
submit" a manual sales draft for payment for the same 
transaction. 

36.3 Acceptance of Cash Benafits. lfyou agree to accept EBT 
Cards and to provide Cash Benefits, you agree to maintain 
adequate cash on hand to i~sue EBTJ3ervlce provider 
authorized Cash Benefits and will issue such Cash Benefits to 
EBT customers in the same manner and to the same extent 
cash !s provided to your other cu~tomers, You may not 
require, and may not in your advert}slng suggest, that any EBT 
cUstomers must purchase goods or _services from you as a 
condition to receiving Cash se·nefits, unless such condition 
applies to other customers as well. You may not designate 
and direct EST customers to special checkout lanes restricted 
to use by B:BT customers unless you also designate and direct 
other customers to spe'Clal·checkout lanes for Debit Cards or 
-Credit Cards and/or other payment methods such as checks 
other than cash. 

O_WF_W_2510 
FMS2510 

Page 28 of 64 

36.4 Interoperability. If you accept EBT Cards and provide EBT 
benefits (FNS, SNAP and wrc Benefits and /or Cash 
Benefits), you must do so for EST customer$ from all states. 

36.5 Required L,icenses. lfyouprovide FNS, SNAP, and WIC 
Benefits under this Agreement, you represent and warrant to 
us triat you are a FNS authorized merchant and are no! 
currently disqualified or withdrawn from redeeming food stamp 
coupons or otherwise disqL1allfled or withdrawn by FNS. You 
agree to secure and maintain at yollr own expense all 
necessary licenses, permits, franchises, or o1her authorlt!es 
required to lawfully effec1 the issuance and distribution of EBT 
benefits under this Agreement, includlng without limitation, any 
applicable franchise tax certificate and non-governmental 
contractor's certificate, and covenant that you will not accept 
EBT Cards or provide EBT benefits at any time during which 
you are not In compliance with the requirements of any EBT 
Rules. 

36.6 Term and Termination. If you are disqualified or withdrawn 
from the Food Stamp Program, your authority to issue benefits 
will be terminated concurrently therewith, Such dlsquallficatlon 
or withdrawal will be deemed a breach of this Agreement with 
respect to your auihority to Issue Cash Benefits and, in the 
event of such disqualification, we have the rlgllt to 
Immediately terminate the provlslor:1 of service under this 
Section 36 or the Agreement In Its entirety, With respect to the 
Issuance of Cash Benefits only, your authority to issue Cash 
Benefits may be suspended or termtn·ated Immediately at the 
sole discretion of us, the state or Its EST service. provider, 
effective upon delivery of a notice of suspension or termination 
specifying the reasons for such suspension or termination If 
there w!II be (1) any suspension, Injunction, cessation, or 
termlnaUon of the EBT service provider's authority lo provide 
EBT services to the state; (2) fa/lure by you, upon not less 
tl1an 30 days' prior written notice, to clire any breach by you of 
these terms and condltlons, Including without !Imitation, your 
failure to support 1he issuance of E·BT benefit& during your 
normal business hoµrs consistent with your normal business 
practices, your failure to comply with EST benefit iSStJance 
procedures, your impermissible acceptance i)~ an EBT Card, 
or your disqualification or withdrawal from tl1e Food Stamp 
Program; or (3) based on a state's or Its EBT seivlce 
provider's Investigation of the relevant facts, evidence that you 
or any of your agents or employees are committing, 
participating in, or have knowledge of fraud or theft in 
connection with the dispensing of EBT benefits. If you fall to. 
cure any breach as set forth above, you may appeal such 
suspension oftem,inatlon to the applicable state for 
determination in !ts ·sole discretion. • 

In the event that your authority to accept benefits Is 
suspended or terminated by a state or its EST service 
provider, and you successfully appeal such suspension or 
termination to the state or Its EBT service provider, we shall be 
under no obligation to reinstate the seivices previously 
provided under this Section 36 or tile Agreement, as 
applicable. 

The provision of services under this Section 36 shall terminate 
automatically if our agreement or our service provider's 
agreement with any applicable state's.EBT service provider 
terminates for any reason. 

You will give prompt notice to us if you plan to stop accepting 
EBT Cards and providing EBT benefits or if you are umible to 
comply \r\lith the terms of this Se_ction 36. 

36.7 Confldentlallty of EB'f System Information. All 1nforma1ion 
related to EBT customers and for the Issuance of EBT benefits 
shall be considered confidential information. 

Individually idenUfiable lnforma1ion relating to an EBT 
customer or applicant for EBT benefits will be held confidentlal 
and will not be disclosed by you or your directors, officers, 
employees or agents, witho[Jt prior written approval of the 
applicable state. 

You will: (a) Implement appropriate measures designed to: (1) 
ensure the security and confidentfa!lty of all non~public 
personal information or materials regardlng customers (NPPI); 
(2) protect against any anticipated threats or hai.ards lo the 
security or integrity of NPPI; (3) protect against unauthorized 
access to or use of NPPI that could resu(l in substantial harm 



or lnconvenlence to any customer and (4) ensure the proper 
disposal of NPPI; and (b) taKe appropriate actions to address 
Incidents of unauthorized access to NPPJ, including 
notification to us as s,oon as poss!ble. 

. The use of Information obtained by you in the performance of 
your duties under this Se¢tlon 3$ will be limited to purposes 
dlrectly connected with such duties, 

36.8 EBT Service.Marks. You will adeqLiately display any 
applicable state's service Marks or other licensed marl<s, 
Including the Quest Marks·, and·other materlal11, supplied by us 
(collect!vely the Protected Marks) in accordance with the 
standards set by the applicable state. You will use the 
Protected Marks only to indicate that EBT benefits are Issued 
at your locatlon(s} and will not indicate that we, any state or its 
EBT service provider endorse your goods or services. Your 
rlght to use such Protected Marks pursuant to this Agreement 
WIii continue only so long as this Section 36 remains in effect 
or until you are notified by us., ,any State or its EBT service 
provider to cease their use or.display. You wm not tise the 
Marks of any EBT serv_lce provlderwi1hout prior written 
approval from such EBT SE!tvice provider. 

36.9 Mlscellaneous. 

written notice to you and such amendment ·shall 
become effective upon such notice. ,, 

36,9.5 State Action. NOthlnfl contained he·r·eln 'shall ,Dreq!ude 
a state from commencing approp.rlate admlnlstratlVe or 
legal action again$t you or for making any referral for 
such action to any appropriate federal, state,. or local 
agency. , 

36.9.6 Rehmince to State.' A11y references·to state herein 
will mean the state In which you accept E~T benefits 
pursuant to this section 36. If you accept EST benefit 
In more than one ·state ,pursuant this Section 36, then 
the reference will mean each such state sevetafly, not 
Jointly. 

36.9,7 Third Party Beneficiaries, These terms and 
conditions, do not create, and will not be construed as 
creating, any rights enforceable by any person not 
having any rights directly under this Agreement, except 
that the state and Its Issuer, as defined in the Quest 
Rules, will be deemed third p'arty berieflciarleS of the 
representations, warranties, covenants and 
agreements made by you under the Agreement, 
includin-g without limitation this Section 36. 

36.9.1 Errors, You will fully cooperate with us and any other 
participants in the EBT system In the resolution of 
errors and disputes regarding EBT transactions 
processed pursuant to this Sect/on 36. You will 
promptly notify us of any e.uch errors or disputes. 

37 Special Provisions Regarding Wireless Sarylce 

36.9.2 lss~1ance Records. 

(1) You agree to make available such informational 
materials as may be required by the state, its 
EBT service provider or any applicable 
regulations pertaining to the Issuance of Benefits. 

(2) You will retain all EBT-refatEld records (lnclud!ng 
but not limited to manual sales drafts or 
vouchers) In !he manner required by the EBT 
Rules or otherwise reasonably requested by us 
for 3 years following the date of the applicable 
EBT transaction, or for such addlt!onal period as 
may be required by the EBT Rules. Records 
involving matters In litigation wll! be kept by you 
for a period of not less than 3 years following the 
termination of the applicable lltlgation. Copies of 
any documents in media other than paper {e.g., 
microfilm, Elle.) rel8ted to tt1is Section 36 may be 
substf1Uted for the originals to the extent 
permitted uilder applicable EBT Rules and 
provided that legible paper copies can be 
reproduced within a reasonable time after such 
records are requested. 

(3) You will mal<e all EBT~related records ava!lable 
for audit upo11 request to representatives of the 
state or its EBT service provider, or other 
authorized state or federal government agency 
during normal business hours. 

(4) To assure compl!ance with this Agreement, 
including without limitation this Section 36, the 
state, its EBT service provider, or other 
authorized state or federal government agency, 
will at all times, upon advance notice except !n 
the case of Stlspected fraud or other s!milar 
activity, have the right to enter, during normal 
business hours, your premises to Inspect or 
evaluate any work performed under this 
Agreement, or to obtain any other information 
required to be provided by you or otherwise 
related to this Agreement. 

36.9.3 Training. You wll! train and permit your employees to 
receive training regarding the issuance of EBT 
benefits. 

36.9.4 Amendments. Notwithstanding anything to the 
contrary' !n this Agreement, if any of these terms and 
cond1ti•ons are found to conflict with the EBT Rules or 
federal or state policy, these terms and oondllions are 
subject to reasonable amendment by us, a state or lts 
EBT service provider to address such conflict upon 
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If you elect to purchase the Wireless Services from us as Indicated on 
the Application, then the following terms and conditions of this Section 
37, referred to as the Wireless Services Terms, shall apply. The 
wireless services are befng sold to you for use In business and 
are not being sold to you for household Ot' personal use, Sale of 
Wireless Services Is made by Processor and not the Bank. The 
Services provided, transactions processed and other matters 
contemplated under this Section 37 are subject to the rest of this 
Agreement, as applicab{e, except to the extent the term·s of this 
Section 37 directly conflict with another section of this Agreement, In 
which case the terms of this Section 37 will control; provided, 
however, that Bank is not a party to this Agreement Insofar as It 
relates to Wireless Services, and Bank Is not liable to You in any way 
with respect to such services. For the purposes of this sac!lon, the 
words we, our, and U$ refer only to thB' Processor and not to the 
Bank. ' 

Trirough one or more third party vendors {Wlraless Vendor(s)) 
selected by us In our sole discretion, we have acqui_r~d the right to 
resell certain wireless data communication services tl1a.t use radio 
base stations and switching offered by certain cellular telephone and 
data networks throughout tl1e country (the Wireles·s Netwi;>rks) ln 
order to allow you to capture and transmit to Process9r and Bank 
certain wireless Card Authorization transactions or to transmit other 
communicatior1s to our system (Wireless Services), • 

If you elect to purchase voice and/or data services directly from a third 
party provider for use with the W1re!ess Equipmenf a·s per1nitted by, 
Processor, you acknowledge and agree that this Agreement does not 
address or govern those voice and/or data services or your 
relationship with that third party provider, and Serv!cers are in no way 
responsible for providing, maintaining, servicing or supporting such 
third party voice.and /or data services. 

37, 1 Purchase of Wireless Servlces, The prices that you will pay 
for the Wirele$S Services are set forth on the Application. In 
connection with your purchase ofWire[ess Services, you wifl 
receive access to a certain Wlreless Network(s), 

Licenses. You agree to obtaln any and all lJCenses, permits 
or other authorizations required by the Federal· 
Communications Commission (FCC) or any Dther 
regulatory authoray, if any, for the la\rllfu! operation cf 
Wireless Equipment used by yoU In connection with your 
receipt of Wireless Services. You Will promptly provide us 
with an such Information as we may reasonably request 
with respect to matters relat!ng to ~he rules and regulations 
oflhe FCC. 

Wireless EquipmAnt. You_ agree that in order to.access the 
Wireless Services, you rr)ust use wlreless POS Terminals 
and accessories approved for use with the \/1/treless 
Services by Processor frQm time to time in its sole 
discretion (the Wirele-$$ Equipment). lf\11/ireless 
Equipment Is purchased by you from us as Indicated on the 
Appl!cation, then !he terms of this Agreement apply to your 
use of such Wireless Equipment. 



• Improvements/General Administration. We and the Wireless 
Vendor(a) reserve the right to make changes, from time to 
time, In the configuration of ttle Wireless Services, \Nlreless 
Networks, Wireless Equipment, Wireless Software, rules of 
operation, accessibility periods, ldentlflcallon procedures, 
type and location of equipment. allocaUon and quantity of 
resources utilized, programming languages, administrative 
and operationar algorithms and designation of the control 
center serving you at the particular address. In addition, we 
reserve the rtght to schedule, from time to time, 
Interruptions of service for maintenance activities, 

• Suspension of Wireless Services. We or a \Nlreless 
Network may suspend the Wireless Services to: (a) prevent 
damages to, or degradation of, our or a Wireless Network's 
network Integrity that may be caused by a third party; (bl 
comply wi1h any law, regulation, court order or other 
governmental request which requires immediate action; or 
(c) othervvise protect us or a Wireless Network from 
potential legal llabiHty, To the extent commercially 
reasonable, we shall give notice to you before suspending 
the Wireless SeNices to you, If not commercially 
reasonable to give prior notice, we wlll give notice to you as 
soon as commerc1ally practicable thereafter. Availability of 
the Wireless Services may vary due to events beyond the 
control of us or our Wireless Vendors. In the event of a 
suspension of the Wireless Ser11ices, we or the applicable 
Wireless Vendor wfll promptly restore the Wireless SeNices 
after the event giving rise to the suspension has been 
resolved, 

37.2 Software Licenses. Processor hereby grants to you a non~ 
exclusive, non- transferable, revocable llmlted subllcense to 
use any wireless software (Including any documentation 
relating to or describing the wireless software) downloaded by 
you or your deslgnee from Processor's systems onto the 
W!reless Equipment in connection with your purchase and use 
of the Wireless Services In accordance with the terms of this 
Agreement, Including this Section 37. Anything In this 
Agreement to the contra1y notwithstanding, we or certain third 
parties retain all ownership and copyr!,ght Interest in and to all 
Wireless Software, related documentation, technology, know~ 
how and processes embodied in· or provided In connedlon 
with the Wireless Software, and you shall have only a 
nonexclusive, non~transfera.ble !lcense to use the Wlreless 
Software In your operation of the Wireless Equipment for the 
purposes set forth In this Agreement. Nothing In this 
Agreement confers any title or ownership of any such 
Wireless Software to you or shall be construed as a sale of 
any rights in any such Wireless Software to you. You agree to 
accept, agree to and be bound by all applicable terms and 
conditions of use and other license terms applicable to such 
Wireless SofM'are. You shall not reverse engineer, 
disassemble or decompile the Wireless Software. You shall 
not glve any Person access to the Wireless Software without 
our prior written consent. Your obligations under this Section 
37.2 shall survive the termination of this Agreement. You 
acknowledge that the only right you obtain to the V\Jireless 
Software Is the right to use the Wireless Software ln 
accordance with the terms In this sect!o11. 

37.3 Limitation on Llablllty. W~ shall have no liability for any 
warranties by any party with respect to uninterrupted Wireless 
Setvlcea, as set fo11h In Section 37, 10, or for any Person's 
unauthorized access to Client's data transmitted through 
either the \Nlre!ess Equipment or Wireless Services (including 
the Wireless Software), or Wireless Networks, regardless of 
the form of action (whether In contract, tort (Including 
negligence), strict liability or otherwise), The foregoing 
notwithstanding, for any other liabl!lty arising out of or In any 
way connected with these VVireless Services terms, Including 
liability resulting solely from loss or damage caused by partial 
or total failure, delay or nonperformance of the Wireless 
Services or relating to or arising from your use of or !nabll!ty to 
use· the Wlreless Services, Processor's, Bank's, and Wireless 
Vendar(s)' liability sh1:11f be limited to your direct damages, Jf 
any, and, in any event, sl1all not exceed the lesser of the 
amount paid by you for the particL1lar Wireless Services during 
any period of failure, delay, or nonperformance of the Wireless 
Services or $50,000.00. In no event shall Servlcers, Wireless 
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Vendor(s) or our respective Affiliates be liable for any Indirect 
lncldental, special, consequential or punitive damages. The< 
remedies available to you under these Wireless Services 
Terms will be your sole and exclusive remedies with respect to 
the Wire!ess Services. 

37.4 Indemnification. In addition to any other ln'demnlficatlons as 
set forth In this Agreement, you will indemnlfy and hold 
Servlcers, Wireless Vendor(s) and our respective officers, 
directors, employees, and Affiliates harmless from and against 
any and all losses, claims, llabllitles, damages, costs or 
expenses arising from or related to: (a) the ,purchase, deUvery, 
acceptance, rejection, ownership, possession, use condition, 
liens against, or return of the \Nlrefess Equipment or t~e 
\Nireless Equipment (Including the Wl_re!ess Software), as 
applicable; (b) your negligent acts or oinisslons; (c) any 
breach by you of any of your obligations under this Section 37: 
or (d) any Person's unauthorized access to Client's data • 
and/or unauthorized financial activity occw-ring on your 
Merchant Identification Number hereunder, except io the 
extent any losses, llablllties, damages or expenses result from 
our gross negligence or w!llful misconduct. 

37.5 Confidentiality. All information or materials which could 
reasonably be considered confidential or competitively 
sensi1ive that you access from or relate to either Wireless 
Vendor(s) or Servlcers related to the subject matter of these 
\Nlreless Services Terms will be cons!dered confidential 
Information, You will safeguard our confidential information 
with at least !he same degree of care and security tl1at you 
use for your confidential Information, but not less than 
reasonable care. 

37,6 Termination. ln addition to any other provision \n this. 
Agreement, the Wireless Services being provided under this 
Section 37 may terminate: 

(a) Immediately upon termination of the agreement between 
us {or our Affiliates) and W!reress Vendor(s), provided 
that we wlll notify you promptly upon our notice or 
knowledge of termination of such agreement, provided 
further that If W!reless Vendor{s) loses its au1horlty to 
operate less than alt of the Wireless Services or If the 
suspension of any authority or nonRrenewal of any 
license relates to less than all cf the Wireless Services, 
then these Wlreless Services Terms Will terminate only 
as to the portion of the 1/1/ireless servfces affected by 
such loss of authority, suspension or nonR renewal; or 

(b) Im med lately If either we or ou~ Affiliates: or Wireless 
Vendor(s) are prevented from pr6vldlng the Wireless 
Services by any law, regulation, requirement, ruling or 
notice Issued In any form whatsoever by judlclal or 
governmental authority (including without limitation the 
FCC). 

37.7 Effect of Termination. Upon termination oftl1ese Wireless 
Services Terms for any reason, you wilt Immediately pay to us 
all fees due and owing to us hereunder. If these Wireless 
Services terms terminate due to a termination of the 
agreement between us or our Affiliates and Wireless 
Vendor(s), then we may, In our sole discretion, continue to 
provide 1he Wireless Services through Wireless Vsndor{s) to 
you for a perrod of time to be determined as long as you 
continue to mal<e timely payment of fees due under these 
Wreless Services Terms, 

37.8 Third Party Beneficiaries, Vvlre!ess Vandor(s) are third party 
beneficiaries of these Wireless Services Terms and may 
enforce Its provisions as If a party hereto. 

37.9 Other Applicable Provisions, You also agree to be bound by 
all otlier terms and conditions of this Agreement. 

37.1 0 Dlsclahner. Wireless Services use radio transmissions, so 
Wireless Services can't be provided unless your Wireless 
Equipment Is In the range of one of the available Wireless 
Networks' transmission sites and there Is sufficient neM'ork 
capacity available at that moment. There are places, 
particularly ln remote areas, with no ·service at all. Weather, 
topography, buildings, your Wireless Equipment, and other 
conditions we don't control may also cause"failed 
transmissions or other problems, Processor, Bank, and 
wireless vendor(s) disc/aim all fflpresentations and 
warranties refating to wireless services. We cannot 



promise uninterrupted or error-free wireless service and 
do not authorize anyone to make any warranties on our 
boha/1, 

38 Special Provisions Regarding Clover Security Plus 

Clover Security Plus consists of a POS security monitor, the 
TransArmor Data Protection service, and tools that you can use to 
help you meet your PCI DSS compliance obligations. Each of these 
s_ervices is described in more detail below. Clover Security Plus is 
provided to you by Processor and not by Bank. Clover Security Plus Is 
ava!lable only for Level 3 and Level 4 merchants, as defined by the 
Payments Organizations, Clover Security Plus Is not available for 
Level 1 or Level 2 merchants. 

38.1 The POS security monitor offers you monitoring, scanning, 
and anti~virus software services for your point of sale 
computer systems. The TransArmor Data Protection service Is 
described In Sections 38.14 and 38.15, 

38.2 Scanning Authority; Scanning ObllgaUons. You represent 
and warrant that you have full right, power, and authority to 
consent for Clover Security Plus to scan for vulnerabllltles ln 
the IP address and/or URL and/or domain names identified to 
us by you for scanning, whether electronically or by any other 
means, whether dur!ng inldal enrollment or thereafter. If 
applicable, you shall obtain all consents and authorizations 
from any third parties necessary for us or our vendors to 
perform the Clover Security Plus ser1lces, Including, without 
!Imitation, third party data centers, co-locations and hosts, We 
will not be required to execute agreements with any such third 
parties. You agree to defend, Indemnify and hold us and our 
vendors harmless from any third party claim that such access 
was not authorized. You may use Clover Security Plus and 
portals only to scan IP addresses, URLs and domain names 
owned by and registered to you. You understand that your 
failure to provide a complete 11st of and complete aoqess to 
your IP addresses will significantly impair the scanning 
services and may result In Incomplete or inaccurate results, 
You agree that the Clover Security Plus services hereunder, 
including without limit(;ltion their functionality and contents, 
constitute confidential Information, and your use and/or 
access to the Clover Security Plus Is subject to the terms of 
confidentiality set forth in this Agreement. 

38,3 Data Collectlon. In the course of providing the Clover 
Security Plus, we may collect Information relating to activities 
on your networl< (the Data) Including, but not limited to 
network configuration, TCP/ IP packet headers and contents, 
log files, malicious codes, and Trojan horses. We retain the 
right to use the Data or aggregations thereof for any 
reasonable purpose. 

38.4 Data Protection; Rospona·lbilltles 01 Client. Data Protection 
applies: only to card transactions sent from you to us for 
authorization and settlement pursuant to the Agreement, and 
speclfically exclL1des electronic check transactions. You are 
responsible to comply with the following regarding your use of 
Data Protection: 

(a) Data Protection can only be used with an ellglble POS 
device1 gateway, interactive voice response system, or 
similar system or equipment sale device, gateway, that is 
certified by us for use with Data Protection. If you are 
uncertain whether your equipment Is eligible or cerilfled, 
please contact us. II ls your responsibility to ensure that 
you have eligible equipment in order to use Data 
Protection. 

{b) You must demonstrate and maintain your current PC! 
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DSS compliance certification. Compliance must be 
valldated either by a Qualified Security Assessor (QSA) 
with corresponding Report on Compliance (ROC) or by 
successful completion of the appl!cable PCI DSS Self~ 
Assessment Questionnaire (SAQ) or ROC, as applicable, 
and If applicable to your business, passing quarterly 
network scans performed by an Approved Scan Vendor, 
all in accordance wlth payment network rules and PCI 
DSS. Use of the Data Protection will not, on its own, 
cause you to be comprlant or ellm!nate your obligations 
to comply with PCI DSS or any other Card Organization 
Rule. You must also ensure that all third parties and 
software that you use for payment processing comply 
with the PC! DSS. 
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(c) You must deploy Data Protection (Including Implementing 
any upgrades to such service within a commercially 
reasonable period of time after receipt of such upgrades) 
throughout your systems Including replacing existing 
Card numbers on your systems with Tokens. Full Card 
numbers must never be retained, whether In electronic • 
form or hard copy, 

(d) You must use the Token ln Ueu of the Card number for 
ALL activities subsequent to receipt of the authorization 
response lnclud1ng, settlement processing, retrieval 
processing, chargeback and adjustment processing and 
transaction reviews. 

(e) If you send or receive batch files containing completed 
Card transaction Information to/from us, you must use 
the seNice provided by us to enable such files to contain 
only Tokens or truncated information. 

(D You must use truncated report viewing and data extract 
creation Within reporting tools prnv!ded b~ us. 

(g) You are required to follow rules or procedures we may 
provide to you from time to lime regarding your use of 
Data Protection. We will provide you with advance written 
notice of any such rules or procedures or changes to 
such rL1les or procedures. 

(h) You will use only unalte1ed version(s) of Data Protection 
and will not use, operate or combine Data Protection or 
any related software, materials or documentation, or any 
derivative works thereof with other products, materials or 
services in a manner Inconsistent with the uses 
contemplated in this section, 

(I) You will promptly notify us of a breach of any these 
terms. • 

38.6 Tokenlzatlon Limited Warranty. Subject to the terms of this 
Agreement, we (1) warrant that each token returned to you 
through Data Protection cannot be used to Initiate a financial 
sale transaction by an unauthorized entity/person outside your 
point of sale systerns and facilities where you process and/or 
store trm,saction data {the Limited Warranty); and (2) agree 
to indemnify and hold you harmless from direct damages, 
Including third party claims, resulting fram our breach of the 
Limited Warranty, This express remedy for our broach of the 
Lfmltsd Warranty constitutes our entire llability and yoi.lr sole 
and exclusive remedy for our breach of the Limited Warranty. 

lhe Limited Warranty Is void If (a) you use Data Protection in 
a manner- not contemplated by, or you are otheMtse in 
violation of, this Agreement or any other agreement relating to 
Cards eligible for Data Protection; (b) you are grossly 
negl!gent or engage In Intentional mlsconducl; or (C) you no 
longer have a processing relationship with us. 

38.6 Disclaimer; Clover Security Plus Does Not Guarantee 
Compliance or Security. 

38.6.1 Use of Clover Security Plu$, Software or any 
Equipment (including any Services, Software or 
Equipment provided by or through a third party) is 
at your own risk and to the maximum extent 
permitted by appflcabfe Jaw the clover security 
plus, equipment and any software is provided As 
Is and we disclaim alf representatfons or 
warranties, express or Implied, made to you or any 
other person, Jncludfng any warranties regarding 
q,1ality, suit.ability, merch8ntability, fitness for a 
particular purpose or that the Clover Security Plus, 
Equipment or any Software will operate 
uninterrupted or error free or that the Clover 
Security Plus, Equipment or Software are secure, 
free of viruses or other harmful components, or do 
not Infringe the rights of any pel'Son. 

38.6.2 You must comply with all rules o,r pi-ocedures 
relating to Clover Security flus (or any component 
of Clover Security Plus) that we give you from time 
to time. You must also implement all updates to 
clover security plus within a ra'aso'nable period of 
time after you receive them. You are.solely 
responslbfe for backing up and/or otherwise 
protecting your data, systems, at1d service. 



38.6.3 Use of Clover Security Plus does not (8) guarantee 
compliance with any laws, Rules, or eppUcabfe 
standards (including the PCI DSS), (b) affect your 
obllgatlon to comply with laws, Rules, and applicable 
standards (Including the PCI DSS), or (c) guarantee 
protection against a Data Incident. Your use of Clover 
Security Plus involves Inherent risks, including system 
performance, availability, and data corruption. We 
make no promise, and disclaim all warranties of any 
kind, that the use of Clover Security Plus will detect all 
vulnerabilities on your system, or that our vulnerability 
assessments, suggested solutions, Information, or 
advice Is errornfree or complete. 

38.7 lntellectual Property Rights. 
38.7.1 All right, tltle, and interest In and to au confidential 

Information and Intellectual property related to the 
Clover Security Plus (Including the Marks, an Software, 
the content of any materials, web screens, layouts. 
processing techniques, procedures, algorithms, and 
methods and any updates, changes, alterations, or 
modlflcat!ons to or derivative works from such 
Intellectual property), owned, developed or licensed by 
us prior to, during tlie term of, or after tl1is Agreement, 
or employed by us in connectron with the Clover 
Security Plus, shall be and remain, as among the 
Parties or our Affiliates', our vendors' or our llcensors' 
(as applicable) sole and exclusive property, and all 
right, title and Interest associated with the Clover 
Security Plus, Equipment and Software not expressly 
granted by us In this Agreement are deemed wfthheld. 
You may not use our Marl<s In any manner, including in 
any advertisements, displays, or press releases, 
without our prior written consent. 

38.7,2 You may not, nor may you permit any third party ta do 
any of the following: (a) decompile, disassemble, 
reverse engineer, or othervv!se attempt to reconstruct 
or discover by any means any source code, underlying 
Ideas or algorithms of tl1e Clover Security Plus, 
Software or Equipment (or any part), except lo the 
extent that such restriction Is expressly prohibited by 
law: (b) modify, translate, or alter in any manner, the 
Clover Security Plu~, Software or ~quipment (or any 
part) or the Marks: (c) create derivative works of or 
bas_ed on the Clover Securl1y Plus (or any part), 
Software or the Marks; (d) except for backup and 
archival purposes, directly or Indirectly copy the Clover 
Security Plus or any Software (or any part): (e) 
republish, upload, post, transmit, dlsctose, or distribute 
(in any fofmat) the Clover Security Plus or Software (or 
any part) except as permitted In this Agreement: or (f) 
remove, relocate, or otherwise alter any proprietary 
rights notices from the Clover Securlty Plus, Software 
or Documentation (or any part) or the Marks. 

38.7.3 If we provide you with copies of or access to any 
Softwar0 or Documentation, unless otherwise 
expressly stated in wr!tlng, that Sofuvare and 
Documentation Is provided on a personal, nonw 
exclusive, nonwtransferable, nonwassfgnable, revocable 
limited license for tile period of your subscription to the 
applicable Clover Security Plus service and solely for 
you to .access and use the Software and 
Documentation to receive the relevant Clover Security 
Plus service for its Intended purpose on systems 
owned or licensed by you. Software can onry be used 
with certain computer operating systems and ii is your 
responslbll!ty to ensure that you have the appropriate 
hardware and software to use the Software. 

38.7.4 You shall not take any action Inconsistent with the 
stated Utle and ownership In this Section 38. You will 
not file any action, in any forum that challenges the 
ownership of any part of the Clover Security Plus or 
any software, materials or Documentation. railure lo 
comply with this provlslon will constitute a material 
breach of this Agreement. We have the right to 
immediately terminate your access to and use of the 
Clover Securlty Plus !n the event of a challenge by 
you, 
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38, 7.5 If you are acquiring any of the Clover Security Plus 
services on behalf of any part of the United States 
Government {Govaroment): any use, dupllcatlon, or 
d[sclosure by the Government is subject 1o the 
restrictions set forth in s.ubparagraphs (a) through (d) 
of the Commerclal Computer Software-Restricted 
Rights clause al FAR 52.227w19 when applicable, or In 
subparagraph (c)(1)(ii) of the Rights In Technical Data 
and Computer Sottware clause at DFARS 252.227M 
7013, and In similar clauses In the NASA FAR 
Supplement; (b) we are the contractor/manufacturer, 
with the address set forth in this Agreement; and (c) 
any use, modification, reproduction, release, 
performance, display or disclosure of Clover Security 
Plus and/or the accompanying documentation by the 
Government or any of its agencies shall be governed 
solely by the terms of this Agreement and shall be 
prohibited except to the ex1ent expressly permitted by 
this Agreement. 

38.8 Software Updates, Maintenance and Changes. 
38.8.1 We may perform maintenance on Software or Ctover 

Security Plus which may result in service interruptions, 
delays, or errors, We will not be Hable for any SL1ch 
Interruptions, delays, errors, or bugs. You agree that 
we may contact you In order to assist you with the 
Software or Services and obtain information needed to 
identify and fix any errors. We may, at our discretion, 
release enhancements, improvements or other 
updates to any Software, or olhervvlse make any 
changes to the Clover Security Plus (or any part), 

38.8.2 You acknowledge and unders1and that certain 
Software can automatically instatl, download, and/or 
deploy updated and/or new components, which may 
include a new version of the Software Itself, You shall 
not. in any event or Jn any manner, Impede the update 
process. You agree to assume fu!l responsibility and 
Indemnify us for all damages and losses, of any 
nature, for all adverse results or third party claims 
arising from your Impeding the update process, 

38.9 Accessing Services via the lntarnet or third parties, You 
agree that we shall not be liable to you for any claims, 
damages, losses, obligations, costs or expenses or othor 
liability arising directly or indirectly from or otherwise 
concerning (a) any termineUori, suspension, delay or 
disruption of service (including billing for a service) by the 
internet, any common carrier or any third party service 
provider: (b) any failure, disrupiion or malfunction of the 
Clover Security Plus, the Internet, or any communications 
network, facility or equipment beyond our or a third party's 
reasonable control, whether or not attributable to one or 
mare common carriers; or (d) 1;1.ny failure to transmit, obtain 
or collect data or for human, machine or software errors or 
faulty or erroneous input by you, 

38.10 Access and Use of Services. 
38.10.1 Unless we othervvlse agree In writing, the Clover 

Security Plus shall be for your Jnternal business 
use in the United States and US territories or 
possessions only, 

38.10.2 You shall not and shall not permit any third party 
to: (a) access or attempt to access any of the 
Clover Security Plus service that Is not Intended 
to be available to you; (b) access·or use (in any 
format) the Clover Security Plus (or any part) 
through any timew sharing service, service 
bureau, network, consortium, or other means: (c) 
w!thout our advanced written consent, use, ship 
or access TransArmor (or any part) outside or 
from outside of the United States; (d) perform or 
attempt to perform any actions that would 
interfere with the proper working of any part of 
the Clover Security Plus, prevent access to or 
use of any of the Clover Security Plus by other 
users, or In our reasonable judgment, Impose a 
large load on our Infrastructure, network 
capabiUty or bandwidth: or (e) use the Clover 
Security Plus (or any part) except as permitted in 
this Agreement. 



38.10.3 We have the right to rely 011 user names, 
password, and other sign on credentlals/access 
controls for the Clover Security Plus or any 
Software (lncludlng Federated S1ngle Sign-on 
credentials) provided or approved by us to 
authenticate access to, and use of, the Services 
and any Software. 

38.10.4 Your use of Clover Service ls governed by 
Clover's Terms and Conditions of Use, which are 
available at https:/fcJover,oom/1erms and Clover's 
Privacy Polley available at 
l1ttps :I/\NWoJ',/. clover.corn/privacy-policy. 

38.11 lnde111nlflcatlon, In addition to other indemnifications 
provided in this Agreement, you agree to indemnify and 
hold us, our Affiliates and third party service providers 
harmless from and against all losses, liabilities, damages 
and expenses arising from (a) your use of the Clover 
Security Plus, Including any Software or Equipment 
provided under this Agreement; or (b) any other person's 
authorized or unauthorized access and/or use of the 
Clover Security Plus (or any part), Software or Equipment, 
whether or no1 L'slng your unique username, password 1 or 
other security features, 

38.12 Liability Waiver. 
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38.12.1 Subject to your subscribing to the entire Clover 
Security Plus bundle and to the terms of this 
Agreement, we agree to waive l!ablllty that you 
have to us under this Agreement for Security 
Event Expenses result!ng from a Data lncldent 
first discovered by you or us while you are 
receiving and utlllz!ng the Clover Security Plus 
(the Liability Waiver}. 

38.12.2 The maximum amount of Liability Waiver for all 
Data Incident Expenses arising out of or relating 
to your Data Security Events first discovered 
dur1ng any Program Year regardless of the 
number of such Data Security Events is as 
follows: 
(a) $100,000.00 maximum per each MID you 

have;and 
(b} $500,DDD aggregate maximum for all of your 

MlD's, 
38.12.3 In addition to Section 38.12.2, the maximum 

amount of Liability Waiver during any TransArmor 
Program Year for EMV Upgrade Costs is further 
limited as follows: 
(a) $10,000 maximum per each MID you have: 

and 
(b} $26,000.00 aggregate maximum for all of 

your Ml D's. 
These !Imitations apply during eacl1 twelve­
month period from June 1 through May 31 
regardless of the number of Data Incidents you 
may experience, 

38.12.4 All Data Incident Expenses resulting from the 
same, continuous, related or repeated event or 
facts wlll be deemed to arise out of one Data 
Incident for purposes of these limits. The Liability 
Waiver Is available only whife you are using and 
paying for Clover Security Plus. 

38.12.6 The Liability Waiver will not apply to any of the 
following: (a) any Data Incident that began before 
you started using Clover Security Plus or that is 
reported to us after you stopped using Clover 
Secu,1ty Plus; (b) any fines or assessments 
against you that are not the direct result of a Data 
Incident; (c) any repeated Data Incidents, unless 
between the repeated_ even1s a qualified security 
assessor certified you as PCl-compliant; (d) any 
routine or recurring expenses for security 
assessments, regulatory examinations, or 
compliance activities; (e) any Data Incident that 
occurs during any perlod of time that (1) a 
Payments Organization has categorized you as a 
Level 1 or Level 2 merchant, or (2) you have 
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processed more than 6 mlll!on trans.actions 
during the 12-month period before the Data 
Incident; (~ any expenses (other than Data 
Incident Expenses) Incurred to bring you Into 
compliance with the PC1 DSS or a simil,ar security 
standard: or (g) any Data Incident Expenses that 
arise out of an uncor1trollable event or any 
Intentional, reckless, or grossly negligent 
misconduct on your part. 

38.13 Export Compliance 
38.13.1 You agree not to export or re-export any Software 

or Equipment or any underlying Information 
except In full compliance with all applicable laws 
and regulations. 

38,13.2 None of the Software or Equipment or any 
underlying informatlon may be downloaded or 
otherwise exported or re-exported (a) to any 
country to which the United States has 
embargoed goods (or any national or resident 
thereof); (b) to anyone on 1he United states 
Treasury Department's list of Specially 
Designated Nationals or the United States 
Commerce Department's Table of Deny Orders; 
or (c) In any manner not In full compliance with 
the requirements of the United States Bureau of 
Industry and Security and all applicable Export 
Administration Regulatlons, 

38.13,3 11 you have rightfully obtained Software or 
l::qulpment or any underlying Information outside 
of the United States, you agree not to re-export 
the same except as permitted by the Jaws and 
regulat1011s of the United States and the laws and 
regulations of the jurisdiction in which you 
obtained It. You warrant that you are not located 
In, under the control of, or a national or resident 
of any such country or on any such list 

38.14 Deflnltlo11s: 
(a) Card Organization Assessment means a monetary 

assessment, fee, fine or penalty levled against you or 
us by a Card Organization as the result of (1) a Data 
Security Event or {2) a security assessment conducted 
as U1e result of a Data Secur!ty Event; provided, that 
The Card Organization Assessment shall not exceed 
the max!mum monetary assessment, fee, tine or 
penalty permitted upon the occurrence of a Data 
Security E:vent by the applicable rules or agreement In 
effect as of the Inception date of this Agreement for 
such Card Organization; 

(b) Cardholder Information means the data contained on 
a Card, or othe[\J\{jse provided to Client, that Is required 
by the Card Organization or us in order to process, 
approve and/or settle a Card transaction; 

(c) Card Replacement Expenses means the costs that 
the we or you are required to pay by the Card 
Organization to replace compromised Cards as the 
result of (1) a Data Security Event or (2) a security 
assessment conducted as the result of a Data Security 
Event; 

(d) Data Protection Is a Clover Security Plus service that 
prnvldes encryption ot cardholder data at your 
payment environment and replaces the data w!th a 
token or randomly generated number; 

(e) Clover Security Plus is the su1te of security services 
provided by us and known as TransArmor, 

(f) Data Security Event means the actual or suspected 
unauthorized access to or use of Cardl1older 
Information, arising out of your possession of or 
access to such Cardholder Information, which has 
been reported {1) to a Card Organization by you or us 
or (2) to you or us by a Card Organtzatlon. All Security 
Event Expenses and Post Event Services Expenses 
resulting from the same, continuous, related or 
repeated event or which arise from the same, related 
or common nexus of facts, will be deemed to arise out 
of one Data Security Event; 



(g), Do'cun-1entation rnoans any.documents, Instructions, 
'· web.&cr.eei11 layouts, or,any other-,materials provided by 

,_. us relating to ,the·-$oftware or .the C_Jover Securi1y Plus; 

(h) Equipment means equipment rented to or purchased 
by yav under Ihle J.\gree1;f)ent and any documents 

. ?~3_ltin9 oul.addiHona! t1;J;r:9s. o~ whld1 f~quipment Is 
rented,lo. or p1Jrtih~sa.d,_by you; 

(I) EMV .lr)pgrade Coist'I i:neans cos·t to upgrade payment 
,acpeptance at1d .praces_slng hardware and soflwar·e to 
enab_{e yqu to accept ariQ wOcE!!:lS EMV«enabled Card 
in .a .m~nner comp!la,nt wit~ .P,91 Oata Security 
Stand~rds; 

U) Forensic Audit Expenses means the costs of a 
security ass-eosment ccndur,ted by a qualified security 
asseS$or approv.ed by_ a QarP Organization or PCI 
Security Standards Counc!f to determine the cause 
and extent of a Data S_ecurlty Event; 

(k) Llablllty Waiver has the meaning as set forth in 
Section 38.12.1 aQove; 

(I) Marks-means the names, logos, emblems, brands, 
service nrnrk.s, trademarrks, trade names, ·tag lines or 
other-proprietary. designations; 

(m) Post-event ServicGs Expenses means reasonable 
fees and expenses Incurred by LIS or you with our prior 
written consent, for any service speclfioally approved 
by us In writing, lnclL!dlng, without llmitatlon, Identity 
theft education and assistance and credit file 
monitoring. Such services must be-provided by or on 
behalf of us or you within 1 year follow!ng discovery of 
a Data Security Event to a Cardholderwhose 
Car'dhalder lnformatlon Is ttle subject of that Data 
Security Event for the primary purpose of niltlgatlng 
the effects of such Data Security Event 

(n) Program Vear mear:is the, p~1rlod from November 1st 
through October 31st of each year; 

(o) SecurU.y Evorit S:Xpensas ri-leans Card Organization 
,Assessmentl~, For8nalcAt1dlt. Expenses r1nd Card 
Replacement Expenses, Se6urlty Event Expenses 
also lnc!t1d€ls EMV Upgrade Cos-ts you agree to incur 
In Heu of a Card Organl~a!lan Assessment; 

(p) Software means au software, computer programs, 
'related documentation, technology, know-how and 
processe& embodied In 'the Equipment (I.e. firmware) 
or otherwise provid~d to you under this Agreement. 
For the avoidance of doubt, the lem1 Software shall 
not Include any third party software available as part of 
a service provided from someone other than us or our 
vendors or which may be obtained by you separately 
frnm the (;;lover Security Plus (e.g. any applications 
downloaded by you through an application 
marketplace); and 

(q) lransArmor PCI 1$ a Clover Security Plus service that 
provides access to online PCI 0$S Self~.A.ssessment 
Questionnaires (SAQ) to validate PC! data standards, 

39 TffinsArmor bata F'rotectlon Service 

39.1 The TransArmor Data Protection service encrypts cardho/der 
data at the point of,transaction and replaces it with a unique 
Identifier (a token) that is.return·ed with the authorization 
re!!lponse. You must use the token you receive with the 
authorization response Instead of the card number for all other 
activities associated with the transaction, including selllement, 
retrieval, chargeback, or adjustment processing as well as 
transaction revieWs. If you fully deploy and use the 
TransArmor Data Protection serv!ce, the token returned to you 
with the authOrizatlon response canno(be used. to initiate a 
financial sale transaction by an unauthdrlzed person outside 
your point of sale systl;lm3 or the systems where you store 

. your transaction data. ThEI TransArmor Data Protection 
service can only be used wilh a point of sale device, gateway, 
or service that ,we have certified a~. being eligible for the 
TransArmorDala ProlecUon se1vlce. The TransArmor Data 
.Protection Service Is provided to you by Process.or and not by 
Hank. 

39.2 U·se of the TransArmor Dat~ Protection SeNice does not (a) 
guarant~}e comp[lance with any laws, Rules, or applicable 
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standarde, (including the PCI DSS), {b) affect your obligation to 
comply with laws, Rules, and.appltcable standards-(lncluding 
th-e PC! DSS), or (c) guara·ntee· prote~t1011· against a Data 
Incident. 

40 Special Provisiot'l!:I Regarding Payeezy Gateway Sel'Vlcas 

If you elect to utltlze the Payeezy Gateway Services, the fo'nowlng 
at1ditional terms and conditions of this Section 40 shall ~pply, 
The Payeez.y Gateway Services are provided to yo.u by Processor 
and not Bank. Bank Is not a party to tl1is Agreement ln~ofar as It 
applies to the Payeezy Gateway Services, and Bank Is not liable to 
you in any way w!th,respect to such services. For the purpose& of this 
Section 40, the words we, our, and us refer only to the Processor and 
not the Bank. 

The Payeez.y Gateway Services provided and other malters 
contemplated under this Section 40 are subject to the res1 of this 
Agreement, as appticable, except to the extent the terms of tt1la 
Sei;tfon 40 dlrectly conflict with another provision of this Agreement, in 
whi"t:h case the terms of this Sectic:m 40 wlll con1rol. 

40.1 Definitions. Capitalized terms used \n tl1ls Section 40 shall 
have the meaning g[ven as defined In this section or as 
defined in the Glossary or e)Bewhere In this Agreement. 

Claim means any arbitration award, assessment, charge, 
citation, claim, damage, demand, directive, expense, fine, 
Interest, joint or several liability, lawsu(t or other litigation, 
notice, infringement or mfsappropriat!on of any Intellectual 
Property Rlght or vlolatlon of any law, and any consequential, 
indirect, special, incidental or punitive damages and any 
attorney's fees and expenses Incurred !n connection therewith. 
For purposes of the foregoing Clafm definition, a Cla/m shall 
be considered to exist even though it may be conditional, 
contingent, Indirect, potential, secondary, unaccrued, 
unasserled, unknown, unliquldated, or unmatured, 

Confidential Information means the Payeezy Gateway 
Services, Documentation, operational procedL1res, the terms 
and conditions of this Section 40 (Including any schedule, 
exhibit or addendum), pricing or other proprietary business 
information, and any other Information provided to you by us, 
whet!1er or not such Information Is marked as confidential; 
provided, however, that Confidential Information will not 
!nctude Information that (a) Is or becomes generally known to 
the pub!lc through no fault of yours: (b) was lawfully obtained 
by you from a third party free of any obligation of 
confidentlall1y; (c) was already In your lawful poiisession prior 
to receipt thereof, directly or Indirectly, from the disclosing 
party: (d) Is independently developed by you without the use 
of the Confidential Information; (e) Is disclosed with our 
express written permission; or (f) is disclosed pursuant to a 
la'Nful court or governmental order, provided you provide us 
with prompt prior written notice of any proceeding that may 
involve such an order, and an opportunity to contest any 
disclosure at such proceeding. 

Customer means your customer who would like to provide 
payment for your goods or services. 

Documentation means any and all manuals and other wrllten 
materials In any form provided fol' use with the Software, a$ 
amended by us from time to t!me, the terms of which are 
Incorporated In this Sect/an 40 as lffully set forth tlerein. 
Intellectual Property Rights means any and all patents, 
copyrights, trademarks, trade secrets, service marks, and any 
olt1er intellectual property rights, and any applications for any 
of the foregoing, In all countries in tl1e world. 

Merchant Account shall mean an account set up for a 
merchant that requires a card processor, bank., merchant ID, 
terminal (D, merchant identification number, or otherwise 
named unique merchant number. Multiple physical or virtual 
storefronts that process transactions under the same unique 
merchant number shall be deemed as 1 Merchant Account. 

Payeezy Gciteway Services or Services means the products 
Of services offered !11rough the Platform including, but, not 
limlted to payment processing services such as authorization 
of transactions to the appropriate payment processing network 
or third party s0rvlce provider, transaction responses 
(approved, declined), and the detailed reporting of those 
transactions, and all related and applicable Software. • 



Platform means our operated,.or- approved, alectron!c 1 . 

payment. pla1forrn(s,).anQ.t-er gateway(s) (~!so referred, to as1the 
Pay-aozy Gateway) throu,gh whlchJhe payrnent Services .. 

• contemplsted-,Llnder this Section ';IQ .are provided. . , . 
So~ani_ m-eane a·n 8.ppihiatfrll;S', protocols, software· 
aorrlponent~ 'and ott\er lriterfates and·software provided. by ·us 
to you purnuant' fo:thlS·:,sedt/oh 40;:and any and all Updates, 
Up.dates mEiahs' an ·emb'Odlnteht of'ttie-S'oftware that provld~s 

·' enhancements ·andtorlmprqvem·ents. '_,• . " . 

.YoU'r Sys~~'!'~ m~aii~ ~i1Y· ~~·b ~,lte(s)_pr Interfaces to the 
S~rvlces that ·~re op_er$ted or ma)n/alned by you or on your 
behalf tl1rough _which tran.~act!ons are submlttad for 

, pwcessln!;j,_ and an yollr. other 'associated Systems, 
40.2 Feo~·. Client shall pay.Process-~r-lhE!-fee~ for the Pay,ea.zy 

Gateway Services as set forth on the Application. A separate 
account with us for Payeefy Gateway Services -!ihall be 
requit'ed _for each separateM_erchent Ac,count held by you. 

40.3 Term; 1·ermlnatlon. Tl)e.Payel';lzy Gat_eway Services shall 
commence as of the effective date of this Agreement end shall 
remain In effect until terminated by either party .as provided 
herein, Eltl1erparty may terminate these Services upon .giving 
the other party at least 30 days- prior written notice. We may 
-suspend or terminate your access fo the Services without prior 
notice, with or without cause. Regard fess of the reason for 

• termination, you shall tne responsible for the payment of all 
fees due up to and tncludlng tt,e effeclive date of termination. 

40.4 ' Lieensa Grant. 
40.4.1 . License. Subject to the terms _and conditions of this 

Agreement (including additlonal rights and licenses 
granted In the DocL1mantatl6n}, we hereby grant you 
and you hereby accept ,a l1orH1ubllcensable.- royalty 
free, nonHexcluslve,·n·ontrat\sferable, revocable 
limited license to Use the setvfces, during tl,e term 
·of this Agreeme'nt, for the sole and limited purpose 
o'f s·ubmlttlng P,:1yme-nt transactions to us 'for 
processing, 'an'd_·otherwise llslng our Services as set 
_forth _herein. "Fi:ir clarity; all references to Services In 
this Agreement Shall incilude the applicable 
S0flW61re. • 

.. 40.4.2 •. oo·cumentl:Ut!on LiCenss, Subject to tt10 t6rms and 
conditions of this Agree·ment, we hereby grant, and 
You hereby acc·ept, a nbn~sublicetisab!e, royalty 
free 1 honH exclusive, nonHtransfp,rable, revocable 
limited license to usEr the Documentation during the 
term of this Agreement· fo_r the sole and Umited 
purpose of sUpporting yourUSe of the Services. You 
shall strlcUy-filllow all ·Documentation provided to 
you, as It may be amended frorn tlme to time by us, 
in our discretlon. To the extent that there Is any 
conflict belw!i1en the DOcumeritatlon and the terms 
of Agreement, the terms of th!s Secffon 40 shall 
govern ~nd cor\trol, 

40.4.3 Us.a Rostrictlons_. Yq,u acknowledge that the 
S.ervice1, and Documentatlori constitllte our 
lntelle'ctuar property, therefore, you shall not, and 
shall not cause or permit any ttlird party to: (1) use 
the Service$ in a_ny way, othe~ than in accordance 
with. tt1ts Agreement or t,he. Documentatlon or as 
otherwis~·-instructed. by us. in Wl'lting: (2) use the 
Services or Docurn<-:rita~ion, either directly or 
Indirectly, for benchmarkl_ng purposes or to develop 
any product or service that competes with t11e 
produCts and services provided ur1der this Section 
40; (3) disass·emb!e, decomp!le, decrypt, extract, 
rciver-se "engineer or modify the Services, or 

• oth~rwlse apply any procedure or process to the 
• Services In order t0 ascertain, derive, and /or 

approp_riate for anY reason or purp_ose, the source 
code odourCe listings· fof tl1e Services or any 
algorithm,· p'i-.ocess, procedure or other information 
co·n_tained In the·set'Vlc~s·, except as othmw!se . 
speolfioa:Uy a·uthoriZe'd ih 1:1ccordance with this 
seCtlon 40; (4) pr;Ovide lhe Services or 
Docume11tatldti to at"ly'thlrd pMy, other thai1 to your 
authorized amplOyees and contractors who are 
subJeCt to a written C?_nfident!allty agreement, the 
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terms of which ar~ ·no-less, 1'.es·trictiv.e th·an -the 
confidentiality provlsloAs ofthe:Agre.1-)rne.nt: (5) .. use\ 
modify, adapt, reformat;. copy:or,rep.r:@duce the_. r-, 

Services or □ocument,\l.Jlq_~·Pr qri.y,pqr_tiQn_.thereof, .. , 
except as ls lncldental)~ '1hr: :p-AfP~-~~~.·of_tN~,, -, . _·, ·.~. 
Section 40, or for arch.1v1;1l _l?.W'P?..Se$ .(a!w Oople~. 
made l\e'reunder shall,.Q~ntaln al!'•PRf9P,flali; ' , . 
proprietary notices); (~) r~mt, !e~.se1_up[o~6, a~slgn, 
subllcE;?nse, transfer, dlstrtbut_e, ~Ito¼'. ~cCe'ss:to, ·or • 
time share the Servlces·o'r D@Umehtailon: (7)' • 
circumvent or attempt'lb-'dfdumv'ent·any·app11cab'le 
security measures oft_he·,s~rvlC'!fa; (8)'a'ttempf'tb • : 
access or actuany access 'po'rl.fOns of the Platform or 
Services not authorized for your,use; ahd,/or (9) use 
the Services In any unlawful manner.or for. any 
unlawful purpose, 

40.4.4 Updates. From time to tlirle we may,· at Ollr 

discretion, ref ease Updates ·Or"modify the Sbftware·. 
In the event we notify you-of any. such Update, you • 
shall Integrate and install suc.h Update -into Your 
Systems within 30 days of yowr r~ceipt .of.suet, 
notice. You aclmowledge that !'allure to insti.'\11 
Updates In a timely fashlqr1 may lmpciir 't11e. 
functionality ofth_e Platform or any of our Services 
provided hereunder. we Will' ha Ve no l_labllily for your 
failure to properly lnstaff the most current version ·dt 
the Software or any Updcfte,· 8nd we·:wlll hSve no' ' 
obligation to provid,e su·pp1:1rt or Ser\l!ceif·for a:ny • 
outdated versions. •• • •• .1 • ' 

40.4.5 Llcensors. The llcenSes_ _g~ant~d her~uridef ·may bei: 
subject to other Ucen~~s currentl~_he_ld by us or _our, 
subcontractors. Should ~.nY llcf;!nse_held by.us to . 
certain technology or software be termlnatC;id or, • 
suspended, the correspond109.lice:rise(s) granted tO 
you hereunder m_ay aliio be tE:rtlll/1'ated or 
suspended In ours'a1s and absoi'~te-dlscr1etion. You: 
acknow_tedge and agree to ·sUch potential • • 
termination or suspension and l1er0by waive- any 
and au damages, whetilenactual', in.cltlental or 
consequential resulting therefron1;,, • 

40.4.6 Export Cornpliance, 1/o,u agree ·not :to· 0xport or re~ 
export the SoftvJare or·any underlylng inforrnS.ti6n or 
technology excepj In full-compUance,.with:'all 
applicable laws and regulations. In particl:llar, but 
without llm!tation, none of-the Software ·or 
underlylng information or tecl~nology may be 
downloaded or otherwise exported or reHexported 
(I) to any country to which t11e United States has 
embargoed goods (or any national or resident 
thereo~; (2) to anyone an. the United·Staies 
Treasury Department's list of Specially Designated 
Natlonals or the United States C:ornmerce 
Department's Table of Deny Ordeni; or (3) in any 
manner not In full compl!~nce wlth_.the requirements 
of the United States B.ureau_ of Industry 6nd Security 
and all applicabla Export Administration , 
R~gula11ons, If you have rjghtfuUY obtained_ the 
Software'outside 'of the United States, yolr agree 
not to reH export •the Software except as permitted 
by the laws and regulations of the United States and 
the laws and regulations of the·Jurl·sdlction ..in which 
you obta·1ned the Software, You warrant that you are 
not located in,-under the control of, or a national or 
resident of any-· such country or-, on. any such list. 

40.4,7 Federal AcquiSltiori· R.eguli:l_tlOris. If you are 
acquiring the Software On behalf Of any p81t of the· 
United States Go'verhmBnt (the· GOVerntrient), the 
following provisions· apply: Ar1y use, dl.lpllcatlon, o"r ·_ 
disclosure by the-~Overnment_is sUbje_ct to the . • 
restrictions set, forth in sub'paragraphs (E:1} through 
(d) of the Commerciai"Computei·SofhVare~_' 
Restricted Rights ·clause at FAR ·52;221 .. 19 Whi:!'n: " 
applicable, or fn subparagraph (c)(1)(ii),of the'Rights 
•In Technical D~ta· al')d. Computer ·softiNa"re ·c1awse at • 
DFARS 252,22.7· 7013, arid 'lh slmila·r clauses In the • 
NASA FAR Su.pplefnenl. We are the· 
contractor/manufacturer, with the address.·seUOtih 
below. Any use, modification, reproduction, release, 



performance, display or disclosure of the Software 
and/or the accompanying documentation by,.the • 
Government or any of Its agencies shall be , •. •: 
governed s·olely by the terms of this .Agreement and 
sl1all be prohit,,!led except .to the extent expr,~~,s!y 
permitted by the terms,of this Section 40. . :: • 

40.4.8. • R.aturn/Des,tructli:,n,' upon termination or e~Piration' 
of ihls Agreem_ent, all licenses granted hereunder 
shall immedlately_ )e,rminate; antj within 5 days 

, thereof, you· shatl elthe(returri t6 us or destroy the 
Software and the .Documentation, and sha!I 80 ·, 
cerl'lfy lo us In writing. • 

40.4.9 N'o other. Lice·nseS,,,ExCept as expressly p·rov!ded 
above, no license for_ijn~ patents, copyr!ghts, 
trademarks, trade secrets or any other lntelfectua! 
Property Rights, express or lmPlied, are gra·oted 
hereunder. • • 

40.4.1 O Use of Transaction Data. As permitted by 
applicable law and regulations, we reserve the right 
to copy and distribute lo third parties, any 
Information associated with your use o·F the Services 
or your activities on the Platform. 

40.5 Platform Matters· 

40,5.1 lntGgt·atlon with Vou_r Systems. While we provide 
Software to you; you acknowledge that the-software 
Itself Is Insufficient to a'llow Your Systems to function 
with the Platform, Programming, development and 
maintenance of Your Systems and their functionality 
are yoLIr ifole'· resPonslb!lliy, You have the sole 
responslb!lity to select and emPloy any competerit 
programming agen!{s) to accompllsh the • 
programming required to make Your Systems 
function correctly with_ the Platform and the paym6nt 
services contemplated hereunder (Integration). You 
shall b_e responsible· for all·.technlcal swpport for Your 
Systems and integration ·related Issues. You agree 
that you will use commercially reasonable efforts to 
complete the Integration as soon as possible. You 
~ill be responsible· for all of your own development 
and lmpfemeritatl'on costs as&ociated with .such 
Integration. Notwlthsta·nding imy other provi'slon of 
this Section 40, you acknowledge that unless and 
unt!I you complete the Integration, no Services need 
be provided by us to you pursuant to this 
Agreement, except as otherwise speclfically • 
provided In Section 40.5.2 below: In addi1ion, you 
acknowledge and agree that, even lfyou have 
completed Integration, if you have not entared·lnto a 
valid merchant processing agreemen1 with an 
authorized bank ca.rd processor, you cannOt recelve 
the Services through the Platform. 

40.5.2 Set-Up Assista•,~~- Services. Subject to Section 
40.S.1_ above, upon y_our request to us, and upon 
payment of any applicable Fees, we will provide you 
with setRup se·rvIces lo assist with the Integration, 

40:S.3 Shut Downs. We_ reserve the right, from time to 
lime, without pr!or notice, to shut down and restart 
lhe Platform for maintenan'ce and/or software 
upgrades for reasqnable time p·eriods of one minute 
or more. 

40.5.4 Orders by Customers. You are solely responsible 
for acqeptlng, processing, and filling any orders tor 
purchaqes b.Y yqur Customers, and for handling any 
Inquiries arising therefrom. You shall use the highest 
,standards in thEl Industry In responding to 
complaints by Customers. We are not resppnsible 
or liable for any unauthcirized access to your data or 
Your Systell!s by any means or device. 

40.5.5 Suspension of Ar.ceos tQ the Platform and 
Servrces. We may st,ispend your access to the 
Plalforn, and .Services, without prior notice, with 
cause. For purposes of this Section 40 the term 
caus~, In ad.dition to cause aa defined under the 
Agreement, shafl•mear:i that significant activity by 
you has been detected (wh!ch excludes a high • 
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volume of transactions) or the seourl\y or Jntegrlty,of 
the Platform Is m{:lterlall¥ compromised We will , 
make commerci:ally,reasoriable efforts. to,pr.ovlde ... 
prior notir1catlon ,to·yQ\J .of any. $Uph,proposed ., 
suspension and.P.\9~!~~ you w),t~ .. f_\f:l~~oop_l;lJe .• 
opportunity to c,ure, p.r,dv1pe'd_fqs.t_y~.u (a,hd: r:io 9t~e'r • 
user) are affec.led, and_'p'rov!,ded aµch cj,1re [$' . , • 

allowed by the a~P!_!pab!e lay., or.th~ q.8rct.,. '•.. , 
Organization Rvles. If prior'notlfica\l.On .tO you Js oo't 
possible because' Si.Jch slg·nmcant' ad!VJty or s~curlly 
issue would mate~iaUy· and adversely affect a'Uier •. 
users of the Platform and SeiVibes,'tlien·we w111 • '· 
provide notice of sUCh suspension ·as proniptl:(as • 
possible thereafter with 'detailed Information 
regarding the s·uspected fraudul1:1nt activity or 
security issue, as weU as any other ,information that 
can assist you with..ldentlfylng the root c;:E)use .of the 
problem responsible for such suspens.lon.- L;pon ei 
determination ~y u.s that you are not responsible for . 
the fraudulent activity _or. secu~lty Issue res1,11tlng in 
the suspsnsiori or any_ secyrity thre~t as abated, the 
Services and your license. to the Softwar·e shall be 
promptly re-actfv~ted and tbe Seirvlces,uildeir this 
Section 40 sl1all recoqimence, _Regardless of the' , 
reason for such suspension, you ~ha!I qe 
responsible for .the payment of all ~es due up to. 
and Including (~e effe9tive date of the suspehslon-, 

40.6 Security of Information. _We ,will L.J~e e:ommercia!ly 
reasonable effort~ to maintain the security of the Services and 
the Platform. You win use· corrimerciially''reasoncible·efforls to 
maintain the security of Your Systems .. Such steps by you will 
be taken at your sole cost and expeI1se, and shall include, • • 
without limitation: (1) creating firewalls",to protect again.st 
unauthorized access to Your Systems by your•employ~es, 
contractors, Customers, or by any other persdh; and (2) 
ir'nplementlng reasonable protectivEltechnlques sug·gested·by 
us. You further agree that you w/1! be bourid by and,co[ilply 
with all of our and all Card Organization security rules' at1d" 
regulations as they now exist or as each may be amended·or 
supplemented from time to time, Notwltheta·ndlnQ the • ' 
foregoing, the parties recognize that there·Je no guarantee or 
absolute security o'f Information that is communicated over--the 
Internet. 

40.7 Privacy. We have adopted online Privacy Statement(s)"10 
Inform Individuals as to our onUne collecuon and use of 
personal Information. You agree t11at, dLIrl11g the term of this 
Agreement, you will adequately communfcate·and comply with· 
an appropriate privacy policy explaining your onnn·e- col!e·9tion 
and use of the personal Information of your customers. 
Unless required by law, Card Organization Rules, or done • 
pursuant ta this Agreement, you shall not, ·undcrr any 
circumstances, sell, purchase, provide; or othrirWISe dlsclos·e 
any customer's account Information, lransactlon·lr\forrriatlon, 
or other personal information to any third party. YOu Shall store 
all data securely. We may advise potential users. oHhe 
services that we have a relationship with you, 

40.8 Audit Rights. Upon notice to you, we may-auditVoLir usag~, 
records and security o1 the Serv!oes; your Customer's ·' 
payment processing Information, and the·setvicas provided 
hereunder to ensure (1) that you are· Uslng'the servIC:es lt,-full • 
comp!!ance w!th the provisions of this 'Sectiorl 40; (2) that all 
applicable fees have been paid; (3) that yau ·are•adherlng to 
your privacy policy; and; (4) that yotrnre-Jn"full compuance•· 
with all applicable laws, regulation$ and rules (including but 
not limited to Card Organization Rutes). Any such audit shaU 
be conducted during regular business hours afyour offices 
and shall not interfere unreasonably with yoUr business. 

40.9 Indemnification. You shall indemnify, defElnq, and h"old·us, 
our subsidiaries and affiliates and our and their officers, 
directors, employees, shareholders, 8:gents and .~ttorr,eys 
from any C!alm{s) arising from the t6nduct of ydur_ business, 
any Transactions submitted through the _p.!eilfo,rrn 'hereund~r. 
for payment processing, any false or !'naccurate. .' . 
representation made by you or the n·eg·llgen·ce, fraud·, 
dlshonesty or willful behavior of any of y_olir 6mployee6 or • 
agents, or from your failµre to strictly i;::.omply, _in.whole or iri 
part, with any: (1) terms and conditions pursuant to.this· 
Agreement and any addenda hereto or Documentation; or''(2) 



applicable !aw, regulations or rules. Upon written notice from 
us to you, you shall immediately undertake the defens.e of 
such Claim by representatives of your own choosing, subject 
to our reasonable approval. 

40:10 Limitation of Liability, 
40.10.1 Processor Is ·not liable for the merit and legitirtiacy 

of the orders forwarded by you, All llablllty for 
vatldlty of orders remains wlth you. We are not 
responsible fpr any data entry errors, Custoti1er'· 
misrepresenlatlons, or reporting errors resulting 
from your actions. We shall not be liable to·you Or· 
your Customer for the accuracy of the Information 
provided by the Platform or our Services, 

40.10,2 In no event shall we be liable to you, or to any other 
person or enlity1 under this Section 40, or otherwise, 
for any punitive, exemplary, special, !ncldenta! or 
consequential damages, inCILIding, without 
llmltatran, any loss or Injury to earnings, profits or 
goodwill. 

40.10.3 Notwithstanding any provision In this Agreement to 
the contrary, in no event shall our llab!llty under this 
Section 40 for all Claims arising under, or rerated to, 
tlils Section 40 exceed, in the aggregate (inclusive 
of any and all Clalms made by you against us, 
whether related or unrelated), the lesser of: (1) the 
total amount of fees paid by you for tha our Services 
during the 12-month period Immediately preceding 
the date the event giving rise to such Clalm(s) 
occurred; or (2) $50,000,00, 

40.10.4 Notwithstanding provisions set forth hereln, we will 
not be liable for any Claims under thia Agreement 
arising directly or Indirectly from or otherwise 
concerning: (a) any termination, sLIspenslon,. delay 
or disruption of service (including bUling for a 
service) by the Internet, any common carrier or any 
third party service· provider; (b) any failure, 
disruption or ma(functlon of the S~rvices provided 
hereunder or the Internet, or any communlcat!ons 
network, facility or equipment beyond our 
reasonable control, whether or not attributable to 
one or more common carriers. or third party service 
providers; (c) any failed attempts by yOll or your 
Customers to access any .Systems or to complete 
processing transac:ti_ons; or (d) any failure to 
transmit, obtain or collect data from Customers or 
for human, machine or software errors or faulty or 
your or your Customer's erroneous Input. Except as 
expressly agreed to by us in writing with respect to 
any Separate Product, we are not liable for any 
Excluded Products. 

Disclaimer of Warranties. You acknowledge and agree 
that the use of the Payeezy Gateway Services and 
documentation are at your sole risk we make no 
repressntation or warranty, express or Implied, and no 
implied at law warranty shall arise from tliJs section, 
Payeezy Gateway Services, documentation, our 
procedures, other Services provided or performed by 
us hereunder, lncludJng, without limitation: (a) any 
implied warranties of merchantability or fitness for a 
particular purpose, (b) any warranties of 
noninterference or non-Infringement; or (c) any 
warranties that any pro-duct or service provided 
hereunder (including but not 1/mlted to the software) 
wlll (1) meet your requirements,· (2) operate according 
to your expectations; (3) provide accurate data; or (4) 
operate uninterrupted or error free, Any and afl such 
warranties are expressly disclaimed by us and waived 
by you. We do not warrant that any errors wJ/1 be 
corrected. Except as otherwis(t specifically set forth 
herein, the Payeezy Gateway Services, (Including 
without limitation the Payeezy Gateway and Soft.ware), 
documentation and other services provided hereunder , 
are provided on an As Is, With All Faults basis. This 
disclaimer of warranties constitutes an essential.part 
of this agreement. All decisions to reject any processing 
transaction or payment for your products or servic.es are 
solely your responsibility. 

40.11 Notices, You agree to notify us of any change !n your 
name, type of business, or any other information required 
on your Merchant Processing Application at least 30 • 
bus!ness days prior lo the effective-date of- □h.!l.nge), Ar:iy 
notice or other communicaUon requlred.1)(-permitted.to. be .. 
given hereunder shall be In wrltlng,.addr.ess.ed.to FlrsrData • 
Merchant Services LLC, 4000 NW 120th Avenu~,., . , 
MSICON-SMB, Coral Springs, FL33065,'A(tention: Legal 
Pept. E-mailed notices sho~Ild be sent to. : • . , 
legalpapers@fise!Y.i&Q.IJJ, NoUces S"hf!ll be dl3,em~d tq ,hav~ 
been given If sent by mail or courler,.upon_the ear!ler of 5 
days after malling, or when actuaJly.r.eceived,and/or 
delivered. Notice given In any other n'.'anner Shall be 
effective when actually received. AH such no'tlces· must 
Include your merchant name(s) and metchant id6ntification 
number(s). Failure to provide Notice to this address, or 
Include this pertinent merchant lnforri1at_lon, will· be deemed 
Ineffective. Notices to your last known ·address (Including 
e-mail address), as Indicated in our records,,shall 
constl!Lite effective notice to you under this Agreement. If 
you change your address (Including e-mail address), you • 
must notify us at least 30 days prior to the effective date.of 
any such change. Failure to provide us with a valid 
address (lnchiding e-mail 1;1ddre~s} may result In the 
termination of the Agreerhent. 

40.12 Subcontractors. Processor may subcontract all or part of-the 
Services using a variety of providers glob·aJly, but, 
notwithstanding any such subcontract, Processor Shall retnaln 
fully responsible for performance of the Services, including 
ensuring the compliance of subcontractors with the terms of 
this Agreement applicable to such subcontractors, 

40.13 Survlval. Upon termination or expiration of this Section 40 or 
the Agreement, a party's obligations shall cease except for 
those remaining or required to be performed following sucb 
termination. For the avoidance of dqubt, the parties agree that 
those provisions of this section that logically shou.lci survive its 
termination or expiration in order to accomplish !ts 
fundamentar purposes will do so, All. repre_sentatior:is, • 
warranties, Indemnities and covenants made herein shall 
sLIrvlve the termination of thia section and shall remal[) 
enforceable after such termination, 

41 Special Provisions Regarding Main Street Insights Service Terms 
and Conditions 
lf you elect to utilize the First Data Main Street'lnsightS Solution (Main 
Street Insights) the terms and condition in this Sect/an 41 shall apply 
(Main Street Insights Terms and Conditions); and If you were 
granted a First Data Ma!n Street Insights Temporary Demonstration 
License, an election for Services under this Section 41 shall serve to 
supersede it. Main Street Insights Is provided to you by ProceS$0( and 
not Bank. Bank ls not liable to you in any way with respect to Main 
Street lnslghts. Main Street Insights, transaction::. procesSed, and 
other matters contemplated under Section 41 are subject to the terms 
and conditions of the Agreement, as applicable, except to the extent 
the terms directly conflict with the Main Street Insights Terms and 
Conditions, in which case the Main Street Insights Terms and 
Conditions in this section will control. 
41.1 Deflnltfons. Capitalized terms used here1n ::.hall have the 

meanings given to such terms as set forth In Section 41.1 or 
as defl.ned elsewhere in this Section 41, o~the-Agreement, 
Customer means a Person wt,o makes a'pUrchaSe of gbods 
or services from you, the transaction detail of which is util!zed 
In Main Street Insights. 
Customer Information means Information abollt your 
Customers (e,g,, name, mailing address, card account 
number, e-mail address, telephone number) obtained In 
connection with your use of the Services and may be utilized 
!n Main Street Insights. 
Data means traiisactlon data that may include procElssJng 
data from First Data Merchant ServIc·es LLC's credit and debit 
lnformat!on warehouse and· other available sources th-at F'trst 
Data Merchant Services L.LC owns or has a contractual or 
other rlgt,t to use In Main Stfeet Insights. 
Device means a tablet, computer, s~arlphone or .other mobiie 
device, or other device that you use t,o aCcess the Main ·street 
Insights website to receive or to whlcli you recel_ve " • 
communications from Main Street Insights. 
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First Data means First Pata Corporation, which is the parent 
company of First Data Merchant Services LLC. 
Fll'st Data Main Street Insights Marks means the 
trademarks or service marks related to Main Street Insights 
and sub•llcensed to you by Processor. 
First Data Main Street Insights Solution or Main Street 
lmilghts Solutlon means the website or the application 
associated with Main Street Insights, the object code version 
of the Main Stree1 Insights software applications and. 
communications you receive from the applicatlons. Among 
other things, Main Street Insights allows merchants to track 
and visualize Information regardlng their own revenue, ticket 
size, and Customers contained In the Data and other 1hlrd 
party data sources, Main Street lnslghts may alsa permit a 
merchant to compare !ts performance to groups of similar 
businesses within !heir Industry and/or certain geographic 
areas using the Data and other third party data sources, 
subject to certain limitations. The features and functionality of 
Ma!n Street Insights may be modlfted from time to time by 
First Data or lts third party provlder(s). For the avoidance of 
doubt, the term Software in tl1is deflnlt!on does not Include 
any software that may be obtained by you separately from 
Main Street Insights (e.g., any applications downloaded by 
you). The First Data Main Street Insights Solution Is deemed 
part of the Services, as defined In and provided under the 
Agreement. 
Main Street Insights Solution Fees means the fees charged 
for your use of the First Data Main Street Insights Solution, 
whicl, includes additional fees for multiple locations. 
Third Party Services are the services, products, promotions 
or applications provided to you by or through someone other 
than Processor. 

User Documentation means that documentation regarding 
the operation, guldelines and features and functionality of 
Main Street Insights that Is made available to you from time to 
time at the website, by Internet link or otherwise. User 
Documentation may bEl modified from time to time by First 
Data or Its third party provlder(s), 

41.2 Licen5.e Grant. Subject to the Maln Street Insights Terms and 
Conditions In this Section 41, Processor grants you a 
personal, limited, non-exclusive, revocable, non-transferable 
sub-license, without the right to further sub-!icense or assign 
in any way, to elactronlcally access and use, solely in the 
United States, Main Street Insights to manage your 
establlshment(s) and analyze associated point of sale 
activities wlthin the United States. For purposes of this Section 
41, "United States" does not Include U.S. Territories or 
possessions. Main Street Insights Is for your Internal business 
use only. This Section 41 does not grant you any rights to First 
Data Main Street Insights Marks. Except for the license 
expressly granted herein, all intellectual property and 
proprietary rights In ar related to Main Street Insights and First 
Data Main Street Insights Marks are and Vvill remain the sole 
and exclusive property of First Data or Its afnl!ates, vendors, or 
third party provlder(s) (as applicable), and any and all right, 
title and interest associated with Main Street Insights not 
expressly granled in thfs Section 41 is deemed withheld. 

41.3 Restrictions. 
41.3.1 You may not, nor may you permit any third party, 

other than employees and agents with a business 
need, to do any of the following: (a) access or 
attempt to access Maln Street Insights (or any part) 
that Is not expressly made available for public use; 
(b) decompile, disassemble, reverse engineer, or 
otherwise attempt to reconstruct or discover by any 
means any source code or any underlying data, 
Ideas or ~lgorlthms of Main Street Insights (or any 
part), except to the extent that such restriction Is 
expressly prohibited by law; (c) modify, translate, or 
alter in any manner, Main Street Insights (or any 
part), or First Data Main Street Insights Marks; (d) 
create derivative works of or based on Main Street 
Insights (or any part) or Main Street lnstghts Marks; 
(e) except for backup and archival purposes, 
directly or lndlrec11y copy Main Street Insights (or 
any part), except screen Shots may be copied and 

O_WF _W_2510 
FMS2510 

Page 38 of 54 

retained solely for Internal business purposes; (O 
republish, up!oad, post, transmit, disclose, or 
distribute (In any format) Main Street Insights (or 
any part) except as expressly permitted herein; (g) 
access or use (in any format) Main Street Insights 
(or any part) through any tlmewsharlng service, 
service bureau, network, consortium, or other 
means; (h) rent, lease, sell, subllCense, a:ssign,_or 
otherwise transfer your license rights to any third 
party, whether by operation of law or otheiwlse; (i) 
use or ship Main Street Insights (or· any part) 
outside of the United States, or access Main Street 
Insights (or any part) from outside the United 
States, without ln any case obtaining our advance 
written consent; {j) remove, relocate, or otherwise 
alter any proprietary rights notices from Main Street 
Insights (or any part), or First Data Main Street 
Insights Marks; (k) perform or attempt 10 perform 
any actions that would Interfere with the proper 
working of Main Street Insights, prevent access to 
or use of Main Street lnslghts by other users, or in 
our reasonable judgment Impose an unreasonable 
or dlsproportlonately large load on Main Street 
l11slghts1 Infrastructure, network capab/llty or 
bandwidth; or (I) use Main Street Insights (or any 
part) except as permitted In Section 41.2. 

41,3.2 You shall not take any action inconsistent with the 
stated title and ownership in Section 41,2. You will 
no1 file any action In any forum that challenges the 
ownership of any part of Main Street Insights, any 
related software, materials or User Documentation. 
Failure to comply Vv'ith this provision wl!I constitute a 
mated al breach of this Agreement and may restrict 
Processor's abll\ty to sublicense Main Street 
Insights to you. Processor has the right to 
immediately terminate Services under this Section 
41 and First Data has the right to immediately 
ter;,,inate your access lo aiid use of Main S.treet 
Insights In the event of a challenge by you, 

41.4 Main Street Insights Limitations and Requirements, 
41.4.1 You may access Main Street Insights through your 

Device using a wired (ethernet) or wireless (wifi or 
cellular) connection to the Internet. You are solely 
responsible for the payment of any fees that may be 
Imposed by your Internet/data provider. Your use of 
Main Street Insights may be subject to: (a) the 
terms of your agreements with your Internet/data 
provider: and (b) the avallablllty or uptime of the 
services pravlded by your Internet/data provider. 

41.4.2 You may use Main Street Insights to conduct 
analysis of the Data and !hlrd party data made 
available through MEiin Street Insights application 
and/or other tools made available at the website or 
In the appllcatlon. 

41 .4.3 First Data may alter which Devices and browsers 
are approved as compatible with Main Street 
Insights In its discretion from time-to~tlme. 

41 ,4.4 First Data may perform maintenance on Main Street 
Insights from t!me to time which may result In 
sen.,lce Interruptions, delays, or errors. Neither Flrst 
Data nor Its affiliates, vendors, or third party 
provlder(s), will be liable for any such interruptions, 
delays, errors, or bugs, You agree t11a\ First Data or 
Its affiliates, vendors, or third parly provider(s) may 
contact you ln order to assist you with Main Street 
Insights and obtain information needed to identify 
and fix any errors. 

41.4.5 You shall at all times comply with the User 
Documentation, 

41.4.6 You shall comply with the following requirements In 
connection with your use of Main Street Insights: 
(1) In tile event you are able lo discern any 

information about a particular entity or 
individual from the information avallable from 
Main Street Insights, either alone orwlth other 
information In your possesslon, you 



understand and acknowledge that 1I1e 
information may be subject to certain privacy, 
marketing, insider trading, or other applicable 
laws and you will limit your use thereof In 
accordance with all applicable laws. 

(2) With respect to' each Customer who desires to 
rece!ve rnar!(eting material or other 
communications from you via text message or 
email, such Customer must check the 
appropriate consent or the consent must be 
provided in writing; you are NOT permitted to 
add or modify a Customer's consent Indication 
on his behalf. 

(3) You (or your agents acting on your behalD may 
only send marketing materials or other 
communications to the Customer's provided 
phone number, street address, and /or email 
address If the Customer has specifically 
consented !n writing executed by the 
Customer. 

(4) Notwithstanding the capabl!lty of Clover 
Insights to collect and store customer 
information, some states may limit your use 
of such Information once collected, even if 
thf customer has. provided Its consent, 
and/or your disclosure of such Information 
to third partle$. Yau acknowledge and 
agree that (1) your use of customer 
informatio" obtained /11 connection with 
Clover Insights may be subject to focal, 
state, andlorfedel'al laws, ru/es1 and 
regulations, (2) you are solely responsible 
for knowing such laws, rules, and 
regulatlons 1 and (3) you will at all-time 
strictly comply with all such laws, rules, 
and regulations. 

41.4. 7 You shall comply fulfy with the requirements of all 
applicable federal, state and local laws and 
regulations related to your use of Main Street 
Insights and provision and use of Customer 
Information and point ofSEl.le data In connection with 
Main Street Insights. Furthermore, you are solely 
responsible for monitoring legal developments 
applicable to Main Street Insights and the operation 
o'fyour business, interpreting appllcable laws and 
regulations, determining the requirements for 
compUance with all applicable laws and regulations, 
and maintaining an on-going compliance program, 

41,4.8 In connection with Main Street lnslghts, you shall 
receive a username and password to access Main 
street Insights. You are responsible far securely 
storing and keeping the username and password in 
accordance with this Section 41.10 below. You will 
not permit anyone unauthorized by you to use the 
username and password and you may only 
authorize your employees and agents with a 
business need to use t11e username and password. 
At such time as multiple usernames and passwords 
are available, you shall restrict the use of 
usernames and passwords lo single Individuals and 
you shall monitor use of Main Street Insights to 
ensure compliance with this Section 4·f by those to 
whom you have provided usernamas and 
passwords and you shall keep records regardlng 
who has access to which username.s and 
passwords at an times. 

41.5 Equipment. You must obtain all equipment necessary for you 
to access and use the Main Street Insights website. No 
communication channel or device to access the website is 
Included within the provlslon of the F!rst Data Main Straet 
Insights Solution, and you shall be responsible for all such 
equipment and communication channels, Including but not 
limited to all device or channel compatlbUl\y. 

41.6 Term and Termination. Main Street lnsig_hts Terms and 
Conditions in this Sactlan 41 shall become effective upon 
execution hereof and shall end when terminated as set forth 
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herein, For the avoidance of doubt, except as set forth below, 
termination of Services under Section 41 will not terminate the 
underlying Agreement. You may terminate your First Data 
Main Street Insights Solutlon services at any time upon 30 
days' notice by calling the Customer Service number on your 
statement. Notwithstanding the foregoing sentence, upon as 
much advance notice as-ls commerclally practicable, First 
Data may terminate your access to, and use of Main Street 
Insights if (1) it !s determined that you are using Main Street 
Insights for any fraudulent, Illegal, or unauthorized purpose, 
(2) you violate the Maln Street Insights Terms and Conditions 
or an Event of Default occurs under the Agreement, (3) First 
Data terminates its agreement with any third parties that are 
Involved !n providing Main Street Insights, or (4) First Data 
otherwise decides to discontinue providing Main Street 
Insights. You acknowledge and agree that an occurrence of 
(1) or (2) above may be deemed an Event of Default under the 
Agreement, thereby affording Processor and Bank all rights 
and remedies as set forth In the Agreement triggered by such 
an Event of Default, which may include immediate termination 
of the Services under Section 41 without notice. 

41.7 Third Party Services.. Main Street Insights may be used !n 
connect!on wlth Third Party Services that you obtain 
separately for your purposes (e.g., an account!ng ~1m~11c~•~tI~o~n ___ _ 
on your Device). If you decide to U$e Third Party Services, you 
will be responsible for rev!ewlng and understanding the tarms 
and conditions associated with Third Party Services (Including 
obtaining and maintaining any required third party hardware 
and/or software that is required for the Third Party Services to 
work with Main Street Insights). Your access of any Third 
Party Services ts at your own risk. Third Party Services are not 
govemed by the terms and conditions of this Section 41 or the 
Agreement. Any content downl~aded or otherwise 
obtained thrt:Jugh the use of th11Ti party services (e.g., 
accounting application) Is download~d at your own risk, 
Neither First Oata nor Its affiflates, Wmdors, or third party 
provider(s), wlll be responsible for any actions or any 
failures to act of any third party, and such liability related 
to alf third p'1riY services Is expressly disclaimecl, 

41.8 Account Registration. First Data may require you to register 
at Main Street Insights website or through the applicatlon. lf 
and when prompted by the registration process, you agree to 
(a) provide true, accurate, current and complete information 
about yourself and/or your business, and (b) maintain and 
update this Information tc keep it true, accurate, current and 
complete. If any Information provided by you Is untrue, 
inaccurate, not current or Incomplete, First Data has the right 
to terminate your First Data Main Street Insights account 
(Account) and refuse any and all current or future use of Main 
Street Insights, 

41.9 Privacy and Data Use, All data collected from you In 
connection with the Services or in connect!on with your use of 
Main Street Insights, !ncludlng Customer Information and 
information about your business and employees used with or 
sto(ed in or by Main Street Insights (collectively, Account 
Data), ls collected by First Data, Its affiliates, vend~rs, and/or 
third party provider(s) ; therefore, the use and sharing of such 
Account Data Is controlled by the applicable Privacy Polley 
displayed and available at or through a link on the Main Street 
Insights website. You acknowledge and agree that First Data, 
!ts afflllates, vendors, and/or third party provlder(s) may 
access your Account Data, and our uae of your Account Data 
is governed by the Main Street Insights Terms and Conditions 
and the Agreement You also agree that First Data, its 
affiliates, vendors, and /or third party provrder(s) may access 
and use Account Data to provide or enhance Main Street 
Insights or the Services. 

41.10 Protecting Your Information. You are solely responsible for 
ensuring that your account numbers, passwords, i:!Murity 
questions and answers, login deta/ls and any other security or 
access information used by you to use or access Main Street 
Insights are kept safe and confidential. You must prevent 
unauthorized access to and use of any Account Data, You are 
responsible for all e!eclronic communications sent to First 
Data, Its affiliates, vendors, or third party provider(s) 
containing Account Data. \Nhen First Data receives 
cornmunlcatlons containing Account Data, It will assume you 



sent it to Fint Data. You must immediately notify First Data If 
you become aware of any loss, theft or unauthorized use of 
any Account Data (see Main Street ln~lghts support center 
contact infOrmatlon bel,ow). Flr$t Data re.serves the right to 
deny yoq access to Main Street Insights, In whole or In part, ff 
Flrst Data believes that any loss, theft or unauthorized use r,f 
any Account Data or access Information has occurred. 

4·1.11 Accur'ac"y of Information. You.ar~ solely responsible for 
, ensuring the accuracy of all information and data regarding 
your bIJsine~s U1~t you provide to First Data, its affiliates, 
vendors, and/or third party prov!der(s) Jn connection with Main 
Street Insights (e.g., customer Information), First Data, Its 
afflUates, vendors, and/or third party provider(s) disclaim any 
and all liablllty arising Ol1t of any lnac~uraoies as a result of 
use of such Information or data. 

41. 12 First Data Ma.In Street lnsl9hts Solution Dis claimer. 
41.12.1 As ls. Use of Clover Insights is at your own risk 

70 the maximum extent permitted by appllcable 
law, Clover Insights is provfded As Is and 
neither First Data nor Its a'ffiflates, vendors, or 
third party provlder(s) makes any 
representations or warranties of any kind 
(express or Implied) with n>gal'r:I to Clover 
lns;ghts, lncludlng, without llmUatlon, 
warranties of accuracy, merchantability, fitness 
for a particular purpose or non-infringement, or 
that clover Insights w(ll .functfon utUnterrupted 
or error..free, or that.clover Insights Is _secure, 
free of viruses or other harmful components or 
that any defects or errors will be corrected. 

41. 12.2 Firtancial Advice. First Data Main Street Insights 
Solution does not provide any business, Investment 
or financial advice and is not advocating any 
business decision or the sale or purchase of any 
real property, stockS, bonds, or securities. First Data 
ex:pressly states, and you hereby acknowledge, that 
Main Street lnsigl1ts Is provided solely for 
informatronal purposes and are not to be used as a 
substitute for lndependent financial lnvestment 
advice nor are they Intended lo be relied upon by 
any person or entity, including you or your 
Customers for the purposes of Investment or other 
financ!al decisions, Main Street Insights Is not to be 
construed as providing business or Investment 
advice and should not be used or conStrued, In 
whole or In part, as a basis or recommendation for 
an Investment or business decision, 

41.14 

41.15 

phone number or email address conected througl1 
the use of Ma!n Street Insights; or 

41. 13.4 Any other party's access and/or use of Main Street 
Insights with your unique username, -password, or 
other appropriate security code. 

Notices, First Data, its affiliates, vendors, and/or third party 
provlder(s) may provide notices and other information 
regarding Main Street Insights to you via the method(s) 
described In the Agreement. 
Amendment. First Data has the right to: (1) require changes 
or addition to the Main Street Insights Terms and Conditions in 
Section 41 at any time, and (2) change, delete, discontinue, or 
impose conditions on any feature or aspect of Main Street 
Insights with notice provided to you as set forth ln the Notices 
sectlo.n of the Section 41, Any use of Ma!n Street Insights after 
the publication of any such changes sha!I constitute your 
acceptance of the Main Street Insights Terms and Conditions 
as modlned. 

41. 16 Ideas. You may choose to, or First Data, its affiliates, vendors, 
or' third party provider(s) may Invite you to, submit comments 
or Ideas about Main Street Insights, including, without 
1/mllatlon, about how to Improve Main Street Insights (Ideas), 
By submitting any Idea, you agree that: (a) First Data 
expressly disclaims any confldentlaflly obl!gations or use 
restrictions, express or Implied, with respect to any Idea, (b) 
your submfssion will be non-confidential, and (c} First Data Is 
free to use and discfose any Idea on an unrestricted basis 
without notifying or compensating you and without you 
claiming any rights therein. You release First Data, Its 
affiliates, vendors, or third party provlder(s) from all liability 
and obl1gatlons tha1 may arise from the receipt, review, uee or 
disclosure of any poriion of any Idea. 

41, 17 Third Party Beneficiaries. First Data, Its affiliates, vendors, 
or third party provlder(s) used In providing Main Street Insights 
are Intended third party beneficiaries of this Section 41 as 
applicable, and each of them may enforce Its provisions as If It 
was a party hereto. Except as expressly provided in this 
section 41, nothing in this Section 4'/ ls Intended to confer 
upon any Persons any rights or remedies, and the parties do 
not intend for any Persons to be thlrd~party beneflclariea of 
this Sect/on 41. 

41. 18 Limitation of Liability, The cumulative liability to you ·from 
First Data, its affiliates, vendors, and third party provlder(s) for 
any and all claims arislng out of or resulting from this Section 
41 shall not exceed the total for the Main Street Insights 
SolLIlion Fees you paid to the Processor In the twelve months 
immediately preceding any claim, 

41.12.3 Accuracy. While First Data takes commercially 
reasonable meairnres to ensure the accuracy of the 
Information and content contained In Main Street 
Insights, It makes no representation or warranty of 
any kind with respect to Main Street Insights, You 
acknowledge and agree that all use of Main Street 
Insights by you and all other persons shall be: (1) 
based upon your own determination and evaluation 
and (2) at your sole risk. At times tl1e Data may • 
incl~de third party data that Is appended to the Data 
and First Data has not investigated and does not 
make any representation or wmranty with respect to 
the acmiracy of the third party data, 

42 Spacial Provisions Regarding Clover Service 

41. 13 Indemnity, Without llmit!ng your Indemnification obligations in 
the Agreement, you agree to Indemnify and l~old First Data, its 
affiliates, vendors, and third party provider(s) harmless from 
and against alt losses, liabllltles, damages, and expenses 
{Including reasonable a(torneys' fees) arising out of or relating 
to: 
41.13. 1 Your failure to comply with an terms and conditions 

In this Section 41, Including but not limited to User 
Documentation: 

41, 13.2 Your use (alone or in comblncitlon with any otl1er 
Information) of My Customer Information, reports, 
information or analytics obtained Jn connection with 
your use of Main Street Insights; 

41.13.3 The content or delivery of any marketing meBsages 
that you send af cause to be sent to any Customer 
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If you elect to use the Clover Service, the following additional terms 
and conditions of this Section 42 shall apply. 
The Clover Service is provided to you by Processor and not Bani<. 
Toe-Clover Service, tranaactions processed, and other matters 
contemplated under this Section 42 are subject lo the terms and 
conditions of tile Agreement, as app!icabfe., except to the extent the 
terms o·f this Section 42 directly conflict with another provision of the 
Agreement, In which case the terms of this Section 42 will control; 
provided however, Bank is not a party to this Agreement insofar as It 
applies to the Clover Service, and you acknowledge that Bank is not 
Uable to you In any way with respect to the Clover Service. For the 
purposes of this Section 42, the words "we," "our" and "us" refer only 
to the Processor and not the Bank. 
42.1 Definitions. Capitalized 1erms used herein shall have lhe 

meanings given to such terms as set forth In this Seat/on 42 or 
as defined In the Glossary or elsewhere in this Agreement, 
Clover means Clover Network, LLC 
Clover Marks means the trademarks or service marks of 
Clover, an affiliate of Processor, 
Clover Service means any services Clover provides to you. 
Customer means a Person who mal<os a purchase of goods 
or services from you, tl1e transaction for wlllch utlll2es the 
Clover Service, 
Customer Information means information a.bout your 
Customers (e.g., name, maillng address, e-mall address, 



telephone number) obtained lr.i conneetlon with your use .of the 
:,cIove1 Sen.dee. 

·Dev.!Ce· me.iris- a tablE!t, ~martphone, or other mobile Or fixed , 
• form factor l_dentmf:!d by Prnces·sor from time to time as 
' compatible with a'nd cap·aoIe· i;:,f supporting the Clover' Service. 

• Third Party Se!'Vices·a.re: tfi~ Se
1

rvlces, products, prom0tions' 
or_.applica!_loi1s provided bY sorrleane other than ProcesS6r. 

42.2 Lice.nae Grant, During UIe term of the Agreement, Proc'9'Ssor 
grants you a persong1I;·umit~\'.f; non-il;x:clqslve, revocable:', non­
transferable license, without-t~i;! right to subllcense or assign 
In any way, to electron/Cally ai::cess and use the Clover 
Service solely In the United States to manage your 
establlshment and conduct associated point of sale activities 
within the United States in accordance with the terms of this 
Section 42. For purposes of this S<:idf/on 42, "United States" 
dbes not !nclud6 U.S. Territories or po$sesslons. The Clover 
Servtce is for your intertial business use only. This Section 42 
does nrit grant you any rights·to the Clover Marks. All 
Intellectual property and p·roprietary rights In or related to the 
Clover Service and the Clover Marks are and w/11 remain our, 
our affillates', our vendors', or our licensors' (as applicable) 
sole and exclusive property, and a11y and all right, title and 
interest assoclated with the Clover Service not expressly 
granted by Processor tn this Section 42 are deemed withheld. 

42.3 Rastrlctlons, You may not, nor may you permit any third party 
to do any of the following: (a) access or attempt to access the 
Clover Service (or any part) that is not Intended or made 
avallable for public use; (b) decompile, disassemble, reverse 
engineer, or otherwise attempt to reconstruct or discover by 
any means any source code, underlyin'g ideas or algorithms of 
the Clover Service (or any part), except to the extent tho1t such 
restriction Is expressly prohibited.by law; (c) modify, translate, 
or altar in any manner, the Clover Service (or any part) or the 
Clover Marl<s; (d) create, derivative works of or based on the 
Clover Service (or any part) or the Clover Marks; (e) except 
for backup and archival purposes, dlrectly or lnd/rectly copy 
the Clover Service (or any part);(~ republish, upload, post, 
transmit, disclose, or distribute {In any format) the Clover 
Service (or any part) except as permitted herein; (g) access or 
use (in any format) the Clover SeIvlce (or any part) through 
any time-sharing service, service bu'reat.1, network, 
consortium, or other msans; (h) rent, leas_e, sell, sublicense, 
assign, or otherwise transfer your llcense rights to any third 
party, whether by operation of law or other,.vise; (I) use or ship 
the Clover Service (or any part) outside of the United States, 
or access the Clover Service (o( any part) from outside the 
United States, without in any case obtaining our advance 
written consent; U) remove, relocate, or otherwise. alter any 
proprietary rights notices from the Clover Serv!ce (or any.part) 
or the Clover Marks; (k) perform or attempt to perform any 
actions that would interfere with the proper working of the 
Clover Service, prevent access to or use of the Clover Service 
by other users, or in our reasqnable judgment impose an 

. unreasonable or disproportionately large load on our 
lnfraslructure, t1etwork capability or bandwidth; or (l) use the 
Clove( Service (or any part) except as permitted in subsection 
42.2 above. 

You shall not take any action-inconsistent with the stated title 
and ownership In ~ubsectlon 42,2 above, You will not file any 
action, In any forum that challenges the ownership of any part 
of the Clover Service, any related software, materials or 
documentation. Failure to .comply with this provision wil[ 
constitute a mateIial breach of this Agreement. We have the 
right to lmmediate!y terminate your access to and use of the 

• Clover Service in the event o'f a challenge by you. 

42.4 Clover Service Limitations and Requirements, 

42.4.1 You may access the Clover·service through your 
Device using a wired (ethernet) or wireless (wifi or 
cellular) connection to the Internet. You are Mlely 
responsible for the payment of any fees that may be 
imposed by your Internet/data provider. Your use of 
[he Clover Serv!ce may be .subject to: (a) the terms 
of your agreements wi_th your Internet/data provider; 
and (b) the ·availabillly or uptime of the services 
provided by your lnterneUdata provider. 
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42.4,2 You may use the Clover Service to cond~ict:p·olnt·'of 
sale activities offiine; trans.actions lnltlated.offllne Will 
be queued and. submitted for.m1thorl;;,::atl0n when· 
Internet connectiMlty to-the Clover System.ls 
restored. However, yqu asaume all· tlsk, 
responsibility and' liability .ass.oi;ilated.wlth ·any 
transaction that you choose to· oonduct while.the 
Clover Ser.ilce_ls 4sed __ offllne, ... 

42.4.3 The Clover Ser'vice·does not function with eveIy 
mobile device. Processor. rnay alter which Devices 
are approved as compatible.with the Clover Service 
!n our discretion from tlme-to"tlme. 

42.4.4 We may perform r'r1alntenan·ce on the Clover 
Service from timei'to ·1Ime which may result )n 
seNlce Interruptions, delays, or errors. We will not 
be liable for any such lnterrupUons, delays, errors, 
or bugs. YoLI agree that we.may contact you In order 
to assist you with the Clover Servlc.e and,obtaln 
information needed to Identify c1nd fix any errors. 

42.45 You shan at all Umes comply with any operating 
procedures, requirements, or guidelines regarding 
your use of tha Clover Service that are posted on 
the Clover website or otherwlse provided or made 
avalfable to you (collectively, Clover Ops Gutde). 

42.4.6 You shall comply with the folldWing requirements In 
connection with your use of the Clover Service: 

(a) With respect to each Customer who requests 
the del!very of transaction receipts via text 
message or email, such Customer must enter 
hls phone number or email address !n the 
appropriate space displayE!d ·on the Device 
himself; you are NOT permitted to add or 
modify any Customer Information (includlng 
but no1 limlted to phone number and email 
address) on behalf of a Customer. 

(b) With respect to each Customer who .desires to 
receive marketing material or_ other 
communications from yoL1 via text_m,essage or 
email, such Customer must check the 
appropriate consent cheyk box displayed on 
the Device himself; you are NOT permitted to 
add or modify a Customer's consent lndicatli:m 
on his behalf. • • 

(c) You (or your agents acting on your behalf) may 
only send marketing materials or other 
communications to the Customer's provided 
phone number, street address, and/or emall 
address lf the Customer has specifically 
consented Dy checking (himsel~ the appllcable 
box d(splayed on the Device. 

(d) Notwithstanding the capabllJty of the Claver 
Service to collect and store Customer 
Information and to allow your Customers to 
elect to receive marketing materials from 
you, some states may limit your use of 
suer, Information once collected, even If the 
Customer has provided his consent, and/or • 
your disclosure of such information to third 
pa.rt/es. You acknowledge and agree that (1) 
your use of Customer Information ob_tained 
;n connection with the Clover S.erviGe may 
be subject to local, state, and/or-federal 
laws, rules, _and regulations, (2) you are 
solely responsible for knowing such laws, 
rules, and regulatrons, and (3) you will at alf 
times strictly comply with all such laws, 
rules, and regulations. 

(e) lf TransArmor software !s.reside'nt on your 
Device at the time we provide you with !he 
Device and therefore part of the Cl6ver 
Service, It will be used to perform such 
encryption- and tokenli:atlon (TrahsArmo_r 
Sarvlca) and the additional terms set.forth In 
Section 38 apply. However you will only 
recelva the applicable Trar:isArmcr Service 



subscribed by you,aa set forth in the 
Application, 

(f) • Yo1/are responSlble .fo ProVlde and obtain any 
disclosures and consents related to 'the E~ 
SIGN AC:t that rnaY bia i'eq'Ulred in cannection,. • 
with y"our conWnUnk:it!ons and agreements 
with y~ur Customers, • . ·' , , 

42.5 Fe"cs, You shall pay Processor the fee¼s·1or Clover Service 
as set forth on the Appllca\lon. 

42,6 Term and Termination. The Clover Service may be 
terminated at any time by either party upon 30 days' written 
notice to the other party. Notwithstanding the foregoing 
sentence, upon as much advance notice as Is commerc!ally 
practicable, we may suspend or terminate the Clover 
Service if (a) we determine that you are using Clover 
Service for any fraudulient, Illegal, O!' unauthorized purpose, 
(b) you violate the terms of th_fs Section 42 or an E:vent o1 
Default occurs under the Agreement. (c) we terminate our 
agreement with any third parties that are involved in 
providing the Clover Service, or (d} Processor otherwise 
decides lo discontinue providing the Clover Service, You 
acl~nowledge and agree that an_ocq.urrence of (a) or (b) 
above may be deemed an Event of Default under the 
Agreement, thereby affording Proce3sor and Bank all rights 
and remedies as set forth in the Agreement triggered by 
such an Event of Default, which may include immediate 
termination of the Agreement without notice. 

42. 7 Third Party ~ervic_es. T~l:} Clover Servlce may contain 
llnks to Third Party Services (e.g., an applicat!on 
marketplace). If you decide t,o use Third. Party Services, you 
will be responsible for reviewing and understanding the 
terms and condltlons associated with Third Party Services 
(includtng obtaining an(\ maintaining any required th!rd party 
hardware and/or software that Is required for the Third Party 
Services 10 work with' the Clover Service), Your access of 
any Third Party Services is at your own risk, Third Party 
Services are not governed by the terms and conditions of 
_this Sect/on 42 or the Agreement. Ally content 
downloaded or otherwise. obtained through the use of 
Third Party Se,vices (e,g,, applicatio1t marketplace and 
an.v apps available at sl.ich applicatfon marketplace) Is 
downloacled at your own risk. Processor w/11 not be 
responsible for any actions or any failures to act of any 
third party, and processor expressly disclaims any 
liability fQ/itltQd to all third party services, Processor 
does not warrant, ondorse, guarantee, or assume 
responslblllty fo"r any lhird patty service or product 
adve,tised or offered through the clover se1vice or cmy 
hyperlinl<ed website or seryice, or featured in any 
banner or other advertising1 and processor will not be a 
patty to or In any way monitor any transaction between 
you and provfders of third party services or products. 

42.8 Account Registration. We may require you to register and 
create a "member" or "merchant" account to use the Clover 
Service. lf and when prompted by our registration process, 
you agree to (a) provide true, accurate, current and 
complete Information about yourself and/or your business, 
and (b) malnta!n and update this information to keep it true, 
accurate, current and complete. lf any information provided 
by you Is untrue, inaccurate, not current or Incomplete, we 
have the right to terminate your Clover Service account 
(Account) and refuse any and all current or future use of 
the Clover Service. 

42.9 Privacy alld Data Use. All data collected from you at 
www.clover.com or fn connection with your use of the 
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Clover Service, Including CuMomer Information and 
information about your business and employees used with 
or stored ln or by the Clover Services (collec::t!vely, Account 
Data), is collected by Clover and not Processor or Ban!<; 
therefore, the use and.sharing of such Account Data is 
controlled by .the Clover Privacy _Policy (available at 
https:lJYYYfW clover.c..QJ.n/.Q.(i)@~). You acknowledge 
and. agree th~t we may access yqur Account Data upon our 
request to Clover, and-our use.of your Account Data is 
governed by, th~ teri:ns ·set forth .in the Agreement. 
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42.10 Protecting Your Information, You .are solely responsible· 
for ensuring that your account numbers, passwords, 
security questions and answers,.JQgln d_e~a.lls antj ,i;J.~Y.-,9t11er 
security or access _lnfoqnati_Of;l .Usetj by,you t~.use_ Qr,.a,fcess. 
the Clover Service are kept saf'il_ ar-9 co.nf1depti.al.,.Yp\.l.mUst 

. prevent unauthorized j:1Cces~ to ~n~. ~$~_?f any AycoIJ~~ • 
Data. You are respons!b(Ei for all elect_ronlc comn1unlcatIons 
sent to us or to any third party (il'leludi~g Clover), containing 
Account Data. When we-receive communtcatlons 
containing Account Data, we assume you sent It to us. You 
must Immediately notlfy·us If you become.aware.of any 
loss, theft or unauthorized use of ar.iy Account Data. We 
reserve the right to deny.you access to the Glover Service, 
In whole or in part, If we believe that any loss, theft or 
unauthorized use of any Account Data or access 
Information has occurred. 

42.11 Accuracy of lnformation,.You are ·soleJy responsible for • 
ensuring the accuracy of all ihformatlon and da1a regarding. 
your business that you orovide to·us or ~ur service 
provlders In connection with the Clover Serv!ce (e.g., 
menus loaded onto the Device), !n add_itlon_, you are solely 
responsible for verifying 1hal all information and dt\ta loaded 
onto a Device by us or· olir service providers_ at your reque~t 
are accurate prior to your business use of such Device, We 
and our service providers dlscl6im any and all llabltity 
arising out of any !naccuracles with respect to such 
Information or data. 

42, 12 Clover Service Disclaimer. Use of the Clover ServJCe Or 
any Equipment provided with the Clover Service Is at 
your own risk. To the maximum extent permitted by 
appllcable law, the Clover Service Is provided As Is and 
Proces.sor mafces no ·rep-resentatlons or warranties of 
any kind (express or Implied) with regard to_ the Clover 
Service, Including, without limita~ion, warranties rJf 

accuracy, merchantability, fitness for a particular 
purpose 01· non«fnMngemi?nt, or that the Clo\fer S$rvice 
wlfl function uninterrupted or error-free,· or that the 
Clover Service Is secure, free of viruses ·or .other 
harmfuf components or that any defects o; errors will 
be corrected, • 

42, 13 Indemnity. Without lirTlltlng yoLir Indemnification obligations 
!n the Agreement, you agree to indemnify and hold us 
harmless from and against all losses, liabilities, damages, 
and expenses (including reasonable attorneys' fees) arising 
out of or relating to: 
(a) Your failure to comply with all terms and conditions in 

t11ls Section 42, including but not limited to the Clover 
Ops Gulde; 

(b) Your use of any Customer Information obtained In 
connection with your use of the Clover Service; 

(c) The content or delivery of any marketitlg meSsages 
that you send or cause to be sent to any Custom!=lr 
phone number or email address colleGted through the 
use of the Clover Service; or 

(d) Any other party's access and/or use of the Clover 
Service w!th your unique username, password, or 
other appropriate security code, 

42.14 Notices. We may provide notices and other information 
regarding tho Clover Service to you via the-method(s) 
described in the Agreement or In the E-Sign Consent 
Agreement set forth below. 

42.15 Amc11dment, We have the right to change or S:ctd to the 
terms of this Section 42 at any time, and to change·, delete, 
discontinue, or impose c"Ondltlo·ns on any feature or aspect· 
of the Clover Service with notice provided to you as set 
forth In subsectfon 42.14 above. My use_ of the Clover 
Service after our publication of any such changes shal_l 
constitute your acceptance ofthls Agr~eme_nt as i:nodified. 

42.16 Ideas. You may chOose orwe may lnv!te you to submit 
comments or ideas about the Clover Service, ln.cludlng, 
without limitation, about how to improve,the Clover Service . 
(lde2is). By submitting any Idea, yo_u,agree that (a)-we. • 
expressly disclaim any confldentlallty obligations or use 
restrictions, express or Implied, with respect to any Ideal' (b} . 
your submission will be non-confidential, and (c) we are 



free to lIse and disclose any Idea on an unrestricted basis 
without notifying or compensating you, You release us from 
alt rtabHity and obKgat!ons that may ar'Ise from our receipt,. 
review, use or disclosure of any portion of any Idea. 

implied) with respect to clover go readers, ·tnctudlng but 
not limited to: (a) warranties of qualfty, accuracy, 
merchantability1 fitness for a particular pu(po~e, tftle1,or . 
nan-fnfringem<mt, (b) any warranty that th~ cto,ver,go .•· , 
readers Wi/f function uninterrupted or,error~~reo., (c) any . 
warranty that any defr,cts or errors will ~e cotrect,d1. or 
(d) any warranty that the clover go rea,(ler~ ar!,J sec«~, 
free of virnses or othf!4_r harmful -comppqent~. , 

42.17 Third Party Beneficii:l.ties. Processor's Affiliates and .any· 
Persons Processor uS·es 'in Providing the Clover Ser.vice are 
Intended third party beneficlaries of this Section 42, and 
each of them may enforce Jls provfsions as If it was~ party 
hereto. Except as expressly provided in this subsection 
42.17, nothing In this Section 42 is Intended to confer upon 
any Persons any rights or remed_ies, and the parties·do not 
Intend for any Persons to be third~party beneficiaries of this 
Section 42. 

44 Special ProvisioM Regarding Clove.r.c;.are 

43 Special Provisions Regatding Clovli'r Go Ssivlce (Mobile 
Payments) 

If you elect to use the Clover Go Service, the followfng addlt/onal 
terms and conditions ofth!S Section 43 shall apply. 

The Clover Go service Is provided to you by Process.or and not Bank. 
The Clover Go service, transactions processed, and other matters 
contemplated under this $~ct/on 43 are subject to the terms and 
conci[tlons of the Agreement, as appUcable, except to the extent the 
terms of this section 43 directly conmct with another provision of the 
Agreement, In wh!<:h case the terms of this Section 43 will control; 
provided however, Bank is not a party to this Agreement insofar as it 
applies to the mobile payments service, and you acknowledge that 
Bank Is not liable to you in any way with respect to the mobile 
payments service. For the purposes of this Section 43, the words 
"we," "our" and "us" refer only to the Processor and not the Bank. 

43.1 Your mobile payments service (Clover Go Service) enables 
you to accept card· based payments using (a) a smart phone 
or other SLlpported mobile device that you provide, (b) an 
approved card reader you obtain from us (Clover Go 
Reader), and (c) an application (Clover Go App) that you 
download from the Apple App Store or Google Play. The 
Claver Go Service does not support offllne point of sale 
activities and requlres Internet connectivity for proper 
functioning, We may L1pdate the Clover Go Service from 1Ime 
to time, 

43.2 Only Apple IOS and Google Android· oper,atlng system? are 
compatible v/1th the Clover Go Service, and only certain types 
of mobile devices u_sing Apple )OS and Google Android are 
supported for the Clover Go App and Clover Go Service. 
Please contact us for information on whether a particular 
mobile device Is supported for the Clover Go App and Clover 
Go Service. 

43.3 Additional terms of use (Clover Go Terms) apply to the 
Clover Go Service. From time to time, Clover Go Terms will be 
presented to you electronically on an "ln-applicatlon 1

' basis, 
and you will be required to "click to agree" before being 
permitted to use the Clover Go App, lf we update the Clover 
Go Terms you will be required to "click ta agree" to the 
updated Clover Go Terms In order to use the Clover Go App 
again, 

43.4 To use the Clover Go Service, you must also be using, at 
a minimum, the TransArmor Data Protect/011 Service, 
which Is sometimes referred to as TransArmor Tokenlzatlon 
and Sncryptlon. You may also choose to use the Clover 
Security Plus Solutton Services, which Includes !he 
TransArmor Data Protection Service. 

43,5 lf you are already using the single-token version of either the 
TransArmor Data Protection Service or Clover Security Plus 
Services, then no additional TransArmor produets are needed 
for the Claver Go Service. 

43.6 If you are using the Payeezy Gateway or if you accept card• 
not.present payments (for example, Internet payments), you 
may need a different TransArmor product. Please contact us 
for inforrnation. 

43,7 tf you are not already using a TransArmor product, then you 
must first s!gn an agreement for an elig!ble TransArmor 
product. 

43.8 Use of Clover Go readers is at your own risk. To the 
maximum extent permitted by applicable law. Clover Go 
reade,s are provided As Is, and we make no 
representations or warranties of any kind (express or 
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44.1 If you purchase Clover _Care_, lnclud9d, .e:,quipnu~nt means 
equipment listed In the Equlpme,nt Detafls eectlon.ofthl.~, 
Agreement. Clover Care replaces, at no additional charge to 
you, Included Equipment that has failed during the Clover 
Care Tetm due to manufacturer defects In materials or 
workmanship,. normal wear an"d t_ear from use in your 
business, and accidental damage from handlir:ig. Merchants 
with Included Equipment located In New York: see below for 
material llmltatlons on Clover Care ~rotection. 

44.2 Clover Care protection begins when we ship you the lnc[uded 
Equipment and continues for three years from that date, (the 
Clover Care Term). Clover Care protection extends to 
replacement devices for the remainder of the original unit's 
Clover Care Term. 

(a) During the Clover Care Term, Clover Care protection· is 
llm/ted 10 3 replacements per device llsted In this· 
Agreement. • 

(b) We reserve the right to replace lnc[uded Equipment with 
refurbished units. You acknowledge that Clover Care 
protection extends only to the functionality of devices, 
and not to cosmetic appearance or other non-functional 
matters. 

(c) If the mode! of unit to be replaced Is no longer in 
Inventory, we reserve the right to replace that unit with a 
model of the same or better functionality. Under no 
circumstances w/11 we pay or credit you with cash in lieu 
of a replaced unit. • 

44.3 For assistance with a failed unit, contact Customer Service. If 
we confirm that the unit ls eligible·for replacement, we will shlp 
you a replacement unit at no additional cost We reserve the 
right to replace each falted unit of your Included Equipment 
with refurbished equipment. You may elect to purchase a new 
unit at our then-current rates if you do not want a refurbished • 
unit, but we will not apply any credit to the purchase price of a 
newun!t. 

44.4 You must re(urn each falled unit and its related accessories to 
us within 45 days after recelvln~ 1he replacement unit. The 
package containing the replacement·unlt wfll Include a prepaid 
shipping label for returning the failed unit. You must ship !lie 
failed unit (including any related ur1it accessories) in the same 
container we used to ship you the replacement unit. If you do 
not return a failed uni1 (or any related accessories) to us within 
46 days, we will charge you our then-current rate for that unit 
or accessory. 

44.5 Exclusions. Clover Care do~s not 

(a) Replace or otherwise protect Included Equipment in 
cases of loss, theft, Intentional damage, or damage to 
units Incurred Incidentally to ffre or flood damage to your 
business premises, Clover Care Is void lf you breach this 
Agreement or yotlr merchant processing agreement. 
Clover Care Is not Insurance nor e substitute for 
insurance; or 

(b) Apply to defects or darn age resulting from software, 
Interfaces, or supplies we do not.provide; loss or damage 
in transit between your locations: yo~r or y9ur v.end.ors' or 
users' Improper site prt;iparatlon; or failure to follow 
written instructions on proper use or the Included 
Equipment. 

(c) Merchants with Included Equipment located In New York: 
see Section 44, 7 for material additional exclusio·ns. 

44.6 We may charge you our then'•current rate fot any returned un_it 
that: (1) the Agreement excludes from Clover Care, (2) has an 
expired Clover Care Term, (3) d_oes not rr_1atch_ the serial 
number of a unit for which you purchased Clover Care, or (4) 
results ln a no-problem found clalm (an NPF Claim). An NPF 



Claim w/U reslllt If a factory technician could not reproduce 
your reported defect in the returned unit or the returned unit 
performs to specifications within the factory's automated 
quatlty assurance testing program. 

44.7 New York Merchants. For Included Equipment located In 
New York, Clover Care protectlon does not Include damage 
arising from normal .wear and tear (except as arl~lng from 
product defect) or accidental damage from handling. 

(a) Subject to the conditions and excll1sions set forth in this 
Agreement, Clover Care replaces, at no addltional 
charge to you, Included Equipment that has failed due to 
manufacturer defects in materials or workmanship. 

(b) ln addition io the exclusions above, Clover Care does not 
replace or otherwise protect Included Equipment arising 
from causes other than manufacturer defects in material 
or workmanship, including Wlthout !imitation: damage 
resulting from smashed or cracked units or screens; 
extraneous materials ln the interior of the unit; contact 
with liquids; missing unit covers; melted or burnt units; 
cosmetic damage; your or your vendors' or users' 
Improper or Inadequate maintenance; or other visible 
damage. Clover Care Is void if you breach this 
Agreement. Clover Care is not Insurance nor a substitute 
for Insurance. 

(c) You acknowledge that the Fees charged by us are not 
reduced for Included Equ!pment located in New Yori<, 
even though there are lesser protections provided and 
broader exclusions, 

45 Arbitration; Choice of Law; Venue; Waiver of Jury Trial 

45.1 This arbitration provision shall be broadly interpreted, If you 
have a Dispute with us that cannot be resolved informally, you 
or we 1riay elect to arbitrate that Dispute In accordance with 
the terms of this arbitration provision rather than litigate the 
Dispute in court. !n arbitration, there is no judge or Jury, and 
there Is less discovery and appellate review than In court 

45.2 Notwithstanding Section 45.1, you and we agree that the 
following will not be subject to arbitration: (cl) disputes relating 
to the scope, validity, or enforceability of this arbitration 
provision: (b) any claim filed by you or us In which the amount 
in controversy Is properly within the jurisdiction of a smaU 
claims court; and (c) any dispute rerated to the validity of any 
party's Intellectual property rights. 

45.,3 If you or we elect to resolve your Dispute tlirough arbitration 
pursuant to this arbitration provision, the party Initiating the 
arbitration proceeding shall open a case with the American 
Arbitration Association - Case Filing Services, 1101 Laurel 
Oak Road, Suite 100, Voorhees, NJ 08043, 877-495-4185, 
www.adr.org. 

45.4 Because the Services Provided to you under this Agreement 
concern interstate commerce, the Federal Arbitration Act 
(FAA) will govern this arbitration provision, including the Issue 
of wl1ether the Dispute is subject to arbitration. Any arbitration 
will be governed by the Commercial Arbitration Rules of lhe 
American Arbitration Association (AAA). !f there Is a conflict 
between this arbitration provision and the AAA Rules, this 
arbitration pr,ovision shall govern. If the MA Will not administer 
a proceeding under this arbitration provision as written, It 
canhot serve as the arbitration organization to resolve your 
Dispute. lfth!s situation arises, the parties shall agree on a 
substitute arbitration organization, If the parties are unable to 
agree, the parties shall mutually petition a court of appropriate 
jurisdiction ta appoint an arbitration organization that will 
administer a proceeding under this arbitration provision as 
written. If there is a conflict between this arbitration provision 
and the rest of this Agreement, this arbitration provision shall 
govern. 

45,5 A single arbttrator will resolve the Dispute, The arbitrator will 
honor claims of privilege recognized by law and will take 
reasonable steps to protect your information and other 
confidential or proprietary information. If the claim alleged Jn 
the Dispute is for $10,000 or less, and the Dispute Is not 
excluded based on Section 28,2 above, you may choose 
whether the arbitration will be conducted solely based on 
documents submitted to the arbitrator, through a telephonic 
hearing, or by an In-person hearing under the ru[es of the 
selected arb!iration organization. The arbitrator will make any 
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award In wri1ing but need not provide a statement of reasons 
unless requested by a party, An award rendered by the 
arbitrator may be entered in any court having jurisdiction over 
the parties for purposes of enforcement. 

45.6 If an award granted by the arbitrator exceeds $50,000, either 
party can appeal that award to a three-arbitrator panel 
administered by the same arbitration organization by a written 
notice of appeal flied within 30 days from the date of entry of 
the Written arbitration award. The arbitration organization will 
then notify the othar party that the award has been appealed. 
The members of the three-arbitrator panel will be selected 
according to the AAA's Commercial Arbitration Rules. The 
three- arbitrator panel will Issue Its decision within 120 days of 
the date of the appealing party's notice of appeal. The 
decision of the three-arbitrator panel shall be final and binding, 
except for any appellate right wl1lch exists under the FAA. 

45.7 All parties to an arbitration must be Individually named, There 
shall be no right or authority for any clalms to be arbitrated or 
litigated on a class action, joint, or consol!dated basis or on a 
basis involving claims brought In a purported representative 
capacity on bel1alf of the general· public (such as a private 
attorney general), other cllents, or other persons. 

45.8 The arbitrator may award Injunctive or similar relief only In 
favor of the individually named party and only to the extent 
necessary to provide relief warranted by that Individual party's 
claim. The arbitrator may not award Injunctive relief applicable 
to any class or similarly situated lndlv!dual or groups. 

45.9 The arbitration wm take place in New York, NY. 

45.1 O We will reimburse you for filing fees and arbitrator's costs and 
expenses ym1 notify to us after bringing the claim at the time 
1he demand or claim Is filed with the A.AA, as noted In the 
AAA's Commercial Arbitration Rules and Mediation 
Procedures (Amended and Effective May 1, 2018). You are 
responsible for all additional costs that you incur in 1he 
arbitration, Including, but not limited to, fees for attorneys or 
expert witnesses. If the arbitration Is resolved In our favor, you 
~hall reimburse us for the filing fees and costs paid up to the 
extent awardable in a judicial proceeding, If the arbitrntion ls 
resolved !n your favor, you will not be required to relmbtJrse us 
for any of the fees and costs paid by us. Notwithstanding 
any1hlng to t!ie contrary in this arbitration provision, we will 
pay all fees and costs that we are required by law to pay, 

45. 11 If you clo not wish to arbitrate disputes, you must notify 
us i11 writing within 30 days of the date that you flrst 
receive this Agreeme11t by writing your name, address 
flnd account number as well as a clear statement that you 
do- not wish to resolve disputes through arbitration and 
sending that notice either (a) by e~mall to 

arbUratfonoptout@fiseN.com/ or (b} by malling to 
Arbittation Opt Out Notice, 3975 N. W. 120th A venue, 
MS!CON~ARB OUT, Coral Springs1 Fl. 33065 (these 
ftddrrtsses are only for submitting the notice described in 
this section), Your decision to opt out of ar/Jitra.tlon will 
have no advetSe effect on your refatfonshfp with us or the 
Services provided by us. 

45.12 If any part of Section 45. 7 is found to be illegal or 
unenforceable, the entire arbitration provision will be 
unenforceable, and the Dispute will be decided by a court. If 
any other clause In this arbitration provision Is found to be 
illegal or unenforceable, that clause will be severed from this 
arbitration provision, and the remainder of this arbitration 
provision will be given full force and effect. 

45.13 Choice> of Law. Choice of Law. Our Agrnement shall be 
governed by and construed In accordance with the laws of the 
State of New York (without regard to its choice of law 
proVis/ons). 

45.14 Venue. We have substantial facllitles in the State of New York 
and many of the services provided under this Agreement are 
provided from these facilities. The exclu_Sive venue For any 
actions or claims arising under or related to this Agreement 
shall be in the appropriate state or federal court l.ocated in 
NewYork, New York. 

45.15 Waiver of Jury Tr!al. You and we have agreed to waive the 
right to trial by jury, 



46 Other Terms 
46.1 Force Majeure. No party shall be liable for any default or 

delay in the performance of !ts obligations under th!s 
Agreement If and to the extent such default or delay Is 
caused, directly or Indirectly, by {1) fire, nood, eartl1quake, 
elements of nature or other acts of God; (2) any terrorist 
attacks or outbreak or escalation of hosti!itles, war, r!ots or civil 
disorders in any country; (3) any act or omission of the other 
party or any government authority: (4) any labor disputes 
(whether or not employees' demands are reasonable or within 
the party's power to satisfy); or (5) the nonperformance by a 
Person for any similar cause beyond the reasonable control of 
such party, Including without limitation, failures or fluctuations 
In telecommunications or other equipment. In any such svent, 
the nonnperformlng party shall be excused from any further 
performance and observance of the obligations so affected 
only for as long as such circumstances prevail, and such party 
continues to use commerclally reasonable efforts to 
recommence performance or observance as soon as 
practicable. Notwithstanding anything to the contrary in this 
paragn~ph, your failure to receive payment or funds from a 
Person shall not excuse the performance of your obligations 
to us under this Agreement. 

46,2 Complla11ce wlth Laws. In performing Its obligations under 
this Agreement, each party agrees to comply with all laws and 
regulations applicable to it. You further agree to cooperate and 
provide information requested by Servlcers, as Servicers 
determine necessary, ta facllltate Servlcers compliance with 
any applicable law Including without Umltation the rules and 
regulations promulgated by the Office of Foreign Assets 
Control of the US Department of the Treasury. You further 
acknowledge and agree that you will not use your merchant 
account and/or the Services for Illegal transactions, for 
example, those prohibited by the Unlawful lr:ternet Gambling 
Enforcement Act, 31 U.S.C. Section 5361 et seq, as may be 
amended from time to time, or those Involving any Person 
listed on the U.S. Department of Treat,ury, Office of Foreign 
Assets Control, Specially Designated Nationals and Blocked 
Persons List (available at www.treas.gov/ofac) or the U.S. 
Department of State's Terrorist Exclusion List (available at 
www.state.gov), or for the processing and acceptance of 
transactions in certain jurisdictions pLIrsuant to 31 CFR Part 
500 et seq. and other laws enforced by the Office of Foreign 
Assets Control (OFAC) or In connection with illegal acUvi1y of 
any kind. 

46.3 Notices. Except as otherwise specifically provided, all notices 
and other communlca1Ions reqL1lred or permitted hefeunder 
{other than those involving normal operational matters relating 
to the processing of Card transactions) shall be in writing, if to 
you at your address appearfng In the Application or by any 
electronic means, including but not limited to the eMmail 
address you have provided on the Application. If to us at our 
address appearing ln Section A.5 of Part 4 of this Agreement, 
with a copy to First Data Merchant Seiv!ces LLC, 4000 NW 
1201h Avenue, MS/CON-SMB, Coral Springs, FL 33065, 
Attention: Legal Dept., and Notices shall be deemed to have 
been given if sent by mail or courier, upon the earlier of 5 days 
after matllng, or when actually received and/or delivered. 
Notice given in any other manner shall be effective when 
actually received. All such notices must include your merchant 
name(s) and merchant identification number(s). Failure to 
provide Notice to this address, or Include this pertinent 
merchant information, will be deemed ineffective. Notices to 
your last known address (Including e~mail address), as 
Indicated in our records, shall constitute effective notice to-you 
under this Agreement. If you change your address (Including 
ewmail address), you must notify us at least 30 days prior to 
the effective date of any such change, Failure to provide us 
with a valid address (Including eMmail address) may result ln 
the termination of the Agreement. 

46.4 Headings. The headings contained In this Agreement are for 
convenience of reference only and sl1all not in any way affect 
the meaning or construction of any provision of this 
Agreement. 

46.5 Sevarability. The parties intend every provision of this 
Agreement to be severable. If any part of this Agreement is 
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not enforceable, the remaining provisions shall remain valid 
and enforceable. 

46.6 Ent!ro Agreement; Waiver. This Agreement constitutes the 
entire Agreement between the parties with respect to the 
subject matter thereof, and supersedes any previous 
agreements and understandings. A party's waiver of a breach 
of any term or condltlon of this Agreement shall not be 
deemed a waiver of any subsequent breach of the same or 
another term or condillon. 

46.7 Amendment. We may modify !'lny provision of this Agreement 
by providing written notice to you. You may choose not to 
accept the requirements of any suCh change by terminating 
the Agreement within 20 days of receiving notice. If you 
choose to do so, notify us that you are terminating for this 
reason so that we may waive any early termination fee that 
might othetiNlse apply. For purposes of this section, an 
electronic or IICllck-wrap" notice intended to modify or amend 
this Agreement and which you check "I Accept" or 111 Agree'' or 
otherwise accept through an electronic process, shall 
constitute In writing as required herein. This Se:ction 46. 7 does 
not apply to fee changes, which are governed by Sections 
25.4 and 25.5. 

46.8 Third Party Benaflciaries, Our respective Afflllales and any 
Persons we use ln providing the Services are third party 
beneficiaries of this Agreement and each of them may enforce 
its provisions as It was a party hereto. Except as expressly 
provided In this Agreement, nothing In this Agreement Is 
intended to confer upon any Person any rights or remedies, 
and the parties do not Intend for any Persons to be thlrd~party 
beneficiaries of this Agreement. 

46.9 Card Organization Rules, The parties acknowledge that the 
Visa, Mastercard, Discover Network, and PayPal Card 
Organization Rules give Visa, Mastercard, Discover Network, 
and PayPal certain rights to require termination or modification 
of this Agreement with respect to transactions Involving Vlsa1 
Mastercard, Discover Network, and PayPal and tl1e Visa, 
Mastercard, Discover Network, PayPal systems and to 
investigate you, The pa1iies also acknowledge that issuers of 
other Cards, for which we perform services on your behalf, 
may have similar rights under their applicable Card 
Organization Rules with respect to this Agreement's 
applicability to transacilons Involving such other Cards. 

46.10 Publicity, Client may not use the logo, name, trademark, or 
service mark of Processor and /or Bank ln any manner, 
Including without limitation, In any advertisements, displays, or 
press releases, wi1hout the prior written consent of Processor 
and Bank. 

46.11 E..Sign Consent Agreement 
(1) Consont 

(a) By signing the Confirmation Page, you consent and 
agree that: 

(b) Processor can provide disclosures required by law 
and other Information about your legal rights and 
duties to you electronically. 

(c) Where required or requested, your electronic 
signature (via "clickMthrough" or other method) on 
agreements and documents relatlng to the Clover 
Service has the same effect as if you $lgned them in 
ink, 

(d) Processor can send all communications, billing 
statements, amendments to the Clover Service, 
notices, and other disclosures or information 
regarding the Clover Service or your use of'the 
Clover Service or the Services as defined in the 
Agreement (collectively defined as Disclosures) to 
you electronically (1) vla e-mall, (2) by access to a 
web site that we designate in an eMmail notice we 
send to you at the time the !nformatlon Is available, 
or (3) to the extent perm!sslble by law, by access to 
a website that we will generally designate In 
advance for such purpose. • 

( e) If you want a paper copy, you can print a copy of the 
Disclosure or download the information for your 
records. 



(f) Tills consent appne·s to all future D!sclosures sent to 
yoLI In c:onnectlon with tile-Clover Service, the 
Agreement, or your use of tlie Clover Service or the 
Services as defined in the Agreement. 

(2) Legal Effect 

47 Glossary 

By consenting, )iou agree !hat e!er.:tronic Disclosures 
have trIe same meaning and effect as If Processor 
provided paper Disclosures to you, 1/Vhen Processor 
aends you an email or other ele.ctronic notification 
alerting you that the Disclosure Is available electronically 
and makes It available onllne, that shall have the same 
maaning·anO effect as If Processor provided a paper 
D!sclosure to you, whether or not you choose to view or 
print or download the Dis closure. 

As used In this Agreement, the following terms mean as follows: 

Address Verification Service (AV$): A service provided through 
which the merchant verifies the Cardho!der•s· address, In whole or In 
part, Pr!rnar!!y used by Ma!lffelephone/ Internet order merchants, 
Address verification Is Intended to deter fraudulent trarisactlons, 
however, an AVS Match does not guarantee that a transaction Is valid. 
An AVS request should generally be submitted with an authorization 
request. The AVS r_esponse, If available, however wlll not !mpacl 
whett1er any associated authorization request Is approved or denied. 
You may be charged an AVS fee for any AVS request you submit even 
If we are not able to provide a response to the request. 

Afflltate: Person that, directly or Indirectly, (1) owns or controls a 
party to this Agreement or (2) Is under common ownership or control 
with a party lo this Agreement. 

Application: the Applicatlon for Services executed by you. 

Authorization: approval by, or on bet,a!f of, the Issuer to validate a 
transaction. An Authorization 'Indicates only that the Issuer has 
confirmed there is sufficient availability of funds on the Cardholder's 
account at the time the Authorization Is requested, 

Authorization Approval Code: A number issued to a participating 
merchant by the Autho1•izaUon Center which confirms the 
Authorization for a sale or service. 

Authorl:z:atlon and Capture: Refers to the communication of 
Instructions from your POS device or other systems to our computer· 
systems, whether the communications are for authorization requests 
or any omer capture of Information. 

Authorization Center: A department that electronlca!ly 
communicates a merchant's request for Authorization on Credit Card 
transactions to the Cardholder's bank and transmits such 
Authorization to the merchant via electronic equipment or by voice 
Authorization. 

Bank: The bank identified on the Applicallon signed by you. 

Bankruptcy Code: TIiie 11 of the United States Code, as amended 
from time to time. Balch: A single Submission to us of a group of 
transactions (sales and Credits) for settlement. A Batch usually 
represents a day's worth of transactions. 

Business Day: Monday through Friday, excluding Bank holidays, 

Card; See either Credit Card or Deblt Card, 

Cardholder: Means the Person whose name Is embossed on a Card 
and any authorized user of such Card, also referred to as Card 
Member by American Express. 

Cardholder Information: the data contained on a Card, or otherwlse 
provided to you, t11at Is required by the Payments Organization or us 
in·order to p·rocess, approve and/or settle a Card transaction, 
Including the names, addresses and Card account numbers of 
Cardholders, 

Card Not Prasent Sale/Transaction: A transaction that occurs when 
the Card ls no{ present at the point-of-sale, including Internet, mall~ 
order and telephone-order Card sales. 

Card W>riflcatlon Codes: A t11ree-digit value pdnted in the signature 
panel of most Cards and a four"'9!git value printed on the front of an 
American Express Card. Visa's Card Verification Code is lmown as 
CW2; Masterct1rd's Card Verification co·de Is known as CVC2; the 
Card Verification Codes for Discover Network, PayPal, and American 
Express are known as a Card ldentiflcat!on Numbers (CID), Card 
Verification Codes are used lo deter fraudulent use of an account 
number in a non-face•towface 0I1V/tonn10nt, (e.g., mall orders, 
telephone orders and Internet orders). 
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Card Veriflcatlon Value (CVV}/Card Valldatlon CociG (CVC)/Card 
Identification Data (CID); A unique value encoded on the Magnetic 
Stripe of a Card used to validate Card Information during the 
Authorization process. 

CardholderVerlfication Method (CVM): A method used to confirm 
the Identity of a Cardholder and to signify Cardholder acceptance of a 
transaction, such as slgnalure., Offllne PIN, and Onl!ne PIN. 

Cash Benefits: An EBT account maintained by an Issuer that 
represents pre-funded or day-of-draw benefits, or both, administered 
by one or more government entities, and for which lhe Issuer has 
agreed to provide access Lmder the EBT program, Multiple benefits 
may be combined in a single cash benefit account. 

Cash Over Transaction: Dispensing of cash by a merchant In 
connection with a Card sale, other than a PIN Debit Card transaction, 
for the purchase of goods or se1Vlces. 

ChargG or Charges: The total price, incfudlng all applicable taxes 
and gratLllties, for !lie purchase of goods or services at a merchant for 
which a Cardholder has signed a Sales Draft or otherwise indiceted 
Intent !o pay with a Card, • 

Chargeback: A Card transaction (or disputed poriion) that ls returned 
to us by the Issuer. C!lent Is responsible for payment to us for all 
Chargebacks, 

Chip: An Integrated microchip embedded on a Card containing 
carciholder and account lnformat!on. 

Chip Card: A Card with an embedded EMV-compl!ant chip containing 
memory and Interactive capabllltles used to Identify and store 
additional data about a Cardholder, an Account, or both. 

Gia.Im: Means any claim (Including iniilaf ctaims, counterclaims, 
cross-ola!ms, and third party clalms), dispute, or controversy between 
you and us arising from or relatlng to the Agreement or prior Card 
acceptance agreements, or the relationship resulting therefrom, 
whether based In contract, tort (Including negligence, str·ict llabllity, 
fraud, or otherwise), statlltes, regu!atlons, or any other theory, 
Including any question relating to the existence, validity, performance, 
construction, Interpretation, enforcement, or termlnatlon of lhe 
Agreement or prior Card acceptance agreements or the relationsh/p 
result!ng therefrom, 

Client: The party identified as Client on the Applica1Ion. The words 
Subscriber, you, and your refer to Client. Also, sometimes referred 
to as Merchant. 

Contactloss Payment; Payment performed In a Card~Present 
Environment with a Contactless card or Payment Device (e,g,, Mobile 
phone) atthe Point-of-Transaction. 

Credit: A refund or price adjustment given for a previous purchase 
transaction. 

Credit Card: a payment account that is (a) presented to you in 
various forms (Including cards, fobs, tags, mobile devices, or virtual 
formS'), (b) bears the Mark of a Payments OrganizaHon, and (C) 
enables the Cardt1older to buy goods or services on credit. 

Credit Draft: A document evidencing the return of merchandise by a 
Cardhqlder to a Client, or other refund or price adjustment made by 

the Client lo the Cardholder, whether electronlc, paper or some other 
form, all of which must conform to Card Organization Rules and 
appllcable law. 

Credit Limit: The credit line set by the Issuer for1he Cardholder's 
Credlt Card account. 

Customer Activated Terminal (CAn: A magnetic stripe terminal or 
chip-reading device (such as an automatic dispensing machine, 
Limited Amount Terminal, or Self-Service Termlnal) that is not an ATM. 

Data Incident: any actual or potential unautho.r!zed or fraudulent 
access to (or use, disclosure, or alteration of) transaction data, 
whether consisting of a single event, a continuous course of events, 
or a series of related events. 

Data Incident Expenses: means: (a) any obllgalions th.at you have to 
us arising from a Data Incident Including EMV Upgrade Costs; (b) the 
costs of a security assessment conducted by a qualified security 
assessor approved by a Payments Organization or PCI to determine 
the cause and extent of a Data Incident; and (c) any reasonable fees 
and expenses incurred by us, or by you with our prior written consent, 
for any Mitigation Services specifically approved by us in writing but 
only lf the Mitigation Services are provided within 1 year following 
discov0ry of the relevant Data Incident. 



Data Usage Cha·rge:-Charged to you for ourprocessing of Sales 
Datc1 sent-to us. Deblt.Card:,a payment account that is (a) presented 
lo you In various forms (lr:icludlng cards, fobs, tags, mob!le devices, or 
vlrtual"forms), ·(b) bears the Mark of a Pf)yments Organization, and (c) 
enables· 111e Can;lholder' tQ buy ·goods, or "Servfces by debiting the 
Cardholder's bank a.ccou0t or stored value/pre8aid account. 

Ola(-Up Terminal:-An Autborlzation device.which, like a· tefephor,e, 
dial~ an Autl1orlZalfon Center for validation of transactions. 

D.lscount Rate: A percentage rate and/or amow1t charged to a 
merchant fbr processing.its qualifying dally Credit Card and Non-PIN 
Debit Card transactions, as set forth In the Application. Transactions 
that fail to meet applfcable Interchange requirements Will be charged 
add!tlonal amounts as set forth In Section 25.1. 
E.lectronlc Benefit TransfQr (~BT): An Electronic Benefits Transfer 
system used to deliver certain government delivered benefits, 
including without llmltatlon Cash Benefits and PNS, SNAP and WIC 
Benefits, to EBT customers, , 

Electronic Draft Captute (EDC)·: A process which al_lows a 
merchant's DlalwUp Terminal to receive Authorization and capture 
transactions, and electronically transmit them to the Processor. This 
eliminates the need lo submit paper for processing, 

EMV Upgrade Cosb!l: the costs you agree to incur to upgrade 
payment acceptance and processlng hardware and software to 
enable you to accept and process EMV-enabled Cards In a manner 
compliant with the PCI OSS. 

Entity: Means a corporation, partnership, sole proprietorship, trust, 
association, or any other legally re?ognized er,tlty or organization. 

Factoring: The submission of authorization requests and/or Sales 
Draft$ by a merchant for Card sales or cash advances transacted by 
anott,er business. Factor.Ing Is prohibited, 

Fixed Ar.qulrer Network Fae (FANF): Fee tha1 apptle:, to the 
acceptance of all Visa branded products and Is based on both the 
size and tl1e number of merchant loofitions, The fee will be assessed 
per mercl1ant laxpayer !D, based on the number of merchant 
focatioris, Merchant Category Code (MCC), and monthly Total Gross 
mercharit Sales Volume ~~sociated with each Taxpayer ID. 

Fraud Full Recourse; One of.American Express's Chargeback 
progra.ms 

General Terms: Part 2 of tile Program Gulde, Including any 
amendments or modifications. 

Gross: When referred lo In connection with transaction amounts or 
fees 1 refers to the total amount of Card sales, without set-off for any 
refunds or Credits. 

Imprinter: A manual or electric machine used to physically Imprint the 
merchant's name and ID number as well as the Cardholder's name 
and Card number on Safes Drafts, 

Issuer: The financial lnsmutron or Card Organization (or other Entity 
authorized by a Card Organization) which has JssL1ed a Card to a 
Person. 

Limited Amount Terminal: A Customer Activated Terminal that has 
dat~ capture only capability, and accepts payment for items such as 
park!ng garage fees, road !alls, motion picture theater en1rance, or 
magnetic-stripe telephones. 

Magnetic Stripe: A stripe of magnetic Information affixed to the back 
of a plasllc·Credit or Debit Card. The Magnetic Stripe contains 
essential Cardholder and account Information. 

Marks: Names, logos, emblems, btands, service marks, trademarks, 
trade names, tag !Ines or other proprietary des_ignations. 

Mastercard Account Status Inquiry Service Fee: Zero dollar 
Ace.cunt Status Inquiry Service requests {Including AVS, CVC2 or 
both), 

Mastercard CVC2 FM: A fee assessed for transactions acquired in 
the U,S, Region with the CVC2 (3-dlgit code on the back of the 
Mastercard issued card) included In !he transaction for authorization 
and where the CVC2 response value equals 'M' (Match) or 'N1 

(lnvaiid/dl_d not match), The fee will not be applied to Account Status 
, Inquiry (ASI) requests. 

Mastercari;t Dlg!tal EnablemGnt Fee: A fee assessed by Mastercard 
91") select Card Not Present trans.ac1ions. 

.Mas1ercard Proc85sing lntegrity·Foo: Tho Mastercard Processing 
Integrity Fee Is assessed in the event Mastercard cannot match an 
approved authorization to a settled transaction (within 120 days from 
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the date the authorization was granted) or aTeversal raqueSt (within a 
specific time frame), The Processing Integrity Fee can-be avoided by 
settling transactions only with an approved· authorization, (fan 
author!zatlon approval is no longer needed, It must be etectronlcally 
reversed within 24 hours for a c~rd-pres~pt transaction or within 72 
hoLirs for card- not present transaction .. • 

Media: The documentation of monetary tranSactionsi(l 1e., Sa,les 
Drafts, Credtt Drafts, computer printouts, etc.) 

Merchant lcientificatlon Card: A plastic embossed card supplied to 
each merchant to be used for Imprinting informatlon'to·be 'submitted 
with each Batch of paper Sales Drafts.-Embossed data includes 
Merchant Identification Number, name and sometimeamerchant ID 
code and terminal number, 

Merchant ldentificatlc:m Number: A number that nurrlerlcally 
Identifies each merchant location, outlet, or line of business to the 
Processor for accounting· and bllling purposes, 

Merchant Processing Appllcc!,tion:_ The Merchant Processing 
Application and Agreement E!Xecuted by Client, which is one of the 
documents comprising the Agreement. 

Marchant Provider: Any Person ehgaged by you to provide setvlces 
to you Involving or re!aHng to (1) access lo Cardholder data, 
trans~ction data or information related to either Cardholder data or 
transaction data or (2) PIN encryption, including without limitation, 
Encryption Service Organizations (ESOs). 

Mitigation Service: a service provided to a cardholder whose 
Information ls the subject of a Data rnc!dent, where the primary 

purpose of the service is to' mitigate the effects of the Data Incident, 
Including Identity theft edL1catlon and assistance and credit 
monitoring. • • 

Non-Bank Services: Products and/Or Servfces for wh(ch 13:ank Is not 
responsible or to which Bank ls n·ot a party. 

Non-PIN Debit Card: A devrce with a Visa, Mastercard, or Discover 
Network Mark !hat is ·tied to a Cardholder's bank account or a prepaid 
account and which is processed withoUt the use of a PIN. 

Non-Qualified lnterchango1 Fae: The.difference between the 
interchimge fee associated With the Anticipated Interchange Leve! and 
the interchange fee associated with'·jhe more costly interchange level 
at which the transaction actually processed, 

Non~Quallfled Surcharge: A surcharge applied to any transaction 
that fails to qualify for the Anticipated Interchange Level and Is 
theirefore downgraded to a more costly Interchange level. Tl1e Non~ 
Qualified Surcharge (the amount of which Is- set forth on the Service 
Fee Schedule) Is In addition to the Non-Qualified Interchange Fee, 
which 1s·a1so your responslbil!ty-(see above, Section 25.1) 
PAN Truncation: A proced1,.1re by which a Card holder's copy of a 
Sales Draft or Credit Draft, or as required by applicable law, the Sales 
Draft or Ctedlt Draft you retain, will only reflect the last four digits of 
the Card account number. 

Payments Organization: any payments association or payments 
network we support whose cards or other payment forms you accept 
under your merchant processing agreement. 

Person: A third parly Individual or Entity, other than·the Client, 
Processor or Bank. 

PIN; the personal identification number associated w!th a Debit Card. 

PIN Debit: a type of transaction using a Deb!t Card that requires a 
Cardholder to enter a PIN for authentication.· 

PINl8Ss Debit: a type of PIN Debit transaction that, under applicable 
Rules and for qualifying transactions, does not require the Cardholder 
to enter a PIN for authentication. 

Point of Sale (POS) Terminal: A device placed In ·a ·merChant location 
which is connected to the Processor's system via lelephone lines and 
is designed to authorlze, record and transmit setllement data by 
electronic means for all sales transactions with Processor. 

Procel:$sor: The entity Identified 'im the Appr'lcalion (other than the 
Bank) which provides certain services.under the Agreement. 

Program Gulde (also knowh as the Merchant Services Pro_gl'am 
rerms and Conditions): The_booklet which contains Your Payments 
Acceptance Gulde, the G6ne.ra! Terms·, Thfrd Party AQreements and 
the ConflrrnaUon Page, which together with the Apl)lication and ttie 

:i~1re1~~:!~;1:~~~i~n~ r~~~~~o~~;~n~~rik~ ta ~ed the.rein,· constitute 



Reeu~ring Paymant ll'tdicator:·A value used to Identify transactions· 
for which a Card!1older provides permission to a merchant to.' bill the 
Cardholder'5 Card aci~ount at.ei\her a pre:ctetermined interval 0r a:s • • 

• aQreed._by the Cardhol~€li- tor: reCurrin9 9o_ods or services, 

Rafsm~I: A message receiv'.ed from·_an lssuer·when an aUem~t'_fpr • 
Authorlzatl<m requires a·call to the·Vorca Authorization Ganter or 
Voice Response Unit (VRU). 

Rese1va: money we owe to you (net.of any obligations you owe to us) 
that we hold back in order to secure or fund your obligations with us. 

Reserve Account: An account esta:bllshed and funded at our request 
or on your behalf, pursuant to Section 31 of 1he Agreement. 

Retrieval R.equest/Tiansactlon Documentation Request: A request 
for docL1mentat!on related to a Card transaction such as a copy of a 
Sales Draft or other transaction source docuhlents. 

Rules: the ru!es, regulations, standards, releases, interpretations and 
other requirements (whether contraciual or otherwise) Imposed or 
adopted by any Card Organization and related authorities, including 
those of the PCI Security Standards Council, LLC, the National 
Automated Clearing House Association at11d (with respect to EBT 
transactions) the Quest Operating Rules. 

Sales/Credit Summary: The lder'ltlfyin9 form uaed by a paper 
Submission merchant to Indicate a Batch of Sales Drafts and Credit 
Drafts (usually one day's worl<). Not a Batch header, which Is used by 
electronic merchants. 

Sales Draft: Evidence of a purchase, rental or lease of goods or 
services by .a Card holder from, and other payments to, Client using a 
Card, Including preauthorized orders and recurring transactions 
(unless the context requires otherwise); regardless of whether the 
form of such eVidence is in paper or electron/c form or otherwise, all 
of which must conform to Card Organization Rules and appllcable 
law. 

Schedulas: Tl1e attachments, addenda and other documents, 
Including revisions thereto, which may be Incorporated !nto and made 
part of this Agreement concurrently with or after the date of this 
Agreement. 
Self~Servlce Tarrninal: A Customer Activated Terminal H1at accepts 
payment of goods or servicss such as prepaid cards or video rental, 
has electronic capability, and does not accept PINs, 

Servlcers: Bank and Processor co!lecllvely. The words we, us and 
O\Jr refer to Servicers, unless o'lheiwlse Indicated. 

Services: the activities undertaken by us to authorize, process and 
settle Card transactions undertaken by Cardholders at your 
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looa11cn(s), and all other services provided by us under'lhls 
Agreement. • • ',,.' 

Settt;·l11~nt Account: Ai,' aCcbUnt_o~~:c·pount(s) af~ _tiha,nC_i.al, 
lns11tutlon·de.slg1lated by yd1.1 as the aq9_bCl,nt _to be de_bi!etl :~n~ . , 
credl\ed by us for card tran*~c.t_i?n~1 'feesi: q~~rg~bi=l,tks ·~.ng_ oth:s; _, 
amounts due under 1heAgreem9nt or ·111 connect1oh With the • 
Agreement. . . , . . , • 

Signature Debit: a type -~f iransattfbri u'sir\g' a t)~b'lt Card th~'t 
requires the Card holder to provide a signature for authentication 
rather than a PlN. 
Store and Forward: A trMscjct!on that has been aL1tiiorlzed by a 
merchant when tl1e merchant Cannot'9btain an ,i\Uthorization,'whlle th6 
customer Is present, typically due·to a communications failure, The 
merchant will store the transact!or.t electronlcal!y In lheir h'ost system 
and retransmi1 the transaction When.communlcalions have been· 
restored. 
Summary Adjustrnent: An adjustment to yolir SLrbmission and/or 
Settlement ,A.ccounts in order to corre"c! errors, 

Telecammunlcatlon Card Sale~ lndividua1·1ocfl1 or long-distance 
telephone calls, for which the !elel]hone ser\/ice provider Is paid 
directly by use of a Card. These "do not Include, however, Calls paid 
for with pre-paid telephone ·service-cards: Telecommunication Card 
Sales are considered Card Not Present Sales. • 

Transaction Fees: Service coSts charged to a merchant on a per 
transaction basis. Transaction Integrity Fee: Fee assessed on Visa 
Debit Card and prepaid Card purchase !ransactlons that either fail or 
do not request CPS qualificat!on, 

Wireless Networks: certain ce11urar telephone and data networks to 
which we have access though·Wlrelass Vendors·. 

Wtteless servlees: wireless data communication services that use 
radio base stations and switching offered by Wireless Networks in 
order to allow you to capture and transmit to us certain wireless Card 
Authorization transactions or to transmit other communications to our 
system. 
Wiroless Software: wireless :softwa!"e (induding anY dooumeritation 
relating to or describing the wireless software) downloaded by you or 
yoLlr designee from our systems onto·the \/Vireless Equlpn'10nt. 

Wireless Vendors: one o'r more third party vendors selected by us in 
our sole discretion through whom we have acquired the right to 1·esell 
Wireless Services. 



Parn, Third Party Agreements ',I·, 

The fol!ow!ng Agreements are Third Party Agreements entered tnto 
between Client and the Third Parties fd8ntlfl~d ln the Third Party 
Agreements. 
If Client desires to receive the products and/Or serviC:es offered under a 
Third Party Agre.ement, Cnent must Check the appropriate box or otherwise 

• indiriate such desire fn the Merchant Processing Application, In which caSe 
the terms and conditions of the Third Party Agreement shall be binding 
upon Client. The Signature page in the Merchant Processing Application or 
any Schedule thereto shall also serve as a signature page to the Third 
Party Agreements. 
Client acknowledges that the Third Parties are relying upon the Information 
contained on the Merchant Processing Appflcatlon and the Schedules 
thereto, all of which are Incorporated by reference Into the Third Party 
Agreements. 

TeleChGck Solutions Agreement 
Sarvlcse 
TeleCheck will provide Company with the services indicate\::! in the 
TeleCheck Services Appllcatfon and Agreement (TeleCheck 
Application) which may Include: (1) coded lnformatlon that rt may use 
when deciding whether to accept a check or ~ectronlc funds transfer 
!tern (each an lta.m, and together, Items) when provided by Its 
consumers as payment, (2) settlement processing services and (3) 
warranty or verification services; all as described In this Agreement 
(together, Services). TeleCheck will be Company's exclusive prov1der 
of the Services dL1ring the Term (defined below) of this Agreement. 
Company agrees to the terms of this Agreement by signing the 
TeleCheckApplication; cficklng "Accept" or 10 lnstall" when presented 
via an App (as applicable and described below}; or using any of the 
Services. Company acknowledges !hat the Specialty Items 
(settlement only) seivlce does not Include receiving coded 
information, warranty or verification services. 
1.1 Delivery by Application. If the TeleCheck Services are provided 

throL1gh TeleCheck's check acceptance appUcat!on (App) that 
resides on a Clover point of sale device (a Device), Company 
agrees that this Agreement will govern Company's access to and 
use ofTeleCheck's Services on s~1ch App. Company's use of Its 
Device is subject to its agreement with the supplier of the Dev!ce 
(and not TeleChecl<), and this Agreement does not alter 
Company's agreement with i1s Device suppUer. Company will 
comply with the terms of its agreement with the Device supplier; 
and warrants that It is authorized to install and use Te!eCheck's 
App on the Device. 

1.2 Submitting Items, Company wlll designate the types of Items it 
accepts and that it will submit to TeleCheck for processing under 
this Agreement as indicated on the TeleCheck Application. 
Company must submit the Item !o TeleCheck through the 
appropriate service. For example, checks presented In person by 
consumers at Company's point of sale can only be submitted 
thl'ough the In-person warranty (or veriflcat!on) serv!ce, checks 
sent through the mail to Company can only be submitted through 
the By Mail/ Drop Box service, Company will submit all of !ts 
designated Items to TeleCheck for processing under this 
Agreement. Except for Items processed through the By Mall/ 
Drop Box service, TeleCheck will analyze each Item that 
Company submits for processing and, In its discretion, provide 
Company with an approval or decline code with respect to each 
Item. TeleCheck wlll give Company operating guidelines and 
specifications, as applicable, to assist Company with properly 
accepting and submitting its Items for processing (operating 
guidelines and specifications may be provided to Company 
electron!cally or made available via the Internet). 

1,3 Information Warranty, If Company has selected a warranty 
service in the TeleCheck Applicatlon, TeleCheck warrants the 
accuracy of the Information given In !ts approval code (the 
Information Warranty) when an Item meets the warranty 
requirements described below. Items that satisfy TeleCheck's 
Information Warranty and meet the correspondlng warranty 
requirements are Eligible Items. TeleCheck will purchase 
Ellgibfe Items that are subsequently dishonored, returned, 
reversed, or otheiwlse not paid by a consumer1s financial 
inst~uflon (U1ese Items are Return Items). companYs sole 
remt3dy for a breach of TelEICheck's Information Warranty Is the 
right to require TeleCheck to purchase an Eligible Item that 
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became a Return Item., TeleCh!;!ck'.s ,llabilltyJo Company fpr. ,. , . 
_breach of Its Information ,W~rranty will.n_ot expeecJ;the le,\3s_er pf:. 
(a) lhe amount of th8 _Eltg(Ple _li~m1 .Qr (b) fhS Wafran\y Maxlrn(.in1 
set forth In the TeteCheck'$_e'rviceAppJicatlon 'and Agreement. 
Company may accept lte·ms that do not' receive· an approval 
Code or that do not meal the warranty"requlrerrie'nts (these llerr)a· 
are· ltieliglble ltams:); however, lnBl!glble Items are not ·c0vered 
under TeleCheck's Information Warranty and Tele.Check'Wi·U not 
purchase them. 

1 .4 Warranty Requirements. Company represents and warrants 
that each Item it submits.to TeleCheck for.processing and 
coverage under the )nformatlon Warranty meets the following 
requirements: 
A. General Requirements, The followlng apply to all Items 
unless otherwise specified: 
(1) the Item was submitted to TeleCheck for processing 

according to TeleCheck's operatfng guidelines and 
spec!flcatlons, and Company obtained a single approval 
code foi- It; 

(2) the Item is drawn on the consumers: deposit account at a 
United States or Canadian financial Institution (for example, 
and without !Imitation, money Orders, cashier's checks, 
travelers checks, Insurance checks, credit card checks, or 
non-first party Items are lneHglble Jtems)•: 

(3) the Item, or a clear Image of the Item (If submitted using a 
mobile or other optical imaging device); shows fhe • • 
consumer's name, addres·s, che.ck number, and routing and 
account numbers in the MICR line (not appllcable If the 
payment Is onllne or over the phone): 

{4) the Item Is a prcperly·completed fJrst"party Item that is 
dated, payable to company, made Ol1t For the amount due 
to Company for its goods or services, and signed by •the 
consumer (not applicable If the payment Is onllne or over 
the phone); 

(5) the consumer authoriz'ed debiting its account-by electronic 
funds transfer or remotely created·che·ckfor the amount of 
the Item (an Authorization) in. accordance with 
TeleCheck's operating guideline,\> and specifications and the 
rules of the National Automated Clearinghouse Association 
(N~cha Rules), as appllcable, fbr the services utilized; 

(6) the Item represents the consumer's payment obllgation to 
Company for its goods or seivices, and has not been used 
In another transaction; 

(7) the amount of the Item (a) is for the price of Company's 
goods or services, (b) matches ihe amount submitted to 
TeleCheck for processing, and.(c) does not exceed the 
Warranty Maximum; 

(8) the Item was not submitted as a split sale or ln other ways 
to avoid these warranty requirements or the Warranty 
Maximum: 

(9) the Item Is not for credit, cash, or payment on an account. 
debt, or Item already due to Company; 

(10) the Item does not pre-date or postRdate the date of the 
transaction and corresponding inquiry to TeleCheck by 
more than 1 calendar day; 

(11) the transaction and corresponding Hem are nat subject to 
any stop payment, dispute or setaff right; 

(12) Company Is not aware of anything that invalidates the Item, 
prevents its coUecHon, or relieves the consumer from 
liability for it; and 

(13) Company provided the notices required by applicable Law 
(defined In Ssotion 21.1 below), authorizing TeleCheck to 
process the Item as an electronfc funds transfer or remotely 
created check and Imposing (and authorizing such 
processing oQ a fee for Return Items. 

8, Requirements r::or In Person Payments. If a consumer 
presents a paper check in person at Company's point of 
purchase location, in addition to those In Section •f.4 A above, 
the following requirements apply and must be followed 1n 
accordance with TeleCheck's operating guldellnes and 
specifications: (a) the consumer signed an authorfzalion to debit 



consumer's account and consumer's signature on the 
authorization reasonably matches the name Imprinted on the 
Item; (b) the authorization must be clearly and consplcuously" 
posted and a copy of the authorization must be provided to the 
consumer and (c) the Item must be voided and returned to the 
consumer after submission to TeleCheck for processing. If such 
in-person payment Is approved as a paper check that cannot be 
settled as an electronic funds transfer, the additional 
requirements In Sect/on 1.4 E below apply. 
C, Requirements For Onllne Payments. If a consumer 
makes an online payment, the followlng requirements apply in 
addition to those ln section ·fAA above: (a) the consumer 
electronically authorized the transaction In accordance with 
TeleCheck operating guidelines-and specifications and (b) the 
payment website site authenticates. lhe consumer's lden1Ity and 
uses appropriat~ site security and ln!erne1 session security 
standards in accordance wl1h the Nacha Rules. 
0. Requirements for MallfDrop Box Checks, If the consumer 
provides a paper check which was malled !n or submitted in a 
drop box to Company, the requirements in.Section 1.4A. above 
apply, exoep1 (a) tl1e cl1eck must be for payment that is not more 
than 60 days past due; (b} the check must not be post-dated or 
dated earlier than 20 days from the date of Inquiry to TeleCheck; 
and (d) Company must securely store the check for at least 60 
days following the corresponding payment transaction at which 
time It must be destroyed. Additionally, the consumer must not 
have notified Company that the check was not to be converted 
into an electron!c funds transfer. If such mail/drop box check is 
approved as a paper check that cannot be settled as an 
electronic funds transfer, the additional requirements In Section 
1.4 E below apply. 
I::. Requirements for Mobile Checks or any Checks 
Approved as Paper Only, If TeleCheck approves an Item as a 
paper check that could not be settled as an electronic funds 
transfer (I.e. check is to be deposited by Company) or the check 
Is submitted to TeleCheck as an image through a mob!le device 
(either, a Paper Settlement Item), the following requirements 
apply In addition to thos.e in Saction 1.4A above: (a) the check 
must lnc[ude the consumer's name (lmpl'lnted by the 
manufacturer), physical address (imprinted by the manufacturer 
or written on the check according to TeleCheck's operating 
guidelines~ P.O. Boxes will not be accepted), phone number 
(with area code), identification type and number (imprinted or 
written on check), Company's TeleCheck Subscriber Number 
and TeleCheck's approval code; (b) the consumer's signature 
must reasonably match the name Imprinted on the check and (c) 
Company must send Paper Settlement 11ems that were 
presented !n person at Company's point of purchase and that 
become Return Items directly from Its financial institution to 
TeleCheck within 30 days of the date on lhe check, lfthe Paper 
Settlement Item was malled !n or submitted in a drop box by the 
consumer to Company, or If the Item was presented by the 
consumer to Company and submitted through a mobile device 
by Company ta TeleCheck, and subsequent to the transaction 
TeleCheck Instructs Company to deposit the check (due to image 
quality Issues (a Redeposit Check Item), Company must 
deposit the Redeposit Check Item within 2 days of TeleCheok's 
Instruction to do so and TeleChecl( must receive it for purchase 
within 45 days of the date on the check. Paper Settlement Items 
and Redeposit Check Items may only be presented once for 
payment (TeleCheck will not accept Paper Settlement Items or 
Redeposit Check Items that Company or ii$ financial i11sUtuUon 
presented for payment more than once). In addition, Company 
must securely store the physical check for at least 60 days 
following the corresponding payment transaction. 

1.5 Electronic Images. If the Item ls Submitted to TeleCheck by 
Company as an Image using a mobile device or other image 
reader, the ability to settle imaged Eligible Items to the banking 
system depends on (a) the quality of the Image and (b) the 
banking system's ability to accept the image for settlement 
processing. Company will use a tl1ird party provider to capture 
images of Items using a mobile device (this third party, an Image 
Vendor) and submit those Images to TeleCheck. Company 
acknowledges that !ts Image Vendor will require some of 
Company's account information (including, without l1mitation, 
merchant account number, contact name, email address and 
device identifier) to submit Item Images to TeleCheck; and 
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authorizes TeleCheck to provide the lmage Vendor with the 
information necessary to allow It to submit Item Images to 
TeleCheck on behalf of Company. TeleCheck is not re~ponsible 
for the image quality of lte·ms submitted-through Company's • 
Image Vendor, or submission of the Images by· Compally'S 
Image Vendor to TeleCheck. Company will destroy the physical 
checks that were submitted as electronic images after storing 
them securely for at least 60 days. 

1,6 Authorization. Company Wilt maintain a cOpy of each 
consumer's Authorization for th~ longer of: (a) 2 years, or (b) the 
period of time required by the Nach"a Rules, Company will 
provide TeleCheck with legible copies of Authorizations within 7 
days ofreleChecl~'s request for them. 

1.7 Assignment of Items. Company assigns all lf its right, title, and 
interest in each Eligible Item that It submits to TeleCheck for 
warranty coverage when the Item becomes a Return Item. 
Company will reasonably aid TeleCheck In Its enforcement of the 
rights associated with an assigned Eligible Item. 

1.8 Processing Notices; Return Item ~ees. Company Will post, 
and provide consumers with, notices at the polnt of sale that are 
required to process Items using 1he Services and to collect fees 
on Return Items. Company will assess the highest fea amount 
allowed by applicable Laws on all Return Items, which 
TeleCheck may collect and retain from consumers. 

1.9 "Goodwill" of an Ineligible Item. TeleCheck may elect to 
provide warranty coverage for an Ineligible Item that Company 
submits for processing. Providing warranty coverage for an 
lnelig!ble Item wlll not constitute a course of dealing, waiver of 
rights, er prevent TeleCheck from rejecting warranty coverage for 
any other Ineligible Items. 

1.10 Updating Information. Company will promptly notify TeleCheck 
If (a) a consumer makes any payrnent to Company or returns 
any goods In connection with a Return Item that Is subject to 
warranty coverage, or (b) Company cancels any services paid 
for by an Item that Is subject to warranty coverage; both 
representing a full or partial satisfaction of the Return Item. 
Company's notice of payment or cancellation of services will 
Identify the consumer, 

1.11 Chargeback. TeleCheck rriay chargeback any Eligible Item that 
It purchased from Company for coverage under the Information 
Warranty if: 
(1) the consumer returned the goods or services (in whole or In 

part) that were paid for with the Item; 
(2) Company has not delivered the goods or services that were 

paid for using the Item: 
(3) tl1e Item is subject to any stop payment, dispute, or setoff: 
(4) the consumer makes full or partial payment to Company for 

the Item, or provides any form of security to ensure its 
payment: 

{5) the goods or services were initially dellvernd on credit or 
under a lease; 

(6) the purchase transaction, the payment represented by the 
Item, or transferring the Item to TeleCheck (by assignment 
or otherwise) Is void or Invalid for any reason other than the 
consumer's bankruptcy; 

(7) Campany breaches the applicable warranty requirements 
for Ellglble Items; 

(8) Company submits multiple Items or duplicate Items related 
to the same transaction for processing (e.g., deposits a 
paper Item previously submitted for processing as an 
electronic Item without TeleChecl<s direction lo do so); 

(9) Company does not s1Jbmlt its Items to TeleCheck for 
processing witl1!n 1 calendar day of the transaction date (for 
batch processing, Items must be submitted to TeleCheck for 
processing within 7 cal!::ndar days of the transaction date); 

(1 O) the consumer dlsputes authorizing the Item, Its validity, or 
the amount debited for It (except in the case of third party 
fraud committed with a consumer's check); 

(11) the consumer's Autl1oriza·tion Is incomplete or invalid; 
Compi:lliY falls to provide TeleCheck witfi a legible copy of 
an Authorization within 7 days of a request for It; or 
Company breaches this Agreement, alters an Item or 
approval code, or submits an Item with Knowledge it Is 
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likely to become a Return Item. Knowledge means facts or 
circumstances which, If known, would cause a merchant, 
using commercially reasonable judgment, to Independently 
refuse to accept an Item (including, without limltation, 
splilting single transactions Into smaller components or 
resubmitting Items that were previously denied). 

Company will immediately notify TeleCheck if it has Knowledge that 
any of the above circumstances occur. Company will continue to be 
responsible for Its charge backs aftet termination of this Agreement. 
TeleCheck may chargeback any amounts lhat exceed the Warranty 
Maximum for an Eligible Item. 
Non-Warranty SE1rv[ces 

2.1 lf any of the verification services.or the Speclalty Items 
(settlement only) services are selected by Company in the 
TeleCheck Application (Non-Warranty Services), 
TeleCheck will have no liability for any Item lhat Is 
processed using the Non-Warranty Services that Is 
subsequently returned, dishonored, reversed or otherwise 
unpaid, and does not warranty the checks processed using 
the Non-Warranty Services, There will be no paymen1 to 
Company for any loss from tran$actlons processed through 
the Non-Warranty Services. Company assumes all risks 
that Items accepted by Company may result In Return 
Items. Company will be fully responsible and Hable to 
Tele Check for all Re1urn Items, regardless of the reason or 
timing. TeleCheck wm deduct or offset all Return Items 
against any amounts to be paid to Company for Items 
settled under this Agreement or, alternatively, TeleCheck 
may initiate debits to Company's SettlementAccoL1nt 
(defined in Section 3.1 below) for all such Return Items. 

2.2 Representations and Warranties, Company represents and 
warrants that each Item submitted under any of the Non­
Warranty Services complies with the following, (a) the Item 
was submitted to TeleCheck 1n accordance with the 
TeleCheck1s operating guidelines and speclficatlons, (b) 
the consumer authorized debiting its account by electronic 
funds transfer or remotely created check for the amount of 
the ltem In accordance with TeleCheck's operating 
guidelines and specifications and Nacha Rules including, 
without limitation, providing any necessary notices to 
consumer (not appllcabte to the Speclalty Items 
(settlement only) servlces).and (c) the requirements in 
Sections 1.4, 8, C, and D (as applicable to the type of Item 
presented) l1ave been complied with. 

Settlement 

3.1 Company will Identify one or more bank accounts held ln lts 
name (each, a Settlement Accour1t) that TeleCheck will use In 
connection with the Services. Company authorizes Te!eCheck to 
(a) initiate credits to the Settlement Account for proceeds that 
correspond to Company's transactions; (b) Initiate debits to the 
Settlement Account for any amounts that may be owed or are 
required to be paid under this Agreement; (c) Initiate the 
transaction to a consumer's deposit account on Company's 
behalf for Items that are owed to_ it; and (ct) Initiate adjustments 
related to the foregoing (lncludlng, without limitation, adjustments 
for chargebacks or partial adjustments), TeteCheck may Initiate 
any transfer by Automated Clearing House (ACH) entry. 

3.2 TeleCheck reserves the right to decline processing any Item. 
TeleCheck will inmate a funds transfer for Company's 
transactions that were processed under this Agreement; less any 
amounts due from Company for fees, refunds, adjustments or its 
other obfigatiorn;, TeleCheck will typically credit Company's 
settlement funds to its Settlement Account within 2 banking days 
once the transactions are finally submitted to TeleCheck for 
settlement processing. 

3.3 TeleCheck may recover amounts associated with any 
adjustments for an Item that are made to the Settlement Account 
at Company's request or due to its error, TeleCheck may also 
recover amounts associated with any fees that a consumer paid 
lo Its financial lnslltution because of these adjustments. 

3.4 Company must promptly notify Te[eCheck if it falls to receive any 
settlement funds er if there are any changes to the Settlement 
Account. Transfer of seUlement funds may be delayed or 
misdirected if Company provides inaccurate information about, 
or falls to notify TeteCheck of changes to, the Settlement 

Account. TeleCheck ls not responsible for settlement errors that 
arise if Company provides inaccurate lnfonnatlon about, or fails 
to notify TeleChecl( of changes to, the Settlement Account. 

4 Financial Information 
Company will promptly provide any financial or other Information 
reasonably requested by TeleCheck to.perform credit risk, security, 
qualification, and other reviews related to providing the Services, 
transactions submitted, fulfillment of obligations to TeleCheck, or the 
financial condition of Company. Company aulhorlzes TeleCheck to 
obtain information from lhlrd parties when performing credit risk, 
security, qualificatlon, and other reviews. 

5 Notice of Material Changes 
Company w!ll provide TeleCheck with reasonable advance notice of 
any material change In the nature of Company's buslnes$ (including, 
without Hmltatlon, any change to Company's operations 1hat would 
materially affect Its products sold, services provided, or the 
procedures It follows for payments acceptance). The failure to provide 
TeleCheck with this notice constitutes a materlal breach of this 
Agreement. 

6 Company's Payment Obligations 
Fees. Company will pay TeleCheck for: (a) all fees and charges for 
the Services that are set forth In the TeleCheck Seivlce Appllcation 
and Agreement; (b) an Items that are charged back; (c) all 
adjustments required In connection with Company's transactions; and 
(d) all costs, liabilities, or other obligations imposed on TeleCheck by 
third parties as a result of transactions submitted by Company, Its 
actions, or Inactions. 

6.1 Other Fees. Company will also pay TeleCheck for the following 
fees and charges for the Services (as applicable): (a) Customer 
Requested Operator Call Fee (a/so called CROC or Voice 
Authorization Fee), which is an additional $2,50 fee per 
operator or Interactive Voice Response (IVR)-asaisted call that 
Company Initiates, but TeleCheck does not request: (b) 
December Risk Surcharge, which Is an additional percentage 
charge added to the Inquiry Rate for each authorization i11qulry In 
the month of December; (c) Funding Report Fee, which Is a 
$10.00 monthly fee to receive dally fund!ng or weekly funding 
reports (the Funding Report Fee does not apply ifTeleCheck 
provides the funding report monthly); (d) Inquiry Rate, which is 
the percentage rate that applies to the face amount of each Item 
(up to ihe Warranty Maximum) that Company submits to 
TeleCheck for authorization (whether or not TeleCheck [ssues an 
approval code for the Item); (e) Monthly Minimum Foe, which is 
the minimum aggregate amount of the Inquiry Rate fees that 
Company must pay on a monthly basis (If the total Inquiry Rate 
fees for Company's Items submitted during any month ls less 
than the Monthly Minimum Fee, then tt1e Monthly Minimum Fee 
wlll apply); (f) Monthly Processing Fee Is a monthly fee for 
handlJng Company's account; (g) Special Handling Fee, which 
Is a $5.00 fee applied when the following occur: (1) a chargeback 
of an Eligible Jtem, (2) an Item processed for payment must be 
corrected due to Subscriber's error or at Subscriber's request, or 
(3) TeleCheck elects (In Its discretion) to process an Item that 
fails to meet the applicable warranty requirements, or that Is a 
Return Item, as a "Goodw!ll" Item; (h) Transaction Fee, which Is 
the additional per transactlon charge for each Item that Company 
submits to TeleCheck for authorization or processing (whether or 
not TeleCheck issues an approval code for the Item); and (i) 
Unauthorrzed Return Fee Is a fee applicable to any Item that Is 
dishonored, returned, reversed, or otherwise not paid by !he 
Consumer's financial institution for the reason that such Item is 
unauthorized by the Consumer. 

6,2 Carly Termination F98. TeleCheck will suffer substantial injwy, 
for which It would be difficult to determine damages, If Company 
breaches this Agreement or terminates it early In violation of the 
Agreement's terms, TeleCheck may recover damages equal to 
90% oftl1e aggregate Monthly Minimum Fees and Monthly 
Processing Fees that are payable for the unexpired portion of the 
then-current Term as an accurate reflection of these damages 
and realistic pre-estimate of TeleCheck's losses caused by an 
early termination of this Agreement. 

7 Reserve 

7. ·t TeleCheck may require Company to fund a cash reserve 
(Reserve) in an amount that reflects Te!eCheck's assessment of 
risk, as it may determine In Its discretion from time-to- time. The 
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Reseli/e ls a payment obligation ofTeleCheck, established by 
holding back transaction proceeds or debiting the Settlement 
AcC0llnt irl order to potentially offset any obligations that 
Company may have to TeleCheck. The Reserve Is not a 
segregated fund that Company may clafm to own. TeleCheck Is 
obl!gated to pay to Company any amounts remaining from the 
Reserve after all other then~current and contingent liabilities or 

. obligations.related to Company's payment trnnsactions have 
expired, 

7.2 The obligations due to Company from the Reserve will not 
accrue Interest unless requ!reQ by applicable Laws. 

7 ,3 TeleCheck will notify Company If a Reserve Is estab!ishEld 
(Including !ts amount) or if the amount of the Reserve Is 
modified, 

7.4 TeleCheok may set off any obligations that Company owes to 
TeleCheck from the Reserve, 

7 .5 Although Company acknowledges that the Reserve Is a general 
obligation ofTeleCheck, and not a specifically identifiable fund, if 
any person ctaims that the Reserve Is an asset of Company that 
is held by TeleCheck., Company grants and acknowledges that 
TeleCheck h.:1s a security lnteres1 !n the Reserve and, at 
TeleCheck's request, will provide documentation to reflect this 
security interest. 

8 Setoff and Priority 

All funds that TeleCheck owes to Company under this Agreement are 
subject to Company's payment obltgations under this Agreement. 
TeleCheck may setoff or recoup amounts Company owes to 
TeleCheck against any fur\ds that TeleCheck owes to Company, 

9 Statements, ·Reporting 

Te!eCheck will provide Company with statements or electronic 
reporling (together, Statements) reflecting the fees, settlement 
amounta, and other information related to the Services, Company 
must review the Statements and inform TeleCheck of any errors within 
60 days following the date that the error was, or should have been, 
reported: provided, Company must report settlement or funding errors 
to TeleCt1eck wlthtn 30 days (reporting errors will enable TeleCheck to 
recover amounts or prevent them from continuing), TeteCheck will 
have no obllgatlon to provide refunds for errors that Company reports 
more than 60 days or 30 days (as applicable) after the errors were, or 
shoLIld have been, reported. Company and TeleCheck will work 
tooether to resolve Issues or disputes that arise in connection w!tll the 
Statements, or the funds credited or debited ta the Settlement 
Account. 

10 TGrm 

This Agreement begins on the earlier of the dates when Company 
signs Its TeleCheck Services Appfica1ion and Agreement, submits !ts 
first Item far processing under this Agreement, or when Company 
downloads the App {this date, the Effective Data), The length of this 
Agreement's Initial term Is designated In the TeleCheck Services 
Application !'ind Agreerrient (lnltial Term), This Agreement will 
automatfcally renew for successive one-year periods (each, a 
Rer1awal Tann), unless TeleCheck or Company provides the other 
with at least 30 days' written notice of non-renewal at the end of the 
Initial Term. The Initial letm together with any Renewal Term(s) is the 
Term of this Agreement. 

11 Termination; Modification; Suspension 

11. 1 General Termlnatlon. Either Company or TeleCheck may 
terminate tt1ls Agreement by giving 30 days1 advance notice If 
the other materlally breaches this Agreement and falls ta 
remedy the breach within 30 days of receiving notice of It. 
TeleCheck may terminate this Agreement ~ipon written notice 
ta Company for any reason (with or without cause) during its 
Term. If the Ser.1lces are delivered through TeleCheck1s App, 
Company may terminate this Agreement for any reason (with 
or without cause) during lts Term by unlnstaliing the App. 

11.2 Modification. TeleCheck may modify this Agreement\1 terms 
(Including, without llmltatlan, Its fees) upon 30 days' notice to 
Company, during which notlce period Company may terminate 
this Agreement by providing Written notice of termination to 
TeleCheck, Company's continued use of the SeNlces after \he 
30 day period contained in a notice of modification from 
TeleCheck will constitute Company's acceptance of the new 
terms. 

11.3 Suspension. TeleCheck may SU$pend Its Services or 
settlement of any funds under this Agreement If it determines 
that questionable activity occurs witl1 respect to Company's 
payment transactions {including, without limitation, if there are 
excessive Return Items associated with Company's I1ems, 
Company breaches the Nacha Rules, or if required by 
applicable laws. TeleCheck may a!so suspend or terminate i'1s 
Services If reqlIested by its Originating Financial Depositary 
Institution, 

12 Confidential Information 

12. 1 Confldentlallly. Neither party will disclose non-pub!lc 
information about the other party1s business (Including, without 
llmitaf!an, the terms of this Agreement, technical 
specifications, customer lists, or lnforn1atlon relating to a 
party's operational, strategic, or financial matters) (together, 
Confidential Information). Confidential Information does no1 
Include Information that: (1) Is or subsequently becomes 
publicly available (through no fault of the recipient); (2) the 
recipient lawfully possesses before Its disclosure; (3) Is 
Independently developed without reliance on the ctiecloser's 
Confidential Information: or (4) la received. from a third party 
that is not obligated to keep It confide11tlal, Each party will 
implement and maintain reasonable safeguards lo protect the 
other party's Confidential Information. 

12.2 Disclosure. The recipient may disclose the other party's 
Confidentlal Information; (1) to Its directors, officers, 
personnel, and representatives (including those of Its 
subsidiaries, affiliates, subcontractors or vendors) that need to 
know It In connection with the recipient's periormance under 
this Agreement, and are bound by confidentiality obligations 
materially similar to thqse required under this Agreement; and 
(2) in response to a subpoena, court order, or as required 
under applicable Laws or Nacha Rules, 

13 Data Use; Security 

13.1 Data Use. TeleCheck owns all right, tttle and interest In the 
data It obtains from providing the Services to Company. 

13.2 Data Security, Company will Implement commercially 
reasonable practices, Including administrative, physical and 
technical safeguard$, that are designed to: (a) maintain the 
security and confidentiality of Consumer Information, (b) 
protect against reasonably anticipated threats to the security 
or integrity of Consumer Information, and (c) protect against 
unautl1orlzed access to or use of Consumer Information that 
could result In substantial harm or inconvenience lo the 
consumer. Consumer Information Is customer Information 
Company receives In connection w!th any transaction 
contemplated by this Agreement. 

14 Llc,:ense to Marks 

TeleCheck grants Company a limited, nan-exclusive, nan­
transferrable, non-subl/censable, royalty-free license to use the 
trademarks, service marks and logos (together, Mafk.s) tr,at 
TeleCheck provides to Company during the Term of this Agreement. 
Company (a) may use the Marks only in the United States: (b) may 
use the Marks only In connection with its use of the Services: (c) will 
follow the brand!ng guidelines that leleCheck provides or mal<es 
available from time-to-timej and (d) will not use materials containing 
the Marks without TeleCheck's prior written permission, Company will 
not otherwise distribute, lease, subllcense, sell. modify, copy or create 
derivative works from the Marks. TeleCheck reserves to itself all right, 
title, Interest or license (express or implied) to the Marks that are not 
specifically granted to Company under this Agreement; and may 
suspend or terminate this l!cense upon written notice to Company. 

15 Indemnification 

Company will Indemnify, defend, and hold TeleCheck harmless for all 
losses, damages, costs, or expenses (Including reasonable attorney's 
fees) clalmed against It by third parties, which arise from Company's 
gross negligence, w!llful misconduct, or breach under th!s Agreement. 

16 E:xcluslori of Damages 

TeleCheck will not be Hable for lost profits, revenue, or business 
opportunities, nor any exemplary, punitive, special, indirect, incidental, 
or consequential damages (whether direct or Indirect); regardless of 
whether these damages were foreseeable or TeleCheck was advised 
they were possible. 
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.17 Llniitatlons oft.iabllity 

Tel0Check's aggregate liabmty for an'/ loss.es, _damages, costs, or 
expense$ (inCluding reasona'ble attorheys' fees) arising from anY 
cause (regardless O'f the form of action or legi:~l lheory) In con11e6tio11 
with this Agteemenl will he limited lo the te,ser of (1) $50,000, .or (2) 

. tti8 total f0es' paid to TafeCheck Lintier this Agreement during the 1'2 
• _''m9ht~~ precedliig:the eve~t gil/irlg rise to .. such llablllty, 

,18, t,.lotic_e~ 

written notices .(other than normal operations) required under _ltlis 
• Agreement win be sent by certified mail or natiomil courier {With 

tracking- and CleUvery confirmation), TeleCheck may also provide 
wr!tten notices required under.this-Agreement by regular mail. Notices 
will be effective· upon receipt. Notices to Company will be sent to the 
address It provides on the TeleCheck Service Application and 
Agreement. Notices to TeleChec:k wilt be sent to: TeleCl1eck Services, 
LLC, 1600 Terrell Mill Road, Marietta, GA30067; with copies to 
TeteCheck Services, LLC, 4000 NW 120thAvenue, MS/CON~SMB, 
Coral Springs, FL 33066, Attentlor,: Legal Dept. and 
lfillla!p.fillli§,@fise rv. qom. • 

-1·9 Third Party Beneficiaries· 

There are no third party beneficiaries'tci thiS Agreement other than 
TeleCheck's subs!dlarles and affiliates involved in providing the 
Servlco:Js to Company. Each party is- responsible for the performance 
of any thlrci parties It uses In connection with the Services, and their 
compliance with the terms.of th!s Agreement. TeleCheck Is not 
responsible or liable to Company for any errors or breaches of thls 
Ag_reement that occur because of Company's third party providers 
(e.g., without limltat!on, Issues that arls.e from ACH network 
p~rtlclpants, or it Company uses third party providers or applicallons 
to capture electronic images of Items to submit to TeleCheck). 
TeleCheck may audit Company's compliance with this Agreement 
upon reasonable notice, during normal business hours, and at 
Te!eCheck's expense; .. and as required b·y: the Nacha Rules. 

. Te!eCheck's Originating Depository Flnanclal Institution may also 
audit Company's comp!lance with this Agreement and the Nacha 
Rules. 

20 Waivers 

A piJrty's deltW or failure to exerCise anY of its rights under this 
Agre(~ment will not b~ a waiver of those rights. 

21 Compliance with Law, Choice of Law, WFAlvor of Jury Tr!al 

21.1 Compliance with Law. The pariies will Comply with all laws, 
regulatlons, and rules (Including ACH'S network niles, 
requirements, and standards; the N.ncha Rules) (together 
Laws) that are appllcable to their respective performance 

obllgations u11der this Agreement. Company acKnowfedges 
that It Is "\he Originator under the Nacha·Rules with ·respsct !o· 
!ts transactions and agrees to comply. with its.-obligatlons as an 
Originator. Company certifies that It has a legltlmate business 
need, In conr1ection with.business transactions·lnltlated by • 
consumers, for the inforniatlon provided by TeleCheck. Client . 
certifies that the information providBd· by TeleCheck will only 
be used for permissible purposes under the Fair Credit 
Reporting Act, will not be used for employment purposes, and 
will not be used by CUent for any purpos~ o.ther than one . 
transaction between Client and a consumer. Client and Its 
agents or employees shall not disclose the reaulls of any 
inquiry made to TeleCheck except to the consumer about 
whom sLIch Inquiry is niade. If Client rejects a·ny ltem(ln whole 
or In part) because of ihe information obtained from 
TeleCheck, Client shall provide to consumers all Information 
required by applicable Laws. 

21.2 Choice of Lawi Waiver of Jury Trial. This Agreement will be 
governed by New York law (Without regard to its··cholce of law 
provisions). The courts of New York, New York will be the 
proper venue for legal proceedings brought In donnecUon with 
this Agreement. TeleCheck and Company each waive their 
right to a jury trial for claims arising In connection with this 
Agreement. 

22 Entire Agreement, Amendme'nt, Counterparts 

The defined term Agreement -Includes Its schedules 1 addenda, and 
any amendments (capitalized terms used !n the schedules, addenda, 
or amendments withoLIt definition will have the meanings given to 
them In this Agreement), This Agreement Is the entire agreement 
between the parties and rep)ac_es any prior agreements or 
understa11dings (written or oral) w!th. respect to its subject mailer. 
Except as set forth In section 11,2, moc\lficatlons to this Agreement 
must be in writing, executed by the parties. This Agreement and any 
amendments may be exequ~ed electronlCally a'hd 111 counterparts, 
each of which constltules one agreement when to1ken together. 
E!ectronlc a11d other copies of tr,e executed Agreement are valid. 

23 Assignment 

Company may not assign.this Agreement without TeleCheck's written 
consent. TeleCheck may assign this Agreement upon nom::e to 
Company, This Agreement wfll'be enforceable against a party's 
permitted successors or assigns. This Agreement may not be 
continued, assumed, or assigned In the event of a bankruptcy or other 
Insolvency event without consent from the·non~bankrupt or insolvent 
parties. 
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Part 4: Additional Important Information For Cards 

··, ·, A;1;<•ElocfronlC·pundlng AutlH'>.~liation .. • 

• AU payments to Cilfm) sh_au be tl,lrou~.h 'lhe.AUtomated Clearlng H;u~~ 
(ACH) and, shall· normally be Slectronically' transmitted directly to the 
Settlement Account y6u havEi design?tecl ·or .. any'successor account 
dtislgnated·to receive provis·ibnal fun'dlhg ofc'l1el")f5 CE!rd sales pursuant·td 

• ·theAgreomi-mt. Clie'nt ~grees_ th.at any',Settlehient_Accou·nt designt:tt6d 
pursu~nt to the precedlt1g sentence_ wil1 be a __ n ~Cea Lint primarily used for 
business purposes. Neither Wells· Fargo Bank; N:A. nor Processor Can 
guarantee the time frame In which payment m-ay be credited by Client's 
financial Institution wt1ere the Settlement-Account is -maintained, 

Clie'nt hereby authorizes Wells-Fargo 8~11k, NA and Its; authorized 
• • rEipr~sentative, Including Processor, to .access tni'ormotlon from the , 

SettlernsntAccount and to Initiate credit ahd' /Or debit entries by bank wire 
or ACH transfer and ·lo authcirize yo"ur firiancial institution to block or to 
initiate, if necessary, reversing entries· and adjustments for any original 
entries made to the Settlement Account and to authorfze your financial 
Institution to provide such access and to ,creclit and/or debit or to block the 
same to such 1:1ccmmt. This autt1orlzatlon Is without respect to \he source 
of any funds in the Settl,ement Account, is Irrevocable and coupled with an 
Interest. Thrs authority extends to any equipment.rental or plirchase 
agreements which may exist with Cllenfas w911 as 1o any fees, fines and 
assessments and Chargeback amounl:S'ofwha18ver'klnd or nature·due to . 
Processor or Wells Fargo Bank, r:-,J·.A. under tf:!rms of this Agreement . 
wheiher arising·during ·or after termlnali?n bf the Agreement. This authority 
Is to renlaln In full force and effect·at all times Unless and Processor and 
Wells Fargo Bank, NA have cOnsented ·to Its termination at such time and 
in such a manner as 'to afford them a reasom:lble_opportunlty to aet on It. !n 
addition, CUon_t sh'all be _che1rged_tor each·~t:l~'Whlch ~an not be processed, 
an~ all subsequent funding may ~e-s~spended Lltltil Client either (1) 
notifies Processor tt1at ACH's can be proc.essed or (2) a new electronic 
funding agteement Is signed by Clieht: Client's ,Settlement ACcount must be 
able to process. or accept electronic; fratlsfers ,via ACH 

A,2. Funding Acki1owleti9em:aut, 

Automat9d Cl@aring House {ACH). Your fund"a for Mastercard, Visa, 
Discover Network, PayPaL- anc,I American Express-tramiactlons will 

• .ordlnarl!y be processed and tran$ferred to your flnancial institution within 2 
Business Days from tha time a_·,batch is received by Processor If your 
financ!al institution is the Bank. If your financial institution Is not the Bank, 
your Mastercard," Visa, Discover Network, PayPal, and ·American Express 
transactions w!II ordinarily be processed via the Federal Reserve within 2 
Business Days from the tlrne a batch le rec0!ved by Processor. The 
Pederal Reserve will transfer suc,I1 air1ounts to your financial lmitltu!!on. 

A.3. Additional Fees and Early Taimination 

If Client's Mas1ercard, Visa, Discover Network, PayPa!, and American 
Express transaction(s) fall to quallfy for the discount level contemplated in 

. the rates set forth in the Application, Client \Nill be billed the fee Indicated In 
the Mid~Quallfied Discount fleld or Non~Qual/fled Discount field. If you are 
utlllzlng the Enhanced Billbe.1ck Discount option, ll1e Client \Nill be charged 
the Enhanced Billback Rate on the volume of said transaction that failed to 
qualify, in addition 1o the difference between the MaBtercardNlsa/ Discover 
NetvJork/PayPal, and American Express Qualified Rate agreed 1o on the 
Service Fee Schedule and the actLIaf ir:iterchange rate assessed to the 
downgraded transaction. 

(a) Any Increases or decreases in the Interchange and/or assessment 
poriion of the fees; 

(b) T~e ~ppropriate interchange level as Is consistent with the qualifying 
criteria of each transaction submitted by Cllent; 

(c) Increases In any applicable sales or telecommunications charges or 
taxes levied by any state, federal or local authority related to the 
delivery of the serv)ces provided by Processor when such costs are 
included In the Service or other fixed fees. 

The discount fees shown on the Service Fee Schedule shall be calculated 
based on the gross sales volume of all Visa, Mastercard/ Dlscover/ PayPal 
and American Express volume. 

A Monthly Minimum Processing Fee will be assessed immediately after the 
date Client's Application Is approved. (Refer to Service Fee Schedule, If 
applicable.) 
ln addition to the PIN Debit Card transaction fees set forth on the 

• Application, Client shall be responsible for the amou11t of any fees Imposed 
upon a trnnsac:lion by the applicable di,bit network. 

The parties ·further agree and~aSkoo~leoQe th~()n -.~.ddli\Ori,t_6 an.Y •·, __ :· • 
remedlee contained herein or 9therw!s~. av~ll~b,le., 1.1_n_d~r.appllcable law· , 
and, If (a) Client breaches this A9reer_nent by lmpro'pedy termiriatJng it prio1; 
to the expiration of the ln1tl81 tefm bf \he Agreement, or (b) this Agreement 
Is terminated prior to the expiration of the.lnitlal-term·of theAgreement,due 
to an Event of Defoult, then Sei;vlcers.wi.1I euffer a.,s_ubstantial· injury .that !s 
difficult or Impossible to accurately estimate. ACQ.ordlngly, the pqrtIes.have 
agreed that the amount described below !s a reaaonable pFe-estlmate of 
Servlcers' probable loss. 

In the event that Cltent termfnate's this Agreement within ~ yea_!"$ from lhe 
date of approval by Processot and ·Wells Fargo, Bank, N.A.' or thl's • 
Agreement Is terminated by servlce'ffi·within 3 years from thErdate _cif • 
approval dtJe to an Event of D_ef8:u!t', 'C!ient'WII'! be charge_d· a fee for su'ch 
early termination, If so indicated o·n the A'p·plication' on·the Service· Fee 
Schedllle and as allowable urider' ElpPlica"bfEl•la:Ws, 

CUent1s obllgatlon with reSpect to the MonthlY Ml'n!murh'Processing Fee will 
end simultaneously with First Data,Merchant Servlces'·recelpt Of 
Termination Fee. ' 

A.4. 6050W of the lntarnal Rovenue Code 

Pursuant to Section 6050W of the lnterna1,R'evenue C6d6, m'~rchant' ' ' 
acquiring entitles and third party settlement OrganiZatlon_s are ~equlred t.o 
file an information return for each calehdar year r.epa.rtlng air payment'card 
transactions_ and third party networl~ tri;lnsac,tlons wl1h-Payi.$es occurring !n 
that calendar year. Accordlngfy,.you.wltl recehte a Form 1099~K report,ing 
your gross transaction amount$ _f6r each calendar year. Your grOss • • 
transaction amount refers to the grO;ss dollar amount _of the card .. 
transactions processed through yriur m~~chiint account. wi\h .. us. In, addltiqn, • 
amounts reportable under Sectlo(l 6050W ~re subject. to backup . 
wlthhold!ng requirements. Payor'.~ ,Will b!:) 'fequlred t,o perform baCkup 
withholding by deducting and wlt_hholdin9 income tax:from reportable 
transactions 1-f (a) the payee fa'ils_ to ·provide fhe payee's taxpayer 
ldentlficatlon number (TIN) to the payor, or (b) lf the IRS notifies the payor 
that the TIN .(when matched with the nami~) provided by 'the payee. ls 
Incorrect. Accorcllngly, to avoid baclrnp withhold Ing; It ls very lrnporiant.1ha~ 
you provide us with t11e correct name and TIN that.you-use when filing your 
tax return that Includes the trar:is_actl_ons f_or your business. 
A.5. Addresses For Notices 

Processor: 

Focus Merchant Services, LLC 
9703 Richmond Avenue 
Suite 100 
Houston, TX 77042 

Bank: 

Wells Fargo Bank,. N.A. 
P.O. Box 6079 
Concord, CA 94524 
1-844-284-6834 

Important Phon·s Nlnnbers: 
• (see also Sections .g and 16) 

Customer Service 

1-713-435-8400 
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Salas Office Focus Merchant Service Print Salas Rep Name 2T.,,a,,.h,,i,_r.,,Bc,h.,,a,,,tt"i'--------- Salas ID#, _______ _ 

M h arc ant Number Sa es R SI op, gnature p , 713-435 8400 hone . 
FMSO2510 I 1 • BUSINESS INFORMATION Page I of7 l FMSO2510 

Client's Business Name (Doing Business As): Client's Corporate/Legal Name (Use Also Far Headquarter's Information); 

Fort Bend County District Clerk's Office Fort Bend County 
Business Address: Bllling Address (If Different Than t..ocatian Address): 
1422 Euaene Heimann Circle Suite 31004 301 Jackson St 
City: lstate: 

1~~469 
City: I State: I Zip; 

Richmond TX Richmond TX 77469 
Location Phone #: 

I Location Fax #; Contact Name: 
281-341-4515 281-341-4519 Laura McLean 
Business e-mail Address: Conlact Fax#/ E-mail Address: 
distclerkAccountina@fortbendcountytx.gov laura.mclean@fortbendcountytx.gov 
Business Website Address; Contact Phone#: 
www.fortbendcountvtx.nov 281 ·633-7621 
Date Business Started: Send Retrieval .Requests to: 0 Buslness Location~~-: Corp/Legal Location 

Send Me(Chant Monthly Statement to: □ Business Locatfon • Corp/Legal Location 
Customer Sarvic0 Phone #: 1 customer Service E-mail Address: Statement Delivery Melhod: 

'choose oneJ □ Print and Mail 0 Online vta AccessOne 
□ INDIVIDUAL/SOLE PROPRIETORSHIP; Slata in which Certificate of )(TAX EXEMPT ORGANIZATION {501C) State; TX ):{GOVERNMENT (Federal, State, Loc:al) 

Assumed Name Filed; State: 0 INTERNATIONAL ORGANIZATION 
0 LIMITE'.D LIABILITY 

0 CORPOA.ATlON - CHAPTERS, C State: Location Filed: COMPANY State Flied: 

0 MEDICAL OR LEGAL CORPORATION State: 0 ASSOCIATION/ESTATE/TRUST State Filed: □ PARTNERSHIP State Filed; 

Name (ss it 11ppears on- your lnal}me tax return; i( Sal,;, Praprielor, must ino/ud,;, FEDERAL TAX ID# □ I certify !hat I am a foreign entity/nonresident alien. 
middle fnltial) (as It app9ttrs an your Income tax return) (If checkod, please attach IRS F1Jrm W-$,) 

Fort Bend County 74-6001969 
NOTE1 Fsl!ure to provide accurate Information may result In a withholding of merchant funding per IRS regulatlons, (Soo Part IV, Section A.4 of your Program Gulde for further information.) 

•s1C/MCC; 1 Final Auth. Indicator: 0 0 (Pre Auth,) 0 1 {Final Auth.) I IATNARC, {MCC 4722 Only) 
Note: '!I your buslnass; la olassiliad as High Risk and asalgmid (or is loh:lr nss!gned based upon your buslnes!I acllYIIY) any or the following Merchant Category Codes (MCC): 5006, 51167 and 78411, 
then registrnlion Is rGquired with Vis~ and/or Mastercard within 30 dnys lrom when your secount becomes active. An Annual Ragistration F~ r;f $~00 may apply tor Visa anr.1/or Maatercaro;I (total registration roos 
could lXt S1 ,000,00). Failure to re11lster tould resutt in fines 11'1 excess of S10,000,00 for violating VIM and/or Maste«Jard regulatlons2, 
1Ragiatrntlon tor MCC 7841 Is only required for non-faC-tHO•lace adult content, 
21ntormnllon hereir1, !rnil11ding ~ppllc~ble MCCs, is subject to change, 

Detailed Explanation of Type of Merchandise, Products or Services Sold: 

Court fees, parcel services fees, District Clerk fees, misc fees. 

:1, ADDITIONAL CRED!T / SITE SURVEY INFORMATION - ALL MERCHANTS 

1, Zone, X Business District 0 Industrial D Reslde1,tlar 13. Do you have a refund policy for Mastercard/Visa/ 
Discover Network• PayPaVAmerican Express OptBlue Sales? 

2, Location: 0 Mall :ii:omce □ Home □ Shopping Area D Yes )(No If yes, check one: 

D Apartment D Isolated O Door-to-Door 
0 Exchange □ MastercardNtsa/Dlscover Network-PayPaV 
0 $tore Credit American Express OptBlue Credit 

Cl Flea Market D Other If MastercardN/Olscover Network- PayPa!/American Express OptBlue Credit, wlthtn how 

How many employees: 100 
many days do you submit credit transactions? 

3, 0 0.3 0 4.7 0 8-14 O Over 14 

4, Mow many registers/Terminals; 23 14. Advertfs!ng Method (Attach at feast oriCJ('· 
O Catalog D Brochure o Direct Mail 0 TV/Rad[O 

5, Is proper llcense visible? ~Yes )!(lnternet D Phone o Newspaper/Journals D other 
Markl!tlng Materlafs required fer Mail Order, B to B, Internet over 

□ No, explain: $1 MIiiion In annuaf volume. A/ti/Ch Web Page for Internet Merchant. 

6. Where is the merchant name displayed at the site? 
15, Previous Processor: ACI 

[J Window ::Bl Door □ Store Front 
16, Check Reason For Leaving: D Rate □ Service □ Termina!ed ;8( Other: 

17, Does your business offer products and/or services to customers through a mobile 
7. Merchant Occuptes: o Ground Ftoor ~ Other: applicatiOn: D Yes )(No 

8, # of Floors/Levels: :ii: 1 D 2•4 □ 5-10 0 11+ 
If so, list name of mobile appUcat!on: N/A 

9, Remaining F!oor{s) Occupied by: Mail / Telephone Order/ Business to Business / Internet Information 
(Alf Questions must be Answered) 

O Resldentlal )( Commercial □ Combination O None 1, What Is the time frame from transaction to dellvery? (% of orders delivered in): 

1 O. Approximate Square Footage: 0-7 days 100 % + 8·14 days __ %+ 15·30 days __ "I~+ 31~90 days __ % -i-

□ 0-250 0 251"500 0 501•.2,000 )l(2,ool plus 
9M80 days __ ¾+ over180 day8 __ %c: 100% 

2, MastercardNisa/Discover Network-PayPal/American Express OptBlue sales are deposited 
11, Are customers required to !eave a deposit? (check. one): 

:ii:No □ Yes ff Yes, % of deposit required: ___ % 
)8( Date of order O Date of delivery D Other (spca/fy): 

3. DoeS any of your cardholder billing Involve automatic renewals or 
12, Return Policy: D FUii Refund O Exchange Only )( None recurring transacttons (I.e., cardholdet authorizes initial sale only)? 0 Yes :ii:No 

Focus Merchant Services Is a regl$!ered ISO of Wells Fargo Bank, N.A., Concord, CA Merchant lnltlals: ___ _ 



OBA Name· Fort Bend County District Clerk's Office M8fohanl fl: P•11• 2 ofT 

FMS02510 I 3. O W N E R S / PAR,-N ERS I OFFIC ERS 1 FMS02510 

11rovtdo the following information for eoch ltldivldual wlio owns, dlrectlt or lndlractty, 25% or more of 1h11 GqUlly lnlefest of rour busln;ss, 
or f1ho otherwise has 91gnlfleant mpona!bltlty o control, menage, or direct your bualneas. 

OWNER I PARTNER I OFF10RIR 1 OWNER / PARTNER / OFFICER 2 
NRme: (First, Ml, LMt) I ~ Ownership: Neme: ,n,.4 w, I.Jlot) I : Ownership: 
Beverlev McGrew Walker Ed Sturdivant 
Title: Telephone ti: Tltle: Telephone I: 
District Clerk 281-341-4515 County Auditor 281-341-3769 
Home Add111es: (Ne P.O. Box) 
142i ~ugene Heimann Circle Suite 31 004 

Home Addret1a: fiVo RO. Sox) 
301 Jackson Street 

City: I Slate; Zip, 

I 
Country: City: I State: Zip: lt°sl!Y= Richmond T )( 77469 USA Richmond TX 77469 

0.0.6.: SOclal Security t: D.O.S,: soclcl Securlly #: 

Olil: I State: DL H: I State: 

OWNER / PAR'FNl!R I o, ir1C1:~ 3 OWNl!A / PARTNER / OFFIOlilR 4 
NamG.: (FIM, 141, ~•at} I % O\'mershlp: Naroo: (Firat, M4 uiet) / % OWnGrslllp; 

TIiie: Telephone II: Title: Telephone t : 

Home Address: (No P.O. Box) Hom(II Addre98: (No P.O. Box) 

City: [ State: Zip: I Country: City: I State: Zip: I c ountrv: 

D.O.B.: Social Security II: D.O.B,: Social Security#: 

DLI: I State, DL #: I Slate: 

4 . SETTLEM E NT rN FO R MA'l'ION 

Depo11il Bank: Cadence Bank 

Tram1iVABA #: 278 Deposit Account #: 080 
ACH Dlllail Flag: O Individual ]!!l Comblned □ Separate {defautm to Combined If gptlor, 1101 selocted) 

.'i . TRA N SACTION INFORMATION 
JJIHANC.AL DATA WHf!.RI! IS SALE 

GroeG Y!:Afll.Y Sales Volume Avg. MastercardNlsa/Dlacover NelWork• TRAICSACTED'7 
(Cash + Credit + Dtlblt + Check) $950000.00 PayPal Tl ckel (Estimale H Ne vet Procauod In Pnl) $ 100.00 /A!u,r ,d OO'!i) 

Avel'l!IQll YEARLY MaatercerdNl&a Volume s117588.60 
Avg, An~ ric,n expross 
OptBlue Ticket (f!st/mQ/e If I/over Processed In Past) $ 100.00 S1ore Front/Swiped ~o/o 

Average YEARLY Discover Notwork • Internet ~ % 
Pnyf'al Voluma $ 38791.00 Hlgh81li 11Ckat MlOUlll $ 5000.00 

Mall order __ 0_ % 
Ave1ag11 YeARLV American Expreas 

$ 88248.34 Telephone Order __ 0_% OptBl ue Volume 

&eaaonat? M No □ Yes High Volume Montns, Opon: Totlll --12Q.% 

6, QRID INFORMATION - INTERNAL USE ONILY 

AUTHORIZATION GRID ID#: 0 USER DEFINED GRID ID#: 0 MFC GRIDfO: 0 f,pw.~. 

Meolercsrd TIERED 0 lllaa 11a11eb 0 lltSCOY6R N6TWOf!K ,PavPal 0 AMERICAN llXPAESS 0 GRID ID 8,po., A/phc./Numer/D GIIID ID O•pOS. Alpbslllum4,ro 11EREO GRID ID t ,pot.A~NQ81fr/< Op!lli~~ TIERED t,im.Alp/NJ/l/1Jmot/: 

0 0 0 
GRIDID 

Mntero■d CRl:Ofl Vi ta CREDIT DISCOVER NETWOAK -PayPo! 
MPG ID S'f'OI. Alphlll/111111/rl< MPGID S.FOO, Alpha,l'/Ullftrlo CREDIT MPG ID t,;x,,. A/pli&>M,,r.u/o 

0 AMl!RICAN EXPRESS 
Ma&telOSld DEBIT 0 \llsallcBIT 0 DISCOVER NE'rw~ 0 OplBluo Cl\1;DIT 8·JIOl,Alph-...,i• 

MPGID 81)01. A!p/111/tumortc MPG IO /J.pas. Alphl/llW1Hic DEBIT Mi'GID f,poo. Alplwl'/fi/11Ddo MPG ID 

7 , SERVIC E F l!E SCHliDULE 

Accept all Mastercard, Visa, Discover Netwol'k and American Express OptBlue 'll'aaeaot ions {))msumed, unffl any iel~l/o/18 bolow are checked) 

Mastcn,ruu llaa i:11a, sa1111i t:lmtlt~rk American Exl!ress ~lll ll!l!t 

!Ill Mastercard Credit Traneactiona l8I Visa Credit Transactions )8( Oi$Cc>var Network Credit Transactions )l!( Ainerlcan Express Credit Transactions 

J8I Mastercard Non-PIN Dobit Tran~ l8I Visa Non-PIN Debit Trans. l!!l Discover Network Non-PIN Debit Trans. 

j!i §CO)le [ ~lwom• l!J!itl"al 

□ Discover Nolwork-Payl'al Credit Transactions 

)& 13..;;c.it.unt Col~t~d ~ Dolly □ 1/1011thly 

O_WF _W_2510 

F'ocua M11rcl1aot Servloas Is a regi&tGr<id ISO o/ Wells Fargo BQnk, N.A., Concord, CA Merchant lnltlals: __ _ 



DBA Name, Fort Bend County District Clerk's Office Merchant#: Page 3 of 7 

FMS02510 7. SERVICE FEE SCHEDULE (cont'd) FMSO2510 

Dieu:n>unt Fees (Based on Grosa Sales Volume) 

Discount MPQ TXN F~e Discount Discount MPG TXN r-sa Discount MPGTXNFw 
Mastercard 0% 0 iI

i:1 Credit Qutd Credit 
Mas!ercard 

'0% 0 Visa 
Mld•Qual Credit $ Mld-Qual Credit 
Mastercard 

0% 0 Vlel!I 
Non-Qual Credit $ Non-Quar Credit 
Mastercard 

0 % $ 0 Visa Rewards 1 Worldl;'(ard Qual 
Maatercard 
Worldcard Mid• 

0 % Qual $ 0 Visa Rewards 2 
Masteri::11rd 
Worldcard Non-

0 % 0 aual 
Mastercard Oo,; 0 Vi111a 
Qual Debit aual Debit 
Ma!!rterc;llri.l Oo,; 0 Visa 
Mid•Qual Oeblt $ Mld-Qual Debit 
Masterc!lrd 

0% 0 
Visa 

Non-Qual Debit $ Nr.m-Qunl Debit 
Mastercard 
Regulated Deblt ,0 % $ 0 Visa Regulat~d 
Discount Debit Discount 

, l)lscount 

0 % 

0% 

0% $ 0 % 

0% $ 0 
Discover Ne1work-

oo/o PayPat Mld-Ouat Credit 

0% $ 0 Discover Network• 
0% PayPal Non-Qu11I Credit 

0% I 0 

0% $ 0 

0% 0 
Dklt.1over Network 
Qual Debit 0 % 

0% $ 0 
0[$COVSr Network 
Mld•Qual Debit Oo,; 

Oo,; $ 0 
Discover Network 
Non-Qua! Debit Oo,; 

Oo,; I 
O Discover Network 

Regulated Debit Dlsc't Oo,; 

0% 0% 

0% 

Discover Network•PayPal Qual Credit 

$ 0 American E):rc•" 
Opt Blue· Qu11 CrecOt 

0 Alt1(!f'lcsn !xpress 
OptBll,Je Mld-Qual Credit 

I 0 American E:<preM 
OptBlue Non-QUIii Credit 

I 0 

0 

$ 0 

$ 0 

American ExpreCl,8 OptBlue Quaf Gredll 

0% I 0 

0% I 0 

0% $ 0 

Non-Quol Fees 

0 % 0% 

Discount (llosed 
oa Gros~Sale.a 1/ol,) 

0% 

0 % Discover Naiworl< aual Debit 0 
American, Eitpr88e OptBlue has Program PrlQlng and not 

% Interchange and aro aubJeot to chan{le, 

Dlscom1t Pee MPG Rate MPG 13er Item 
M~sterct1rci 0Ua1·mect Crodil 0.00 % 0 % $ 0 

Ma$tercard Qualified Debit 0.00 % 

Visa Qualified Credit 0.00% 
ViM Qualifleci Debi'! 0.00% 0% I 0 
Discover Network• P.ayPal Qualified Credit 0.00% 0 % $ 0 
Discover Network , Payf>al Qualified Debit 0.00 % 0 % $ 0 
American Express OptBlue Qualitied Credit 0.00 % ,. , "' ' , ' 

. Other Uem J?ate ,. 
0 0 

Discover Notl.vork • 
0 

American ExPfeas 
0 Mastercari:I Credit I Visa Credit I PayPat Credit $ OptBlue Credit s 

0 0 
Discover Network 

0 Mastercard Peblt $ Vtsa Debit $ Debit $ 
I ' e I t•' 1 , v11

1 1
1' 'i ~ :\ ,,1:1 ' I' "' ' ' Other '\lo1ume,o/" ,, 

0% 0% 
Discover Network• 

0% 
American Express 

0% Mastercard Credit Vtsa Crecut PayPal Credit OplBlue Credit 

0% 0 % 
Discover Network 

0% Mastercard Debit Visa Debit Debit 
.,,,, '. 

□ .Pass Through Debit Network F~e:5 Other Item Rate $ 0 (per item) Other Volume Percent 0.00 % (per /tam) 
• < 

WEX: Other Item Rate $ Ji (per item) Voyager= aual 0% Other Item Rate $ 0 (per Item} 

□ In-Person Warranty □ Mall Order Warranty □ Single Hold Check Warranty □ Multiple Hold Cl18ck Warranty □ In-Person Paper Warranty o c.o.n. Warranty 

SE#_~--~--- Inquiry Rate ___ 0% Per TXN Fee $ __ 0 Stmt/Processing Fee $,.~... Dec. Risk Surcharge ~o 

Monlhly Minimum Fee $ 0 (Per Location) Customer Reque$ted Operator Call (CROC) $ Unauthorized Return Fee ~-mt: 
<• .. 

O Dues and Assessments V/Mastercard 
0 

V/Mastercard Retrieval 
0 

Retum Trans. 
0 Chargeback Fee (Per Item)$ Feo (12B Letter) (Per Item)$ Fee (Per Item)$ 

Sales Transaction 
0 0 0 

Other: 
Fee (Per Item)$ Batch Fee (Per Item)$ elDS Access F'ee (Flat Rate) $ 0 
EBT-

0 #, 0 
EBT ~ 

0 0 Food Stamps (Per Item)$ Cash Benefits (P~r Item)$ $ 0 

0 
Montl\ty Statement Fee 

0 0 
Pass Visa 

Minimum Monthly Fee $ (Acct on File) $ ACH AeJeot Fee (Par Item}$ Trana Integrity Fee □ Ve$ □ No 

O_WF _W_2510 

Foaus Marchant Services is a reghotarad ISO of Wells Fargo Bank, N.A., Concord, CA Marchant Initials: __ _ 



OBA Name Fort Bend County District Clerk's Office : M I ntH err; 1a : ••• 0 P 4 17 

I FMS02510 I 7. SERVICE FEE SCHEDUl.E (CQnt'd) I FMS02510 .. 
Mastercard Llcense Fee 

0 (Per Sales Item) $ (Safes Volume) 0% (Flat Rate)$ 0 
0 Monthly 
D Annually In December 

Visa Proc Fae (Per Item)$ 0 
Mas1ercard 
Proo Fee (Per Item)$ 0 Visa BIN Fee (Per Item)$ 0 

Mastercard 
IGA Fee (Per Item)$ 0 

Pass Visa Fixed Acquirer 
Network Fee (FANF} D Yes ~ No Visa FANF Card Present Upcharge (Flat Rate) $ 0 I Visa FANF Card Not Present Upcharge (Flat Rate) $ 0 
Pass Visa Pass: Visa Pa$$ Visa Pass Visa 
Acquirer Prooesslng Fee 0 Yes )(No Misuse ot Auth Fee □ Yes ~No Zero Floor Limit Fee OYes?si:No lnt'I Acqulrer Fee □ Yes ~No 
Pass Mastercard Pass Mastercard Pass DiSC01/i.H Pass Visa 
Acquirer Support Fee □ Yes 18:No Cross Border Fee □ Yes)8(No Data Usage Charge tJ Vea !8('No Acq ISAFee □ ve·s iS:No 
Pass Discover Pasij Discover Pass Discover Pass Mastercard Nat'I Acqulrer 
lnt'I Processin Fee □ Yes~No lnt'I Service Fee □ Yes )8(No g Networl( Auth Fee □,yes la,'.No Brand usag~ NABU Fee □ Yes ~No 

Aulhori:i~don & Cap'lure Transaction J:ecs Fifflt D;;ata Payee.:i!y Gateway Servi~c.s 

MastercardN!sa Auth & Capture Fee: $ ___ 0-, (per item) □ Payeezy Gateway Participation 

Discover Network PayPal Auth &, Capture Fee: $ 0 (per Item) Payelny Gataway Effective ~ate: ______ _ 

American Express OptBlue Auth & Capture Fee: $ 0 (per Item) 

American Express Pass Through (existing), SE H: ,O,_ ________ _ 

Voice AuthOrb:atlon $, ___ ~Q (per Item) 

Electronic AVS Fee 

Voice AVS Fee 

ARU F'ee 

$, __ ~o (per item) 

$ 0 (por !tom) 

$ 0 (per Item) 

'. 

Payoely Gateway One Time Setup Fee 

Payeeiy Gateway Monthly.Fee 
Payeezy Gateway Auth Fee , 

Payeezy Gateway AVS Fee • 

Payeezy PayPal Auth Fee 

Payeezy PayPal sale Fae 

. Payeez;y PayPal·Return F~ • 

, Payeezy Gateway 

$ ___ 0_ (one time) 

$ ___ 0 (monthly) 

$ ___ 0 (per Item) 
$ ___ 0 (per item) 
$ __ _Q_ (per Item) 

. $ . 0 (por.lt,m) .~·-.. , 
$ ' 0 (pii /rem) 

PeyRSZy Getaway 
TeleOheck A1.1th Fae 0 (per item) 

Pi:1yeezy Galeway 
TeleCh_eck Deposit Fee $ N/A (psrlt,m) TeleChe·ck A.djuetment Fee $ NIA (psrllem) 

•,Wlrele9s Monthly Se,rvrce Fee 

AccessOne Fee 

Customer Service Fee 

Debit· Access Fee 

' 
'\11 ,) 1\ ' ' I ~ : ': 

Annuar·Fee ,o 

$, __ ~0 Supplies: _O ______ • ___ $ 0 
$ O Olher: ~o _________ $ ___ 0 

$ 0 Olher: _0 __ ~~----- $_· _ . .J1. 
$ Oother:O $ 0 

' . "' ·; Merchant Fee Control Gtld ~1!'0$ 1. ' 
$ 0 

': '. '· ,, 
Reg. Product Fee 

TIN/lFN ln,Ailici 

W8bsite Usage 

Ottrer:, 0. 

., 

(Mmrthlyj j _ __Q_ 
(Mqnthly) $~ 

, {Per Item) $ ___ 0 . 
0 

I 
Other: 0 

' 0 D ~er Item □ ~o~thly □ .Annu~lly □ ~e~··;t~m ·8 ·~1~:~i~1y :P ~-~l;!l~·j;~-: .Mb_~:~h O , 
.. 

Month Month 0 

Commetcial Card Interchange Service Fee 0% (See Program Gu/rte for dt1raf/$ rcgl)rd/ng ·Ctimmercia"I C/Jrcl (lltfifrChange· service.) 
Pass Visa BIN!lCA Fee 
(Note: this fee can be Uti!ed for Shared Systems Only) D Yos ~ No Visa BIN/ICA Fee U_p0harge (P(!t' ftem) $ 0 

Passi Visa Staged Digital Wallot Fee □ YElS )8(f',1¢ Visa staged Olgltal Wallet Fee Upcharge (Por Item)$ 0 

Pass V1aa B28 Virtual Service Fees □ Yes )8( No 

Pass Visa File Transmission Fee □ Vas )l!iNo V!sa FUe Transmission Transaction FGe Upcharge (Per Item)$· Q_ 

Pam; Visa Acqulrer Credlt Voucher Data Procasslng Fee □ Yes ~No Visa Acquirer credit Vouch.er Data Processing Fee Upchorge, , (Pe,:Jtem) $ 0 
Pass Vfsa Acqulrer Data Processing International Vis!l Acqulref Data Processing lntern~UOm!r • 

0 Return Fee Credit: □ Yes MNo Return Fee credit Upcharge (Per Item)$ 
Pass Visa Acqulrer Data Processing lnternatlonal Visa Acqulrer Oata Processlng International 

0 Return Fee Debit: □ Yes ~No Return Fee l:lebit Upcharge (Per Item).$ 

Pass Visa AFD Non Participation Fee □ Yeo )(No Visa AFP Non Participation Feo tJpcharge'. 
' 

• · (Pa·t:ifem) $ ,o 
Pass Visa International Acqulrer Processing Fee Credit □ Yes NNo Pass Visa lnternalfonal Acquirer Processing Fee·Deblt □ Yes l8tNo 
Pass Visa Account Verification International, 
Credit and Debit Fee □ Yes ~No 

' 

Pass Vlsa APF Domestic Debit Auth RelJersal F'ee D Yes ~No Pass Visa APF Domestic Credit Auth F;leversal Fee· , □ Yes :t8!NO 
Pass Vis~ APF International Debit Auth Reversal Fee □ Yes )8( No Pass Visa APF ln!ernatlonal Credit Autl;l Reversal.Fee □ Vas '.t&No 

Pass Visa Oatc1 Consistency Di:iinestlc Fee □ Yes ~No Pass Visa Excessive Auth Attempts Domestic & Cross Border Fee □ Yes M:No 

Pass Visa. F'allback US Fee □ Yes l:8l:No Visa Fallback US Fee Upcharge '•', (Peiltiim).$ 0 
Pass Visa Network Acquirer Processing (NAPF) 

D Yes )(No Revers.ii Fees 

Pass Visa Consumer BIIIPay Participation Fee (Per Item)$ 0 Visa Consumer BlltPay Particlpoli(m Fee Upcharge (Per Item)$ 0 

Pass Vlaa Never Approve Reattempt Fees US □ Yes ~No ' 

Pass Visa Address Verification Fee US O Yes )8( No Visa Address Verification Service Fee US Upcharge (Per Item)$ 0 

Pass Visa Integrity Detall Report Fee □ Yes !&(No Vist1 Integrity Detail Report Fee Upcharg~ (Per Item)$ 0 

Pass Visa Recurring Auth DecUnQ Fee US □ Yea ~ Mo Visa Recurring Aulh Decline Fee US Upcharge (Per Item) $ • 0 

Pass Visa Base 2 Returned Item Fee □ Yes ~No Visa Ba.ae 2 Returned Item Fee Upcharge (Per Item)$ 0 
O_WF _W_2510 
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OBA Name Fort Bend County District Clerk's Office 
' March t # an ' ... 0 P S f 7 

I FMS02510 I 7, SERVICE FEE SCHIEDULE (cont'd) I FMS02510 I 

Pass Discover card Account Verlllcatlon Fee □ Yes lxtNo Discover Card Account Verlllcatlon Fee Upcharge (Per Jr.em)$ 0 

Pass Discover Network Auth Fae □ Yes~No Discover Networ11 Auth Foo Upcharge (Per Item)$ 0 

Pass Discover Prtisram Integrity Fee □ Yes)8'No Olscavar Program Integrity Fee Upcharge (Per Item)$ 0 

Pass Discover Account verification Service Fee □ Ves):ii(No Discover Account Verification Service Fee Upcharge (Per Item)$ 0 

Pesa Dlacovar Address Verification Service Fee D Yes )8( No Oiscover Address Verification Service Fee Upcharge (Per Item)$ 0 

Pass Discover Dlgltal Investment Fee □ Yes )3( No Discover Digital Investment Fee Upcharge (Safes Volume) 0% 

Pass Discover Ticket Retrleval Fee □ Yes J8l: No Discover Ticket Retrieval Fae Upcharge (Per Item)$ 0 

Pass Discover Dispute Fee (Per Jtsm) $ 0 Discover Retrieval Fee (Per Item)$ 0 

Pass PayPal Participation Authorlt.atlon Fee □ Yes ~No PayPal Participation Authorization Fee Upcharge (Safes Volume) oo/o 

Pass American l:xpress OptBfue Access Fee □ Yes )(No 

Pass American Express OptBtue Network Fee □ Yes 181:No American Express OptBlue Network Fee Upcharge (Safes Volume) 0% 

Pass American Express OplBlua Acqulrer Transact/on Fee □ Yes ):&(No American Express OptBlue Acqulrer Transaction Fee Upcharge (Per Item)$ 0 

Pass AlmHican Express OplBlue Dispute Fee 0 Vea )8tNo American Express OplBlue Dispute Fes Total (Per Item)$ 0 

Pass American Express OplBlue Retrieval Fee □ Yesl8l:No American Exflress OptBlue Retrieval Fee Total • (Per Item) $ 0 

Pa$s American Express OptBlue Program Continuation f'ea □ Yes ~No 

Pass Mastercard Processing Integrity Fee Pre Auth □ Yes )8tNo· Mastercard Processing Integrity Fee Pre A.uth Upcharge (Pet Item)$ 0 

Pass Mastercard Processing Integrity Fee Undefined Auth □ Yes NNo Mastercard Processing· lntagl'lty Fee Unde!lned Allth Uj:ichar'ge (Pef Item)$ 0 

Pass Mastercard Processing Integrity Fee Final Auth % □ Yes li!No Pass Mastercard Processing Integrity f'ee Final Auth Minimum Per Item □ Yes~No 

Pas$ Mastercard Processing Integrity Message 
□ Yes ~ No 

Mastercard Processing Integrity Me8sage 
0 Format Error f'ee Format l:rror Fee Upcharge (PerltfJm) $ 

Pass Mastercard Processing Integrity Image Fee D Yes )8t'.No Mastercard Proce,slng Integrity Image Fee Upcharg_e (Per Item)$ .0 
Pass Mastercard BIN/ICA Fee 
(Nore: rhis fee can be used for Sh~md $y~tems Only) 0 Yes )8(No Mastarcard BIN/lCA Fee Upcharge (Per Item)$ 0 

Ps1ss Mastercard Kilobyte Clearing US Fea □ Yes )8( No Mastercard Kilobyte Claarlrig US fee Upcharge (Per Item)$ 0 

Pass MaStercatd lnsiallment Purchase A, Band Refund A Fees □ Yes J8t No 

Pass Mastercard Decline Service. Foe us □ Yes ]8(No Mastercard Decline Service Fee US Upcharge (Per Item)$ 0 

Pass Mastercard Kilobyte Auth US Fee □ Yes )B(No M~stercard KIiobyte Auth US Fee Upcharge (Per Item)$ 0 

Pass Mastercard ICAAVS F~ □ Yes ~No Mastarcard ICA AVS Fee Upcharge (Per Item)$ 0 

Pass Mastercard Digital Enablement Fee o Yes ~ No Mastercard Digital Enablement Fee Upcharge (Sales Volume) 0% 

Pass Mastercard Bl.l$lru;1ss to Business US Fee □ Yes )8( No Mastercard Business to Business US Fae Upcharge (Sales Volume) oo/o 

P.nss Mastercard SecureCode Transaction Fae □ Yes )8(No Mastercard secureCode Transac.tlon Fee Upcharge (Flat Rate) $ 0 

Pass Mastercard Location Fee □ Yes ~No Mastercard Location Fee Upcharge (Flat Rate) $ 0 

Pass Mastercard ACQ Interchange Downgrade Fee □ Ves~No Mastercard ACO lnt~rchange Downgrade Fee Upcharge (Per Item)$ 0 

Pass Mll$tercard excessive Auth Attempts US Fee tJ Yes )Ht No Mastercard Excessive Auth. AtWmpts US Fee Upcharge (Per Item)$ 0 

Pass Mastercard ACQ Fre_ight Program Fee □ Yes )8!No Mastercard ACQ Freight Program Fee Upchorge (Sales Volume) 0%' 

Pass Mastercard Credential Continuity Fee D Yes )81 No Mastercard Credential Continuity Fee Upcharge (Perftem) $ 0 

Pass Mastercard Nom!nal Auth Amount US Fee □ Yes )(No Mastercard Nominal Auth Amount US Fee Upcharge (Per Item)$ 0 

Pass Mastercard Merchant Advice Code US Fee □ Ves~No Mastercard Merchant Advice Code US Fee Upcharge (Per Item)$ 0 

Pass Retrieval Received Fax/Mall Fee □ Yes )8[No Retrieval Received Fax/Mail Fee Upcharge (Per Jt@m) $ 0 

Pass Chargeback Received Fax/Mail Fee □ Yes )81No Chargeback Received Fax/Mall Fee Upcharge (Per ftem) $ 0 

Pass Retrieval Outgoing Fax/Mall Fee □ Yes~No Retrieval Outgoing Fax/Mall Fee Upcharge (Pru Item)$ 0 

Pass Chargebaclt Outgoing Fax/Mail Fee □ Yes )8[ No Chargeback Outgoil'"l9 Fax/Mall Fee Upcharge (Per Item)$ 0 

Pass Visa Accept/No Accept Fee □ Yes ~No Visa Accept/No Accept Fee Upcharge (Per Item)$ 0 

Pass Visa Accept 0~20 US Fees D Yes )8( No Visa Acr::apt 0-20 US Fees Upcharge (Per /fem)$ 0 

Pass Visa Dispute Accep"t 21-25 Fee 0 Yes )& No Pass Visa Merchant Response 0-20 Fee □ Yes ?81No 

Pass Visa Dispute Accept 26-30 Fee □ Yes ~No Pass Visa M$rchant Response 21-25 Fee □ Vas ~No 

Pass Visa Olspute No Acceptance Fee □ Yes Jg No Pass Visa Merchant Response 26-30 Fee □ Yes ?81No 

O_WF _W_2510 
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FMS02510 j 7. Sl:!RVRCl,l FEE SCHEDULE (cont'd) I FMSO2510 I 

Pass Visa: Aetrieval Fulfillment Fee D Yes !!:it No Pass Visa Case Fll!ng Fee □ Yes l8t No 

Pass V!sa Retrieval Non-Fulfillment Fee 0 Yes J8! No Pass Visa Lost Case Filing Fee □ Yes )8( No 
Pass Visa Auto Acceptance Fee (Per /r,m) $ 0 
Pass Mastercard Accept/No Accept Fee □ Yes J8! No Mastercard Accept/No AGcept Fee Upcharge (P9r(tem) $ 0 
Pass Mastercard Prearbltratlon Fee O Yes )81.'. No 

Pa.es Mastercard Case FIiing Fee □ Yes IE; No Pass Mastercard Case Withdrawal Fee D Yes j:g:No 
Pass Mastercard Lost Case Fllir'lll FeG □ Yes 18:No 

Pass Discover Accept/No Accept Fee □ Yes ~ No Discover Accept/No Accept Fee Upcharge (Per Item)$ 0 
Pass Discover Lost Case Fttlng Fee □ Yes Ji( No 

Pass American l;;xpress AccepVNo Accept Fee □ Yes Jg{ No American express AccepVNo Accept ree Upcharge (Per Item)$ 0 
Pass Dispute c.-.se Mastercard DMS ree □ Yes l8t No Dispute Case Mastercard DMS Fee Upcharge (Per Item)$ 0 
Pass Dispute Image Mastercard DMS Fee D Yes l8l: No Pass Mastercard Pres~mtment Excessive Pages Fee □ Yes ~No 

Pass Dispute Image Visa DMS Fee D Yes )8( No Prspute Image Vlsa DMS Fee Upcharge (Per Item)$ 0 
Pass Visa Pre-Compliance Image Fee □ Yes )X( No Pass Visa 1ncor11Ing Pre0 0lspute DMS Fee □ Yes l8INo 

P11ss V!sa Late Response to Dispute Fee D Yes JR( No Visa Late Response to Dispute Fee Upcharge (Per Item)$ 0 
Pass Mastercard Late Response to Dispute Fee □ Yes }l!.i No Mastercard Lats Raaponee to Dispute Fee Upcharga (Per Item)$ 0 
Pass Discover Late Response to Dispute Fee □ Yes ~ No Discover Late Response to Dispute Fee Upcharge (Per Item)$ 0 
Pass AmGrlcan Express Late Response to Dispute Fee □ Yes l8! No American E)(press Late Response to Dispute Foo Upcharge (Per,/tem) $ 0 
Pass STAR Debit Network Annual Fee □ Yes ~ No STAR Debit Network Annual ~00 Upcharge (Flat-Rate)$ 0 
Pass Pulse Debit Network Annual Fee □ Yes l8! No Pulse Debit Network Annual Fee Upcharge (Flat Rate)$ 0 
Pass NYCE Debll Network Annual Fee D Yes ~ No NYCE Debit Network Annual Fee Upcharge {Ffat Rate)$ 0 
Pass Accel Debit Network Annual' Fee □ Yes ~ No Accel Debit Network Annual Foe Upcllarge (Flt1t Rate)$ 0 
Pass Cullance Network Annual Fee □ Yes )8( No Cullance Network Annual Fee Upcharge (Flat Rate)$ 0 
Pass Interlink syste111 Integrity Faa D Yes )8( No Interlink System Integrity Fee Upcharge (Per /rem)$ 0 
Pass lnterllnk EMV Fallback Fee D Yes ~ No Interlink EMV Fallback Fee Upcharge (Per Item) $ 0 
Pass STAR Token Fee D Yes J8( No SIAR Token Fee Upcharge (Per Item) $ 0 
Pass NACHA Unauthorized Entry Fee (Per Item)$ 0 NACHA Un~uthorized Entry Feo lJpcharge (Par Item)$ 0 
Other Fees (Other)$ 0 Other Fees (Othe,J $ 0 

Secority & Corripliam:ie Fees 

Clover Security Plus 
PCI Rapid Comply 
(Compliance) & Llabllity Waiver 

(Flat Rate per month)$ 0 PCI Rapid Comply (Flat Rtite per month)$ 0 

(Flar Rats per month) $ 0 Merchant Opted Out □ Ves 

Data Protection Only {Flat Rate per month) $ 0 Clovor security Essentlals (Plat Rate per month) $ 0 
Pass PCI Non Compliance Fee (Monthly) (Flat Rate) $ 0 TransArmor Termlnal (Flat Rnte) $ 0 

Clover Fees 

Main Street Insights Fae (per MID) (Flat Rate)$ 0 Clover Go Monthly Fee (per MID) (Flat Rate)$ 0 
Wireless Monthly Service Fee (Flat Rate) $ 0 Wireless Activation Fee (Flat Rate)$ 0 

CONTINUED ON NEXT PAGE 
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FMS02510 I B. EQUIPMEiNT/THIRb PARTY INl"f'ORMATION I FMS02510 
Network {Front End): ~ Omaha □ North □ Nashville ti Buypa$$ 
Do you use any third party to store, process or transmit oardholdGr data? □ Yes l8t No 

If yes, identify Iha Third Party Processor used: □ 00 None □ 01 Yahoo □ 02 Authorize.net □ 03 Cybersource □ 04 Vertfone D 05 Merchant Lin!( D 06 Shift 4 

D 08 FIS D 09 She: Payment Services Corp □ 10 Verlslgn D 99 other (please speoify) _________ _ 

INTERNET GATEWAY; □ First Data Global Gateway ]EC Other: C=IO,cY-'--"e,_r _____________________________ _ 
Wireless Network: 

PC/Internet Software Quantity □ New 0 nant □ Purchase1 □ Leasei D Exisllng 
rermlna{ Model Quantity □ New □ Rent o Purchase1 O Lease2 □ Existing 
Printer Model Quantity □ New D Rent □ Purchase1 □ Lease2 .□ existing 
PIN Pad Quantity □ New □ Ren1 □ Purchase1 □ Laase2 □ Existing 

1 Clover Equipment Purchase Only: This Is for Information purposes only, Please reler to your equipment purchase ag/eemenl with POS Equipment Service Inc. far Information and pricing and lees for 
your equipment or hardware. You are not purchasing eq1JIpmen1 from Processor and you acknowledge and agree that Processor will have no obligation or llablllty relating to such purchase cr! 
equipment, Your purchase of equipment IS subject to aeparate terms and condlllons between you and the equipment seller. 

2 See l::qulpment lease Agreemoot for lhe Terms and Conditions governing your leased equipment. 

Early Termination Fee $ 0 The initial t~rm Qf this AgwHment Is three years from the.date ol your approval by our Cradlt Depattttu:ml 
(the Initial Term), If you terminate this Agreement before the end of tho then current term or otherwise stop proQlllHing your transactions with us, 
you wlll be charged this· Sarly Tarmlnatfon Fee. After the Initial Term, aubjoot to Pnrt IV1 Section A.3, this Agreement shali Qutomath::ally extend 
for an addftional period of one rear each leach an Ex:tonded Term). M~rch,ant Initials 

9. S:IGNATURE(S) 
Cl lent certifies that all Information set forth In this completed Merchant ProcGsslng Application Is true and correct and that Client has received a copy of the Program Gulde 
and Confirmation Page, which is part of thl8 Merchant Processing AppUoation (cons1&ting of Sections 1~9), and by this reference incorporatad herein. Client acknowledges 
and agrees that we, our Affiliates and our third party subcontractors and/or agents may uee automallc t&lephone dlallng systems to contact Cllent at the telephone 
number(s) Client has· prov!cied In this Merchant Processing Application and/or nIay leave a detailed volce messag0In the event that Cllent Is unable to be reachedl even If 
the number provided is a cellular or wlreleu number or ff CHent has previously registered on a Oo Not Call 11st or requested not to be contacted Cllent far sol citation 
purpo.,es, Cflant hereby consents to receMng commercial elec1ronlc mail messages from us, our· Affiliates and our third rarty subcontractors and/or agents from time to 
time. C!lent further agrees that Client will nol accept more than 20% of Its card transactions via mail, telephone or lnterne order. However, if your Appllcatlon Is approved 
based UROn contrary Information stated ln Section 5, Transaction Information section above, you are authorized to accept transacl!ons In accordance with the percentages 
Indicated In that section, thls signature pagQ Bl$o serves as a sl~nature page to the TeleCheck Solutions Agreement appearing in the Third Party Section ol the Program 
Guide, If selacted, the undersigned Client being "YoLI" and "Your' for the purposes of the TeleCheck Sclutlons Agreement. 
By signing below, each ol the undersigned authorlies Lia, ()Ur AfWlatee and our third party subcontractors and/or agents to verify the inform1dton contained In this 
Appllcatlon and to r8quest and obtain from any consumer raportrng agency and other sources, Including bank references, personal and business consLimer reports and 
other Information and to disclose such Jnformatlon amongst each other for any purpost:1 permitted by law. If the Application Is approve(:!, each of the undersigned also 
authorizes us, our Arflllates and our thlrd party subcontractors and/or agents to obtain subsequent consumer reports and other Information from other sources,. including 
bank references, In connection wltll the review, maintenance, updating, renewal or exlension of the Agreement or for any other purpose permitted by law and dlsclose such 
Information amongst each othGr, Each of_ the undersigned furthermore agrees that all references, fncludlng banks and c:onsurnar reporting agencies, may release eny and 
all personal and business oredit financial Information to us, our Attlllates and our thlrcl party subcontractors and/or agents. each of the undersigned authorizes us, our 
Affiliates and our third party subcontractors anct/or agents to provide amongst each other the fnformatlon contidned !n U11s MerchantProcesslngAppllcatlon and Agreement 
and any information received subsequent thereto from all reteronces, includlng bank·s and consumer reporting agencies for any purpose pennitted by law, It Is our policy 
to obtain certain information In order to verify your identity while processing your account application, 
As part of OUJ' approval, proc?-ssing se!"Vices, continuing fraud prevention and account review processes, the undersigned consents to the use of informallon galtiered 
onlina or tlmt you submit to us, and/or automated oloc:tronlc computer security screening, by us or our lhird party vendors. 
Client ButhoriZes Processor and Bank and their affiliates to debit CIJent's designated bank account vla Automated Clearlng House (ACH) lorco!.lts 11ssoc!atedwlth equipment 
hardware, software and shipping. . 
Vou further aclmowledga and agree that you will not use your merchant account and/or the Services for Illegal transactions, for example, those prohibited by the Unlawful 
Internet Gambling Enforcement Act, a1 u.s.c, Section 5361 et seq, as may be alllQ!'lded from time to time, or processing and acceptance of lransaotlons in certain 
JurisdictlonsJ'ursuant to 31 CFR Part 500 et seq. and other laws enforced by the Office of Foreign Assets Control (OFAC). To help tho government fight the funding of 
terrorism an money laundering activities, Servicers obtain, verify, and record i.ertain Information including your full name, physlcal address, and any other Information 
needed for Identity veriffcalion purposes wl1lle processing this MPA, as describec:t In 1he USA Patriot Act. 
Client oerUfles, under penalties of perjury, that tlle federal taxpayel' identiflc~t!on number and corresponding fUlng name provided herel11 fltQ correct. 
Client Qgraes to all the terms of lhis Merchant Processing Application and Agreo1nent, This Merchant Processing Application and Agreement will not 
take effect mUII Ollent has been approved .tod this Asreement has been accepted by Proce:1$QI' a~ Bank, Accep1ance by Processor and Bank wUI 
occur upon Ille earlier of the execution of this Merchant ProccMlng Application and Agreement by Processor and Bank, or the commoncement ot tlle 
pr<1vlsion of the Services by Processor qnd Bank. 

Cllent's Business Pri.ncipal/Offir:«m 

Signature X _____________ llfle ______ _ 

Print Name of Signer ___________ Date _______ _ 

TELECliECK ACli AUTliORll:ATION 
ACH Debit and Credit A1.1thorizatioru Cllent authorizes Its Ffnanclal Institution to pay and charge to its account the amount(s) due TeleCheck under this TeleCheck 
Agreement and to accept all credits and debits made to lts account bv TeleCheck via alectronfc funds transfer ln connection with TeleCheck's services under tI1Is TeleCheck 
Agreement. Thls authorization $hall remain In effect untll (30) thirty clays after revoked in writing. 

Signature X ___________________ _ Print Name/Title: __________________ Dato ____ _ 
Authorized Signature on TeleCheck Account for ACH 

Personal Guaranteei In exchange for ProcessorbWells Fargo Bank, N,A,,, (a member of Visa USA, Inc. and Mastercard International, Inc.), and TeleCheck Services/ LLC 
(the Guaranteed Parties) acceptance o1, as applica le, the Agreement, anwor the E.qulpment Agreement and/or the TeloCheck/TRS Solutions Agre·ement, the unders gned 
uncondltlonaUy and Irrevocably guarantees the futl payment and performance of Client's obli9allons under the foregoing agreemf;!nt11, as applicable, as they now exist or 
as modifred from time to time,_ whether before or after termination or expiration of such agreements and whether or not the undersigned has received notice of any 
amendment of such agreements, Ilia undersigned waives notice of d8fault by Cllentand agrees to Indemnify !he Guaranteed Parties for any and all amounts due from Client 
under the foregoing agreements. The Guaranteed Parlles shall not be required to first proceed against CHent to enforce any remedy before proceeding aga!nst the 
undersigned. This Is !I conUnufng personal guaranty a11d .shall not be discharged or affected for any reaeon. The undersigned understands thnt this Is a Personal Guaranty 
of payment and not of collection and that the Guaranteed Parties are mlylng upon this Personal Guaranty in entering Into the foregoing agreements, M applicable. 

Personal Quarantee Signature X ____________________ Print N.ame: Date ______ l 

Personal Guarantee Signature X Print Nomei Dale 
O_WF_Wj510 

Focus Merchant Services Is a registered ISO of Wells Fargo Bank, N.A., Concord, CA 
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This TransAnnor Data Protection and Clover Seivlces Participation Addendum (this "Addendum") supplements, and Is hereby made a part of, the merchant 
se1Vlces agreement (the "Agreement") you (''Client") have entered into with Processor (the entity mimed and defined !n the signature block below) and Bank or 
their respective predecessors. First Data Merchant Services LLC, Processor and Cllent hereby agree as follows: This Addendum governs the provision of the Clover 
Service and one or both of the Data Protection Service and/or the Clover Security Services (each as defined below) {coltectlvely, as applicable, the "Serulce" or 
"Services") to you by Processor, By signing below you are electing to receive the Sel'llce and you agree to the applicable tem,s and conditions set forth in this 
Addendum. Electing to receive the Clover Service means that you shall also elect at least one of either the Data Protection Service or the Clover Security Services 
for each merchSnt Identification number ("MID''), The Service is provided to you by Processor and not Bank. Bank Is not a party to this Addendum, and you 
acknowledge that Bank !s not liable to you ln any way with respect to the Service. For the purposes of this Addendum, the words ''we," "our" and "us" refer only to the 
Processor and not the Bank. The Service, transactions processed, and other matters contemplated under this Addendum are subject to the terms and conditions of the 
Agreement, as applicable, except to the extent the tem,s of this Addendum directly conflict with another provision of the Agreement, [n which case the tem,s of this 
Addendum will control. 
Clover Equipment Details: 
Exhibit A Is for information purposas only. You are not purchasing or leasing equlpment from Processor and you acknowledge and agree that Processor will have no 
obligation or llabl!Jty relating to such purchase or lease or equipment. Your purchase or lease of equipment Is subject to separate terms and conditions between 
you and the equipment seller or lessor. 

Merchant Address: 1422 Eugene Heimann Circle Suite 31004 Richmond TX 77469 

Phone No,: 281-633-7621 

Merchant Email (required to receive Clover equipment activation code): laura.mclean@fortbendcountytx.gov 

Partner Email Address: 

Merchant OBA: Fort Bend County District Clerk 

Existing MID# (If applicable): 

Business URL: 

Menu URL (II applicable): 

Cfov@r ~~: 

Clover Services$ O.OO (Per Device) , Qty: 0 $ O .OO (total ,oer month) 
(Charges for Cf over Services may appear on your monthly statement. Clover Service Fees may be billed through the Clover App Market, depending on the 
device.) 
~Additional fees may be assessed against existing Clover merchant accounts boarded prior to 02/20/2020. 

TransArmor Service Fees: 

TransArmor Tokenlzatlon and Encryption Fee 

TransArmor Essentials Solution Fee 

TransArmor Minimum Monthly Fee 

TransArmor Token & Encryption 

TransArmor Token 

TransArmor Token Registration 

Clover Security Services Full Bundle Fee 

Clover Go Service Fees: 

Clover Go Setup Fee 

Clover Go Monthly Fee (per M!O) 

Clovef Go NFC/EMV/Chlp Reader v2 Bluetooth 

Clover Go v2 Cable-less Stand 

Clover Go v1 NFC Stand 

C!over Go NFC UniClip 

Deployment F~e 

$ (flat rate Qer month) 

$ (flat rate per month) 

$ (flat rate per month) 

$ Dlsllle,~.P..~Ll!l9!Jlhl 

$ Lflm..t:iil~ per month) 

$ (flat rate per month) 

$ {Hat rate per month) 

$ 

$ 

(FD ClvrGo NFC RDR v2) $ (Per Device) 

(ClvrGo Dock v2) $ (Por Device) 

(Clover Go NFC Stand) $ (Per Device) 

(CloverGo UnlCllp) $ (Per DeViGB) 

$ (Per Device) 

Oves □No 
Oves □No 
□Yes □No 
□ Yes □No 
□Yes □No 
□Yes □No 
□Yea □No 

X Qty: • $, __ _ 

X Qty: $, __ _ 

X Qty: • $, __ _ 

X Qty: $, __ _ 

X Qty: • $, __ 

Omaha_W_ CloverDPT A_2502 
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CLOVER TERMS AND CONDITIONS 
1. Clover §,ervigey 

1.1. Deflntt101is. Cap/tali.zed terms used herein shall have the 
meanings given to sucb terms as s~t forth in this Addendum or as defined 
elseVv"here in the Agreement. 

"Cfov-er Marks" means the names, logos, emblems, brands, service 
marks, trademarks, trade names, ·•tag lines or other proprietary 
designations of Clover Network, LLC, an affiliate of First Data Merchant 
Services LLG. 

'.
1Clover Service'' means the website associated with the Clover 
Service, the object code version of Clov.er softWare applications (whether 
0\11/Tled or licensed by Clover) resident on·. a Device at the time we provide you 
with tha Dev!ce and the object code version of the s9ftware that enables 
the applications resldont on a Device at the time of provisioning, and any 
related updates (Including software ri1alnten'anca or bug fixes} and any 
materlals, documentation and derivative works released by Processor 
from tirnA to timia. For the avoidance of doubt, the term software In 
the preceding $entence does not Include· any software that may ba 
obtained by you separntely from the Clover Serv!Ca (e.g., any applications 
or software downloaded by you through. S:n application marketplace). 
The Clover Service I~ de0med part ofthe "Services·," as defined In and 
provided Lmder the Agreement. 

1rcustomer11 means a Person who inakes a purchase of goods or 
.services from you, the transaction for which utllfzes thEI Clover Service. 
;,Customer Information'' means info.rmation abOut your Customers 
.(e.g., name, mailing address, e-mail address., telephone .number) 
obtained In conne"Ctlon with your use of the aover Service. 

"Device" means; a tablet, smartphohe, or other ITlobile or fixed form 
factor .1t1ent1·fiad by Processor from time to time af compatible with and 
capable of suppottlng the Clover Servlce. 

"Third .. Part~, S·ervlces" are .t.he Serv!c.es, p!'oducts, promotions or 
applicatlcms provld.ed by someone other U7an processor, 

1.2. ··.,. Y~-~n.t. During the tenn of this Addendum, Processor 
grants you a personal, lf.mited, non-exclusive, revocable, non­
transforable licens_e, without the right to subllcense or assign in any way, to 
electronically ac:cess and use the Clover Servlc.e for your Internal 
business use solely In the United States to manage your establishment and 
conduct associated t}oint of sale activities within . the United States in 
accordance with thi!:> Addendum. 

For purposes of thie Addendum "United States" does not Include U.S. 
Jerritories or possessions, The Clover ServicF) Is for your internal 
business use only. This Addendum does not grant you any rights ta the 
Clover Marks. All Intellectual property"and proprietary rights In or related to 
the Clover Service and the Clover Marks are and will remain our, our 
affiliates', our vendors', or our !!censors' (as appliceble) sole and 
exck1sive property, and any and all right, title and interest associated with the 
Clover Sarv!ce not expressly granted by Processor In thls Addendum are 
deemed withheld. 

1.3. Restrictions. 

1.3.1. All right, titre and.interest in and to all confideniial information and 
intellectuaf property related to. the Clover Service (including 
Claver Marks, all software, the content of any materfa!s, web 
screens, layouts, processi1Jg techniques, procedures, 
algorithms, and methods and any updates, changes, 
alterations, or modifications to or derivative works from such 
fntellectual property), owned, developed or licensed by us at any 
time or employed by us In co11nection with the Clover Service, shall 
be and will remain, as between us and you, our or our affiliates', 
vendors' or licensors' (as applicable) sole and excluslve property 
and all right, tltle and Interest associated with the Clover Service 
not expressly granted by us In thlsAddendum are deemed withheld, 
You shall not use Clover Marks In any manner, lncludtng In any 
advertisements, displays, or press releases, without our prlorwrltten 
consent 

1.3.2. If we provide you with copies of or access to any software or 
documentation, unless otherwise expressly stated in writing, that 
software and documentation Is provided on ·a personal, non­
exclusive, non-transferable, nonRasslgnable, revocable limited 
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license for the period of your subscription to the Clover Service 
and solely for you to access and use the software and 
documentation to receive the Clover Service for Its Intended 
purpose on systems owned or licensed by you, 

1.3.:3. You sh(.)11 not and shall not permit any third party to do any of the 
following: {a) access or attempt to access the Clover Service 
(or arw part) that ls not intended to be made available to you or 
made ava!lable for public use; (b) decompile, d!sassemb(e, 
reverse engineer, or otherNlse attempt to reconstruct or 
discover by any means any source code, underlying ideas or 
algorltilms of the Clover Service ( or any part), except to the extent 
that such restriction Is e,pre,sly prohibited by law; (c) modify, 
translate, or alter In any manner, the Clover Service (or any part} or, 
the Clover Marks: (d) create derivative works o'f or based on the 
Claver Service (or any part) or the Clover Marks; (e) except for 
backup and archival purposes, directly or lndlrectly copy the Clove~ 
Service (or any part): (f) republish, upload, post, transmit, 
dfac!ose, or distribute (In any format) the Clover Service (or any 
part) except as permitted herein; (g} access or use (In any fonnat) 
the Clover Service (or any part) through any time-sharing 
service, service bureau, n8twork, consortium, or other means; (h) 
rent, lease, sell, sublicense, assign, or otherwise transfer your 
license rights to any third party, whether by operation of law or 
otherwise:(!) use or s_hip the Clover Service (or any part) outside 
of the United States, or access the Clover Service (or any part) 
from outside the United States, w!thout In any case obtaining our 
advance written cOnsent; U) remove,· relocate, or otherwise alter any 
proprietary rights notices from the Clover Service (or any part) or 
the Clover Marks; (k) perform or attempt to perfolTn any actions 
that would lntetiere with the proper working of the Clover Service, 
prevent access to or use of the Clover Servi_ce by other users, 
or In our reasonable judgment impose an unreasonable or 
disproportlonately large load on our infrastructure, network 
capability or bandwidth; or (I) llSe the Clover Set\llce (or any part) 
except as pennltted .in Secti'on 1. 2. You shall not take any action 
Inconsistent with the stated title and ownership in Section 1.2. You 
wll! not file any action, in any for'Um that challenges the 
ownership of any part of the Clover Senrlce, any related software, 
msterials or documentation. Failure to comply with this provision 
will constitute a materlal breach of t11ls Addendum. We have the 
right to immediately tarrriinate this Addendum and your access 
to and use of the Clover Service In the event of a challenge by 
you. 

1.4. Clover Service Limitations and Reguirementlii-

1.4.1. You may access the Clover Serv!ce through your Devica using a 
wired (ethernet) or wireless (wlfi or ceUular) connactlon to the 
Internet. You are solely r9sponsible for the payment of any fees that 
may be imposed by your Internet/data provider. Your use of the 
Clover Service may be subject to: (a) the terma of your agreements 
with your Internet/data provider; and (b) the availability or uptime 
o'f the services provided by your Internet/data provider. 

1A.2, You may use tho C!ovor Service to conduct point of sale 
activities offline. Transactions initiated omine will be queued and 
submitted for authorization when Internet connectivity to the Clover 
System is restored. However, you assume all risk, responslbl!lty and 
liabil!ty associated with any transaction that you choose to conduct 
while the Clover Service is usad offllne. 

1,4,3, The Clover Service does not function with every mobile device. 
Processor may alter which Devices are approved as compatible with 
the Clover Service In our discretion from timeMto-tlme. 

1.4.4. The default version and functionality of Clover software applications 
that are accessible at the time you acquire a Device may vary from 
time to Ume as determined by Processor.or an affiliate of Processor. 
Notwlthstandlng anything to the contrary herein, software for certain 
Clover Devices may only be offered by Processor or an affiliate of 
Processor as applications via an application marketplace. • 

1.4.5. We may perform maintenance on the Clover Service from time to 
time wh!ch may result in service Interruptions, delays, or errors. We 
will not be liable for any such Interruptions, delays, errors, or bugs. 
You agree that we may contact you in order to assist you with the 
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TransArmor Data Protection and Clover Security Services Participation Addendum 
'Clover Service and obtain information needed to Identify and fix any 
errors. 

1.4.6. You shall at an: times comply wtth ahy opemting procedures, 
requirements, or gu/delines·regardlng your use of the Clover Service 
that are posted on the Clover website or otherwise provided or made 
available to you (collectively, "Clover Ops ' 

1,4:,7, You shall comply with the following /'Elqulremants in connection with 
your use of the Clover Service: 

a) With respect to each of yo~r Customers who requests the 
dellveIy of .marketing materla_ls, trans.aCtion receipts or other 
communications from you via text message or emaH, such 
Customer must give his consent In writing or ,enter his phone 
nurriber or email address In the approp'rlate space on the device 
and provld_e such consent vra a check box_ .himself on the Device; 
you are NOT permitted to add or modify any Customer 
lnforrl)atlon (including _but not !lmlted to phone number and 
email address) or any Cllstomer's corisent indication on behalf 
Of a Customer. • 

b) . You (or your agenti:; acting on your behalf) may only send 
marketing materials or other communications to the 
Cus"tomer's provided phone number,· street address and/or_ email 
address if the Cuatoriier has specifically conseiited by checking 
(himself) the applicable box displayed on the Device, 

c) NOTWITHSTANDING THE CA~ABILITY OF THE CLOVER 
SERVICE TO COLLECT AND STORE CUSTOMER 
INFORMATION .AND T() ALLOW YOUR CUSTOMERS TO 
ELECT TO RECEIVE MARKETING MATERIALS FROM YOU 
SOME STATES MAY LIMIT YOUR USE OF SUCH INFORMATION 
ONCI( COLLECTED AND/OR YOU'R DiSCLOSURE OF SUCH 
INFORMATl()N TO THIRD PARTIES; EVEN If THE CUSTOMER 
HASPROVIDEDHISCONSENT,AND/ORYOUR DISCLOSUREOF 
SUCH INFORMATIONTOTH.IRDPARTIES, YOU ACKNOWLEDGE 
ANDAGREETHAT(l)YOUR USE OF CUSTOMER INFORMATION 
OBTAINED IN co,NNECTION WITHTfiECLOVERSERVICEMAY 
,BE SUB,JECT TO LOCAL,·. STATE, 'AND/OR FEDERAL.LAWS, 
RULES, AND REGULATIONS, (ll)YOUARE SOI.EL YRESPONSIBLE 

• FOR ,KNOWING SUCH LAWS, R.ULES, ANO REGULATIONS, AND (Ill) 
YOU WILL AT ALL TIMES STRICTLY COMPLY WITH ALL.SUCH 
LAWS, RULES, AND REGULATIONS, 

d) You shall provide and obtain any disclosures and consents 
related _to the E~SIGN Act that may bs required in connection with 
your communications snd agreements with . your Customers 
through the .Clover Service. 

·1,5. Third Party SQrvlcea. The,Clover-Servlce may contain links to 
addltlonal services provided by Processor or Its affiliates as well as Third 
Party Servl.cea (e.g., an application marketplace). lfyou decide to use Third 
Party Services, you wilt be responsible .for reviewing and understanding 
the, terms and conditions associated with Third Party Services (including 
obtaining and maintaining any . required third party hardware and/or 
software that Is required for the Third Party Services to work with the Clover 
Service). Any access of or content downloaded or otherwise obtained 

. through the usa of Third P8rty ser\l!ces Is ·at your .own risk. Third Party 
Services are not govemed by tile ·terms and Conditions of this 
Addendum or the Agreement. ANY • CONTENT DOWNLOADED OR 
OTHERWISE OBTAINED THROUGH Tl'IE USE • OF THIRD PARTY 
SERVICES (E.G., APPLICATION MARKETPLACE, AND NY APPS 
AVAILABLE AT SUCH APPLICATION , MARKETPLACE) IS 
DOWNLOADED AT YOUR OWN RISK. PROCESSOR WILL NOT BE 
RESPONSIBLE FOR ANY ACTIONS OR ANY FAILURES TO ACT OF ANY 
THIRD PARTY, AND PROCESSOR EXPRESSLY DISCLAIMS ANY 
LIABILITY RELATED TO ALL THIRD PARTY SERVICES, PROCESSOR 
DOES NOT WARRANT, ENDORSE, GUARANTEE, OR ASSUME' 
RESPONSIBILITY FOR ANY PROVIDER OF A THIRD PARTY SERVICE OR 
ANY THIRD PARTY SERVICE OR PRODUCT ADVERTISED OR 
OFFERED THROUGH • THE CLOVER • SERVICE OR ANY 
HYPERLINKED WEBSITE OR SERVICE, OR FEATURED IN ANY 
BANNER OR OTHER ADVERTISING, AND PROCESSOR WILLNOTBE 
APARTYTO OR INANYWAYMONITORANYTRANSACTION BETWEEN 
YOU AND PROVIDERS OFTfllRD PARTY SERVICES OR PRODUCTS, 

1.6. Account Registration. We may require you to register and 
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create a "Member" or "Merchant" account to use the Clover _Se_rv!ce, l.f and 
when prompted by our registratlcin procesS, you a9i-ee\o .(i:i) provide tru8, 
accurate, current and complete !hform6fam about yourself and/or your 
business, and (b) mafn.taln and u,pd~te this. l_nformatlon to keep· It .trwe, 
accurate, current and complete. If any informat!on provided by you is 1,1ntrue·, 
Inaccurate, not current or Incomplete, we: h_ave the right to terminate 
your Clover Service account ("~cco~nt") and. rafusa any and all current or 
future use of the Clover S.ervice. . • • • • • 

1.7, Privacy a.nd • Data . ·use, All- data ·.colle~t~d from ·you at 
www.c!ovar.com or in ccnnectl9n with your use of the Clover Service 
including Customer lnfi::mnatlon, ,transaction ,tnfo.rmallon _and tnfonnatlo~ 
about your business and e'mpfoy8es usad_ with or. stored In. or .by the 
Clover Services (coHectlvely, "Account Data"), _Is collected bY. Clo:ver 
Network, LLC. and not Processor o~ Sank; therefore, the use and sharing of 
such Account Data Is c~ntrollad bY.the Clover Network, LLC. Privacy Policy 
(available at hltps·/NNvW.clover.com/prtyacy"poI1cy} You.acknowled~e and agree 
that we may acr.eas your Account Data.w:ori our request to Clover and our 
use 6f your Account _D.ata .rS goV.6rned b1/ the terms set forth In the 
Agreement. . . • • 

1.8. Protectl~g Your lnforlltation, 

1.8.1. You are solely responslbl0 for· ensuring 1!lat yoi:ir account 
numbers, passwords, security questions and answers, lo9ln detalls 
and any other sec'urH:Y or access ·Infonna:tI6n used by you to use or 
access the Clover Service are kept s8fe and confidential. You 
n1ust prevent unauthor!:z::ed ,access to and - use of any Account Data. • 
Youareresponslbleforall electronic communlcatlqns sent to us or 
to any third party (!ncl_udlng , Cl.,1::1ver Network, L,LC) containing 
Account Data and for.all wssi:;; .of the Q!qver Service or any software 
provided or approv~d by Proc~ssor,to auth0nticat_e access to, and 
use of, the Cl9ver ServJce ,and ·any so'ftware. Wh@:n we receive 
communications_ cqnta!~tn9 Acco._u,nt Dilta_, • we ass.UITle you sent 
It to us. Process_or has the ri~ht to raly oh u'ser names, p€lsswords 
and other signor_ cr.edentlals; ·s.tceSs controls for .. the .. CJoVer 
Service or any softWBre' provid8d or a)JproVed tiy ·Processor to 
authenticate ·access to,_ ·and: use o.f, the Clover Service and. ·any . 
software. Yot.J must·lmm.edlatety_notify us If you .become aware of. 
any Joss, theft or unauthorized use of a:ny Account Data (see Cltiver 
Seivlce support center contact Information below). We reserve the 
right to deny you access-to the Clover .Service, in whole or in part tf 
we believe that any los3,: theft or ,unauthorized use of a~y 
Account Data .or access information has occu11ed, 

1.8.2, You may submit comments or ideas about the Clover Service 
includl1_1g, without limitation, .about how to improve the Clove~ 
Service. By submitting· ·'any . Idea, you agree that: (a) we 
expressly disclaim -any·. confidentiality obllgations or use 
restrlctions, express or, implied; wlth respect to any idea, (b) your 
submission will be non-confidential, and (c) we are free to use and 
disclose any idea, on an. unrestricted basis without notifying or 
compensating you. You release us. from all llablllty and abl!gatlons 
that may arise from our receipt, l'Bview, use or disclosure of any 
portion ·of any Idea. 

1.9. Accuracy of Information. You _a,re solely re_spon6ibla for 
ensuring the accuracy, qualltyi integrity, leg~Uty 8;nd appropriateness of .all 
Information and data regarding_ your business that you. provide to us or oUr 
service providers in connection· _with the. qqver S!3:rv!ce. In addition, 
you are $olely responsible for verifying. that al_l lnform~tion and dat_a loaded 
onto a Device by us or our servlct:i providers at your request are accurate 
prior to yoLir business use of such.Device. W.e and our serv!_ce providers 
disclaim any and all liability .,-arising ol.Jt of any inacouracle~ with 
respect to such information or dat~ you provide. 

1.10. Clov•r Service Disclaimer, USE OF TH(:: ClOVER SERVICE 
IS AT YOUR OWN RISK. TO THE MAXIMUM EXTENT PERMITTED 
BY APPLICABLE LAW; THE CLOVER SERVICE IS. PROVIDED "AS 
IS" WARRANTIES OF ANY KIND (EXRRESS OR IMPLIED) TO YOU OR 
ANY OTHER PERSON, INCLUDING, WITHOUT · LIMITATION, 
WARRANTIES REGARDING .QUALITY, SUITABILITY, ACCURAC'r: 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR 
NON-INFRINGEMENT, OR THAT THE CLOV.ER SERVICE WILL 
FUNCTION OR OPERATE UNINTERRUPTED OR ERROR-FREE, .OR 
THAT THE CLOVER SERVICE IS SECURE,. FREE OF VIRUSES OR 
OTHER HARMFUL COMPONENTS OR DOES NOT INFRINGE ON • 
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THE RIGHTS OF ANY PERSON. 

_1.11. Indemnity, Without limiting your Indemnification obUgatlons In the 
Agreement, you agree to indemnify and hold u·s harmless from and against 
all losses, liabUltles, damages, and expe'nses (Including reasonable 
attorneys· fees) arising out of or relating to: 

a) Your failure to comply with all terms and conditions In this Addendum, 
including but not limited to the Clover Ops G,ulda; 

b) Your use of any Customerlnfonnatlon obtained In connection with your 
use of the Clover Service; 

c) The content or delive1y of any marketing messages that you send or 
cause to be sent to any Customer pho[le number or email address collected 
through the use of the Clover Service; or 

d) . Any other party's access and/or use of the Clover Service with your 
user name$, password, other appropriate security coda1 or any other sign 
on credentlals/access controls for the Clover Service or any software 
provided by or approved by L!S _to authenticate access to, and use of, 
the Clover Service and any software, 

1.12. ~- By selecting the Data Protection Service, the terms and 
conditions set forth In Section 2 shall apply, By se/·ecting the Clover 
Security Services, the terms and conditions set forth in Section 3 shall 
apply (and certain provisions of Section 2 as Incorporated therein and set 
forth below). 

DATA PROTECTION 
2. bata Protection Sel'Vice, If you elect th~ Data Protection 
~ervice, the terms.and conditions set forth in this Section 2 shall apply, 

2,1, ~finitions. Capitaliz~d terms ySed here!ri shail have -the 
meanings .given to such tenns as set forth In this Addendum or as defined 
elsewhere In the Agreement. • • 

uoatn Protection Servleej' or "Encryption and Tokenlzatlon" means 
those services described In Section 2,3 below. 

. "Multi-Pay Tokenl! means the option to support b.uslr,esses that neod to 
submit a financiol transaction in a card-riot~p~esent s·Ituatlon. These tokens 
are ·unique to each merchant that uses.t~em and· are stored !n place of the 
primary account number (PAN). With these tokens, ·rnei"chants can lnlt!ate 
new or recurring payments within their own er:ivironrnent instead of using the 
original card numbe1·. 

Multl~Pay Token allows a Token Registration process a non-flnanclal 
transaction to request a token hi be placed In their paymen1 page or "e­
wallet" for future or recur-ring payments, It is common for eCammerce 
merchants to ask their customers to reglstarby providing profils Information 
such as nanle, address, and phone r:iumber to the merchant website before 
or upon checkout. 
1'Registered PAN" means the processing of creating a Client specific 
Token for a PAN. 
0 Token/Tokeni.i:ation" means a form of data substitution replacing 
sensitive payment card valuas with non-sensitive token, or random­
nun"lber, values, Poat-authorization transactions are handled via 
Processors SafeProxy token!zatlon technology, wHich returns a token 
with the transactlon'S authorization to the merchant. Tokens are shared 
universally with other merchants and cannot be used to Initiate a financial 
transaction. 
11Tokeo Request" means your abllity to obtain a Multi-Pay Token for 
credit card lriforrnatlon only l/\llthout an Immediate authorization .required 
Which permits you to store a Multi~Pay Token for future transactions 
involving its customer, 

2.2. Grant of License. Subject to the terms of this Addendum, 
Processor grants to you a non-transferab!e, nonueissignable, non" 
exclusive, revocable sub-license during the term of this Addendum to use 
the Data Protection Service and the Data Protection Service Marks (as 
identified !n the Data Protection RUIe·s and Procedures) in the United States 
In accordance With this Addendum, Including without limitation the Data 
Protection Rules and Procedures. Any rights with respect to the Data 
Protection Service not expressly granted by Processor In this 
Addendum are deemed w1tl1held. 

2.3, §ru:y~ The Data Protection Service ·app!les only to Card 
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transactions sent from you to us- for authorization and settlement 
pursuant to the Agreement, and speclfically excludes electronic check 
transactions. Processor will provide an encryption key to you to be used to 
encrypt (make unreadable) Card data dl!rlng transport of the 
authorization request from your point of sale to Processor's s_ystems. 
Durlng,the period when the transaction Is being transmitted to Processor for 
authorizatl6n processing, all historical transaction data, including Carri 
number and full magnetic stripe data (track data and expiration date), will 
be encrypted. Processor wfll then genE!rate or retrieve a unique, 
randomly generated token assigned to the Card number that will be 
returned to you in the authorization ·response (the "Token"), 

2.4. Responsibilities of Cliont, You are responslb!a to coinply with the 
following regarding your use of the Data Protection ~ery,ic~: 

a) You are required to comply with the CFlrd. Organization Rules, 
Including taking all steps required to comply with, the Payment Card 
Industry Data Security Standards (PCI DSS) .. You must ,ensure that all 
third parties- and software use by yoµ In connectlorl w!th your payment 
processing are compliant with PC! DSS. Use of the Data Protection 
Service will not, on its own, cause you to be comp!lant or eliminate your 
obligations to comply with PCI DSS or any other Card Orgariizatlon Rule. 
You must demonstrate and malnta!n your current PCI DSS pompllance 
certlflcatlon, Compl!ance must be . validated either by a Qualified 
Security Assessor (QSA) with corre$ponding Report on Co.mplianca (ROC) 
or by successful completion of the appl!cablEl PC!' DSS Self~· 
Assessment Questionnaire (SAO) or Report an Compliance • {ROC), 
as applicable, and If applicable to yollr business, pasSlng quarterly network 
scans pert'ormed by an Approved Scan Vendor, au in accordance with Card 
Organization R~tes and PCI DSS. 

b) Use of the Data Protactipn Servi ca _Is not a guarantee against an • 
unauthorized breach of your point of sale systems. or any facility where 
you process and/or store transaction delta (col!ectlvely, "Merchant 
Systems"), 

c) You must deploy the Data Protection Sei"vice (Including 
impfementing any upgrades to such service within a commerci,.!l!y 
reasonable period of time after receipt of such upgrades) throughout 
your Merchant Systems !nc!uding replacing existing . Card numbers on 
your Merchant Systems with Tokens. Full Card numbers must never be 
retained, whether In efectronlc form or hard copy, 

d) You must use the Toksn • !n lieu of the Card number for ALL 
actlvltlos subsequent to ,receipt of tho authorization response 
associated with the tran~act[on, Including without llmltatlon, 
settlement processing, retr!eval processing, chargeback and 
adjustment proceaslng and transaction reviews. 

e) If you send or receive batch files containing completed Card 
transaction Information to/from Prcicessor, you must use the service 
provided by Processor to enable such files to contain only Tokens or 
truncated lnfom,atlon. 

f) You must use truncated report viewing and data extract creation 
within reporting tools provided by Processor. 

g) You are required to follow rules or procedures we may provide to yot.i 
from time to time related to your use of the Data Protection Service ("Data 
Protection Ruf es and Procedures"), Wo 'Nill provide you with advance written 
notice of any 6UCh rules or procedmes Or changes to aUch rules or 
procedures, ' 

h) You have no right, .title or interest In or to the Data Protection 
ServicB, any related software, materials or documentation, or any derlvative 
works thereof, and nothing In this Addendum assigns or transfers any 
such right, title or Interest to you. You shall not take any action inconsistent 
with t11a stated t!tle and ownership In this Addendum. You will not file any 
action, In any forum that challenges the ownership of the Data 
Prote'ct!on Setillce, any related software, materials or documentation. 
Failure to comply with this provision will constitute a .material breach 
of thie Addendum. We have the right to immediately terminate thls 
Addendum and your access to and use of the Data Protection SBNlce 
in the event of a challenge by you. No addi~ional rights are granted by 
trnpllcatlon, estoppal or otherwise. 

i) You w!ll not: (1) distribute, lease, l!cense, subllcense or otherwise 
disseminate the Data Protection Service or any portion of it to any third pa'rty; 
(2) modify, enhance, translate, supplement, create derivative works from, 
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reverse engineer, decompile or othern(se reduce to human~readable form the 
Data Protection Service or any portion of It; or (3) sell, license or otherwise 
dlstrlbute the Data Protection Seivlce or any portion of It; (4) make any 
copies, or pennit any copying, of th& Data Protection Service or any portion 
of It; or (5) use any portion of the Data Protection Service as a standalone 
program or in any way independently from the Data Protection Service. If 
any portion of the Data Protection Service contains any copyright notice or 
any other legend denoting the proprietary Interest of Processor or any 
thlrd party, you w!II not remove, alter, modify, relocate 9r erase such notice 
or legend on such Item. 

J) You wlfl only use the Data Protection Service for your Internal 
business purposes In a manner consistent with this Addendum, 

k) You will use only unaltered version("s) of the Data Protection 
Service and will not use, operate or combine the DB.ta Protection Service or 
any related software, materials or documentation, or any derivative works 
thereof with other products, materials or services In a manner 
inconsistent with the uses contemp!ated In this Section 2. 

I) You w!II promptly notify us of a breach of any terms of this 
Addendum. 

2.5. Tokenlzatlqn Limited Warranty. Procsssor warrants that the 
Token rettm1ed to you, as a result of using the Data Protection Service, 
cannot be used to Initiate a financial sale transaction by an unauthorized 
entity/person outside the Merchant Systems. This warranty by Processor Is 
referred to herein as the "Limited Warranty" and is subject to the terms 
and conditions set forth In this Addendum, To be eligible for the Limited 
Warranty, you must maintain a processing relatlonshlp with Processor 
and be in compliance with all the terms of the Agreement, Including this 
Addendum, and any other agreement relating to Cards eligfble for the 
Data Protection Service. Subject to the terms, cond!tlons. and limitations set 
forth !n the Agreement, Including the llmltatlon of !iabillty provisions, 
Processor agrees lo Indemnify and hold you harmless from direct damages, 
Including third party claims, resulting from Processor's breacti of the limited 
Warranty. The express remedy for Processor's breach of the Limited 
Warranty set forth in this paragraph constitutes Processor's entire l'Jablllty 
and your sole and exclusive remedy for Processor's breach of the 
Limited Warranty. The Limited Warranty Is void If (!) you use the Data 
Protection Service in a manner not c0ntemplated by, or in· violation of, 
the Agreement, Including this Addendum, or any other agreement relating 
to Cards eligible fortl1e Data Protection Service or (ii) you are grossly 
negligent or engage in Intentional misconduct. 

2.6. Data Protection Disclaimer. IN ADDITION TO THE 
DISCLAIMERS SET FORTH IN THE AGREEMENT, THE FOLLOWING 
DISCLAIMER APPLIES TO THE DATA PROTECTION SERVICE: 
EXCEPT AS EXPRESSLY PROVIDED IN SECTION 2.6 OF THIS 
ADDENDUM, PROCESSOR MAKES NO REPRESENTATIONS, WAR­
RANTIES OR COVENANTS, EXPRESS OR IMPLIED WITH REGARD TO 
THE DATA PROTECTION SERVICE INCLUDING THE UNINTER­
RUPTED OR ERROR-FREE OPERATION OF THE DATA PROTECTION 
SERVICE. 

3. 

CLOVER SECURITY SERVICES 
Clover Security Services. 

If you elect the Clover Security Services, the terms and conditions set forth 
in this Section 3 shall apply, 

3.1. Definitions, Capitalized terms Used • herein shall have the 
meanings given to i.1ich terms as set forth in this Addendum or as defined 
elsewhere in the Agreement. 

ucardholder Information" means the data contained on a Card, or 
otherNlse provided to Customer, that Is roquired by the Card 
Organization or us in order to process, approve and/or ssttle a Card 
transaction; 
11Card Organization Assessment" means a monetary assessment, fee, fine 
or penalty levied against you or us by a Card Organization as the result 
of a Data Security Event or (If) a security assessment conducted as the 
result of a Data Security Event; the Card Organizational Assessment 
shatl not exceed the maximum monetary assessment, fee, fine or penalty 
permitted upon the occurrence of a "Dc1ta Security Event'' by the applicable 
rules or agreement In effect as of the inception date of this Addendum for 
such Card Organization; 
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11 Catd Replacement Expenses" means,the costs that the we or you are 
required to be paid by the Card Organizat!on to replace compromised Cards 
as the result of (1) a Data Security Event or (ii) a security assessment 
conducted as the result of a Data Security Event; 

rioata Security Event" means the actual or suspectsd unauthorized 
access to or use of Cardholder Information, arising out of your 
possession of or access to such Cardholder lnfom,aUon, which has been 
reported (I) to a Card Orgqnization py you or us or (ii) to you or us by a 
Card Organization. All Security Event Expenses and Post Event Services 
Expenses resu/Ung from the same, continuous, related or repeated event or 
which arfse from the same, related or comnion nexus of facts, will be 
deemed to arise out of one Data Security Event; 

"EMV Upgrade Costs" means cost to upgrade payment acceptance 
and processing hardware and software to enable you to accept and 
process ~MV•enabled Card In a manner comp!!ant with PCI Data 
Security Standards; 

"rorenstc Audit Expenses11 means the costs of a S"ecurlty assessment 
conducted by a qualified security assessor approved by a Card 
Organization or PC! Security Standards Council to determine the cause and 
extent of a Data Security event; 

~Liability Waiver" has the meaning ~s set forth In Section 3.5 below; 

"Polll1ta11ts" means, but are _not lim!ted to, any solld, llquld, gaseous, 
blologlcal, radiological or thermal irritant or contaminant, including 
smoke, v8por, dust, fibers, mold, spores, fungi, germs, soot, fumes, 
asbestos, acids, alkalis, chemicals and waste. 'Waste" Includes, ·but is not 
limited to, materials to be recycled, reconditioned or,'reclalrned and nuclear 
materials; and 

"Post Event Services Expenses" means reasonable fees a11d 
expenses Incurred by us or you. with our prior written consent, for any 
service speclf!cally approved by us In writing, lnclud!ng without limitation, 
Identity theft education and assistance and credit file m_onitorlng. Sl1ch 
services must be provided by or Oil behalf of us or you wltt:iin one ( 1) year 
following discovery of a Data Securlt; • Event to a Cardholder whose 
Cardholder Information is· the subject of that Data Security Event for the 
prirnary purpose of rnltlgatlng the effects of such Data Security Event; 

"Program Year" means the. period from Decernber 31st, through January 
1st of each year; and 

"Security Event Expensos" means Card Organization Assessments, 
Forensic Audit Expenses and Card Replacement Expenses. Security 
Event Expenses a!so includes EMV Upgrade Costs you agree to Incur In 
lieu of a Card Organization Assess·ment. 

"Clover Security Services" or 11 Clover security Services Full Bundle" 
means thi.:ise services described in Section 3.2 below. 

3.2. Clover Security ·services. The following Is a description of the 
Clover Security Services available' to you, subject to the tom,s of this 
Addendum. The Clover Security Services are available during a calendar 
year only if you have Jes~ than 1 million Visa Card transactions and lf.lss 
than 1 ml!llon Mastercard Card transactions in such year. 

3.2.1. Data protection. 

a) The terms and provisions of Section 2 are Incorporated in this 
Section 3.2.1. and made a part, of this Sectfon 3. 

3.2.2. POS software monitor (11pos Software Monitor") that provides 
a suite of monitoring, scanning a·nd_ anti-virus softWare 
services to help protect point of sale computer systems; 

3.2.3. PCI Rapid Cgmply f"PCI Rapid Comply Service"} which 
provides access to on-line PCI DSS Self-Assessment 
Questionnaires (SAQ) to validate PC[ data standards. If an 
internet scan is required to comp[ete the SAQ, you will have 
access to such scanning services; 

3.2.4. Liability warr,.anty under which Processor will provide.a waiver 
of your llablllty for card association expenses In the event of a 
security breach up to $100,000 per MID, and up to $500,000 
aggregate for all Ml D's, subject to terms and conditions set 
forth herein. 

3.3. POS Software Monitor. 

3.3.1. Software as a Ssrvice. Subject to the ternis and conditions of 
this Addendum, we agree to provide you with the POS Software 
Monitor software app!lcatlon, including all updates, upgrades, naw 
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versions, and other enhancements or Improvements thereto 
(the "Software"), to the extent the applicable fees are paid. 
You hereby authorize us or our vendors to begin scanning 
immedlately upon your insta!latlon and/or deployment of the 
Sofuvare. The Software can only be U$ed with certain computer 
operating systems. It Is your responsibility to ensure that your 
computer has the software In order to use the POS Software 
Monitor. 

3,3.2, LiGense Grmt Subject lo the terms of this Addendum, we hereby 
grant to you a non-exclus/ve, non-transferable, non- assignable, 
revocable sub~license during the term of this Addendum to (!) 
access and use the Software solely for the benefit of you and only 
for systems owned or licensed by you;_(ii) access and use the 
Software solely for Its Intended use; and (iii) use all applicable end 
uiser documentation. 

3.3.3. Reyocation of License. Upon expiration or termination of the 
Agreement or this Addendum for any reason, your license shall 
automatically be revol~ed, Furthermore, your r!ght to use or access 
the Sofuvare shall cease. 

3,3.4, IP & Other Data Retr[eyal, Transmfsslon and Scanning. 

a) IP/Oata Retrieval and Transmission, You hereby grant us or 
our vendors, the right to retrieve, transmit and monitor, for the 
Intended purpose of the POS Software Monitor, any dynamic or 
static IP address and other data, Including without limitation polfcy and 
system settings, point of sale system type, version, security event 
logs, or other related Information, from any· system with the POS 
Software Monitor loaded, deployed, or otherwise installed. You 
shall not, In any event or in any manner, Impede the retrieval 
or transmission of such IP addresses or data. You hereby 
assume full responsibility for all damages and losses, of any nature, 
for all adverse results caused by your Impeding the such retrieval 
and transmission of the !P addresses and data. You further agree 
to defend, Indemnify and hold us harmless from any third party 
cla!m resulting from your Impeding this process. 

b) IP Scanning & Log Monitoring. You acknowledge and 
understand that provisioning of the Software wm enable static or 
dynamic IP addresses associated with the POS Software Monitor 
ta be scanned. You further acknowledge that such IP addresses 
may be for external networl,dev!ces which protect the POS Software 
Monitor host system. You hereby grant us and our vendors (!) the 
right to accMs and scan the IP addresses associated with the 
POS Software Monitor whether they are dynamlc or static IP 
addre$se~ (the "Authorized IP Addresses"), (ii) the right and 
authority to gather and transmit system data, Including point of sale 
system informatfon, to us or our vendors, and (lil) the right and 
authority to collect, transmit and review securl.ty event logs from 
the systams on which the Sofuivare Is deployed. You further agree 
to provide us or our vendors reasonable assistance to enable 
such access and scanning. You understand that your faflure to 
cooperate with the provision of services may significant!y Impair 
the services. 

c) Updates. You acknowledge and understand that the POS 
Software Monitor, In our sole discretron, can automatically 
install, download, and/or doploy updated and/or new 
components (''update process"), which may include a new 
version of the POS Software Monitor itself, You shall not, in any 
event or In any manner, impede the update process. You hereby 
assume full responsibility for all damages and losses, of any nature, 
for a!I adverse results caw,ed by your Impeding the update process. 
You agree to defend, Indemnify and hold us harmless from any 
third party claim resulting from your impeding the update process. 

d) Authorized Disclosure. You acknowledge that, In conjunction 
with providing the Software, we may make certain "pass" or "fall" 
determinations regarding you( c:mline security and the electronic 
vulnerablllty of your IP addresses. You hr;;ireby authorize us or 
our vendors to share these 0pass/Fall" results, point of sale data, 
and other information collected during the scans to Card 
Organizations, Payment Card Industry Security Standards Council 
or any Card Organization sponsor bank. 
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3.4. FICI Rapid Comgl'{ Servlg§I, 

3.4.1. License Grant. Subject to the terms of this Addendum, we hereby 
·grant to you a non-exclusive, non-transferable; non- assignable 
revocable sub-!lcense to (I) access and use the PCI Rapid 
Comply Service solely for the benefit of you and only on a single 
computer or computer network owned or l!censed by you, (ii) 
access and use the PCI Rapid Comply ServlcB solely for Its 
Intended use and (iii) use all applicable end user documentation. 
Upon expiration or termination of the Agreement or this Addendum 
for any reason." your license shall automatically be revoked. 
Furthermore, your right to use or access the PCJ Rapid Comply 
Service shall cease. 

3.4.2. ~. You .acknowledge and agree that, although you will 
generally have access to the PCI Rapid Comply Service 
twentyMfour hours per day, seven days per week (except ln the a vent 
of a force ma/eure event), access to customer accounts and certain 
other $ervices may not be available on a continuous basis and 
the PCI Rapid Comply Ser,,,ice wlll be subject to periodic downtime 
to permit, among other things, hardware and/or software 
maintenance to take place. 

3.4.3. Data Disposal. From time to time, your account data or 
lnfqrmation, which Is over 180 days old, may be deleted, 
purged or otherwise disposed. In addition, only a lim!ted 
amount of your account data or Information may be available online. 
Therefore, you are adv!sed to Print and download your account data 
and infolillation, for record keeping purposes, on a periodic 
basis. You specifically agree that we are authorized to delete 
or dispose of your data or Information and shall not be responslble 
for the deletion or disposal of your data or Information from the 
PCJ Rapid Comply Service. You assume full responsibility to backup 
and/or otherNlse protect your data against loss, damage or 
destruction prior to snd during all phases of the PCI Rapid 
Comply Service, and to take appropriate measures to respond 
to any potential adverse Impact of the systems or disruption of 
service. 

3.4.4. Copyrighted Material. The PCI Rapld Comply Service 
(Including the website), contains copyrighted material, trade- marks 
and other proprietary information, Including, but not ·!lrnlted to, 
text, software, photos, video, and graphics, You may not modify, 
publlsh, transmit, participate In the transfer or sale, create derivative 
works, or in any way exploit any of tile content, In whole or In 
part, whether copyrighted, tradems.rl<ed or pioprtetary, or otherwise. 
You may download copyrighted mater!al solely for your own 
Internal use as contemplated under this Addendum. Except as 
expressly provided by copyright law, any copying, redistribution, 
or publication must be with the express permission of the owner. In 
any copying, the redistribution or publication of copyrighted 
material and any cflanges to or deletion of author attribution or 
copyright notice Is expressly prohibited. 

3.4,5. PCI Only. To the extent you elect the Data Protecllon Service set 
forth In Section 2 above, butst!II want a PCI seNlce, as set for on the 
first page above, you may separately elect to receive the PCI Rapid 
Comply SeNlce. 

3.5. Liability Wa!.Ym.~ 

3.5.1. Data Security Event Expenses. Subject to the limitations, terms 
and conditions of thls Section 3.5, wa agree to waive liability (the 
"Uabillty Waiver") tha_t you have t0 us under the Agreement for 
Security Event Expenses and· Post Evant Service$ Expenses 
resulting from a Data Security Evant first discovered· by you or us 
while this Addendum ls fn effect Except for the LiabilityWalverfor 
expenses as specifically set forth In this Addendum, (i) you remain 
responsible to perform all agreements and obliQations under the 
Agreement and this Addendum including, without limitation your 
obllgatJon to comply with data security requirements and (ii) we 
waive no rights or remedies under your Agreement Including, 
without limltation, our right to terminate the Agreement In the event 
of a Data Security Event. 

3.5.2. Maximum Waiver Amount. 

a) The maximum amount of liability that we shall waive ur,der the 
Agreement for all Security E:vent Expenses and Post Event 
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Ser,;lces Expenses arising out of or relating to the your Data 
Security· Events flrs1 discovered during any Program Year 
regardless of the number of such Data Securlty Events is as 
follows: 

(1) $100,000.00 maximum per each MID 
(merchant Identification number) you have; and 

(2) $500,000 aggregate maximum for all of your M!D's. 

(b) The maximum amount of liability during any Program Year that 
we will waive under the Agreement for EMV Upgrade Costs Is as 
follows: 

(1) $10,000 maximum per each MID you have; and 

(2) $25,000.00 aggregate maximum for all of your Ml D's. 

For avoidance of doubt, the limit set forth in this Section 3.5.2(b) Is 
part of and not in addition to the maximums set forth in Section 
3.5.2(a). 

3,6, Duties in the Event of a Data Security Breach. 

3,6.1. You shall contact us lmmedtately and, as directed by us, 
investigate, perform all remedial events and cooperate fully with 
us, in the event of a Data Security Event. In a!I events, you shall 
not take any action, orfall lo take any action, without our prior written 
consent, which prejudices our rights hereunder. 

3.6.2. Under all circumstances, you shall not admit any liability, 
assume any financial obligation, pay any money, or incur any 
expense in connection with any Data Security Event without our 
prior written consent. If you do so, it will be at your own expense. 

3.7. exclysi9n5. The L!ablllty Waiver hereunder shall not apply to: 

3. 7.1. Any Security Event Expenses and Post Event Services 
Expenses ar!slng out of or resulting, directly or indirectly, from any 
dishonest, fraudulent, crlmfnal or malicious act, error or omission, 
.or any intentlona! or knowing violation of the law, if commltted, by 
you or your employees, officers, agents or director; 

3.7.2. Any Security Event Expenses and Post Event.Services Expenses 
arising out of or resulting from a claim, suit, action or proceeding 
against you that is brought by or on behalf of any federal, state or 
local government agency; 

3, 7,3, Any Data Secur!ty Event relating to you which has experienced a 
prior Data Security Event unless you were later certified as PCI 

. compliant by a qualified security assessor; 

3.7.4. My Data Security Event arising out of yowr allowing any (other than 
Its employees or us) to hold or access Cardho!der Information; 

3.7.5. My Data Security Event if Client {i) is categorized by any Card 
Organization as "Level 1" or (ii) processes more than six million 
(6,000,000) Card trnna8ctions during th<;1 twelve month period prior 
to the date this Addendum became effective; 

3.7.6, Any expenses, other than Security Event Expenses and Post Event 
Services Expenses, Incurred by you arising out of or resulting, 
directly or Indirectly, from a Data Security Event, Including without 
limitation, exp!enses Incurred to bring you Into compl!ance with the 
PC! Data Security Standard or any simllar security standard; 

3,7.7, Any Security Event Expenses, and Post Event Services Expenses 
arising out of or resulting, directly or indirectly, from physical injury, 
sickness, disease, disability, shocl< or manta! anguish sustained by 
any person, Including without limitation, required care, loss of 
services or death at any time resulting therefrom; 

3.7 .8. Any Security Event Expenses, and Post Event Services Expenses 
arising out of or resulting, directly or Indirectly, from any of the 
following; 

a) fire, srnoke, explosion, lightning, wind, water, flood, earthquake, 
volcanic eruption, tidal wave, landslide, hall, an act of God or any 
other physical event, however caused; or 

b) strll<es or similar labor action, war, Invasion, act of foreign enemy, 
hostllltles or warlike operations {whether declared or not), civil war, 
mutiny, civil commotion assuming the proportions of or amounting 
to a popular rising, military rising, insurrection, rebellion, revolut!on, 
mUitary or usurped power, or any actlon taken to hinder or defend 
against these actions; 
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3.7.9. Any Security Event Expenses, and Post Event Services Expenses 
arising out of or resulting, directly or lndlrectly, from the presence of 
or the actual 1 alleged or threatsnad discharge, dispersal, release or 
escape of Pollutants, or any direction or request to test for, monitor, 
clean up, remove, contain, treat, detoxify or neutralize pollutants, or 
In any way respond to or assess the effects of pollutants; 

3,7.10, Your failure to comply with this Addendum or the Agreement In 
connection with a Data Security Event; 

3.7.11. Any Data Security Event occurring before the effective date of thls 
Addendum; 

3,7,12, Any expenses Incurred for, or as a result of, regularly scheduled, 
recurring or routine security assessments, regulatory examinations, 
inqLIlr/es or compltanca activities: 

3. 7 .13. Any fines or assessment levied against you that are not the direct 
result of a Data Security Event; 

3.7.14, Any Data Security Event arising out of any soft\Nare not within your 
control; provided, however, this exclusion shall not apply to a Data 
Securit~ Event arising out of a virus, Trojan horse or other software 
used by a third party to obtain fraudulent access to data to your 
computer system or to collect data in transit to or from your 
computer system; or 

3.7.15. Any Data Security Event arising out of a breach in a computer 
system In which you and other merchants, with no legal relatlonsh!p 
to one another, have hosted accounts or share a comlliOn database, 
operating systern or software appllcatlons, 

3.8. Processor Technology an IP. All technology used by us or our 
licensors In connection with performing tha Clover Security Services 
Including, software1 portals, data· processing systems (each of the 
foregoing, In object code and source coda form), report templates, 
documentation and materials (collectively, "Processor Technology"), and 
any of our or olIr l!censor's patents, trademarks, copyrights, trade secrets 
and other intellectual property ("Processor JP"), and any derivative works 
of or modifications to the Processor Technology or Processor IP, Is the 
sole and exclusive property of, and ls valuable, confidential and 
proprietary to, Processor or Its llcensors. Except as qtheryvise expressly 
provided herein, you shall not acquire any rights In any Processor 
Technology or IP as a result of receiving the Clover Security Services. 
You will not file any action, in any forum that challenges the ownership 
any of the Clover Security Services, Processor Technology or Processor 
IP. Failure to comply with this provision will constitute a material breach 
of this Addendum. We have the right to Immediately terminate your, 
access to and use of the Clover Security Services In the event of a 
challenge by you. No additional rights are granted by implicatron, estoppel 
or otherwise, 

3.9. Data Collection. ln the· course of providing the Clover Security 
Services, we may collect Information relating to activities on your network 
(the "Data") Including, but not limited to, network configuration, TCP/IP 
packet headers and contents, log files, malicious codes, and Trojan 
horses. We retain the right to use the Data or aggregations thereof 
for any reasonable purpose. 

3.10. Service Does Not Guarantee Compliance or Security. 

3.10,1, You acknowledge and agree that your use of the Clover Security 
Services does not guarantee your compliance wltt1 any of the 
rules or security standards established by the Card 
Organizations. You further acknowledge and agree that your use 
of the Clover Security Services does not guarantee the security 
of your IP addresses or that your systems are secure from 
unauthorized access. You are responsible for establishing and 
maintaining your own security policies and procedures, and for 
compliance with the Card Organization Rules and security 
standards, including any obligation to notify a Card Organlzatron 
and/or us of any suspected breach of your systems or any 
susp!cfous transactions or fraudulent activity. You are responsible 
for any fines or penalties imposed by any Card Organization any 
other expenses and llabll!ties pursuant to the Agreement less only 
!he benefits to which you may be entitled under the Llablllty 
Waiver provisions of th!s Addendum. In the event of a suspected 
breacl1 of your systems or any suspicious transactions or 
fraudulent activity, you authorize us to share the details of any 
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questionnaire Or compliance report with the Card Organizations, 
and grant us and our vendors the right to access and perform a 
scan of·the IP addresses Identified within your profile. You agree 
and authorize payment fqr the additional ·scan. You further agree 
to cooperate with an Investigation into such matter to Include 
complying with the Card Organization and us pursuant to the 
tenns of the Agreement. 

3,10,2, In addition to your obligations under the Agreement to comply with 
all laws, you are solely responsible for monitoring legal 
developments applicable to the operation of your business, 
interpreting appltcable laws and regulations, determining the 
requirements for compllance with all applicable laws and 
regulatlons, and maintaining an on~going comp!lance program. 

3.11. Scanning Author!tYi §canning Obligations. You represent and 
warrant that you have full right, power, and authQrlty to consent for the Clover 
Security Services 1o scan for vulnerabilities the IP address and/or URL 
and/or domain names Identified to us by you for scanning, whether 
electronically or by any other means, whether during initial enrollment or 
thereafter. If applicable, you shall obtain all consents and 1;1uthorizations from 
any third parties necessary for us or our vendors lo perform the Clover Secul1ty 
Services1 including, without limitation, third party datacenters·, co-locations 
and hosts. We will not be required to execute agreements with any such 
third parties. You agree to defend, Indemnify and hold us and our vendors 
harmless from any third party claim that such access was not authorized. 
You may use the Clover Security Services and portals only to scan IP 
addresses, URLs and domain names owned by-and registered to you. 
You understand that your failure to provide a complete 11st of and complete 
access to your IP addresses will significantly impair the scanning services 
and may result In Incomplete or Inaccurate results. You agree that all 
Clover Security Services hereunder, Including without !Imitation their 
functionality and contents, is confidential Information, and Client's use 
and/or access to the Clover Security Sentlces Is subject to the terms of 
Confldentl'a!lty In the Agreement. 

3.12. Scanning Risks. You acknowledge and understand that 
accessing, retrieving, transmitting, and scanning IP ad.dresses and other 
data involves Inherent risks, lnc!udtng, without limitation, risks related to 
system or network performance and availability, and data corruption. You 
assume full responsibility to backup and/or otheMise protect your data 
against loss, damage or destruction, and to take appropriate measures to 
respond to any potential adverse Impact of the systt;1ms or disruption of 
service. 

3.13. Use of Clover Security Services and Portals. Your use of our or 
our vendors' services, portals, reports, and scanning solution Is subject 
to the following restrictions: (I) Clover Security Services, portals, and reports 
may only be used for the stated purposes In this Addendum foryour'!ntemal 
business purposes in accordance with aft appllcable laWs (Including any 
export control laws); (II) Clover Security Services and portals utilized for 
scanning may only scan IP addresses, URLs and domain names owned 
by and registered to you; and (111) you shall limit access to the portals to 
only those employees and/or contractors who have an obllgation of 
conftdentlality with you and only to lhose who have a requirement for such 
access on a "need to know'' basis and you shall be solely respons!ble 
for disabling portals accounts for those employees and/or contractors who 
no longer require access. You shall promptly notify us of any 
unauthorized use of tr1e Clover Security Services. You shall not (I) 
decompile, reverse engineer, disassemble, or otherwise derive the 
source code from any component of the Clover Security Services or portals 
Including the softw~re embedded therein; (ii) modify, enhance, translate, 
alter, tamper with, upgrade or create derivatives works of the portals, 
software or documentation; (ill) distribute, lease, license, sell, assign, 
sublicensa o~ otherwise disseminate or transfer Its rights to use any 
portion of the Clover Security Services to any third p1;1rty or (iv) strip out or 
alter any trademark, service mark, copyright1 patent, trade secret, 
ownership or any other proprietary or Intellectual Property notices, 
legends, warnings, markings or indications on or within any component 
of the portals, software or documentation, .or attempt (i), (ii), (Iii) and/or 
(iv) above. You shall notify lts Immediately if you know, suspect or have 
reason to know that you or anyone you have granted access to the 
Clover Security Services violated any provision of this Addendum. Further 
you ag~ee not to share your personal Information (ODA, tax ID, MID, etc.) 
with a third party so they may gain access to the Clover Security Services, 
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3.14. Plsclaimers, 

3.14.1. We do not make and hereby expressly disclaim all representations or 
warranties Including, without !lmltatron {1) that access to the Clover 
Security Services wlll be uninterrupted or error free; (!I) that security 
breaches will not occur with respect to any lnforrna·tIon 
communicated through the Clover Security Services, the 
Internet, or any common carrier communications facility; and 
(iii) as to the results that may or may not be obtained by you In 
connection with your use of the Clover Security Services. we DO 
NOT MAKE ANY WARRANTY, GUARANTEE OR 
REPRESENTATION (EITHER EXPRESS OR IMPLIED) OF ANY 
KIND INCLUDING, WITHOUT LIMITATION, THE 
MERCHANTABILITY, TITLE, NONINFRINGEMENT OR FITNESS 
FOR A PARTICULAR PURPOSE OF ANY SERVICES 
PROVIDED UNDER THIS ADDENDUM, AND ALL SUCH 
WARRANTIES, GUARANTEES AND REPRESENTA1'I0NS ARE 
HEREBY EXPRESSLY DISCLAIMED. ALL SERVICES 
PROVIDED UNDER THIS ADDENDUM ARE PROVIDED ON AN 
"AS-IS, Wl1H ALL FAULTS", 

USE OF THE SERVICES DOES NOT GUARANTY SECURITY OR 
PREVENT A SECURITY BREACH OR COMPROMISE. WE 
MAKE NO WARRANTIES, EITHER EXPRESSED OR IMPLIED 
THAT PARTICIPATION AND/OR USE; OF OUR SERVICES 
WILL DETECT EVERY VULNERABILITY ON YOUR SYSTEM, 
IF ANY, OR THAT OUR VULNERABILITY ASSESSMENTS, 
SUGGESTED SOLUTIONS OR ADVICE WILL BE ERROR­
FREE OR COMPLE:TE, CUSTOMER AGREES THAT WE SHALL 
NOT BE RESPONSIBLE OR LIABLE FOR THE ACCURACY OR 
USEFULNESS OF ANY INFORMATION PROVIDED BY US, OR 
FOR ANY USE OF SUCH INFORMATION. 

3, 14.2, You acknowledge and agree that we shall not be liable to you for any 
claims, damages, losses, obllgatlons, costs or expenses or other 
liability arising directly or indirectly from or otherwise concerning (I) 
any termination 1 suspension, delay or d!srupt!on of service 
(including billing for a service) by the lnt~rnet, ·any common 
carrier or any third party service provider; (11) any failure, 
disruption or malfunction of any of the Clover Security Services, the 
Internet, or any communications network, facility or equipment 
beyond our or a third party's reasonable control, whether or not 
attributable to one or more common carriers; (!ii) your failed 
attempts to access the Clover Security Services or to complete 
transactions via any of the Clover Security Ser,ices; (iv) any failure 
to transmit, obtain or collect data or for human, machine or 
software errors or faulty or erroneous input by you; (v) any damages 
resulting from any delays and/or losses arising In connection 
with the Clover Security Services provJded hereunder: or (vi) any 
loss of or inability to access data or lnformat!on stored or 
generated by Clover Security Services. 

3.15. Limitation ofllabillty. Notwithstanding anything to the contrary 
in this Addendum or elsewhere, our cumulative liability to you for any claim 
related to this Addendum, and your use of the Services (whether arising 
from tort, statute, contract or otherwise) shall in all cases be limited to the 
actual, direct and proven out"of-pocket losses, damages or expenses 
suffered or Incurred by you. Furthermore, our cumulative llablllty to you 
sllall not, (n any case, exceed the Clover Security Services Fees paid to 
us by you during the 12 month period immediately preceding the 
date the event giving rise to the claim occurred. Notwithstanding anything 
to the central)' In this Addendum or elsewhere, In no event shall we be !iable 
to you orto any third party for any Indirect, spectal, Incidental, consequential, 
punitive or unproven lossE).S, damages or expenses of any kind, Including, 
without limitation, lost profits or loss of goodwlll arising from the use or 
Inability to use the Services including, without limitation, the lnabll!ty to 
access your data at lnformatlon g~nerated or stored on the SeJVices, 
and regardless of whether such claim arises In tort, In contract or by statute 
or regulation, each of which is hereby excluded, regardless of whether 
such damages were foreseeable or whether you have been advised of the 
possibility of such damages. 

The parties acknowledge and agree that the provisions and limitations of 
this Section 3.15 are of the essence of this Addendum and that absent them, 
the parties would not have agreed to thls Addendum. 

3.16. Miscellaneous; Termination. Except as may be provided In the 
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Agreement, a person who is not a party to this Addendum shall have no 
rlghts or remedies under this Addendum .. Our ob!lgatlons hereunder are 
subject to our ability to obtain and maintain any and all required 
governm,ental /Jcenaes, permits or other authorizations, and our ability to 
comply with any and all faws, regulations, orders and other 
governmental directives whlch may be Imposed related to the Clover 
Security Services. We may terminate any or all of the Clover Security 
Services at any time for any reason, 

GENERAL TERMS 
1. Fees. 
1.1. Services Fees. You shall pay Processor the fee$ for Services as 
set forth (a) on the first page above, (b) In the Merchant Processing 
Application, or (c) In the lease agreement or equipment purchase 
agreement, as applicable. Processor may lncre!lse your fees for tha 
Services as provided In your Agreement. 

1.2. Processing Fees. Processing fees for transactions processed In 
connection with the use of the Services are the same as for nonm 
Services transactions, which are set forth In the Application. 

2. Term and Termination. This Addendum shall become 
effective on the day we begin providing the Services to you and shafl end 
when tem,inated as set forth herein. For the avoidance of doubt, except as 
set forth below, termination of this Addendum will ·not terminate the 
Agreement. This Addendum may be tannlnated at any time by either party 
upon thirty (30) days' written notice to the other- party, Notwithstanding the 
foregoing sentence, upon as much advance notice as is commercially 
pract!cable, we may suspend the SeJVices ortennlnate this Addendum lf(I) 
we determine that you are using Services for any fraudulent, lllegal, Oi 
unauthorized purpose, (ii) you violate the terms of this Addendum or an 
Event of Default occurs under the Agreement, (ill) we terminate our 
agreement with any third parties that are lnvorved in providing the 
Services, or(iv) Processor otherwise decides to d\scon1/nua providing 
the Services, You acknowledge and agree t11at an occurrence of (i) or 

, (ii) above may be deemed an Event of Default under the Agreement, 
·, thereby affording Processor and Bar1k au rights and remedies as set forth in 
the Agreement triggered by $UCh an Event of Default, which may include 
Immediate termination of the Agreement (and this Addendum) without 
notice. This AddendtIm ·will terminate autamatica!!y upon the 
terminatlon of the Agreement. 

3. Notices. We may prov!de notices and other Information regarding 
the Services to you via the method(s) described in the Agreement or in 
the E-Sign Consent Agreement set forth below. 

4. A.!!J.rul~ We have the right to change or add to the terms of 
this Addendum at any time, and to change, delete, discontinue, or impose 
conditions on any feature or aspect of the Services with notice. provided ta 
you as set forth in the Notices section of this Addendum. Any use of the 
Services after our publication of any such changes shall constitute your 
acceptance of this Addendum as modified. 

5. Third Part Beneficiaries. Processor's affiliates and an 

Persons Processor uses in providing the Clover Service are ·Intand0d third 
party beneficiaries of this Addendum, and each of them may enforce its· 
provisions as If It was a party hereto. Except as expressly In this provided 
in this Addendum, nothing In this Addendum Is Intended to confer upon 
any Persons any rigl1ts or remedies, and the parties do not Intend fol any 
Persons to be third-party benefic!arles of this Addendum. 

6. Ratification. The terms of this Addendum shall serve to 
supplement the terms of your Agreement. Nothing contained herein altars 
any existing contractual obligatfons. Except as expressly set forth 
hereln1 the AQreement Is hereby ratified in all respects and shall remain 
in full force and effect. 

E•SIGN CONSENT AGREEMENT 

1. Consent. 

By signing this Addendum, you consent and agree that: 
a) Processor can provfde d!sclosures required by law and other 
lnfo1matlon about your legal rights and duties to you electronically, 

b) Where required or requested, your electronic signature (via "click~ 
through" or other method) on agreements and documents relating to the 
Ser1lces has the same effect as If you signed them in ink. 

c) Processor, its affiliates and Its third party subcontractors and/or 
a90nts1 can send all communications, billing statements, amendments to 
this Addendum, notices, and other disclosures or information regarding the 
Services or your use of the Service or the Services as defined herein and 
!n the Agreement (collectively defined as "Disclosures") to you 
electronically (1) via e-mail, (2) by access to a web site that we designate 
in an e-mail notice we send to you al the time 1he Information Is available, 
(3) vfa SMS and text messages, or (4) to the extent permissible by law, 
by access to a website that we will generally designate In advance for 
such purpose. 

d) If you want a paper copy, you can print a copy of the Disclosure or 
download the information for your records. 

e) You agree that Processor, its afflflates and its third party 
subcontractors and/or agents, may contact you via telephone, live or 
artificial, even if the number you provided is a cellular or wireless 
number or if you have previously registered on a Do Not Ca/I Us! or 
requested not to be contacted forsolicl1at1on purposes. 

f) lhis consent applies to all future Disclosures sent to you in 
connection wlth this Addendum, the Agreement, or your use of the Clover 
Service or the other Services as defined herein and in the Agreement. 

2. Legal Effect. By consenting, you agree that electronic 
Disclosures have lhe same meaning and effect as if Processor provided 
paper Disclosures to you. When Processor sends you an email or other 
electronic notification alerting you that the D!sdosura is available 
electronically and makes it available online, that shall have the same 
meaning and effect as If Processor provided a paper Disclosure to 
you, whether or not you choose to view or print or download the 
Disclosure. 

The terms of this TransAnnor Data Protection and Clover Seculily Services Participation Addendum (the "Addendum") shall serve to 
supplement the terms of your Merchant Proces•sing Application and Agreement (the "Agreement"}, By signfng below, you 
acknowledge that you have read, understand and agree to comply with the terms and fees, as set forth in this Adctendum. You also 
understand" that the above fe.es may be modified from time to time in accordance with your Agreement. Except as expressly set forth 
herein, the Agreement is hereby ratified In all respects and shall remain in full force and effecl. 

BY SIGNING BELOW, YOU SEPARATELY CONSENT TO THE E-SIGN CONSENT AGREEMENT ABOVE, WHICH YOU ACKNOWLEDGE 
IS REQUIRED FOR YOUR ACCEPTANCE! OF THE CLOVER SERVICE AND PROCESSOR'S ACCEPTANCE Of THIS ADDENDUM. 

Cl!ent: First Data Merchant Services LLC: 

By: _______________ _ 

Tille: _________________ _ Title: _________________ _ 

Date: _____________ _ Date: ____________ _ 
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Exhibit A 
Clover Equipment Details 

Network: ·tx I Om.aha I I Nashvllle 

Deployment 
Quantity 

Purchasod $/Unit Fee $/Unit $ Total Swap Fee"' Equipment Type 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 

$ $. $ $ 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 

$ $ $ $ 
Restocking Fee (Station/Flex/Mini) 

$ $ $ $ 
Restocking Fee {Peripherals) 

$ $ $ $ Doploymf.lnt Fee 

$ $ $ $ lnject[on Fee 

*Swap fee applies for a device swap that occurs after the device's warranty has expired. 

R
5

or 
R or 

QSR",w,, 

** Device can be ordered for replacement purposes only. Either the Clover Station Duo or Station Soro bundles should be selected Jf merc!1e1nt Is requestlng as all 
components are required to operate the device. 

*"'*R ;: Retall; RE = Restaurant; QSR = Quick Service Restaurant 
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