STATE OF TEXAS

8
§
COUNTY OF FORT BEND §

ADDENDUM TO Focus MERCHANT SERVICES PROGRAM GUIDE

THIS ADDENDUM ("Addendum”) is entered into by and between Fort Bend County,
{"County"”), a body corporate and politic under the laws of the State of Texas, and Focus Merchant
Services, LLC, (“Confractor”), a company authorized to conduct business in the State of Texas
{hereinafter each referred to as a “party” or collectively as the “parties”),

WHEREAS, subject to the changes herein, the parties have exceuted and accepted Focus
Merchant Services Program Guide, Mcrchant Processing Application and Agreement, and
TransArmor Data Protection and Clover Services Participation Addendum {collectively the
“Agreement”}, attached hereto as Exhibit “A” and incorporated fully by reference, for the
processing of court fees, parcel services fees, district clerk fees, and miscellancous fees
(collectively the “Services”); and

WHEREAS, County desires that Contractor provide Services as will be more specifically
described in this Agreement; and

WHEREAS, Contractor represents thal it is qualified and desires to perform such Services;
and

WIIEREAS, County has determined that this Agreement is not subject lo competitive
bidding requirements under Section 262.023 of the Texas Local Government Code because the
Agreement does not require an expenditure exceeding $50,000 by the County; and

WHERTAS, Section 262011 (d) of the Texas Local Government Code authorizes the
County Purchasing Agent to make purchases that arc not subject to competitive solicitation; and

WHEREAS, the following changes are incorporated as if a part of the Agreement; and

NOW, THEREFORE, in consideration of the mutual covenants and conditions set forth
below, the parties agree as follows:

AGREEMENT

1. Scope of Services. Subject to this Addendurm, Contractor will render Services to County as
described in Exhibit A,

2. Payment; Non-appropriation; Taxes. In consideration for providing County with Electronic
Payment Services, Contractor will charge to Payors a convenience fee, processing fee, or
service fee, as set forth in Exhibit A, Credit Card Processing Terminals & Fee, of the
Agreement. All persons making electronic payments will be advised that payment with a
Card, E-Check, or authorized E-payment method may be subject to a convenience fee,
processing fee, or service fee for usc of the Llectronic Payment Services, as well as the amount
of such fee or charge. Payment shall be made by County within thirty (30) days of receipt of



invoice. Contractor may submit invoice(s) electronically in a form acceptable to County via:
apauditor@fortbendcountytx.gov. If County disputes charges related to the invoice
submitted by Contractor, County shall notify Contractor no later than twenty-one {21) days
after the date County receives the invoice. If County does not dispute the invoice, then
County shall pay each such approved invoice within thirty (30) calendar days. It is specifically
understood and agreed that in the event no funds or insufficient funds are appropriated by
Fort Bend County under this Agreement, Fort Bend County shall notify all necessary parties
that this Agreement shall thereafter terminate and be null and void on the last day of the fiscal
period for which appropriations were made without penalty, liability or expense to Fort Bend
County. County is a body corporate and politic under the laws of the State of Texas and claims
exemption from sales and use taxes. A copy of a tax-exempt certificate will be furnished upon
request. Interest resulting from late payments by County shall be governed by Chapter 2251,
TEXAs GOVERNMENT CODE. County reserves the right to withhold payment pending
verification of satisfactory work performed.

Limit of Appropriation, Contractor shall provide Services to County at no cost to County.

Public Information Act. Contractor expressly acknowledges that County is subject to the
Texas Public Information Act, TEX. GOV'T CODE ANN, §8 552.001 ¢t seq., as amended, and
notwithstanding any provision in the Agreement to the contrary, County will make any
information related to the Agreement, or otherwise, available to third parties in accordance
with the Texas Public Information Act. Any proprietary or confidential mformation marked
as such provided to County by Contractor shall not be disclosed to any third party, except as
directed by the Texas Attorney General in response to a request for such under the Texas
Public Information Act, which provides for notice Lo the owner of such marked information
and the opportunity for the owner of such information to notify the Attorney General of the
reasons why such information should not be disclosed. The terms and conditions of the
Agreement are not proprietary or confidential information.

Indemnity. The parties agree that under the Constitution and laws of the State of Texas,
County carmotl enler into an agreement whereby County agrees to indemnify or hold
harmless another party; therefore, all references of any kind to County defending,
indemnifying, holding or saving harmless Contractor for any reason are hereby deleted.

Applicable Law; Arbitration; Attorney Fees. The laws of the State of Texas govern all
disputes arising out of or relating to this Agreement. The parties hereto acknowledge that
venue is proper in Fort Bend County, Texas, for all legal actions or proceedings arising out of
or relating to this Agreement and waive the right to sue or be sued clsewhere, Nothing in the
Agreement shall be construed to waive the County’s sovereign immunity. County does not
agree to submit disputes arising out of the Agrecment to binding arbitration. Therefore, any
references to binding arbitration or the waiver of a right to litigate a dispute are hereby
deleted. County does not agree to pay any and/or all attorney fees incurred by Contractor in
any way associated with the Agreement.
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No Waiver of Jury Trial. The County does not agree that all disputes {including any claims
or counterclaims) arising from or related to this Agreement shall be resolved without a jury.
Thercfore, any references to waiver of jury trial arc hereby deleted.

Certain State Law Requirements for Contracts. The contents of this Section are required by
Texas Law and are included by County regardless of content. For purposes of Sections
2252.152, 2271.002, and 2274.002, Texas Government Code, as amended, Contractor hereby
verifies that Contractor and any parent company, wholly owned subsidiary, majority-owned
subsidiary, and affiliate:

a. Unless affirmatively declared by the United States government to be excluded from its
federal sanctions regime relating to Sudan or Iran or any federal sanctions regime relating

- to a foreign terrorist organization, is not identified on a list prepared and maintained by
the Texas Comptroller of Public Accounts under Section 806.051, 807.051, or 2252153 of
the Texas Government Code.

b. If employing len {10) or more full-time employees and this Agreement has a value of
$100,000.00 or more, Contractor does not boycott Israel and is authorized to agree in such
contracts not to boycott 1srael during the term of such contracts. “Boycott Israel” has the
meaning provided in § 808.001 of the Texas Government Code.

c. If employing ten (10) or more full-time employees and this Agreement has a value of
$100,000.00 or more, Contractor does not boycott eniergy companies and is authorized to
agree in such contracts not to boycott energy companies during the term of such contracts.
“Boycott energy company” has the meaning provided in § 809.001 of the Texas
Government Code.

d. If employing ten (10) or more full-time employees and this Agreement has a value of
$100,000.00 or more, Contractor does niot have a practice, policy, guldance, or directive
that discriminates against a firearm entity or firearm trade association and is authorized
to agree in such contracts not Lo discriminate against a firearm entity or firearm trade
associabion during the term of such contracts. “Discriminate against a firearm entity or
fircarm trade association” has the meaning provided in § 2274.001(3) of the Texas
Government Code. “Firearm enlity” and “firearm trade association” have the meanings
provided in § 2274.000(6) and (7} of the Texas Government Code,

Modifications and Waivers. The parties may not amend or waive this Agrcement, except
by a written agreement cxecuted by both parties. No failure or delay in exereising any right
or remedy or requiring the satisfaction of any condition under this Agreement, and no course
of dealing between the parties, operates as a waiver or estoppel of any right, remedy, or
condition. The rights and remedies of the parties set forth in this Agreement are not exclusive
of, but are cumulative to, any rights or remedies now or subsequently existing at law, in
equity, or by statute. N

Human Trafficking. BY ACCEPTANCE OF CONTRACT, CONTRACTOR
ACKNOWILEDGES THAT FORT BEND COUNTY 15 OPPOSED TO HUMAN
TRAFFICKING AND THAT NO COUNTY FUNDS WHI. BE USER IN SUPPORT OF
SERVICES OR ACTIVITIES THAT VIOLATE HUMAN TRAFFICKING LAWS.
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19.

Use of Customer Name. Contractor may use County’s name without County’s prior wriften
consent only in any of Contractor’s customer lists, any other use must be approved in advance
by County. '

. Conflict, In the event there is a conflict between this Addendum and the Agreement, fhis

Addendum controls to the extent of the conflict.

Understanding, Fair Construction. By execution of this Addendum, the parties acknowledge
that they have read and understood each provision, term and obligation contained in this
Addendum. This Addendum, although drawn by one party, shall be construed fairly and
reasonably and not more strictly against the drafting party than the nondrafiing party.

Captions. The section captions used in this Agreement are for convenience of reference only
and do not affect the interpretation or construction of this Agreement.

. Electronic and Digital Signatures. The parties lo this Agreement agrec that any clectronic

andfor digital signatures of the parties included in this Agreement are intended to
authenticate this writing and to have the same force and effect as the use of manual signatures.

County Data. Nothing in this Agreement will be construed to waive the requirements of §
205.009 of the Texas Local Government Code. Nothing in this Agreement will be construed
to waive the requirements of any record retention laws applicable to County.

Compliance with Laws. Contractor shall comply with all federal, state, and local laws,
statutes, ordinances, rules and regulations, and the orders and decrees of any courts or
administrative bodies ot tribunals in any matter affecting the performance of this Agreement,
including, without limitation, Worker’s Compensation laws, minimum and maximum salary
and wage statules and regulations, licensing laws and regulations. When required by County,
Contractor shall furnish Counly with cerltification of compliance with said laws, statutes,
ordinances, rules, regulations, orders, and decrees above specitied.

Contractor in providing all Services hercunder agrees to abide by the provisions of any
applicable Pederal or State Data Privacy Act.

Independent Contractor. [n the performance of work or services hereunder, Contractor shall
be deemed an independent contractor, and any of its agents, employees, officers, or
voluntcers performing work required hereunder shall be deemed solely as employees of
Contractor or, where permitted, of its subcontractors. Contractor and its agents, employees,
officers, or volunteers shall not, by performing work pursuant to this Agreement, be deemed
to be employees, agents, or servants of County and shall not be entitled fo any of the privileges
or benefits of County employment.

Third Party Beneficiaries. This Agreement does not confer any enforceable rights or
remedies upon any person other than the parties.



20. Severability. If any provision of this Agreement is determined to be invalid, illegal, or
unenforceable, the remaining provisions remain in full force, if the essential terms and
conditions of this Agreement for each party remain valid, binding, and enforceable.

21. Insurance.

A. Prior to commencement of the Services, Contractor shall furnish County with properly
executed certificates of insurance which shall evidence all nsurance required and provide
that such insurance shall not be canceled, except on 30 days’ prior written notice to
County. Contractor shall provide certified copies of insurance cndorsements and/or
policies if requested by County. Contractor shall maintain such insurance coverage from
the time Services commence uniil Services are completed and provide replacement
certificates, policies and/or endorsements for any such insurance expiring prior to
completion of Services. Contractor shall obtain such insurance written on an Occurrence
form from such companies having Bests rating of A/VII or better, licensed or approved fo
transact business in the State of Texas, and shall obtain such insurance of the following
types and minimum limits:

1. Workers Compensation in accordance with the laws of the State of Texas,
Substitutes to genuine Workers’ Compensation Insurance will not be
allowed.,

2. Employers’ Liability insurance with limits of not less than $1,000,000 per
injury by accident, $1,000,000 per injury by disease, and $1,000,000 per
bodily injury by disease,

3. Commercial general labilily insurance with a limit of not less than
$1,000,000 each occurrence and $2,000,000 in the annual aggregaie. Policy
shall cover liability for bodily injury, personal injury, and property damage
and products/completed operations arising out of the business opcerations
of the policyholder.

4. Business Aulomobile Liability coverage applying to owned, non-owned
and hired automobiles with limits not less than $1,000,000 each occurrence
combined single limit for Bodily Injury and Property Damage combined,

5. Error and Omissions/Professional Liability with limits no less than
52,000,000 per occurrence and $2,000,000 in the aggregate.

B. County and the members of Commissioners Court shall be named as additional insured
to all required coverage except for Workers’ Compensation and Professional Liability (if
required). All Liability policies written on behalf of Contractor shall contain a waiver of
subrogation in favor of County and members of Commissioners Court. For Commercial
General Liability, the Coumty shall be named as an Additional Insured on a Primary &
Non-Contributory basis.



C. H required coverage is written on a claims-made basis, Contractor warrants that any
retroactive date applicable to coverage under the policy precedes the effective date of the
Contract and that continuous coverage will be maintained or an extended discovery
period will be exercised for a period of 2 years beginning from the time the work under
this Contract is completed,

. Contractor shall not commence any portion of the work under this Contract until it has
obtained the insurance required herein and certificates of such insurance have been filed
with and approved by Fort Bend County.

E. No cancellation of or changes to the certificates, or the policies, may be made without
thirty (30} days prior, written notification to Fort Bend County.

F. Approval of the insurance by Fort Bend County shall not relieve or decrease the liability
of Contractor.

County and the members of Commissioners Court shall be named as additional insured to all
required coverage except for Workers” Compensation.  All Liability policies including
Workers” Compensation written on behalf of Contractor shall contain a waiver of subrogation
in favor of County and members of Commissioners Court,

If required coverage is writien on a claims-made basis, Contractor warrants that any
retroaclive date applicable to coverage under the policy precedes the effective date of the
contract; and that continuous coverage will be maintained or an extended discovery period
will be exercised for a period of two years beginning from the time that work under the
Agreement is completed.

Contractor’s or Contractor’s subcontractor’s insurance will be primary to any insurance
carried or sclf-insurance program cstablished by the County. Contractor’s or Contractor’s
subcontractor’s insurance will be kept in force until all service have been fully performed and
accepted by County in writing. Approval of the insurance by Fort Bend County shall nol
rclicve or decrease the liability of Contractor,

{(Execution Page Follows)

(Remainder of Page Intentionally Left Blank)



IN WITNESS WHEREQF, this Addendum is signed, accepted, and agreed to by all partics by
and through the parties or their agents or authorized representatives. All partics hereby
acknowledge that they have read and understood this Addendum and the attachments and
exhibits hereto. All parties further acknowledge that they have executed this legal document
voluntarily and of their own free will.

FORT BEND COUNTY, TEXAS FOCUS MERCHANT SERVICES, LLC

/}Mb\ex (Avw Vaker Bhatte

ovar Purchasing Agent Authorized Agent - Signature

3{ w‘%{ Tahir Bhatt

Dale Authorized Agent- Printed Name

CEO
Title

03/25/2024
Date

AUDITOR'S CERTIFICATE

[ hereby certify Lhat funds in the amount of §_0 _ are available to pay the obligation of Fort Bend

bt ¢ =R

Robert Ed Sturdivant, County Auditor

County within the foregoing Agreement.

Exhibit A: Focus Merchant Letter dated 01/26/2024, Focus Merchant Services Program Guide,
Merchant Processing Application and Agreement, and TransArmor Data Protection
and Clover Services Participation Addendum

i\ agreements 2024 agreements\ district clerk’ focus merchant {24-delk-100444) \ addendum to focus merchant
services program guide {koj - 2.20.2024) v2 3.6.2024 +v3 3,13.2024



Exhibit A

Focus Merchant Letter dated 01/26/2024,
Focus Merchant Services Program Guide,
Merchant Processing Application and Agreement, and
TransArmor Data Protection and Clover Services Participation Addendum



Exhibit A

Ms. Jaime Kovar

Fort Bend County, Purchasing, Purchasing Agent
301 Jackson St.,

Richmond, TX 77469

P:281-341-3724
lamie.Kovar@fortbendcountytx.gov

Dear Ms. Kovar,

Credit Cord Processing Termingls & Fee:

MC / VISA / Disc / AMEX Credit
MC / VISA / Disf AMEX Debit
Clover Mini Swivel Stand (15}

Clover flex wireless (7)

$2.95 per transaction
$1.95 per transaction.
$0.00

$0.00

These terminals can be replaced as needed at no cost to Fort Bend County.

Fort Bend County may communicate any transaction related ingquiries on the next business day,
excluding county holidays.

Focus Merchant Services’ dedicated customer service professionals will be available to assist Fort Bend
County’s staff with any inquiries 24/7. In addition, an on-line reporting tool will be made available to
the County that will provide the necessary information to compiete daily, weekly, and monthly

reporting reguirements.

Tahir Bhatti

Focus Merchant Services
CEQ

Date: 01/26/2024

laime Kovar

Fort Bend County
Purchasing Agent
Date:

9703 Richmond, Suite 110 sHouston, TX 77042 «Tol: (713} 435-8400 » Fax: (713} 952-4476
www.focusmerchants.com
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Part 1: Confirmation Page

Processor

Natne: Foeus Merchant Services, LLC

informatlomn:

Addrass; 9703 Richrmond Avenus, Sults 100, Houston, TX 77042

URE werw focusmerchants.com

Custorrer Service#  1-713-433-8400

Flyase read the program guide in i3 ontlraty. It dogoribies the terms under which we wilf provide mearehant protessing Services to you. From time to

tima you may have questlons regarding the contents 3f your Agreernent with Bank and/or Fracesaor 6r the contents of your Agreement with TetaGhaek.
The following information summarless portions of your Agreement in crdar fo asalst you in answaring soma of the gusstlons we are most commanly
Asked.

1.

Your Discount Rates are assassed on fransactions that guality for
certain reduced Intarchanga rates imposed by Masisroard, Visz,
Biscover and PayPal, Ary ransactions thet 12l to qualify for thess
reduced rates will be chatged an sdditfanal fee (380 Secticn 25 uf the
Program Gulde).

2, We may dobit your bank aceount {also referred to as vour

Seftiement Acuount) fram bme lo dme for amcunts owed to us undor
ine Agreament,

There are many reasons why a Chargoback may occourn
Whan they oceur we will debil your seitlemant finds or Satliement
Accaunt. For a mors detelled discussicn regarding Chargebacka see
Section 14 of the Your Payments Acceptance Gulde or see the
anptlcable provisions of the TeleChock Solutions Agreement.

4. In conslderation of the Services provided by us, you shail oe

charged, and hereby agree o pay us any anc gl foes sat forn ir this
Agreement {for the purpose of clarlty, this Inci:des the Aplicalion ang
any additfonal pricing supplemerts or subsequent commimicadons;,
al of which ghall be calcutated and sayabie pursuant to e terms of
this Aagreement and any additional grieing supplemenis or sussequers
comminications. If you discute any charge of funding, you must notify
us within 80 days of the date of the slatement whera the charge or
furding appears for Card Fracasaing or within 20 days aftha dale nf 2
TeleCheck fransaction,

B.  The Agreementlimits our Hability fo you, For a detailed
dascriplion of tha linitation of labilty see Seclion 27, 37.3, ang
3E.11) of the Card Genaral Terms; or Seetfon 17 of the TeleCheck
Soluticns Agreemant,

B. W have assumed cartaln risks by agreeing to provide you with
Card processing or chack servieas. Acsordingly, we may take
cartain actions 1o mitlgaie cur rlek, Inctuding termination of the
Agreement, andier hold monies cthenvise payabls to you {see
Card Protessing General Terms in Section 30, Term, Events of
Default and Section 37, Reserve Asaount; Sacurity Inisrast, (see
TeleCheck Soiwders Agreameant In Ssefion 7), under certain
cireumstarces,

7. Byexecuting this Agreement with us you are authorizing us and
aurABlliates o otain finanelal and oredlt information reganding four
businassan: the signers snd guarantors of the Agrasment untll af
your chiigalions to us and our Afifiates are satisfied.

8. The Agreement contains a prevision hat in the avent vou
terrrrate the Agreement prior to the expiration of yaur |altfal 3
year term, you witl be responsibla for the pavment of ap early
terminalion fae as set forth |n Part 4. A3 under "Additional Fes
Ifeumation” and Section 162 of the TeleCheck Solutions
Agresmen,

2. For quastions or enncerns reganding your merchant account,
cantactousiomer service at the rumber located on your Marchant
Sarvices Statament.

1

0. Paymsant{ Network Dlsclosure

Visa and Mastercard Momber Bank Informatien: Wells Fargo Bank, N.A.
The Bark's mailing address is P.O. Box 6078, Corcord, CA 94524, and Hs phone mumber is $-§44-284.3834.

Important Member Bank Responsibilities:

a) ThaBank is the only ently aparoved fo exlend acceptance of Vise
and Magternard producta direcily to 8 merchant,

b} The Bark must te a principal {slgnes) to the Agreement,

¢} The Bank is responslole for adueating merchants on perinert visa
and Mastercard rulas with which merzhanile must somply: bul this
‘nformation may b provided o you by Procosson

dy  The Bank Is responsible for and must provide setflement funds [o the
mereharnt.

a3 The Banlk ig responsible for af! funds held in rzserva that aradarivad
from selflement.

F}  The Bank ls the ulimate sutherity shiould & morchant have ary
prablems with Vige or Mastercard produsts fiowever, Processor also
wilt assist you with any such problems).

Srint Cllent's Business Legal Name:

Impariant Merchant Responsibilitios:

a)

b}
6)
d;
e}
B

Q)

n

Ensure compliance »#ih Cardholoer data security and starage
requirements.

Meintalr: raud and Chergebacks below Payment Network thraaholds,
Review and understand tho terma of ths Merzhant Agreement,

Gornply with Card Crganization Rules and applicable law ang regulations,
Refain 2 slgnad copy of thls Disclosure Paga,

You may downioad Visa Regifations from Visa's website at:

Mips, fiusa visa com/dam A/ COMIGnwnload iabolLi-visg ilsa-rles-
public pdf,

You may download Mastercard Ragulations from Mastersard's websile

at:
wew.magiercard. us/contenidamimccemiylubul/geournents/masleranrg-

rEns. odf,

You may downlogd Amarican Express Mershant Operating Gulde from
American [xpress' website al. wwwamerisanexpress, sorafus/merchant.

By Hts signature belov, Cliont asknowledges that it has roceived the Marchant Processing Application, Program Terms aad Conditicns consisting of 54

pages Iircluding this Gonflrmation Page and the applicable Third Party Agreement(s),

Cllent further acknowledges reading and agreeing 1o ali tarms in the Program Terms and Conditians. Upon reeeipt of a slgned facsimile or original of this
Gonfirmatlon Page by us, Cllent’s Apphcation wil be processed.

No aflerations or strika-outs (o the progront lerms and conditions wiil be accegted.

Client's Princlpal Signature:
{Plaasa gign balow)

X

Plaase Frint Nama of Bigner

Titte Date

Page 2 of A4

O WF_W_2510
FMS2510



Part 1: Card Services

A, Your Payments Acceptance Culie

Payment acceptance soluffions are an essential part of vour business. As
your pariner, we want fo make accenting payments as slmpie ag possidle
tor you, That's why we oreatad the Your Payments Accoptance Gulds.
it's your guick refergnca o the guiclefires for procossing transactfona. Yo'l
alao find recommendations and 4ips to help you prevent fraud, reduce
chargekacks and properly handle paymrents, refurds, exchanges and most
othar situations youll engounter I your day-to-day business,

To help you navigste mora easfly and find the Information you need when
you nesd i1, we've srganized the guide into three pars. Al the end of e
guice, you'll alss find Informalion speolfic to processing WEX, Vayeger,
American Expraas, Dlscover, PayPal payments.

H you have gusstions abouf processing payments of any of your other
businasa zenvces, please contact Customer Service al the number listad
on your ierchant Services Sialemenl. Your Customer Service ieam i3 hero
1o make things eastar, so ket us know what we can da i halp,

American Exprass americansxpress,com

Biscover Sinancle! Services distovernehvoi.convmerchants
Mastercard Worldwide

rastercard. us/contaniidamimecomiglobslidocurrernts! mastercard-
Alles i

Visa Ino
usa.viss.comfdamyCRMidows
PayPal

paypal comiusfyebanasimop/accept-pryments-onine

Part 1

The first step of & transaction begins before a customer aven dadidss to
maka a ptirchasa. This part of the Your Faymants Acceptence Guitde
raviews steps that youll need 1o take to ensure cuatamers are informed of
thair payment options and undersiand the terms of sale, You'll alse find tips
&nd fmporani reminders for valldating cards in order {o reduca the risk of
fraug. Finally, specific procedures for avcepting dobit end CBT paymoenis
arc olilined. If vou have guestions about anything discussed in this guite,
please corfact Custemer Servics at the number lacated on yolr Merchamn
Servives Blatemenl,

t  Use of payments networks’ brants

Bo's

+ Do prominenily ¢isplay relevant trademarks of the payment networks at
agch of your foeations, In catalogs, on websites and o other
zromotional material

« Do only use the official trademarks of oure anc of tha payment networks
in the offiedal fermat

Dont's

= Don'tindicato that v ¢r any payment petwork enderans your goods or
sorvizas

= Don'tuae the frademarks of any payment network after your right t
aoeept e cards of thet paymant network has ended, or that paymend
reswork has rotified you to stop using their frademarks

« Don't use the frademarks of curs or of the payment retworks in eny way
that injures or diminlshes the gocdwill associated with the tradarmarks

« Dor't use pur fradermarks or the iradefmarks of the payment pelwoerits in
any manner, including in any adverlisaments, displays, er press
refeases, withouf our prior witten corsent

For special rules applying to the reatment of the Amearleun Dxgress brend,

please rofar to Appendix 2.

2 Poini of Sale (POS) rominders

Yol must clearly and conspleuously:

« Disclose all matarlal terma of sate prio? to oblalning an authorizalion

+ At all points of inferaction Inform cardbiolders which endity 1s making the
sales offer, so that the cardhoiders can clearly distingUish yog from any
ather party involved in the Inferaciion

» Disclose any discountIncantive/surcharge for cliatamers to pay wih
cask, check, credit card, or dekit card. afc. Any auch ciscolmtfincantive
musi be offered to all customers with no speaial treatmont for any
Payment Network or card issuing barik

1f you accept ordars via the internet, your website must include the
toliowing nformation In a prominent manter:

¢ Disclose the existence and amount of any Surcharge as a merchant fee
and cleary alert consumers to the praclice 2t the POS - In slore and
onllne —and on every receipt

A complete descrintion of the goods ar $ervices offered

Detrils of your 1) dellvery policy; (2) consurrer data prlvagy poilty; {3)
cancetiaiion palley: and {4) ralums paiicy

The transacticn curency (US dallars, unless permission is othanvise
raceived from Senvicers)

« The customer service coptact, including emait addiess and teieshone
aumber

= Your gddrass, Including country

s The {ransacion security used on yaur weisiia

+ Any acplicabe expod or legal restristions

« Your identiity at ad peinis of ‘nteraction with the cardholdor
» The data cn which any frea trial perifod ands

i you #mit refundiexchange terms or Impose other apecific condlifons for
card sales, you must clearly print (n $/4-Inch lotters) tha words “No
Excharge, No Refund” on the sales drafi.

During a figuidation of ciosure of any of your oullsts, locatlons or
businessas, you rrust poat signs deary visible to customers stating that.
*Alk Sales Are Final." and stamp the sales deaff with & riotice that "All Sales
Are Final.”

3 Validaling the cards

Transactions where the cardholder is present - Card Present {ur GP}
fransactlons

« ¥au rrust check the card i# tne cardholder Is present at the PGS

« Vorify that the card is legitimate and vallo

» Varify that the card is not visibly allered o mutitated

= Capture card dats using the POS device by swiping the sard {mayrinliu
stiipe) lappingiwaving the card (uplactiess) or Inserting tha card (zhin
card)

Ersurs that the cardlioldor anfars their PIN using the keypad, i
prompled or provides their signature unless you are participatleg in the
'Mo Sigrabire Requirad' or PiNless programs

» Yarffy the card's valid from date {if applicable} and the axpizaton date
Waulfy that the card number and expiration date on the card are the
sdme as on the transaction roceipt and the number dsplayed ¢n the
POS device

Wertly that the name on the ransasiion recaipt is the $ams as tha name
on the Tront of the card {If applicable)

Ensurs that the cardholder appears to be the pardon shown in the
photograph (for cards with a phelograph of the candholder)

Transactions where the cardholder is not prosont = Card-Net-Prasont
{or CNP) trenaactions

This saction applies to any Wansaction where the cardholdar is not present,
such as mall, fefephans, Interned, and sCammerce.

Yiou may only conduct nternet tranaactions i you have netifled us in
advance gt recaived approval,

Po's
« [0 abtain the card agrount numzer, name as it appears on lhe card,
expiraton date of the card, and the cardholder's stetement address

¢ Do use the Address Varification Sardcs (AVS), I you do not have AVS,
contact Customer Seniice Immeziately

« T30 ghearly print the following on the sales draft, and provide a copy o
the sardhelder at the time of delivery:

- The last 4 diglts of tho cardholder's account number
- Tha date of transaction
-~ Adasarintlon of lhe goods and services

~ The amount of the ransaction {Including shipping, handling,
Insurance, ele.}

- The sardholder's name, billing address, and shipping address
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— The authorizatian cede
— Your name and addrass {sily and stats required)

iJv obtain proof of defivery of the goods or services to the address
designated by the cardholder

Da riolify the carghcider of dailvary time frames and epeciai handling or
cancellation pollciag

« Do ship geods within 7 days from tha date on wilch authorization was
obialned, if delays are incurrad {for axample, out of stock) miter the order
has been taken, notlfy the cardhelder and obtain fresh autherlzation of
the transaction

+ Do use any separate marchant identification numbers provided to you
for internet orders in &l your requests for autharizatlon ane sibmlssion
of charges

¢ Do provids at least 1 mordh's prior written notlee 12 your acaulrer of any
change in your internet address

Con‘ts

« Don" exceed the parcentaga of your total payment card volume for
Card-Not-Present sates. as set out In your applicat'on

« Don't submit a transaclion for procassing untl! after the gocds have been
shippad or the service has been orovided to the cardhalder - the caly
axception tu this is where iha goods have baen manufactured ta the
cardholder's spacifeations and the cardholder hias been advised of the
billing details

« Don't agcept card sccount numbers by elesrenic mait

+ Don't require & cardhelder to complate a posteard or other docurrent
that dlaplays the cargholtiar's aceount number in claar view when mailed
ar send any making to 8 cardholder that displays personai information In
clear vigw

Iiis also rzcommendled that, If feasible, you obtain and keep a copy o file

of tha cardholder's signature authorizing you te submit ieleshonz ang mait

order lransactions.

AVG (and other frauc mitigatlon tools such as Verifiad by Visa, Mastarcard
Secire Gode, Tard Valldation Codes and Card Identification) dees rot
guarantee agalnst chargebacks; tut, If used propery, it assists you in
raduning the risk of fraud by corfirming whethar certain elements of lhe
biliing addross provided by your customer match the billing addrass
rairdatned by ihe card-ssuing bank. AVS also may Relg you avoid
nourstng addtional interchangs expenses, AVS is o separate preoess from
abtainirg an aulhorizatior and will provide a separate responsc. | s your
esponsibility 1o mordlor the AVS responses and use the information
grovided 10 avold aceepking high-risk transactions.

# a disputac charge arlses for a ransaction conducted over the Internat or
eleatronitaily, a chargeback may be exercised for the full amount.

For Discover Netwaork transactions, please refer {o Appendix 3 for the
Gizcover Network prolocst for inlerret transactons,

Customersactivated terminals and saif-sorvice terminals

Trarsactions processaed ef customer-aclivaled terminals ard seif-service
terminals teve spechic requlrements for processing. You miust confact
Cuslomer Service for approval end further instructions before condusling
custormer-aciivaled ferminal fransactions or self- service terminal
fransactions,

4  Transaction guidelines

Do's

s Do only present far payment vatid charges that arse from 3 transaction
with 2 bona fide cardhoider

Don'ts

« Don't sat a mirimum transacton amount of mare thar $10 for a1y eredit
cards or of any amourt far delit cards or Alipay transactions

o Don't set o maxdmum fransactist amount for any credlt cands

Cion't cstabilsh any spectal condtilang for secepting & card

e Don® make any cash dishursemants or cash advances to a cardhalder
as part of & transaction with the exception &f the Dscover Natwork Cagh
gt Checkout sandce

« Deon't aceept any direct payments from cardgholders for coods or services
which have been incluged an a sales ¢raft

Bon't requlre a cardholder to supply ary personat Information for g
fransaction {for exampts, phone number, address of drfver's licanas
numbery untess: (1) instructed by the Voles Authorization Certar {2

presented ar unsigned sard; or (3) procassing e Card-MNot-Prasen:

fransactlon

Cen't aubrmit ary transaction regresenting the refinance or transfer of an

existing cardholder obligation which la deemed uncollzctibie, for

example, a trensacion that has been previously charged back of to

cover a dishoncred check

+ Don't submit sales drafls or credt drafis transacied on the parsenal card
of sy owner, padner, offlees, or smployae of your busineas eatatlishment
or of a guarantar who signed your appiicalion form, uniess such
transaction arises fom & buna fide purchase of geods or services in the
ordinary course of your husinass

Don't sarry out factoring, that Is the submission of suthorzafion roguests
o7 aalas drafis for card transactions trarsacted by ancther busiress

5 Bocuilty

Yoy are responsible for mairtaining the securlly of your POS devices and

for inslituting approsriate cordrels to pravent employees or olhars from

subritling credits that de nod reflzet bona Rde returns or reimoursamsnts of

eartier fransactions.

Please comnply with the data security requirerments shown below:

Du's )

+ Do instalf and malntein a securs firewall cenfigurafion to protect data

» Lo proiect stored data, and do encrypt transmlssions of data sent
acrass openioubliv netwaorls, Lsirg methods Indicatad I the Paytart
Card Industry Data Security Stardard (PC1 DES} which is available al:
pelsecuritystardards.org

= Do use and regulardy update antl-virus scftwars and keep secuity
paichaa up to date

» Do rostrict access to data by buslness need to know". Asslgn a urigus
I0 to sach person with computer access {0 data and track access to
data by Unigue (D

» Do egularly test securlly systems and processss

+ Do maktain z policy that addresses information sacwriy for employeess
and cortractors

+ Do realrict phyalcal access to cardholder irformaticon

» Do destroy or purge all media contzlni+g obsolets fransaction data with
cardholder informaticn

= Do keap all systems and meadia contalning card ascount, cardholder, o
fransaction information (whethar physicat or slectronle) in a secure
mannar 50 as to pravent access by, ar disclosure (o any unadthorzed
garty

« Do use snly those services and devices that have been ceriifiac as PCIE-
DB3 compiant by the payment networks

Don'ts

« Dan't use vencor-suppliad defaults for systam passwords and other
secufily parameters

» Dor't ranamit cardheldar azcourt numbars to cardhoiderss for intarnat
tran=actiong

» Bon' stors ar retain card verilication eodes {3-digit codas prinded onthe
hack of moat eards and 2 4-diglt code printed on the front of an
Amarican Rxpress card! after final transactlon atithorization

» Surt sfore o retain magnetic sldpa data, PIN data, ohip data, or AVS
dafa — arily sevdhelder ascount number, cardholder neae, aid
cardholter expiration date may be refained subsequent to transzelion
atthorization

For Intamed transactions, copies af (he transaction recards may be

delivered to carchalders in either eleckrenic or paper format,

8 Debltcards

\Wwhen accenting debit cards, you'll need to follow the spedfic requiremenis

for 2ach debit network, a5 well as the genaral requirements scf out inthis

section.

Do’s

» Do read the account numier elecironically from the magnetic stripefchip
for transactions authentizaled with 2 PIN. 1 th2 magnetic sitize/ship is
unreadabiz, you must request another fory: of payment from the
tardholder

Dor'fs

« Pan't process a credit pard transaction in order to pravide & refund cn a
debit zard fransaction
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» Don't pomplete a debit card rensaction without:
— Enty of the PIN by the ca:ghoider {and no one elsa)
- Bignatre by the cardholder (and ao one sise)

Unless the Iransaction Is a “no-slgnature” deblt iransaction or g *PiNIess”
Pik debit fransaction specifically suaperted by the dehit network:

= Don't accapl the PIM fram the cardholder verbally or in written form

v Don't manually enter the account number for PEN debit transactions.
Signature debil transactiona may be kay entared f you-are unzble to
swipe, dip, tap, or wave the card

The debit retwork used to process your cebd transaction will depend upon,
among other thirgs, our own bus:ness conslderations, (he avadability ¢f the
deblf natwork af the time of the iransactian, and whether a paricular debit
cird s enabled for a particular debit nelwork.

The dekit network teed 1o route your transaction may oF may not be tha
lowest cost network available. YWe may In our sole disgretion:

- Uss any debit network availsble to us for a given fransaction
(incluziing any of our afflisied PIN debil networks)

~ Add or ramove debit nelworks availabis 1o you based on a varlsly of
factors, neluding avaiiability, featires, funclionality and our own
husingss considarations
You are respanelbls for sacurlng your PCS devices and implementing
eRpropriate contrals to prevent emplovaes or others from submitting credits
2nhd voids that do rot reflect bona fida returns or reimbursements of prior
frarsactiors.

‘ou may offer cash back to your custcmers whan they make a PIN deblt
card purchase. You may set & minimum and raxlmum ameurnt of cash
tack that you will allow. If you are not currently effering this service, your
POS devica may raguire additiznal programiming io begin offerdng cash
back as long 33 it is supported by the debit network,

You must racencile your accounts for each location daily and notify us
within 24 hours of any issues.

An adjuatmant s a {ransaction: that is Initiated to corect a debit card
transaction thal has been processed in error. For signature debit
transactions {that 13, "no-signatire” debit transactions), the cardhalder and
card4ssuing bark have the right to cuestlon or dispute a transacton,
these questicns or disputes are not resolved, a chargehack may aczur, You
are responsisle for afl adiustment ad chargeback ‘ees ihat may be
chargeti by a debit NEtWErK.

An adjustment may be inifiated for many reasons, including:

— Tre cargholder was char"ed &n incorrest amount, whether toc tde or
oo nilch

The cardholder was charged mere than once for e same ransaction

— A processing error mzy have seourred thal caused the cardholder to
ae chargad aver though the ransaction did not complete normaly at
the POB

- Acsrdhsider i disputing the goods or services provided

All pariles Involved In precessitg adjustmenls and chargebacks are
regubatad oy timeframes that ars sneclfied in the operating rules of the
applicable debil network, ihe Fluotronic Funds Transfer Act, Regulation £,
and cther apslizable law,

7  Zlectronic Beneflt Transfer transactiohs

Wie offer electronic inferfaces 1o Flactronic Beneflt Transter (EBT) networks
for the processing. seitlemenrt and awitching of ERT transactions initialed
through the use of a state-issued EBT card at your PGS tarminal(s). so that
EBT reciplents may receive EBT hanefits.

EBT benefifs may comprise:

» United Stetes Depeariment of Agricutture, Food and MNutrion Servica
{FN5)

» Bupptemental Nutilion Asajsiance Program {SNAP)

» Women, Infants, and Children Berefita (WIS Benefits)

= Covernnent dofvered cash

if yau accept EBT ransactions or provide EBT benefts:

Do’s

« Do previde EBT beneflis to EBT reclpients [n acasrdance with apalicakble
law and tha procedures set out [k tha Quest rules, In the amount

aithotlzad througly your ferminal, upon presentation by an E3T reciplent
of an EBT card, and such EBT reclpient's entry of a valid PN

« Do use POS Terminals. PE pad, and printor, or other aquiprent that
meel required standards (inchuding thoss sel out In the Quast ruleg)
during your nermat business hours and I & manner cansistant with your
rormat pusiness practices

« [o comply with the proccdures sef out in the Guest rdes fur
autherization of ERT benafits if your teaminal fails to print EBT tenefit
issuanece Infarmafion as approved and validated as a lagitimate
fransaction

+ Do provide a secelpt for each EBT fransaction to the applicuble EBT
meipiert
Do provide EST banafits for EBT reciplents from ail siates

Do noflfy us premptiv If you plan to sfop acsepting EBT cerds and
providing EBT benetie or If you ara unable to comply with this sectlon or
fhe Cuiest rules

+ 2o adequalely diaplay ary appicable stefe's senvice marks or ather
llsensed maks, ircluding the Quest marks and other materials supplied
by ue in accordance with the standards set by the applivatle state

» Do yse ary marks only o indicats that EBT benaflis ars izsued at your
lacatlorys)

+ Do malnkzin adecuate cash on nand to Issue EBT service grovider
authorlzed cash benefits

» D¢ igsue cash barefts to EBT recipients In the same manne; and to the
same exiard hat cash is previded to your olher customers

Dan'ts

v Dot accept EBT cards or provide EBT bencfits af any fime other than In
sonvgillanoe wilh this seation or fre Quest niles

Dan't designate and direct EBT reciplents i special checkeut lanes
restricted to use by EBT reciplents unless you aiso dasignate and direct
cther customers i special checkour lanes for deblt cards, credit cards,
or ather payment methods such ag checks other ihan cash

Don® resubmit any EBT card transacton, excepl as specliically

permitted by the appicable Quest rules ard procedurss

Dur't acoept any EBT card for ary purpose other thar providing EBT

banedits, ineluding wilhout itgtion aoeepting #n BBT vard az security

for repayment of any EBT racipient obligation ta yau, If yon vidlatz this

refuiremart, you: will be obligated o reimburse the stata or us for any

EST herefils wiawlully recelvad by either you or an RRT recipiont tn the

axwert permited by law

« o't dispense cash for FNS, SNAP, and WIC Baneflts

Con't disclose individually Identlfiable informatlon relating fo an 26T

rzelplent or apclicant for EBT benefits withaut pricr wrltdlon approval of

the appiicable state

« Don't use the marks of any =BT servica providar without prior waitlen
gporoval from such EBT sorvlce provider

« Don'tindicate that wa, any stats or its EBT sarvics provider snduotse
yOUr goods or senviges

a Den'trequire o 'n your advertising suggest, that any EBT reciplent must
rurchass goods or services for you as a conditfan to recelving cash
benefits, unleas sueh condition appiies o ather elistamers as well

You must take sole responsibility for the provision of any SBT benefils

ather than i accordance with suthorizations racelvesd from: the EBT service

provider.

If an aulhorlzec termirzl s not werking or the EBT syslem is not avaliable:

-

-

Ro's

Do manually accapt EST cards ard mansally provide £BT beneils in
the amolnt autherized lrough the applicadle EB7 service provider to
the EET reciolents at no cost to the £3T reclplents upan presentation by
an EBT recipient of their ZBT carz

» Do ghtsin an authorlzalion number for the amaunt of the puschags from
the apsolcable EBT sarvice provider while the respectlve EBT reciplent is
aresent and sefore you pravide the EBT recipient with any FNS, SNAF,
and ‘WIC hznefks or cash benefl{s, as applicable

+ Do preperly and lzglbly enter lhe spagified FRT recipiont. ook, aid
zales Information, Including the telephone authorzetion number, on the
manual sales draft

« Do slear af manusl vouchors authorizallons on yaur B0S temminal within
14 days afler the date of applicabio voice authottzalion, i a voucher
sx¥pires heforg i taz bean clearod by your terminal fof paytient, ro
furthar eclion can ke taken te obtain payment for lhe voucher
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Dan'ts
» Don't attermpt to voice authorize a mansal EBT fransaction  the EBT

recipient is not presant to sign the voucher. The EBT rerigiont must sign
the viucher, You must give a copy of the voucher ta the ERT recipiant at

the me of althorlzation and retain one copy for your racords

. v Don't resubmit 2 manuzl sales draft for payment for a teansaciion Fyou
have not racetved an aylharization number

» Don't mail wouchers requesting payment

‘rou must take sole responsibillly lor (and you will not be ralmbursed in
respect of) a manual transaction, if you fall to ebialr an authorization
numbar from the applicable EBT service provider In accordance with this
section or otherwise fail o process the manuzl transaalion in accarcance
with the Quest rufes, sxcept es specitically providet In the Quesl rules.

2  Surcharging requirements

A Surcharge |s an acdifonal fee thet you dd {o melsvant ransactions ds
permitied by Payment Network Rules sl applicatle laws (fogether,
Applicable Laws), Merchanls rust recelve prior soproval from Processor
tefore assessing a Surcharge.

{7

ol pasticipate in Surcharging the followlng terms and cenditions aoply:

Do's

L4

Provide rotice to the merchant's acquirerfPayment Networks bafora
teginning to Surcherge, as appiicable based on Payment Metwork rules

Discloss the exlsterce ahd amourt of any Surchargss on a stand-alone
Lasis in locat/ons that the corsumer s likely to see prior fo commiting {o
& Irensaclion, inciLding signs or guslings, webpagses, advertising
materals, calaloglies, oF menus

Provide disclesures tha! ars preminent and easlly vlslble to cusiomers

~ Piace disclosures prominently on websites and the Infarmatlen showld
appear, at a minlmum. before proceeding to cneckeut, in addition to
other pages

- W a POS registar ‘s balng wsed for the transaction, the slgn should be
loceted near ihe reglstar such that a customer would see it prior to
intiating the checko pracess

- [n a sign praminenlly aear an entrance or other high-lraffic part of the
facility

- Or a receipt, he disclosurs must bs broken out as ils own fine Hom,
showing a dolar amount and how that doflar amount Is acded Inio the
{otal cost

Jse the word “Surcharye” to dascribe the fee, accurately mfect the
reason for the 3uscharge and describe It as a Surcharge yau are
assesaing for accepiing refevant fransaclions as permitted by Appilcabla
Laws

i the Surcharge is caloulated as a percentage of tha lransaction
arount, clearly disclose inwriting the dollar and cents ameurt of the
Burcharge prior lo processing the charge, in the context of a card not
preser transacion, the doflar amount of the Swrcharge must ba
disclosed prior fo processing the fransaction

Frovide full refu~ds for the exacl dallar amount of the orlginal transacticn
inciuding tax, handling charges, ard any Surcharges

For pariiai refunds relaling to Surcharge transactions, the Surchaige
amaount must be prerated

Don'is

L]

Do not Surchargs for dabit, prapalc card or other fransactions as
prohibited by Applicabla Laws

Do not Surcharge on debit card transazfions for which the cardholder
yaing a dekit card chooses "oredf” an the POS tarminal

Do net characterize the Surchargo In a way that stigsosts it is not being
imposed by the business 4seif {such as calling it "mandalory™} or that it
Is being imposed solely 1o cover oredi card costs

Part 2

This part of tha Your Payments Aceeptance Guids reviews assential
eloments of a transactian, Including authorzations, issuing refunds and
axchanges, and handling special transsctions fike recuring payments,
Youli also find Informatlon abotl chargebacks and proecesses o put in
plave to ava.d chargebacks, Feel fiee to conlact Customer Serviee with
any quasfions lhat arse as you redew lhis information.

9  Autharizations
Genaral

You must obtale an authoilzalion aoproval code from us for all
transactions

= A positive suthorlzation response remains valid for the tme frame set
ot in Secifon 13

An authorization approval code only indlcates the avallabilty of furds on
ar: account at he time the authorlzation is requesled, # does not
indicata et the person grasenting the ¢and is the rightful casdhoider, nor
13 # & promuse or guararies that you will net be subject io a chargeback
ar adjustmant

« You inust ot attampt o obtan ar authorlzation azproval code Irom
anyone ather than us, unless we have authorized you to use a third-
pary authorlzalion system as set out In Section 9. An authorization
approval sode from any other gource may not be vaild

if you usa AVS, you must ravisw the AVS response separately fram the
autorzadnn ressonge and malka your own declsion about whether to
accept the transacdon. A ransaclion may receive an autharizailen
approval cade frorn dhe carc-sstlng bank even If AVS is unavallabls of
reflzcis that the avdress provided (o you does not malch the billing
adcrass on file al the card-ssuing bank

v [f you racalve a referral resporse to an atlempled autherization, you
musl net

—~ 'Submit the transaction witnet safling for anc raceiving a voice
authorization

- Attempt ancther authartzation on the same card thraugh your FCS
tevice

v You must not aitempt to obtain mudtiple authorizations for a singia
trangaction. If a salo | deckinad, do not take alternative measures with
tha same card fo obtaln an approval of the sale frem other authorization
sources. Instead, raquast another fo'm of payment

+ {f you fall o oblaln an sutherization approvat code or if yol submit &
card transaction after recelving a dechire {even if a subsequent
autherization attempt resuits in an authorizaton approval code), your
fransaction may resull in a chargeback and it may he assessad fines or
feas by the Payrment Netwerks for which you will be responsible. Fees
currantly range from 325 to 5150 per {ransaction

You will be charged for a request for an atthorizatlon apgrovat eode
(where applicable). whether or not tre fransaction is approved

Far Card Prasent transactions, It is kighly racommendad that vou dse
your elactronic authorzation device to swire frragnefic stipel. tapivave
{contactiess) orinsart (chip} cards

GNP transactions

it is righly racommended *hat you obtain the 3-digit card verification ceds
on the haek of the card (or the 4-dight verification code onthe front of
Amorican Exprass cards) and {hat you inzlude Ihs code wilh each CNT
atlhorization request unfess tha transacton is a resuining traneastion,

For recurring transactions. submit the card verificalion code ony with tho
frat autharlzation request ang not with subsequent authorizalion ratUsss.

For American Express CNP lransactions, please also refer ta Appendiy 2.
Far Discover Nebwerk CNP Iransacticns, please alse refer to Appendiy 3,
PayPat and Allpay do not allew GNP transacions.

Authorizatlon through telephene (other than terninalielectronic
device uscrs)

« You must call your designatad Volce Authosizatlon Toll-Free Nurmbar ang
eriar the authorizalion informatlen into the VRU using a touch-tone
phione ar hold for an authorlzation roprosantative

« |f the Voice Authorization Center asis you to obtaln identificaticn from
the cerdholder befars issuing an apgroval code, you must clearly wrile
the apprapriate identification source and numberz In the space provided
o tho sales draft

» |f the Vooe Authorization Genter asks you to corfiscals a card, do not
take ary acfion that will alerm or embarrass the gard preserder and send
{he card to Rewards Department, R.O. Box 5019, Hagerstown, MD
21740, You may be paid a reward for the refurn of the card

= if ha sale |s declned, please remember that cur operators ars only
relaying a massaga from the card-issuing bank, The fact that a sale has
bean declined must rot be interpreted as a relleetion of the cardholder's
creditworhiness, You must inatruct the carghoider {o call the card-
issling bank

-

-
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Authorlzatlon via electronic dovicss

« If you use an elactranic terminal to chialn authorization approval codes,
you must oblain the authorization approval codes for alf sales through
thiz equipment

« Hf your tarminal malfunclions, please refer to your Quick Beference
Guids or qall the POS Help Desk. Flease remember to check your
terminai perlodically because most ‘erminal nrobiems are temgorary in
rature and ara qulickly corrected

= [f atarmingl ia moved or if wires are disconnested, causing malfunction,
call lhe PO Help Dresk immediately and follow thelr instructians . You
miy be responsible for any sandce charges incurred for reactivation of
ihe terminal

"+ Untii the terminal hecomes oparable, you mus{ call your designated
Woloe Authorlzasion Toll-Free Number and entor authorization
infermadlon inte the VRU us'ng a touch-tone phohe

Third-party authorization systams

if you have confracted o uas ong of aur authorlzation servicas, you must
not use another third-party authorlzadon system without nodfying Customer
Service. Otherwise, we will be unabls to successfully research and deferd
any authosization retated chargebacks on your bahalf. This delay will
significantly cecrease your lime fo rasearch and previde proof of
authorization. thus reducing yous opporiunity to reverss a chargeback,

i you use arother autherization network;

« You will be respansible for the downgrade of any transactfons to a higher
cost Intercharge that result from any mismateh of information to our
sysiems and those of thind-pary authorization ratworks

a Liapiily resulting from discrepanches with that netwark mist be J‘esawed
betwoer you and that refwerk, We will not regearch chargabaciks
resultthg from authorization approval codes ohlalnad fromt another
autharization service organizalion. Such chargebacks wilf be pagsed
through fo you for resolution, i an authorizatlan provided by a third- -arly
authadzation system is challenged in a chargeback, you must cilain
prouf for example, third-parly autherization togs) from the authorization
sotree and sLbmit [t o us vithin the lime Fame specified ontha
chaigeback documeniaticn

Cali the faliowing for other card types, each of whioh is gvalistie 24
hoursiday, 7 dayshiweek:

American Express Direct 1-804-528-21 21
JOB, International (For YEN and CAD curruncy only)  1-800-522.8348

TeleGhack 1-800-386-5010
Voyager 4-800-587-3589
WEX 4-80C-842-0071

You musl snter manually alt appreved saces that have boen authorzed in
Lris manner as "post authorizatior™ fransactions Into the terminal, once the
terminal becomas operalional, You must emer all eredlt fransactions e
the terminal for data capturs, IT you receive a referral and subsequanily
recelve an approval, you may be subject to a chargeback,

For szesilic procodures an slectronic data capture, refer to the Terminal
OCperating Instructionsflsers Guide. I the terminal malfunctions for
more than 24 hotirs, contzot Customer Service for furthes Instructions on
procassing your fransactins.

Automated dispansing machinos

You must produce recards for all transacttons ariginating with autemated
dspersing machines or imited-amount terminals, Such racords must
irclude the last four dighs of the cardhaolder account number, metchart's
name, tefrminal lucation, transaction dale, identiflcalicn of transaction
curroncy, transaction type (curchase}, authoirlzation cods, and amount.

For Digcover Metwork fransactions, please refer to Appendix 3 for
instructions on how ko careet an authorlzalion, For PayPat transactiong,
pleass refar to Apperdix 4 for instructions on how to cancet an
authorizatiorn,

Partial authorization am! authorizatlon reversal

Partial authorization provides an alternalive to o decined transachion by
permitting 8 card- lssuing bank to retuen an authorization acproval for g
partial amounl. This amount is jess than the transaclion amount reguested
becausa lhe avallable ca:f balance Is not sufficient to approve the
transacon in full, The cardholder is able to usz the funds remaining on the
card to pay far a portion of lhe purchase and saieet another form of
payment {n other words, ancther payment card, casn, and chack) for the
remaining balance of the fransaction.

» For Discover Naiwork {ransactions, partial aulhorization suppor: s
optianat for CNP lransaciions, If you supgport cartial authorizations, a
partial autherzation indleator must be included In each autrorlzatign
raguesk

You must submlt an authodzation reversat if the auherization i o longer

needed, a partls amourit of the total authorized i3 submitied for the settled

fransastion or the cardhcider elects not o complele the purchase, The
trangactlon sent for sefllamant must he ne more than the amount approved

Iy the: partlal authorization respense, f you wish to support partial

authordzation funclionality, you musk contact Custcrrer Service for

additinnal naes and requiraments.

10 Bpecial types of transactions
Payment by instaliments

i & carchotder makes a deposit ioward the full amount of the sale prive
ard pays the balanae on dellvery, niease feflow the procedurss sef outIn
tisis sactior.

Do's

» Do execula two separate sales drafls and obta'n an awhorzation for
sach sales draft on each transaction date

« Doindicale on each sales drad:
- Whathar It is for the denosit or the balance of payment
— The authorization date and aporoval ¢ude

» Do sutmit and seek awthorization of each delayad detlvery transaction
under the sarme merchant ifentfication ~umber and treat depaosits on
the card no differantly than you trea! deposits on all other payment
procuels

» Do comnlete Address Verfication for ench "balance” authorzaticn

» Do obtain proof of delivery upon delivery of the servicasimerchandisa
purchased

Dan'ts

» Dot submit sales data {o Us relating fo the “kalence” until the goods
have been complelely delfiverad or the services fully provided
If debvery aceurs afer the trme frames set out in Sactfon 19, you mus:
obiain a naw authatization for tha unprocessed padion of the fransacion
oriar to delivery. if tha transaction is daclined, contact the cardhalder ang
regitest ancther form of payment,
For exarvpte: On January 1, a cardholder orders 52,200 werth of furmiturs
arc yau fecefve ar guthorizatlon for the full amount; however, only a 3200
depasit is procassed feaving a §2,000 balznce remaining on the fumiture,
A auiharlzastion reversal raust be processed for $2,000. Whan the goo:i%
arg avallable {2 shin, the 32,000 transaciion balance must be reauthorzed.
Advance payment chargos
If you permit or requirs cardholders {o maka advance payment charges for
the falluwing types of goods or services, please follow tha orocedures set
et in this sectior:

» Custom arders {for axample, orders for goods to be manufastured to a
customar's spenificatons)

+ Ticketing for events cr entartainment (for example, sporiing events or
soneerta)

» Tultion, room, board and other mandatory fees (for example, Shrary or
atner sludents services fees at universities)

» Tlekets for airlines, ral Hnes, cruiss lines, fodging and other travel-
refated services (for example tours or guided expaditionaj

Vehica renials

ir-atore merchandlsa nof Immediately available (for example,

mershand(se prepurchesed for an up"ammg sale evenl or merchardise

or fayaway)

For all advaroe payment ranszcllons;

= Do state yeur fll cancellation and refund policies

» Do clealy disclose yeur intention fo recelve advange payment

+ Before you reguest an authonzatlon. do obtain written conseni from the
carctholder ko bill the card for an advance payment charge

The cardholder's consenl must include: (1) a detailed deseription of the

gucds or services o be providad and {2) his or her agreement to all of tho

terrns of lhe sals (neluting price, any eancellation or refund potlcies) ard
the expected delivery date of the goads or sarvices.
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» Do obtain an autherlzetion approval
= D0 compiste a sales draft

= I you cannot deilver the goods or sarvioes {far example, because
custom-grdered marchandise cannat be fulfifed) and cannoi meke other
arrargemants, @o lmmadialely issue a sredk for te full amount of the
ativance caymenl charge

For CNP fransactlons Invelving an advancs paymert:
* Do ensure that the sales draf containg the words “Advance Payment"

= Within 24 nours of the advance chasge being autherzed, da provide the
cardholder wilh written confirmation that advance paymert charge has
been mada, the writlen canfrmation: must include (1} & detalled
degoription of the goods or senvices fo be provided; [2) the amount of
tre charge; (3) the confirmatior rumber 4f appiicasle); (4) the detalls of
any canceliation or 1eiund peileies; and {3 the expeacted delivery date of
the goods o services

Recurring transactions
H you proesss recUring transactions and charge a cardholder's account
periadically for gonds or services {for example, vearly subscriptions, annuai
mambershio feas. elc.}, please follow the procedures set oul in this
sachan,
Do’s
« Do oblaln wiitten cardhalder approval far goads or services 1o ba
charged an 2 resurring basis to the cardholder's aceslirt, Approva must
at leas! spedify;
- The cardholder's nartie, address. account number, and expiration date
~ The {rangecton amoeunts
- The timing ar fraquency of recrfng charpes

~ For Discover Nelwork and FayPal fransactions, the total amaunt of
recuring charges to be billed to the cardholder's account, (that s,
taxes and tps) and your maerchant ertifcation number

Do ootain an authorization for each fransaction

Atleast 7 days before a recurring transaction, notify the cardnciger
through emall or other agreed method of communication if any of the
folkoving:

- Afriad period, intraductory offer, or promotional pedod Is gaing to end.
itclude in the commanicaicn the transaction amaunl and transaction
date of subsequont recurring fransaciions and 3 Hnk or othar simple
mechanism to enable the cardholder to easity vance! transactfons
oniine of through SMSitexd messags

Do inclde the recurring payment Indicator In each acthorization reruast
and as applicabie, each bateh submissivr oniry

g inclcate on tha satas draft “Rocuning Transaclion” (cr "P.C." for
WMastercard frensuctions)

« For Dissover Nefwork and PayFai recurring transactons, do reluds g
lall-frese gustomer service number that the cardholdar can call <o canent
his! her approval far the recuming kansaction or to obtain ather
assistance relaling to i recurring transaction

Bon'ts

« Don'tinclude partlal payments for guods of services purchasat Ina
single transaction

» Dar't impesa a financs charge In sonnection with the recurring
fransaclion or praautnerized order

» Don'tcomplele a recurnng ransaction afer receiving a earcollation
nofice from the cardholder or card-lssuing bank or aftar a reguoeet for
autherization has been denled

« Bon't store a payment credential if either the first paymont ranzaction or
acuoun! verifteation is decines

I[t:s hizhly recommendsd that you obtain the 3-digit eard verification code
an the back of the card (or lhe 4-diglt verification code on the front of
Amerlcan Fxpress caris}, Includa the numbar with the first autharzatisn
requast. This is hat reguired for subsequent authorzation requests,

A positve authorization response for one recurring ransaction is not a
guarantee that any future recurring transaciion authorization request will ba
apprived or paid,

i the recurring fransaction is ranewed, youl must obtain from the cardholder
a new writton reques! for the continuation of such goods or Services (o be
charged to the cardholders account.
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#you er we have terminated your fight to acoept cards, you rmust not
submit autherization requests or sales data for recurring fransactions that
ara due after the date of such termination.

Far American Express transsclions, piease alse sae Appeandix 2.
Storad payment credentlal transactions
it yau store Information (incleding. bul not imited to, an sccount number or

oaymant token) to prosgss fullre purchases wa behalf of the cardhoider,
followy the procedires 5ot out In this section.

Do's
» Coinclude the spproptiate data values when a payment credentiai is
belng stored for the first time

Do inchida the appropriate daia vaiues when a paymenl credential Is
bsing used to nitiate & storod credential ransaclion

Do nelude the aporopriate data values when a psymart credential 1s
being used to identify an unscheduled credentals on fls transaction

+ Do submit a valld authofzation f an amourt is due at ihe fime tha
payment credantial 13 being stored

» Do submit an authorizatlan verification If no paynent is due at ths time
tha payment cradeniial [s teing sworad

Don'ta

+ Den't slote a payment credential, if either the flrst payment transaction
ar aceeunt vertfication 13 declined

Card checks

i you accept card checks, yau must treal checks from afl the payment
nefwrorks thal you accept equally (for example, if vou accep! Masteroard
and American Express, your check acceptance policy must treai shecks for
soth of these payment networke aqually). You shauld handle these card
checks lixe any other personsl check drawn Upen a bank in the United
States,

11 Salas drafis

Do's

¢ Daprepare a sgles draft for each transactlon and provide a copy of the
sales graft or transactien raseipt in Ihe cardholder at the tire the card
transacton is cormplated: an exceplion is eligble transactions
participating in any of the "Noa Slgnature Required’ programs

* Do ordy colfact transacton data provided dirzotly to you by the
sardheider

» Doinclude all of the following Informaion on & single page ducument

carslittting Lhe sales draft:

— The cardiolder's account number

- Cardirolter's signrlure, uniess you participae In any of lhe 'No
Sigraure Required' programs. For the 'Nu Signalure Requirsd’
programs, Vigs, Mastercard, Discover Network, ang American
Cxprass do nol racuire you to obiain signatures al the POS for creg
or debit fransacticns unless eguirad by law

- Date of tw transactlon

- The tolal amourt of the transaction, including ary taxes to be
coflaniud. in tho approved cumency of she sale

~ Desaripion of the goods or sarvices invoived n the fransaction - if
tere arz {oo many ltems, coambine ten a single description; (for
example, "ciothing™ to ensure that aif Information 13 cotalred ona
sitgle page ’

ascripllen of your mershandise return and creditirefund policy
— Avalld autherizaflsn cods

- Mershant's Dolng Business As (DBA] namz ard lacelion (olty and
siate required) end merchant idenfificatisn numbar, The merchant
ienification aumbar Is optionat hut if provided for Discover Nebwork,
include anly the lasl 4 diglts .

Ron'ts
= Don't inglude tre card expiration dale or any more than the lasl 4 digits

of the card numbzr In the copy of the sales raf which you provide lo
the cardholder

If you: are ENMV-enabled, you may slact to participats ir fhe No
Signature Required’ programs, For tha ‘Na Slignature Required'
crograrns. yau are not regudrad to:

- Provida a transaction racelpt, unisss reguested by the cardheider

-
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1

- Oblain the cardholder's slynature provided you lransmit the {ulf track
datarfull chip card data In tha autherlzation request rogardless of the
sale amount

2 Rofunds

Do’s

-

Bro obtaln an authorlzalian on refund franzactions. For Amesdcan
Express transactions, pleass rafar to Appendix 2

Do provide clear instructons to your customers regarding retums,
including lhe following:

Customer sarvice telephors number
- Refarence number for the raturn
— Expested processiing time for the credl:

Reiurn addrass, preferably on a preformatted shipping iabel Jif
applicabla}

Bo dozument your cancallatlon polloy and terms and concilions on the
contract the cardhoider sighs or oh your wabsite, as apzllicatla

Co create a credit drafl contalning the foliewdng Information for every
refurd:

— The agcourt numeer
— The cardholders name
- Your name, clfy, state and merchant ideniification numbar

~ Merchant [deniification numbar is optional but f provided for Dissaver
Network, only nsiude the last 4 digits

- Transaction types

— Adescription of the goods or services
- The transaclion date of the cradit

- The total amount of the credit

- For Discover Naetwork transactions, the approved currency used and
tha sighature of your autnorized representativa er employee

— For PayPai transactians, the approved currency used ard tha
sigrature of vour autharlzed represeniative or employes

Do submit ad credit drafts to us within the imsTames set oul in Sestien

13

Do sybinit egch credit undaer the establistment whers the oredi
urighiated

Do provide full refunds for the exact dollar amournt of the original
transaction inclutirg tax, handiing charges, Surcharges, atc. ard under
ng circlmsiances provids a refund amount for mere than the origina:
card sake amouni

Sor varial refunds relsling (o Swurcharge fransacilons, ihe Surcharye
amount must be provated

Do write clearty all amounts and other hardwritten information - stray
Tatks on iha eredit draft wilt ronder it flegible

Do ensure that the cardhelder signs Ihe credlt draft, give the cardhaidar
the appropriate copy and deocsit the credit drefl Immediately

Don'ts

L]

-

Don't circle or underline any infenmation on the credit draft
Dan't cradit an account that ciffers from the account usad for the origina:
transaction

Dot inchude the card expiration date or any more than the last 4 digits
of the card number in the copy of the creclt draft which yau provide to
the cardholder

Dot glve cash, chack, eradit refunds, or other constdetation for card
sales, with the exception of the following:

—~ ifthe card uscd to make tha purchase is not available or lhe refund
wransacticn authorization request Is deslined

- Visa Easy Payment Service Transaction or if EMVecnabled and
pariicipating In Visa's "No Signature Required” program

- The recipient of the gift Is not the cardholder

- Visa prepeid card fransactich if he ¢ardhcider states that the Visa
prepaid carg has been discarded

Dont Intertionally submit & sale and an sffsating credtt af 2 fater date

selely for the purpose of debiling and crediting your own of a customer's

aceount
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» Dor'l process a ¢redit transecton aftar a chargaback hag besn recslved

Your welsite must communicate your refund policy to your customers and
requira your customers tc select a "click-to-aonent” ¢ another aifirmative

. butten to acknowledge the policy. The terms and conditions of the

purchase must be displayed on tha sama soraon view as the shackoul
screen that presants the total purchase amaunt or within the sagusrce of
wabsite pages the cardhoider accessas during the checkout process.

For Amarnaan Exprass Yarsaclaons, pleaze also refar to Appendix 2.
13 Exchanges

For an even exchange, no addifonal paperwork I$ necessary, and you may
skminly follow your standaed corepany polloy.

For an uneven 2xcharge, you must complste 2 credif drafl and folow the
procadures oullined in Sscfion 12 for the tolal amount of Goods returmed,
The cardholders acsount will be crediled for that amourt. Then, complata
a ~ew sales draft for (he total amount of any new gonds purchased.

14 Chargebacks, retrievals, and othar deblls

Chargebacks

Soth the sardholder and the card-issulng bank have the right to guestion or
dispirte a fransaction. If such questons or dispufsa are not reschved, a
chargelback may ocour, You are responsible for all chargebacks, our
chargaback fees 2nd related costs arising from your transactions. As a
rasult, wa will debit your settlemant accoust of sedlement funds for the
armourt of each chargsbaci.

us to the short time frames and the supperting documentation necessary
to successflly (6nd permanently) reverse a chargeback In your favar, we
strongly racommend that:

« You adhers to the guidelines and procadures osutlfred In this guide

» Ifyou do receive a chargekack, Invastigate and if you dfspule the
chargaback, submil the appropriate documentatior within [he recuired
lime frame

« VWhenaver possibie, contect the cardhalder cirecily fo resolve the
dispule (excert with raspect to a Ciscover Network cardholdar with
whom direc: cortact ragarding the dispute is prohibited by Discover
Nefwork Payment Network Rules)

» Ifvou hive any questions, cadl Customer Servite

You must not process a orodit transaction orce a chargeback s received,

aven with cardhokler authodzation, as tho crodlis may not be recovarable.

and you may ba financially responsible for the erecit as wall a5 the
chargaback, Instead, the card-esuing bank wit cradit the cardholdor's

T,

Chargoback pracess

If the card-lssuing bark submits a chargeback, we will send you a
chargeback naotlfieatior, which may alsc include a request for transaction
documertafian, k 1s important that you respond lo a shargeback nodfcatlon
and iransacton cocurnertation requost within the fime frame set aulin he
notification.
Linon receipt of & rensactlon documentation requast. yos must
immediataty relrisve the requesiad sales draftis} using the following
guidelings:

- RKiake g iogible copy, cenfered on 8-1/2 % 11-ineh papor {only 1 salzs
drat pur page)
Write the ‘case rumbor’ from the raquast for frarsackion
docurrentaton ¢n sach copy/page
if applicabic, make copies of 4 hetel folio, car rental agresmenl,
matfphoneintarnet srdar form or other form of rocaipl

If 2 credit transaciion has been processed, make & copy of the credit
draft

- Letters are rot accastable substifules for sales drafts

We strongly recommend that you ziso inchude a detalled rebuttal letter
alorg with all pertinent decuments when mespanding to a transaction
request or a shergoback nofification (for example, rentsl agreement, the
poriion signed by the cardhalder; and the area where the sutherizatlon
codes, wilh amounts and dofcs, are located).

If the infermation you provide s both timely and, in our sole diseretion,
gutficlent to warrant a re-praseniment of the transaction or teversai of the
chargeback, we Wil do 5o on your Dehall, Howovar, a reversal is ultbnately
contingent upon the card-issuing bank and/ of casdhalder ancepling the
lransaction untler apificable payment network guidelines. Re-presentment
or revessal is not a guarantse that the chargeback has been resalved in
your favor
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i wo do noi recelve a cloar, legible, and compiets capy of the transaction
. documentation within the time fame specified on the request, you ay be
stibjaet to & chargeback for "non-receipt” for which thare 8 no recourse,

If you do not ¢lspute ihe chargekbsek within the appifcable time Imits as sat
by Ihe payrment network rules and regutations, you will forfelt your raversai
tights.

The card-lssulng bank may charge a handiing fee which will be debited
fram yaur settement account or settiament funds If a transaction
decumentation request resulls from a discrepancy between the sates drad
ant the transmitled record regarding ary of the foliowing:

~ The nama of your business
- Tha clty, state. or country lstad for your bLsiness
- The ?ransac*lon dalg

Visa: [Fwe reverse thd chargetack and re-o: g6t the traneaction to the
card-issuing bank, the card-issulng bank, at s scie discretion, ray slect io
submit the matter for arbltrallon befcre Visa, Visa currently charges a Rilng
fae and a review fee. Whether or nat a decisien Is mada In your favor, you
will be rasponsible for all such fees Bnd charges and any other applicetle
foes and charges imposed by Visa. Such fees and charges wil be debited
from your settiement account or seltlzment funds, in additfon to the
chargeback,
STAR: {fwe rovarse tho chargeback and re-present the transaction to the
card-Issuing bank, the card-issulng banx, al i sole discretion, may lect to
suhmit the malter for arbltration before STAR. Whether or not 2 decislent is
made in your favar, vou will be responsible for all fees and sharges relating
in that arbit-at:cn and any other appllcatle feas and charges imposed by
“STAR. Such feas.and charges will be debited fram your settlerment account
or settlement funds., In addition te the chargeback,

Mastercard: If wa revcorse the shargeback and re-presant the fransaztion
fo tha cand- issulng bank, the cord-ssuing bank, at its scle discration, may
slaat to rasubradt the chiargeback. It such an event, at our discration, wo
wiil deblt your settlement accourt or setiiemers funds for the chargebask.
However, If you f2el strorngly that i is ar: Invalld chargeback, we may, on
your behel! and at your request. subrnit the mabter for arbitration befora
Mastercard. Mastercard surrenily charges # filing fee and a raview fes.
Whather or not a decisionis mede in your favor, you will be responsibie for
all such fees and charges and any cther charges Tmpused by Masterseed,
Such fees and charges wilf be dehited Tam your seitiement account or
setdement funds. v additicn o the chagehack,

Discovar Network: If Discover Nedwork refécts our ré-pretanimean
request and you fee!l strongly that the chargeback is invalid, we inay, at our
disaretion and o your behalf and at your request, subrit the matter for
diapute arbitrallon before Discover Netwark., Dissever Metwork charges
acqudrers fess for re-presentmeant requests anc matters submilted to
Discover Metwork for arbitratton. ¥We, in lurn. rray charga you fees for
theea ltarns,

PayPakh: If PayPat rejects vur re-presenunent request and you feel strongly
hhat the chargehack is nvalid, we may, at our discretion and cn your kehalf
and at your request, subrmit the matter for dispufe arbiirallon bofore

- PayPal. PayPal charges aequirers fzes for re-preseniment reguests and

matters submitted to PayPal for arbilratfon. Wi, In turn, may charge you
fgas for thoga Kam,

American Expross: You may reguest a chargehac;( reversai if the
chargeback was appted in errar, provided that {1} you have responded to
the original inquiry within the specified time frame sat out in your dispute
rertificzation and (2) yeu have provided alt supportlng decementation tc
atibatantiale the arror. .

Alpay: Refer to Agpendix 5.

Chargeback reasons

Thz foliowing ssclion oufiines the most common types of chargebacks.
This lis! is not exhaustive, Within each group, wa ave [heluded
recommendations on how to reduce the risk of thargebacks, These are
recotnmendations only and do not guasanlee that yau witl efiminate
.chargebaces.

Chargebacks due to authorization Dascr:ptmn

Propar aulhorization procedures wera riot foﬂowed and valid aulhorization
was not opteined.

Likely scenario
» Attharizalicn not obtained
= Autharlzation was declined

» Transaction provessed with an expired card and authorizalion was not
abtainsg

» Trapsaction processed with an lnval.d account rumber and authorzation
was not oblalned

» Card Recovary Bullelin (CRB) or Exception File was nol checied
ransactlons tetow foor linut)

Recommendations to reduce rsk of chargoback
+ Obtain valid authorization on the day of tha krensaclicn
» [ you renesive the following rasponses:
- Decline — Requesi another forr of praymant fram the cardholder

- Referral — Foilow the volce procedures fo obtain 3 valid authorizalion
and chtain an imprint of the card

- Plck Up — Means that the card-ssulng bank Ts asking for the card o
ke returned—you must not accept the card for payment and, ‘n
addition, you may retain the card ard send it to us sg thal we gan
arrange for lfs return {o the card-lssulng bank

+ You must not exceed any predetermined thresholds for spacific POS
davice types #s specified by each payment network

s You rnust Bhip goods within the Himeframe set outin Section 13, after
you have oblalned suthorization

Chargehacks dus b cancelfation and retums

Beoscription

= Credit was not processed properly, or tha cardholdar rae canceled o
returned items

Likely scenario

+ Cardholdar recalved damaged ot defacllve merchandise

= Cardheldar continued 1o be billed for carceled racurring fransaetion

» Credit transacton was nat processed

Recommendations to reduce risk of chargeback

= |ssue gredit to the cardholder on ihé same account ag the gurchase In a
traely manner
+ Do not issue cradit o the carghokler in tha form of cash, check, orin-
storefmerchandias crodit as wa may rot be ablz tn :ocoup your funds if
tha fransastion iz chargod haok
s For recurring Transactions cnsure cuslomers are fully aware of the
conditions: )
~ Caneel recurring trarsactions as soon ag nodfication is ratoived from
the cardhelder or as a chargeback and issue the approptiate credit as
rocded to the caxdhokder in a timely marner
— hctify the cardholdey within 12 days (domestle) and 15 days
(internaticnal) in advance of each bifing, to alfow the cardholder fime
ta cancel the transaction

» Provide proper dlscfoaure of yeur refund policy for returmedfcanceled
merchandise or services to ihe cardholder at e time of fransaction.
Card present, cardholder sigred the 3aios draft containing diselosure

If applicatle, the words “No Exclange, No Refund’, ef. be clearly

prinfed In 4i4-inch lettaring on the sales draft:

- e{fammerce, provide disclosure on your websiie on the same pags as
check cut. Reguira the cardholder ko cliok to accept grior o
campletion

— CNPF, provite the cancellation policy at the lime of the transaciion

¢ For any Travel and Entertainment (T&E) transaction, provide

cancellalisn marbers ko cargholders when the services are cencelad

Enaure delivary of the marchandise of services ordered o the

sargholdar

= Participate in recemmended fraud mitigation tools

Chargebacks dus to fraud

Bascription

Transactions ihat tha cardhoider claims sre unauthorized; #re account

rumber ks no ioagar in usa or s fictitious, er the merchant was ldentfled as

"high risk.”

Mote: For visa rransacions, to enstie that you presaive your chargeback

rights, yau st

+ Complete a refrievs| request and provide 2 sales slin that contalas 3l
ragllrad dala slemants

» Respond it af retreval reguests with a clear legible copy of the

trangacizn documant that contains ali required data elemants within the
spacified timeframe .

Page 10 of &4

G Wi W 2510
Frz2s10



Likely scenaric

Audtipie transaciions wera -::ompleted w'th a single card without the
cardholder’s parmission

A countarfglt cant was used and proper acocepiance prosedures were
7ol followed

Authorlzation wes ottelned; hcwe\rer, Ul track data was not ra“smlt‘ad

The carcholder states that t thay died not sutherlze or participate inthe
transaztion ' '

Recomimendations to reduce the rlek of chargeback Card Prasont
Transactions:

Ottaln an autharization for alf transactions

Far recurring trarsactiors ensure customers arz Tully aware of the
condltions.

- Gancel racuring transactions s soon as notiiicatlon is recelved frem
tre nardholdar or a3 a chargeback and issue ihe appropriate cradl as
neaded 1o 1he cardholder in & timely manner

- MNotify the cardhalder within 10 days (domestic and 15 days
{international) 'n advarce of each blliing, afowing the cardhalder time
to canced the transaction

- Amerlcan Express cusiomers have the option fo recelve written
notificaticn of the recurring trarsaction at least 10 days prior e
suhmiftlng or any tims the sharge ameount exceeds a maximum
amcunt that has been sef by the cardholder

If yau are utilizing an efsctronic devise to capiure card data, swice. dip,
arwave all card transacdtions through your slsatiante authorlzatlon
Jevice to capture cardholdar lnformation. When applicable, ensure the
displaysd cardholdar number matches the number on the card

You shotiid avold keying the sard duta into vour elactronle autharlzabicn
device unloss you are unable to capture the nard data through ore of
ihe above methods. If you do key the card data i your electranlc
sutharization fevice, it s highly recommendad that you also key in the
3= or A-digit verification code

I you ar not participating in tha “No Slgnature Required” program:

Optain the cardholder signature for all fransactions; ensuira the sighatute
cn tha sales drsft malehes the signature on the back of the card

Frocess all transactions one time anc do nal baich awt transactions
" muliise times

Educate siaff on procedures to aliminale POS fraud

CNP Transaclions:

Ensure delvery of (e merchandisa of senvices ordered to the
vardhaoider

Partizipate In rocommended fraud mitigation. toots!
— Verlfied by Visa Program

Maztercard SecureCoda

- -Address Verification Services (AVS)

- Use of sard verification code

- Neto: While tranaastionrs ultlizing these toals may still pe displted, the
serdice may assist you with your teeision to accept certain carts for

‘payment.

Ensura you 2hlp fa the AVS oonfirmad address (oHl te and ship to must
eratoh}
Chtalr autharization for all transastions

Ensure merchant descriplor matches the name of the buslness and is
disptayed correctly on He cardholder sialemeont

Fnsure descriplor includes cerrect business address and a valid
customer service nuindead

Please 1afer to Appendix 2 for American Express [raud mitigation lools

Chargebacks due to cardholder disputes
Descriplion

Goods or services not resoived b; the cardhickiar, Mershandise defertiva
or not as described.

Likefy scenario,

Sarvices were not provided, or merchandizo was ne received by the
carcholder

Cardholgar was charged prior o merchandize bolng shipped o
marchandisa was not reesived by agreed upon delivery date or lacation

e Caithoidar received merciandise Bral was defective, damaged or
unsutted for the purpose sold or did not match the deaciiption snthe
transactlon dccumentahanfverbﬂl deseriplion: p'eaented st {hs fime af.
purchase ; :

» Cardholcer pald wilh &h altamaie means and lt‘eir tHrd was aisa biled .
for the same iranzaction

» Gardholcer canceied 38rvice of mer mandise end iheir, card was billed -

« Cardhelder biled for a transastion that was not part of the mmnal
transaction document .

« Cardholder claims o r*ave ieen mld "@unterfe* QUGQS

» Cardholder olalms the merchant misraprasented the terma of sale

Recommendatians to reduce such risk of char'g'eback

» Provide Services of Merchantiag as agreed' upan anc gascribed to the

cardholder; cleary ndicate e expecied delivery date on the safes
recsipt or invoics .

» Gontact the serdhalder 2 writlhg ¥ the 'r‘err'ha'ldrea or service cannot be
provided of is delayzd and offer the cardhalder the eptien to cancel i
your internal policias aliow

a {fthe crrdhalder renelved defoctive merchandise or the merchandise
recaived wis not as deserlsed, resolve {ha tssue with the cardholder a4
flrat eontact

» ifthe merchantise is beirg picked up by the cqrdhoidm, have tham sign
for the merchancise aftar inspecling that it was recelvad i good '
gondtien _

= Do 1ot charge the cardhalder untl the rr:eru:h'aﬁdise has bean shipred,
according 1o the agrasd upon terms, and a signed Froof of Diivery from
the: cardholder is obtained

o i unable to provite setvices or merchandfse issue 3 eraditts the
sordholder in a imaly manner .

= Accept only arte form of payment per trarsaciien and ensure 1he
cardiekder |3 enty bliled cnee pet transacﬁon :

» Do ot bill cardhelder for kass thett ar damagss unless authurzed Ly the
cardirotder

+ Ensure thata r‘esanp don of the ser\dce r'nercranmse prav‘dec is .
cloatly defined : :

Chargobacks due to proc.essmg arrars

Description o

Eror was made wheh transact'nn was arocesaed r‘r it wns tfad

incorractly.

Likely scenerin

» The transaction was ot deboalﬁd within the payment network sper‘lfpd
time frame

= Tne cardhoider was issued 3 ..r:.d tdraf, It OVENET, the wransacliol was
processed as a sale :

» The transaction waes to be processed ina currency offer than the
surrency used to settle tre lransaction ]

s The account number or ransaction amount used [ the Eransacdon was
Inteorracty satered

¢ Asirgle ransacilon was 0r0cessed more than onee o the cardf‘oldei‘s
auoount

= The cardholder intially presented the fard as payment for tha

franssotizn. kowever, the cardholder dacided fo use an aliemate form of

payment : B

A lmited amount or sai®-servies terminal ransaction was pracesaen far

an amelint over e pradetanminec {imit :

Racommendations to reduea risk of chargeback

« Procees all fransactians within the payment aetwork spegified tme
frermes

« Cnsure alf fransactions are prooessett accureiely and only che tme._

« if a transaction was processed more than once, inmeciately lagde voids,
fransaction reversals or credits

» Ensure that credit transaction seceipls arg prosessed as oredits and sale

Iransaction receipls are processed g5 sales

Ensure Al transactions erehke a valid authorizafion approvel code prior

to procassing the fransaction and obiail a legible magnstic s \dped
dippd, tapped or waved sales drafl that is signed
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« [0 not altar transaction documentaijon or make any adjustments unless
the cardhelder has been contzcted and agreas to modiflcations cf the
{ransaction amount

« Ensure limited amount, self-sarvice end autormnated fuel dispenser
terminals are set propery to conform to the predaternined Nimits

Chargabacks dus to non-receipt of Information

Description

Fallure t2 respond to a retrleval request or the cardholder does not

recognize the fransaction,

Lkely scenario

» The transaction documeniation was not pravided to fulill the refrieval
request

« The refrleval request was fulflied with an legible salss draft or was an

invaid fultifment (Incorract sales draft of the gales draft did not contaln

ragulred information that may inciude signature If you are not

participating In the "No Signature Required” program}

The cardholder doas not resognlze or ls anfamiilar with tha transaction

dus to the merchant name or jocation nat matching the name ar [ocation

where tne transaction took place

Recommendations to reduss such risk of chargeback

= Provide a clear and legizta copy of the sales draft that contzlrs ail
roquired data alemaents within the required dme frame that is speciiied
on the refrleval requast

» Ensure thal tha mest recognlizable merchant name, focation and
customar sarvice phong rumbaer Is provided an alf ransactions

+ Retain copics of all transaction documantation for lhe regulrac time
frame that is specified by each payment natwork

= Dovelop efficiant mothoeds to rafriove transaction decumentation to
rmaximize ability to Al reglests

13 Suspect/Frauduicnt transactions

if the card peing prasented or the behavior of the person ::resentlﬁg the

sard agpears to be suspaoious o you wherwise suspect fraud, you must

mmeadiately call the Voice Autherizat!on Center and asi to 3pem o & Coda

10 operator. Answer al tholr questions and foiow thelr Irstructions.

Ahile net procf that 2 transaction is fravdulanl, the follewing are some

shegestions to assisl you In proventing fraudulent ransaclions that could

rasult [~ a chargeback:

Does the cardholdar:

» Appaar norvous/egitatedi hurried?

» Appear to bz making indiseriminate nutehagas (far example, does not
carg how much ar itern costs, the size, ele.;?

» Maxe purchases substantally greaior than your ususl customer (for
exampie, your average transaction e 560, but this transaction Is for
g6y .

v {nzlst un laking the merci:aﬁdhe wnreadlately (for examala, no matker
haw difficuit § is 1o handle, is not terested in free delivery, alerations.
efc.)?

» Appear to be purchaging &7 untsual amount of expensive ilems or the
saime itema?

« Tala ar unusual arrount of time o sign the sales draff or look at the
back of the cerd as ne 2igna?

= Take the rard from a pockat Instead of a walet?

« Rupeatediy come bank, i a short ameunt of Eme or sight befors closing
time, 0 make addilonal purchasas?

e Caluse an ks ual, suddan increaze in the number and average sales
bransaciions cver & one to three day perlod?

» Tell you fe has been haviny some problems with his card-issuing bank
and requeat Biat you cell a rumiber that he providas) for "speclat®
handkng ar suthorization?

s Have 4 previous history of disputed charges?
« Plare arders to be shipoed fe an address siter than the billing address
or yse anonymous/frae email domains?

+ Plzoe orders sant to 21 eodes of colntries where you show a history of
fraudulent claims?

Does the card:
» Have characiars the same siza, nelght, style and alf within allgnmont?

» Appear to be ra-embossed (the original numbers or latters may be
delecled on the back of the card)? .

v Have & demagad hologram?
« Have a Magnotic Stripe on the back on (he card?

» Have valig from {affeciiva) and vahd thm (exphailr)n) qates cansloten!
with the sale date?

We also recammend that you are vighant for a7y eardholder wha behaves
as follows, specificatly In relation tc propaid cards:

* Frequentiy'makes purchases and then returng the gaods for cash

s« Uses prepaid cards ta purchase offer prepaid sards

= Uses larpe numbers of prepald cards to maie purchesss ’

Gif Cards, leweiry. video, stereo, computer and camera sguipment, shoes
ant men's ciothing are typically frald-prons because tiey can sasly be
resold. Aiso be suspicious of high doflar amounts and fransactions with
rrore than one fraud-prone fem, (for axarmple, 2 laptaos, 3 goid chalns,
elc).

Part3

in this past of the guide you'll find helpful information aboul whatto dolf e
card is left a: your buslness, now Jong you must retaln copies of records,
how to return equipment. and important transaction imeframes. This s
also whers you'lf fing additonat guldelines for specific industies including:

+ Lodging

« Vanding machires

« Travel & Enterfairment
+ Telesummunizalions

¢ Rastaurants

+ Pelroleurn _ o
IF you'd like auditone Information about anything you've read in the Your
Paymanis Acteplance Gulde, slease contact Customer Service.

186 Lost/Recovered cards )

if 8 card s Jeft behind and remains Unclalmed, you should cal the
appreprizle payment network's Custontar Servie ieam via the number
pefow ard oy witl instruct you et how o handle i

Visa 1-800-335-6472
Mastercard  1-800-825-218%
Biscover 1-600-DISCOVER {1-800-347- 2683}
AMEX 1-800-092-3404
PayPal 1-877-565-1113

17 Retention of records

You must securely retaln legibla coples of all sales drafts anc credif drafts
ur any other traraaciion records for the follawing perlods:

‘Mastercard, Visa, and STAR: 13 mantns fram ths transestion dale. 5

years for healthears sales drafts and credit drafls.
Discover Network: The loager of {1} 363 daya or (2} the resoluilen of any
panding or lhraatenaed displies claima. disagresments or fitigation
{nvowing the card fransactian. You must also kesp Images or offar eopies
of zales orafts for no lkess than 3 years from the date of the Disaover
Network transacton, '
RayPal: The longer of {1] either (A} 1 yvear from the wansaction date, or (B3)
If the transacticn dale wag eubject 1o dispuia, 2 years from the transaction
date or(2) lhe tima period required by applicable law. ’
Amarican Express: 24 months from e date on which yeu submiiled Ihe
sales deaft or credit draf to us, You must provide alt sates dralls and credit
drafts or other transaction records requested by us within the shortes? tire
Hrmits established by payment network nuies.
18 Return of eguipmeant
To retumn peirt of sale (POS) cquipment that you do ot awn, yeu must call
Customer Service for lhe addrzss of the lenation o send the device
You must inciude Lhe following information in the shipping bos:

— Your name, address and pharne number

— The nama of ths garson to contact if Iherz are any cuestions

— Your marchant idurification aumber

- The leasa number (if applicable)
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LY
~ The serial number of the POS davice {found on the undsralde of the
PGS device)

You must reburn the PCS dovice In a manner (hat can be tracked.
Referanca the lease number (f applicabls) on the relurn packaging.

19 Time frames

Autharlzatlons

A positiva {approved) awhedzation response remalns valld for;
» 7 days for Mastareard alectronic processed transactions

» 10 days for Visa, Discover, ard BTAR slectronic pricessed transactions

subject {o the following exceplion:

- 30 tiays for Visa, Discover and PayPal, 20 days for STAR for the
foltowing Irdusiries

o Garrental

o Alrline and passenger raliway

¢ Lotging

¢ Othar Trave! and Entertalnment (T&E) categories

= 7 days for American Exoress electronic processed fransactizn subject to

the foflowing exception

— 30 days for the Travel and Enfertainment {T&E) ndustres
Delayed defiveries
If delivory ls mere than:
» 7deys Mastercard, Visa, American Express, and STAR {fransactions}
= 10 days (Discaver Network and PayPat transactons)

« Aferthe ofiglaat transacilon date ard the Infial authorizatlon request,
you must reauthorize the winrccsassed pottion of the trensaciion prior to
delivery

Refunds

Yol musi submit alt credit wansaclions Lo us within 5 days of delemuining

that g credit is due.

20 Additional previsions for spesific Indusirles

Merchants in the lodging industry

Thare are adcitioral rules and raquirernonis that apgly lo merchants in tha

‘adding indusiry for practices Ineluding, but not frlted to, guaranteed

egervatiors and charges for ne shows, advance deposils, cverbookings,

and prierly ¢heckoeut.

i you: are @ lodging merchent and wish to partisipate in the payrant

nelwerk lodging se~vices programs, please contact your sales

regresantative or relatisnship manager fur details and the appropriaie
pavmert network reguiremants,

You must provide tha cardrolder with written corfirmation of a guaranleed
resereation. The confirmation must contain;

= Carcholder's name a3 t appears on the card, if present

« Card number, trunsated where rsquirad by applicabls faw to you or us
and card expiration date if present, unless prolibizee by applicable law
tQ yoU or us

v Roservation confirmation number
v Articipated arrival date ard length of stay

= The canceffation policy In its antirefy, incluslve of the date and fme the
canccialion privileges expire

* Any ather pertinent details relatad 1o the reserved sccommaodations

i a cardholder reques's a cancallation In aceerdance with your cancelfation

pelicy end specified time frames, you musi provide the cardhaidar with &
cancellation numiber and Inatructions o retalr a record of I,

If a cardhoider roquests « willten confirmaton of the cancellatien, you musi

provide this contirhalion to the cardhelder within 3 business days of such
request. For the purposas of this section, & business day maans Monday
through Friday, excluring Bark holidays.

Tha canceliation confliination must contain:

+ The cardhelder's reference that charges were ptaced on the enrd,
applicable or a guaranies that & "no-show” chasge will not be plased an
the card

+ The vardholder's name as it appears an tha card, if prasent
= The card numbar, truncatad as required by appilcabis law to you or us

» The card explration dale. if presont, urless srohiblied by applicabie law
to you or Us ' .

= The reservation cancellation numter

= The date of cancellation

* The nama of your employes that processed the cancofiation

» Any other pertrent Information related tc the resevad accommodations

Preautharlzation for Travel ant Entortainnient (TEE) and restaurant
merchants

If you are & busiress engagad 1 providing rave! and entertalnment
sendoes (for example, car rentals, hotels, motels, ate.} or a restaurant
husiness and engage I the practice of ‘preauthorizaton” you fmust camply
with the following general procadures;

= Ahctel, molel ar cer rental merchant may obiain an estimated
authorizatior at the tire of check-in

= Restaurarts must nol add an estimated tip amount {o the authorzatlon
requasl neyend the value of the goods provided of servines rendercd,
olus any applicable tax

= You must notify the cardholdar of tha doltar amount you tend to
"preauthorize”

s ifthe customer decites to use anather form of payment (for example,
eash, chack, ete.) you must pramntly caifl the Volce Authorizatizn
Raspanse Jnit lo delets the aufherizatior keld, Provide the sardirolder's
aucoLnt nienber ofigingl dellar amourt, date of ihe transaction, and the
authciization code. If a now wransaction 1akes place, a new signad salps
dra® for the exact alount and a new suthorization code for that amount
must be obialnadg

= vahizle renfel providers may not include potenital vehicle dantags of
insurance deductibies in any pre-authorizations

« {fyau recaivz a deckine on a transaction, you must wait 24 Aours bafore
attempling o reauthorize. If you reauthorize grior to this tine frame and
, recaive 2 approval. you may be subjéct to & chargaback and & fite
imposed by ihe payment netaorks

« Hotels, motels, and car restal merchanis are allowed apic a 18%
varkance above the amount autherized. H tha final amoumt chargad to
the carzholder excaeds the original estlimate by more than 15% abova
tre preauthodzation, you must authorize any addliional amounts and alk
Incrementat autharizaton codes must be wrilten in the autherization
area along with the date of authorizaton and the amaunt sufhorized

Preawthorizafign for cortain establistenents’ sorvlces, are siuwed up to 2
0% natead of 15%) vartance abovs the amount authorized I the final
amolnt exceads the amount ‘praauthorized” by more shan 20%, you
must authorlza e additicnal armount. Estimating the autonization
ameount 1o nckide a tip is prolibied. The aulhorizatton request must
Include only the amouint assoctatad with the hill presented o Yyour
cusiomer :
* You musi obtain an authorization for the intfal estimated charges and
then moritor the charges to ensure thet *he actual charges made do net
sxcacd the 2stimatod charges. If the aatual charges exoeed the amount
of the inlffal eslimated authodzatian {and any subssquent zatimated
atithorizations), then you must securs a posltve aitherlzation for the
additicnal amount. Subsequsni authafzations musl anly he for the
autitlonal amount of tetal charges and must net include any armounts
afready aulharized

» The esimated amaount of any preauthorization for ledglng
accometodations must be based o

- The intended tengih of stay

= Tha room rate

- Appficable taxes and sarvice sharges

— Cthar miscallaneous charges as dictated by experiance

It an authorization requestis declined, no charges occliming after that

date will be acceptad for (k! cerdholder

« Youdo net need {o obtaln a final authoization If the total sum of sharges
{the final amourt) does nol excead 2% of the praviausly authorizad
chargas, You must record the dales, author’zed amounts and thair
raspaciive authorization approval codes on the sales draft(s)

Merchants operating vending machines

Fer Mastercard, If vou are operating vandine machines under MCC 5489

{Miscellaneous Food Stores - Convenlence Bteres, Markets, and Speclalty

Stcres), you need not provide a receipl 3 e tiine 2 trangastion fs

condueted, Hewever, if a verding maching sanaot provide o orinted

recelpt, you musl disclose ard post inslructions advising carchalders how

a receipt may be chlajned.

-
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Telecammunication service providers

You must contact Custerme’ Service for approval and further inslructions,
rules ard regquirements before conducting telecammunisatlon trarsactions,

L

Telecurminunication card sates occur wher a telephone servige provider
f8 paid directly using a card for Indivitual locai or long-tistanee
telephone calls, wih the exception that prepaid telephone servico cards
are nat and do not give rlsa o telecemmunicalion card sales

Petroistim Industry

Far Visa, Masltercard, 3TAR, Amerlcan Express, Blscover Network, and
FayFat {ransaclions, merchants operating In tie petroloum industry that
conduct card sales at Automated Fuet Disponsers {AFDs}, may submit o
card autharization raguest for $1 io vetlfy the validily of the presented.
Uncar such cireumstances. you myst submit gn authorizatlon advice
meassage for the acluat amouni of the card sale within 80 minutes of
completion of fuef delivery regardiess of whether you praviously recelved &
partial authorization response or & positive suthorzation raspaonse for any
other amount. If you do not cormplate the cad saie following receipt of an
approved autherization responsa for any ansount, a recuest 'o cancel the
atthorlzation request must be slibraftted within 60 minutes of the
comptation of fuel dativery

Appendices

Appendlx 4
Special Provisiens for WEX and Voyager

WEX cards
if you participale in the WEX Fuf Service Program, the following apgiies:
Do's

Do provide, af your own expense, all equipment nacessary to permitthe
alectrenic asceptance of the WEX cards, inclzding the operation and
ralnterance of the equipment, felecommunicatlon link, and pravision of
all ratworking services

Do Incluce Ir any raguest for authorization the following informatier:
WEX cardhoidar auednt rumber

— Vapizle tambar

- {ard expiraticn date

— hlver identification numbar

— The amount of the Irensacticn

- The date and time of the frangaction

~ The guantity of gontis soid, unit prize, and product cocs (the
Authorization Roquest Date)

- An guthorization number or other approval coda from WEX for alt
marual WEX card sales (in othor words, sales [nclfitated by & card
‘mpririery

D¢ gngwra that the oreduct detail of each transactian 1s acourate.

including:

- The fyze of goods soid

Cuantity of goods sokl

— Unit price/arlea par gatlon (f appicable)

— Taxas

- Any coupcns presemad

00 ensure that the product detaf cutlined equals the fotal ameunt of the
sale when calculated {for example, preduat guantity muitiplied by the
unit price must cgual the praduct emount. The sum of all product
amounts, including taxes minus any coupens must equal the total
transacilon amournt)

Do complete a WEX card sale only dpon the recsipt of an authorizatlon
approval message

Do provide 2 capy of the recelpt for a WEX card sale upon the request
of the cardhetider, to the extenl permitted by applicable taw. The receipt
must not include ihe fulk accourt number or driver identiflcation sumber
Do require the cardholder o sign a receipt when a WEX sard sale is not
completed by an Istand card reader

3o ‘ake all commeralaly reasonaiio effords to protoct manval WEX card
sales data from fraud or mistse

« Do securely maintain & resord of all WEX card sales (including the
authorizatior request ¢aia) for a period of gne year, You must produce
such records upor the reasenatie requast of WEX

= Do notify us of any errocs contalned in a sattlement reporl within 45 days
of -aceipt of such report. Wa will not accept reprocessing requasts for
VEX transactions pider than 80 days

Lo ailow WEX to audit records, upon reasonable advance natica,
retated fc the WEX Full Sendce

s Do retransmit WEX card sales data when ragsonably requested to do so
Don'ts

« Con't subimil @ WEX eard sale for processing unless a WEX card ig
presented at the lima of ihe sale

Don't accept & WEX card if an expired cardidedling mosaage is recelved

o Don't submit 8 WEX card sale for processing urtd the goods have been
deliverad or servicas performed

Don't acoept a WEX sard If | appears to be Invalid or expires or there is
seasohadle belief thal the WEX pard 's counterfell or stoien

Dontt divide the price of gooda and services purchesad I a single WEX
card sale among two or more sales receipts

= Don't permit 8 WEX card sale when only periial paymer: is made by Jse
of the WEX card and the balance is paid with anothar banlk card

= Don't remove fuek tax at the PCS Is not pemitied. For alf payment
gystem produst codas that are taxable, the fransacticn doflar amount
and Prica per Calfon (PPG) must contain t2 aum of the fuel gost and
PPRG ingiusive of all applicable Federal, State, Couny. Looal and uther
fuel taxes

You acknowledgs and agrea that your acle remedlzs with respast o the
WEX Full Acquiring services will 2e agalnst us and not WEX, excend to the
extent that WEX knowa of any fraud ralated to the WEX cards ang fsils to
wrovide notice of such fraud or WEX comm:ts fraud in resgect to (ha WEX
FLIE Acguling Services.

Voyager cards
» you must chaek Fleet Cards for any printed rastrictions at the POS

« You must astablish a fair policy for the exchange and raturn of
merchandiss

¢ You must promiptly subnll credits to us for any returng that are o be
cradilad 10 a Voyager cardhelder's aoeount

» You must not give any cash ralinds to any Voyager carchiolder In
coanection with a sale, uniess fequired by law

in additien to the Information sel outin Sectfen 1f {Sales Drafts), you must
Inctude the following inforrat:on on e single page document constivting
the sales draft for Voyager lransactions:

« A avthedization request date for Voyager card sales must includa tha
foltowing:

- Voyager sardhaolder aceourt number

— Card sxpiration date

- Driver identificalion numbar

-+ The amaunt of the transaction, date and fima of the transaction

—~ Quaniity of gcods sold, unt price, and product code (the
Authorization Request Data)

« Al marual Veyager card sales (in other words, sales farcflitated by a sard
imprinter; must include:

= Tha Autharizaticn Reguest Data

- An authorization number or ofher approval codz from Veyagar

~ The type of goods sold, quaniity of guods sold, Uit wrive fprice per
gallon {f applicable), and taxes

- Any coupons presented within the croduct

« The product detail cutlined mus eyl the tota) amount of the sale when

calculated, in ofher words:

— Product guaniity muitiplied by the unit price must squal produc
amount

— The sum of sl praduct ameunts inoluding taxas minyg sy coupens
must equal the total transaction amount
Yaou must net remove el tax af tha POS, For alf pavment system product
codes that are taxable, transaction doltar amount and PPG miust contain

-
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the sum of the fuel cosi and PPG Inclusive of all applicable Federal, Stale,
Caunty, Locat, and other fusl taxes.

if there & an ‘ncresse of 15% o more compared to the previous montb 1n
the numbsr of Voyager ¥ensacton authorzaticn calls that are not dug te
our or Voyager system cutages, we may, at our discretion, deduct
telaphcne charges from the seblement of your Voyager transactions. Fees
wii not exceed $0.25 per cajl.

Betlemant of Voyager fransactions will generaily cocur by the fourth
barking day afier we process the applicable card fransactions, We wil
reimburese you for the doflar amcunt of sales vau submit for a given day.
redtcad by ihe amount of chargebacks, tax exemptions, discounts. credits
and he feas set out in the Agreament, You must notify us of any erars
contaired with e settfement reports within 30 calendar days of racelat of
such rapcort. Nelthar wa nar Voyager vl be required to ralmburse you for
sales subhmitted more than 80 calendar days from the date of purchase.

For dally tranamission of sates data, you must securely malntain true and
comptete records for a perlad of nof less than 38 montha from the dats ¢f
the generation of the data, You may store records on slestronic medla, I
sacurs, You are responsible forthe expense of retaining sales data reconds
and sates drafts.

Appendix 2
Special Provisions for American Express
For marchants participating in the Ametican Express OptBlue Program,
you sholid review the operating guide made avallanie to you at
smgrganexprens cop/morehantonguids
Traatmant of the American Expross marks

Whenever payment methods are communicated to customers or wien
customars ask what payments are acegpled, you must indicais your
acceptance of the Amarican Sxoress card and dlsplay the American
Exprass marks {Including sny card appilcation forms provided to you) as
peominently and in the same marner as any other paymant products,
You raust not use the Amerfosan Express marks in any way that injures or
diminishes the goodwill aasociated with the mark, nor fwithout our priar
written consent) indicate that American Exprass endorses yvour gonds or
_Berdnes.
Yol must oy use e Amerlcar Express marks as permitlad. You must
cease using the Americar Express marks ugon termination: of your
acceptance of American Express cards,
For additicnat guidelnes on the use of the American Exprass marks,
plesse cortact Customer Service,
Treatment of American Express cardholder Information
Any oand all cardholder informstion is confidential ard the scle properdy of
e card-isaing hank, American Exprass or s affiliates. “xcept as
olhenyvise speciiied, you must nat disclose candhaolder Infarmation, nor uss
or store it, other than b2 faciitale transactions at your establishments in
aceordance with the terms on which you are athorized ta sccept American
Express cards,

Authorizatlon for Gard Not Present fransactions
i you process a ©NP fransactlon you muaf chiain the following informalion;
« The card number ar ioven
« The card number or oken explration data
» The cardhelders nare aa i appescs on the card
s The cardholders billing address
» The dellvery sddrass if differont from tho 2iling address. In adiillion, for
internet rarsactions you muslh
- Use any separate merchant idantifcation numbers {Saller D)
astablished for your intemet ordors in alf of your requasts for
authorization ard Submission of chargoes
- Provide us with at {east 1 month'e prior wiltten notlee of any changg it
your Internelt address

- Comply with any additonat requirements Lhat American Express
provides from time to ime

American Exprass has the fAght to chargoback for any CNF transaction that
the cardholder denies making or athonizing, Howevar, American SxXpress
will ot chargaback for any CNP fransaction bascd sololy upon & claim by
a zardnoldzr that ha of she ditd not recsive ne dlaputed goods if you hivo:

« Verfiad the adcress to which the goods were shipped was the
cardho{ders full bllang address

v Providad proof of ustivery sigred by the cardholder or an authorized
signer of the sard indicating the dellvery of tha goods or services to the -
cardhelder's full bilkng addrass

American Exprasa will not be Babie for actual or alfeged fraudident

ransactions over the [ternel and will have the right to chargaback for

lhose charges.

If & disputed transaction arises involdrig a CNP rgnsaction that Is an

inteiriet electronic delivery transaction, Amarlean Express may axersise a

chargaback for the full amount of the transaction and placs you in any of its

chargeback programs.

Charge records {also known as salos drafis)
For gach lransaction submittad:

v Elacirobicaily - you must create an elecironicaby reproducible charge
record

« On paper {under exirasrdinary circumstancas only) - you must creale a
sharga record contalning ail of the following required data:

~ Full sard number, expirallon dale, and, if avaliable, cardholder neme
- The dale the ransaotion was inourred
- The smaunt of the fransaction. which rmat be the ltotal prica for the

purchase of goods and services (phas applicabie taxes and graiuties)
purchaaed on the card

- The autherization apgroval

- A glear descriplicn of the goeds and sarvlces purchased by the
cardholder

- The words "No Refurds” if you have a ho refund poliey, and your
return ard canceilatior policles

~ The cardhoider's sigrature {if a GF fransactlan and you are net
participating ir Ihe "No Sigrawre Requlred” programy} or the words
Yefaphone order” "mall order,” “internet order,” or "signature on Ala”
a3 agplicable (If a GNP iransaction}
in tho charge record fand 3 copy of the customar's receipt) you must,
¢ Include your reeurn and aencellation policies

« Mask truncated card number digits with renlasement characlers sich as
""" ot " and not blank spaces or numbsars

I the cardholder wants to tise moes than ana card for payment of a

purchase, Yol may sreata 2 soparsta charge record for aach card used.

Howover, if the cardholder i using a single card forpayment of a

plrchase, you must not tivida the purchase Intc more than one hansaction

and you must nol create mora han one charge record.

Refunds

To issue a refundg yau mus:

o Compare the last 4 dighs en ths charge recard against the card
presented {when applicabie)

lasue the credk in the currency in which the onginat transaction was
aubinitted to us

« |ssue f1e cradit {o the card used to maks the original purchasa. I the
credit 5 for the reiurn of a gl by somacne otner fhan the caidholder
who made {he orlginal purchase, you must apply vour usual refund
policy

§ tha cargholder indicates that the card on which the purchase was

originally mada Is no longer acfive or available:

« For all sards axcept prepaid cads - auvise the cardhelder that you musl
Issue the credit to that card; end If the cardhalder has quastions, advise
him or her o call the cusiomer service number on the hack of the card in
quesltian

« For prepaid cards - epply yeur usual refund policy for retums

in L credi draft delivered to the carahalder, you must mask fruncatec

card number digits with replacement characiors such as " ™" or "§." and

not biank spaces or numbers.

Your refund poficy for card transastions must be al leas! as favorabin as

your rafund policy for puirchases made wilh athar paymerd produsts or

cther payment melhods.

If you issue a credit, American Express will not refund the discount or any

nther faes or assessments previously appiied to Ihe corresponding

wansaction, Tha discount on ¢hargebacks will not be refunded.

Fraud mitlgation tools

American Exprass offers fraud mitigallon tools for GF and OMP
tranigactlens to help verify that & transaction is valid. These {ools help you
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mifigate the risic of fraud at the FOS, but are not a guarantes that a
transactlon is, in faci, valld or bora fide or that you will no! ke subjact to a
chargelack. For oplimal use of the fools, please visk Amerlcan Expresy’
Fraud Prevertion Information at; gmerlcanexpress comyfraudinia

Recurring transactions

For recuriing transactions, you must offer the sastholder the oplion to
receive wiitsr nofificatien for the recurring fransacon(s) st east 10 days
arior ko subnritting or any fme the transactien amount exceeds a maximum
arrount that has heen set by the caroholder. You must clearly ard
tonspiciously dissiose ail material terms of the option, incluging, if
applizabla, the fact that reclirring b¥liag will continue unlli the agtion is
canceled by the cardhoider. If the matertal terms of the option change afer
submisslon of the first recuring transactlion, you must promptly notify the
cardhalder In weiting of such chenge and obtain the cardholder's express
wrilten congant to lhe new tarms prior fo submitiing anather recurring
transecticn

For recurring transactions you must:

= Perfogically verlfy witn cardhoiders that their infermation (for example,
card number, expiration dats and bifling address; is shii ascurate. This
will imzrove the likelihood of obtaining approval for an authorization
request

= Retaln svidencs of cansent o recelve updated carc aceount Information
from ihe card-lssuing bank for 24 months from the date you submit the
lmst recurring tensaction

= Ensure that your process for cancelfation of racuring kansactions is
simpie and expeditious

+ Within 24 hours of Incurring the rst recurring bifing transaclion, provide
tha cardhelder writlsn confirmation of such fransastion, including al
materal terms of the optlon end detals of your sancelfation/tefund policy

If your resurting transactlon amounts vary, you must offar the cardholdar
the rignt to vasaive written notificetion: of the emount anc date of sach
recurring transaction:

« Aftfeast 10 days before submilting edch fransaction

« Whenever the amount of the fransaction exceeds & maximum reouring
transaciion amount apetifiad by the cardholder

Far mora inforination about processing prepaid cards;

= Coll fhe cusiomer service number on the ack of the card in questlon

+ See Amercan Cxprass Card Payment Natwork Riles Fagarding
“additional authorization requirermants”

Mo Signature Reduired Praogram

You may pariicinate in the No Signatuie Requirsd' program urder which

youk are 0ol raqulro: to request a signafure from carchotders on the

transagtion racord provided that

= Your buslress i3 classified in an industry that aceepts In-person chargos,
with the axaeption of the following categories:

-+ Morchanls wha do nol conduct In-parson charges (that is, infermet,

mai order, ar telephong order)

-- Prohibited marchants or probibited transactions (or Boih) as defined in
Amerigan Express Paymert Nebvork Rules regarding "risk evaluation”
High-risk Merchants (for exarmple, internet elecironle services or
nightclibs! Iounges) as defined i American Express Fayment
Metwork Rules regurding “high-risk merchants”

- Merchanis placed in our Fraud Sult Recourse Program. See Amcrican

Express Paymant Nelwork Rules regarding "chargaback programs”
+ inrelation to the lransaction:

~ The lransactior amount ust meet the threshold established in
Amerlcan Sxpress’ country-soecific policy
The frarsaction must 'nolude the appropriale indicatar te raflact that
tha card and the Cardhinidor were present al the FOS
The Iransacten must include a valid approval
Urder ihe Amerlean Express Ne Signature Regulrad' program,
chargebacks will not be excreised for such sharges based solely on your
fakure to obtain the cardhoidor's signature at ihe POS.

If a disproporticnate aumber of disputed chargsy under the "sNe Signattra
Required” program aeeuf, you must cooperate to reduse tha ninber of
alsputed charges. ¥ such effarts fail, you may be placed i American
Express chargeback programs or your participation Ih the 'No Sligrature
Required' program may be modified or terminated,

1

1

Travelers cheques

Traveless chegues are avaiiable in varloys denaminations and currencies,
The denominations in U.5. dellars range from 520 ta $1.00C.

You must exerclse calition when presented with a travelers cheque ina
danomination of $500 ¢r greater. The higher denarrinated travelers
chagues are rarely sold and so more likely to be tourterfsit,

To accept a fravsiers cheque, watch your customer countersign !n tha
tower-laft corner of the travelers checue and sempare the counlersignature
to the sfgnature In the upper fefi comer of the travalers chegue.

» Itthe signsture and countersignature are a reasonable match dhay look

aike, bl may not be identical, you may aceer’ the cheque and there s
re need to obeln any dertification .

If you susnect Inat the coupteralgrailre may be false ar vou did nat
walch ine customer countarsign. ask your sustomer ko turn the cheque
over and sign again across the left-nand slde (in the same manner one
typiselly endorses a chack); then take the chogue and fold up the tottom
right-hand comar so that you can compare the origingt siynature with the
new ong

» fihe signallres are not the same or you have any questions regaring
o validity of the cheque, call Customer Sarvige

* ifyou suspect that the fravelers eheque may be frauduient, verify that
e thotie is authentic by:

~ Perfarming the srudge tasl, Turn the chequs over {non-sigraature
side}, Wipe a molstened finger across the denorriration

On the right sida of the chegus, the ink should not smudge
= {In the laft s:ds of the chegue, the ink ghoedd smudge

Chitaining online Authorization at grfierlcanex;;rsgs_cgmf‘@ rifyamaxic.
You are not required io oblain suthorzation bofore acsenting a
fravelers cheque

High Charge Volume {CV) Merchants

You acknowiedgs that you wiil be convanted from he American Expross
U2, Enhanced Acquisitien Pragram to a direct card accsptance
reladionship with Amerlean Exgress if and when you become a High OV
Merchant In accordance with the American Express Paymant Nebwark
Rules. Ag part of ihis acknowledgmont, you agrae that upon eciverslen: (1)
You vill be bound by Amerlcan Exprass’ then-current agreemeant for card
acreptance; and {2; Amertcan Express wilk set pricing and viher fees
payable by you for ¢nvd acteptance.

A High CV Merchant is a Program Mercnant with Fsfimated Anoual
Charge Volurra (ECV) of greater than {1} $1,000,000 {USD) In the Unted
States excluding Puerto Rica and the U5, Virgin (slands or {23 $1,000,000
(LUS0) in Puerta Rico and the U8, Virgin !stands, Where 4 Program
Merehant Prospect has mora than cne Establishment, then the RSV of af
Establlshmenis oparalsd undor the same tax identification number {TINY In
a region shall be aggregated or aff Establishmanls aperating urdsr
difersat TIMs bt ae @ unified business onlerprise in a region shall he
aggregated. For dlarification purposes, 8 "unlfied business enfarpikse” shail
ihelide Eslablishmenis thai are cwnzd, oparated, or affiiated to & slgle
buslness entlly.

Marketing Opt-Cuts

Yol agrea thal when praviding your contact information to us that you may
recelve messages from American Express, Including tmpoftant information
aboud Amerlean Sxpress products, services and ressurtos avaiable to
your busiress. These messages may be sent to tha phone nimbers, emait
atldressos of fax numiers that you provge. i you provide a wireless phone
number, you agrze that you may be soniacted al that number and the
communications senl may includz avto-dialed short message service (SMS
nr bext) messages o automated or pre-recorded calls  Amarican Express
may nthenvise Use and share your information for business purpeses and
as permilled by applicable lavy, American Express uscs reasonable
administrative, lechnical, and physica! security measures 1o protet your
Informatian consistert wlth the sensidivity of the informatior.

Yzu may apt-out of newsletters or messages about praducis, services and
resowrces for cifferent forms of communleations by contacting us. thraugs

inbound telephonre, emall, wehsie and any othar maans identified by a3 or
by exergising the opt-out options that may be deserlbad or offerad o
smalls, SMS messages, or other communieatlons. If you opi-out, you may
sfilt recoive messages from Amerlcan Express regarding sarvices and
prograsis designed 16 enhance ihe value of e Amarlcan Expross
Malwetk, .
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Protecting American Express Cart Membar [nfarmation

These merchant data securfly reguirements apply to all of your equipment,
systems and nelworks on which encryption keys, cardholter data apd/ar
sensilive authenticatlon data are stored, processed or iraremitted.

Standards for protection of cardholder data and sensitive
authentication data  ~

You must and you must enaurs that all of your employees, wgents,
representallves, subconiractors, processoers, service traviders, providars of
POS egulpment of systems of tayment precessing solidlons and any otker
pary 1o wharm you may provide card member information access, will:

= Storz American Express cardholder data only to faciitate fransactions
for your acoeptance of American Express cards

» Comply with the ourrent version of thg PCH DSS, ne later than the
effective date for mplementing hat version

+ Use, wher dagloying new or replacement PiN-enlry devices or payment
appiications {or both}, only thosa that ar2 PCl-approved

Yau must protect all charge recertis and credit records retained
accardence with these dala sscurity provisions. You must use these
racords anly for purposes of your acesplance of Amerlcan Express tards
and you must safequard the racorss accorgingty.

Data Incidanis
i you discover a data incident, you must:

« Notify us immediately and in no case iater than 24 hours after such

tiscovery

Conduct a therough foransle investigation: of each data Incident; iz

must be cenducted by a PCI foransiz invastigator (PRI if the data

incident invelvas 10,000 or mors unique card numbers {or otharwiss &1

ol request)

« Pramotly provide to us &l compromised catd numbars ard the forensic
irvastigation report of the data Incldent

« Worwith us to rectify eny issues arising from the data inaident,
ineluding consulting with us about your cammunications to rard
mambsrs affactad by the data incldent and provieing (and eblaining any
walvers necessary o provide) fo us aill reevant Informasian to verify your
ability 1o prevent future data incldents .

» Al ourreaussl, provide velidation by a quallfied security assessor (QS4A)
that the deflulercles have Seon remediated

Forensio [vestigation roperts must:

« Ircluds: forengic reviews, reports on compliznce and all oiher informalion
reizted £ tho daks incident

» [dentify the cause of tho dala noldent

» Conflrm whether or not you were in compltance with the 2C1 DSS atthe
time of the data incdent

= Verfy your ability tc prevent future data incidents by providing a plan for
remedlating all PCI 0SS deficienciea

unetican Express has e right to distiose information about any data
incident to card members, 16suers, other parttoipants on the American
Express relwork, ard the general pubfic as required oy applicable law by
judicial, admiristrative or reguiatory ardsr, fecree, subpoena, request, or
olher proeass; In ordor lo mitigate the risk of fravd or other harm; or
othensise to the extent appropriate to operste the American Exprass
natweark.
Perlodlc vaiidation of your systems
fou must take steps to validate under PCIDSS annually and quarterty tho
sialus of your equipment, systems and networks (and their gormponenis)
&1 which cargholder data and senshive authentication dalz are storod,
processed of fransmitted. :
Stop 1 - Enrcll in & Comngllance Program
You must suinit wppflcable perfodic validalion doctmenlalion to us,
Pleaso contacl Us for more Infermation regarding data securlty compiiance
tequfremants,
Step 2 - Deterciite Merchant Lovel and Viidation Requirements
tfoat merchant iavels are hased on the volume of ransactions subimitted
by estahishments. You will fall into one of the merchand levels specified in
the folowing table:

-

o CUREnEAY ot
1 2.5 miflfon - Annual dn-site Mandatory
Iransacicns ar sacuty
mare peryear; of assgssment
apy merchant that report and
Amarlcan Express  quartedy netwark
otherwise deéms a scar
Level 1 merehant
2 50,000 W 2.6 “Annual self- Mandatory
million trangactiona assessment
peryesr guastionnalre
{$AQ) and
quartatly retwork
gean
3 { 28 than 53,000 Aprtyal SAQ and Strongly
transactions par guarery fetaork  ecommended
year scan
4 Less than £0.000 Annual SAC and Mandatary
transacticns per guarterly nefwerk
year and 3030
gealgnated a Level
- 3 marzhart by

Amerdcen Express

*As designatec by American Express.

Amedcan Express may require cerlaln Level 3 merchanis 1o arwoli in
Amerlcan Express' compkance program, Such meschants must enioil pe
tuter than 90 days following receipt of such novce from us, Al other Level 3
merchanta need nol submi valldation decumentation but must comply with
all olher proviglons of these data sasurity provislans,

Tne validation dacumentaticn which you must send 0 us is 33 follows:

;.'In'?g- = s "&
This 1z 2 detailed
enslte examination of -
youlr estipment,
systems, and

netwarks {and their
somaonants! where
sargnolder data or
sansitive
auirtenticelian dala

{of buih) sre slored,
Lrocessad, ar
frangmiticd,

You must;

-ensurs that the
annual onshte secLrity
assassment is
performed by (1} a
GSA, or

(2} you and certilied
by your ehigf
exocutive ofticer,
chizf financial officor,
chiaf Informatlon
gecurily offiner or
principal;

«s1LAmit the AOC
sactlon of the SAQ
annually to us, and
inciude copies of the
full 3AQ upen
request; and
-ensure that the ACGC
certities complianue
with alt requiremernts
of the P 0SS,
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This g 9 plocass
uslng the FCI D38
sell-aasasamand
guestormales (SAQ)
that allows self-
examination of your
equlpment, systeins,
and nehwarks {aps
their camponents )
where cardholder
data or senaliive
aulhentication gate
{or both) are stored,
progessed, o
franamiied.

You must:

-anstrg that e BAG
is performad by youl
and ceriiffed by your
chlef executive
officer, chief financial
cfficer, chief
informalion security
officer or principat;
-submit the ACC
saallon of the SAG
annually fo us, and
inciude copies of {he
full SAC tpon
request; and

-snsure that the AOG
of tha 3AG certifles
compliance with all
requirements of lha
PCIDSS,

87 R
The guarterly network

e,

seen s a process that
remotety tesls your
miernel-connzoiad
COMpuiar networis
and web servars for
potontal weaknesses
ahd vulneratilities.

You muyst;

-arsurs that the
quartesly nehwozk
dcan s performed by
an approved
gcanting vendar
(ASY); .
~campate and submit
the ASY sczn report
attestation of scan
compianse (AOSC)
or exscutive
summary of findings
of the scan {and
coples of the fult
scan, on recuest)
quartery te us;

-gnsure that the
ADSC or execullve
summasy cedifles
that (1) iz rosults
satisty the POIDSS
scanning procedures,
{£) rio high rlsk ssues
are fivatdficd, and (3)
the scan is passing or
compkant,



Step 3 - Send the validation decumsntatian to paricipant

Compliance and validation are comgpleted at your expense. By submiting
vafdation documertation to us, you represent and warrant 1o us that you

- are authorized to discloss the informalion contained in ¢ and are providing
the valldatior: documentatlan without viciating ary other party's sights,

Merchaents not compliant with PC| DSS _
i you are nat compliant with the PCL DSS, then vou must:

» Complete and subrmit n ADT Including “Pad 4. Action F:an for Non-
Compllant Status” to us

s Designate a remadiatlon date, not o excead 12 months following the
date of the ACC, for achieving compllancs

= Provide us with periodic uzdates of your pragress towarg remediation
under the "Agtor. Flas for Mon-Compllant Status”

Non.validation fess and termination of right to accept cards

We have the rignt to impose non-valldation fees on you and terminate youwr
right to accapt cards F you do not il these requirements or fails to
provide 1he manrdatary veidatlon 'm::umertat;on tous by the apolicable
deadline,

We will notify you scparatefy ofthe applivable deadline for each annual
and guarterly reoorting period. f wo do not receive your mandatory
vafidation dosumentaticn, then we have the right {c terminate your right to
aceept carde and to impose non-valldation faes onyou.

Periadic validation of leve! EMY merchants

Yaur marchant level may be classifled as EMV Fyou submi 50,800 (or
mora) Ametican

Express card transactionsa per year, of which at least 75% are made by the
card membar with tha physlcal suvd present al 8 PO system compliant
with EATY spacileations and capable of prosessing contact and contantless
transactlong en @ chfp-erabled dovice.

if you are classified 45 merchant-lavel EMY, you may submi the annue
ERv-atlestation (AEA) irstead of sther validation documsniation, in which
case you must submit the ARA annually to vs. Even i you fafl into
merchant Level 1 or 2, If you ars classifled as merchant-level EMV, vou
only nged 1o submit {he AEA and no! the other merchant Level 1 and 2
vaidation documentation.

The ABA invelves a provess using PG DSS requirements thal ailows seif-
axamiralon of your sguipreent, systems and nelworks (and thelr
components} where sardholiéer data or sensitive authentication data (o0
both) are stored, processad or fransmitted,
The AEA must:

= Be performed by you

= Be variified by your chief exetutive officer, chief inanclal officer, chief
nfgrmation security officar, or principat

= ey that vou mae! the requlremments for merchant-lavel EMY

]

Appandix 3
Spacial Provislons for Discaver Network
if you eccept Disvover Network Transaction, e following appiles:
Dlscover Network profocal for tiernet transactions

Zach Internet Discover Mabwork card frarsactior accepted by you and
submitted to us must comply with Discover Nelwork standards, Including,
without iritation, Discover Nefwork stancards govarning the farsatting,
irarsmission and cricryption of data, refemed to as fhe designated
protocaol

You: are pormitied to accept enly those Inferret Discover Newwork sard
frarsactions thal arc enciymicd In accordance with the designated protocol.
As of the date of these proedures, the designated profuce fur the
enarypiion of dala is Secure Soxket Layer (580

‘Wa may, at our discretion, withhold Seltlament until seeurity standards ean
be veriied. Howaver, the dasignated protecel. Including any saecifications
with respect to data encryption. may change at any fime upon 30 days
advance written notlee. You ara not permitted fo accapt any intarrsl
Discover Network card wansaction unlasa the fransaction is sent by masns
of a orowser lhat supports the dealgnated prrtocoi

Authonza!wns
CNP Transactioﬂs

Far Blecover Network CNF frsnaaciions, you must also verify e name
- and biling address of the Discover Mebtwork cardholder using the AVS.

Discover Metwork pmcedure for request for cancellation of
atithorlzatlan

# a Discover Netwsrk or PayRal card sale Is sarcelsd or the amount of the
trarsaction charges fo.loMng your rece!pt of authorlzation for the sale, you
rust process ar authestzation raversal through your POS device 1, for
voice-approvad autharizations, call your Authot! zatlon Centar dnectfy and
request a cancellaton of the zudhorization, An aulhorization may be
cancelad at any tima wililn 10 days of your recelpt of the autharfzatlen, bt
raust be eanceled bafare tha sa:ies data redating to the lransaction is
subrmitted to us, affer which the authorizatian cannot be chahged. For an
sltherization cancedfation, you must provide us witl the following
inforraation, in this order:

*» The Discover Netvrork merchant number used in the authorization

& The card numbes

» Tne origingl amount of the suthorization belng eancelsd

» The new amouni of the total transactien (if amy

» The original athorization codo for the autherization being canceled

« The expiration date of the card

» Abrief reasen for the autharizator cancaliation

Discover Netwark Cash at Checkout transactions

Casn gt Checkout fransactions are anly available for Discover Network.

You may isgue Cash at Checkout in sonnection wilh a Discover Netwaork

card sals, providad that you comply with the terns on which you are

authorzed to ascapt cards, cludisg the follawing raquirsmants:

» You must defiver 1o us a single sthorization request for the aggregate
total of the goodsizervicss purchase amount and the Cash at Checkou:

amcutt of the card sale. You may aol submlt separate authorization
requests far the purehase amount ard the cash over amourt

« Tha salas draft must include both the purshase ameurt ard Cash at
Checkout arount and you may not Use separate salas drafis for the
mirehase amount and cash over amaount

« Cash at Checkaul may only be offered with a cartd presenl vard sate that
Ircludes a purchase of goods or services by the cardholder. You must
not issue Cash at Checkout as a 3tand-alone tramsastion. If you offar
Cash a Checkait, you may sequire the total amount of & cerd sale with
a oreeil produdt, including Cash at Ghackout, ta meel & minirum
{rensastion amounl of up to $10. You must not azeess of charya fees of

any typo or armount, including any surcharges, an Gean at Chackott
ransactions, You must nof include In Cash at Chackout ransactions any
of the fess or anarges spplicable {o cash advances

= Casht g1 Chockout may ot be dispunsed in connection with cradits, cesh
advances, or any card sale for which you ore unabie fo ctuctrm{cah;
capture Track Data Using the POS dovics

= The maximuet amrount of cash that you may issue as Cash at Checkout
Is $0G

Cash at Chackout may not be available in certain markeds. Contact us
for turther information.

Appeadix 4

Spactal Provisions for PayPal
if you accept PeyPal, the following applies:
PayPal doss not permii the following transaclion types:
Paylai deas not parmit inlemel {(oCommerce). mail order, manually key-
entarod, cash type transactions {ncluding, cash over. ¢ash adfvarcs of
quasi-cash fransactions} or international /non-U. 3, ctirreray frarsackons,
Contact us for further information related to these transactlon typas,
Autharizations
PayPal procadurs for raquaest far cancelfation of authorizatian
If & PayPal casd sefe is canceled or the amcunt of the fransaction changes
fellowlng your receint of authorization fur the sale, you must process an
atitharization reversal {rougly your POS davice.
PayPal Sublicense to Use PayPal Marks
You are prahiblied fom using the PayPat Marks, as dafined defow, ofher
than as expressly authorized in writing by s, PayPal Marks means the
brards, embiems, trademarks ang lugos that iderdify PayPal ncceptance.
You may use lne PayPal Marks only to promele PayPal preducts, offers,
senvicas, progessing and sooeptance. Youw use of lhe PayPal Marks is
restrlobad 1o e display of decals, siynage, advertising and raarkeiing
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materiais provided of approved by PayPal in wilting pursuant to the
process sel forlh in the PayPal Payment Network Rules. You are not
parmitted to use the PayPal Marks in such a way that PayPal Acoownt
Holders could kelisve that the products or services offered by you are
sponsored of guaranteed by the owners of the PayPal Marks. You
recognize that you have no ewnership righis in the PayFal Marks. You are
nat permitted to asslgn to any third party any of the rights to use the
PayPal Marks. You are prahibited from using the PeyPal Marks, not
permitted above, uniess expressly authorized in writing by PayPal.

Appendix 5

$pecial Provisions for Afipay
What is Allpay
Alipay Is a paymerit processing plaform offerlng a variety of senvices to
Chincge Natonal congumers. Alpay ofers corsumers fe ablilly to maks
payments using prepeld funds stored in & dightat wallet account estabiished
between Aliray and the Alipay consumer.
State Restrictions
i you elect to accepl Alipay services, Processor may provide thern to you
in the States where legaily permitiad.

Aljpay Funding Scheduls
Alipay transactions are seftled and funded in China Standard Time,

Allpay recognizes certain days as Chinese Nafional hofidays which can
calse funding delays, The helidays can be 2s long as 5 consasutive days,
Authcrizelions are not impacted during these holidays.

Retfunds and Transaction Adjustments :
Alipay consumers have 90 days from the transaclion-dete o recuesia
refund. After 80 days, &l refund raguests will be declinsd. Merchants will
recelve notificaticn and will have the: acthority 'o determine If they wish {o
process the refurd or refect the retuest {in accordance with your slated
palicy{les) and any applicable laws). .

App.ersdix g )

Speclal Provisions for PayPal and Venmo QR Godes
PayPal and Venmo Marks
You must cisplay PayPat brancing at the pofnt of sale In compliance with
PayPal's slancard trademark and trand guidelines favailable al the
fellowlhg linw: pavpal comic2webapps/mpritogos-hillgnsAlocate xoen £2)
and st train your sales siay io promote the use of FayPai and Yenmo
QR Codes.
Complaints
You will e responsibla for the complainta by PayPal ard Venme QR
Crdes usars salely regarding your gocds andfor sandees, If wa ¢or PayPal
betome aware of careplaints by a PayPal and Venmo QR Codes uaer, you
will wark In gead faith with the PayPat user io resclve such complaint,
Press roleases
You will nol, with respect to the PayPel ard Vermo QR Cades, lssue any
prass release o Maka & pubfc announcament pertaining to PayRzl or the
FayPal and Venro GR Codes without the pricr wrlilen consent of Payal
or us,

Pago 19 of 54

O_WE W 2510
FMS2510



Part 2¢: General Terms and Conditiona

CGard Ganeral Terms. In agdition to the preseding Your Payments
Acceplance Guide, cur Agreemert with you Inciudea the following General
Terms, 1f you fall to follow any of the pruvisiens of the Your Payments
Acceptance Gulde Procedures or General Terms, you may ineur certan
liabilitizs and we may lenninate our Agreement.

21 Sarvicea

Sub,ectta Card Organlzailan Rules. Eervices may be perfarmed by
ug, oar Afflllates, our agents, or other third parties we may designate
from time to time N connzction with this Agreement.

22 Your Payments Ac¢eptance Gulde; Gard Organization Rules and
Campliance

You agree to follow all requlramants of this Agreamart In connectien
wiih each Gard transaction and to comiply with ail applicaile Card
Crganizalior Rles, Including withot/ [Imitaitfon, the data sequrlty
reguiremarts cescrdbed In Part §, Sectfon 5. <ror time to Bme, we
may amend tha General Terms, by proviging you wih at least 20
days' prier wiitten notice, and those pravisions witl be deemed

23.6  You acknow'edge ard agree that ransfers to andg irom the
Seltlernent Accoum shall be based on the account number
ard routing number supplied by yow. We ara net responsikle
for detecting errers In any Settlement Atceunt information you
provive, including the account numbers and rauling numbers.
evan IF any of thase numbers do nat correspoend to the acual
agcaunt or financlal institution |dentified by name.

23.7  This Agreement is a contract whereby we are exiancing
financial accormmeodations to you within the meaning of
Saction 385(c) of the U.S. barkruptzy cade. Your right to
receiva any ameounts due ¢ to become tua from us is
exoressly subject and subordinate to Chargeback, setoff, lien,
security interas’ and our fghls 1o withhole settlement furds
urder this Agreament, withcu! regard 1o whather such
Chargeback, seteff, llen, security interest ard the withholding
of satllemant funds rights ars baing applled te claims that ars
fiquidated, unliquldalad, fixed, contingert, metured or
unmatuszd,

incorporaled inte this Agreement, However, Tor changes i the Card 24 Exclusivity

Crganizat on Rules o for sacurlly reasons, ceraln changes in Card
proceduras may become sffeclive on sharter notice. If there are any
inconsistencles between the 3eneral Terms and Your Paymants

During the term of this Agreement, you shall Use us Bs yalr exclusive
providar of all Serdcas.

Acceptance Guids, tha Ganeral Terms will govern, You are 25 Fees; Adustmants; Collection of Antounts Due

responslle for slaying apprissd cf all applicaktle charges to the Card
Organizatfon Rules and mraintaining campllance with the Card
Organlzation Rules, Card Organizationt Rules may e avallahia en
weh sites such as hife/fysa . visa.corimerchapts/merchant-
suppartinternafional-sperating-requiations.sp and

hitp /e, mestercard comius merchant/supportfiules . hml.

Theas links may change from time to time,
23 Setitlernent of Card Transactlons

2317 Wa witl onby ba required to settle Card transaclions for Card
tyeas specified in your Applisation. Pramptly ater presentrrent
of 3ales Drafts pursuanl fo Your Payments Acceptance Guide,
wo wiil Initiate a iransier of the appl'cable ssitlement funcs (o
you,

23.2  Unless otherwvise agread {o I writhng 16 the contrary, &l
discourt fees are deducied daily. Al setiements for Visa,
Mastercard, Discovor Metwark, PayPal and Smerlcan Express
Card transactions will be net of Cradits, Summary
Adjusbrents, appllzable discount foea when due,
Chargebacks and any other ameunts then due “rom you. We
may algo set off frorm any payments otherwlse dug, any
armeunts Owed to gny of our respective Affiflatas, whather or
nol arising out of or related to this Agresmant,

23.3  All credits to your Setllemeni Account or other payments to
you dare provisioral and ara subect to, amoeng other things,
our right to deduer our fees, our final audit, Chargebacks
inctuding our related losses), and fees, fines and any other
charge imposad on us by 1he Card Crganizations as a result
of your acle ce omissions. You agres that we may debit or
credit your Satllement Account for any ceflelencles, sverages,
fecs, pending Chargebacks and any other amounts owed {0
s or ary o ou- respective Affiliates, ar we may deguct such
amotnts from seltlemant funds ar other amounts due to yau
from us, or our respective Affliiates. You futther agree we ¢an
affset any amounts awed to us or our Affillates related to
actlvity In ather accounts mainialned Inthe name of or
guaranteed by you, any of your prirclpaly, guarantars or
authorized signora. Alternalively, we may elect to Invoica you
for any guch amoun's, net due 30 days after he involce date
or on such earller date as may be spacified.

234 We will not be liable for any deluys In receipt of funds or errors
In debit and e ed’t entries caused by you of any ersen,

225 I addition to any other remediss avallable to us urder this
Agresment, you agres that should any Event of Default (ses
Section 30.4) ocour, we may, with or withoul notlee, change
pracessing or paymont terms andior suspentd crodlts or oiher
naysmenty of any and all funds, mongy and amounts now due
or horpafler o beceme due to you pursuant to the terms of
this Agraement, urlll we have had roasonable opportunity to
investigate suph evanl.
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251 incorederat an of the Senices provided by us you shal be
chargad, and herety agres to pay us any anc all fees set forth
in this Agreerrent {far the purposas of dlarity, this Includes the
Application ard any additlcnal pricing supplements or
subsequent communications), all of which shall be ¢alculated
and payabie pursuant to the terms of Lhis Agreemert and any
additional priging stipplements or subsequent
communications, If a transaction fafls to gaalify for your
anticipatad irterchange levels or you inadvertardy or
Inteniionally accept a transactor other than the lype
anticlpated for your accounl (Mcluding a differant Card lyps),
then, as applicable to your pzleing methed, you will ba charged
a higher Interchange, Diszount Ra‘e or Non-Qualifled
{nterchange [Fes, as well any applicable surcharge for Mhat
t-ansaction, all as further described |n Section A.3 of Part 4 of
tals Agreement and in fha Applieation. With respeet to
inagvertant or intenticnal acceptance of a lransastion other
ihan the type anficinated for your acgount {(including a different
Card type), you will also be sukjoc! to payment te ua of our
then-current Iransaction fee(s} with respect ‘o such Card awt
far transaction and be liable, oblignied and responsible undar
this Agraement for any such frangaction 1o the same extent as
you would be if it was of a Card type elected and approved,

For more informiaflon on Vvisa s and Mastercard's interchange
rates, plezse reach cut to yaur designated Independent Sales
Organizatlon (1S0).

262 All authorlzation fees will be charged for each transaction that
voll attempl to authorize. All capturs fees will bo charged fer
each transacilon that you transmit to us for settlerment. If you
are belng billed a comtiined faa for both the autherization and
capture of a transachion, the autharization and captute must
be submilted as a single transaction, otherwise the
authorizatlon and the capture will #ach be chargad separataly.
You! are resporslbie for utilizing software or sarvicgs Lhat will
correctly submit these transactions to achieve ihe cambined
hilliry.

253 The fees for Servicas set forth in thia Agroement are based
upon assurnptions associated with tha anticipated annual
voluma and average transaclion size for all Services as sal
forth in thia Agreement ard your method of doing business. if
the actual volume or average transaction size are o ag
expecied or if you significantly alter your methed of dolng
business, we may adjust your discount foe and transaction
fees without prier natlce.

264 The fees for Services sat farth in this Agraemant may be
adjusted Lo refloct increases, or new fees impeasd by Card
COrganizatians, including without imitation, interchange,
assassmenis and ofher Card Organizallon fees, or to pass
through increases or naw fges charged to us by other Peraons
“elafad ‘o the Services, All such adjustments shall be your
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respionsibility to pay and shalt become effective upon the date
any such change o addition 's implemented by the applicabie
Gard Orgarization or other Person as specified in our notice
te you.

Subjant to Section 30.3, we may Elso increase our feés o7 add
naw feas for Services for any reason af any time, by nolifying
you 30 days’ prior ba the effectlve date of any such chenge or
addHiior.

if you receive seitternent funds by wire transfer, we may
charge a8 wire franster fae per wire,

To the extent the Aulomatad Clearing House (ACH) setfferant
procass ts used to affect cekits o cradits fo your Seltllement
Account, you agree ta be Sound by tha tamns of the operatirg
rutes cof the Nallonal Automated Clesring House Assoclation,
a3 in effect from Hme to time, You hereby avtherzs us i
imitiate credit and debit entrles and adjusiments to your
account through the ACH network andfor through direct
ingtrictions o the finandal insiiiution where your Settiement
Account ts maintained for amounts due under this Agreement
and under any agreemerts with us or our respective Affilales
jor any producis of services, as well as for any credit entries In
errof, You nerely authorlze the Fnanclal institution where your
Satflament Accourt is maintalned to effect 2l such debits and
credits ‘o your accaunt. This autharlty will rematn In full force
and sffact untll we have given wriiten notice o the financlal
institutinn where your Setflsmert Accourt is mantained that
a4 monies due under ihis Agreement and under any other
agreements with Us or our respective Affitiates for any
products or services have been paid in full. You are salely
respansible fo infarm us in wiiting if yau want any fees or
othar adjustments o pe debited from an account othar Ihan
your Settiement Accauni,

You agree to pay any Ines impo3gd on us by any Card
Organizaticn resuling from Chargebasks and all fees, flnes
ard other charges Mposed on ug by 8 Card Organization with
resperd Yo Your acls of orissions, You are aise responsible far
all fees, Ares, assessments, and other Jablives imnosed on
s az a rasult of Gols of omisgions by your asents or third
parlies,

Hvour Charashack percentaga for any line of business
exceads the estimatad indusiry Chargebacx peroentage, you
ahall, In. addifior: to the Chargeback fees and any apolicabio
Chaigehack nandling fess o ines, pay us an exiessive
Chargeback fee for all Ghargebarks guelning i such month
in such Inaede) of buginess, Each sstimated Induatry
Chargaback parcentags Is subiest 10 change from time to lime
by us in order to refiect changas in the industry Chargeback
percentages reported by Visa, Mastarcart, Amarlean Express,
Dlscover Netvrark, or PayPal, Your Chasgebsek Parcaniage
will be calculatad as the largar of {a) the total Visa,
hasizroard. Amerlean Express, Dscaver Netwerk, or PayPal,
Chargsback ltems in any Bne of business in any calendar
manth diviced by the number of Visa, Mastercard, American
Express, Disnover Network, and PeyPal transactions in that
line of business submitted ihad manth, or (2) the tota deilar
amount of Visa, Mastercard, Amerlcan Express, Discover
Netwaork, PayPal, wid Chargebacks in any line of business
recaived in any calendar manth dhvided by the tolai dollay
amount of your Visa, Masiercerd, Amerlcan Express. Dlscover
Network, or PayPul transactions i thaf ling of business
submitted in that month,

I the everd the State of Washinglon charges us business and
ozcusation tax on e faes or ameunts imposed by Card
Crganizations, interchange, and any other fees or
assesaments passad through to us assoclated with or charged
to your transactions (Pass-Through Fees), you will pay us an
addittonal monthiy fee eguat la the than-current rate of fat
multiplled by all Pass-Through Fees for all of your localions In
Washington State for Ihat month.

You agree fo gromplly and carefully review your mershants
statemnents or ather Jocuments provided or made available te
vau {physlcally, elecironically, or ctharwiae provided by Us oe
othors) rafiecting Card trarsaction activity, including, activity in
vaur Sclftement Ascount, |f you befiove any adjustments
should be made with resoect 1o your Settloment Account, you
must netify us in wiitlhg within 60 days alter any debit or credit

25.13

1s or shoulg have been effsctad of such shortar petiod as
provided In the terms and conditons hal govee such
accotre. i you nolify us atter 60 days. we shail have no
obkigation to Investigate or effect any adjusiments. Any
voluniary efforts by us to assist you In Invesilgating such
matters shall nol create any obligation to gontinue such
Investigation or any future invastigation.

I you do not pay us all fecs and any othar amounts due Lnter
this Agreament within 30 days of the date of our merzhant
statement cr othar statement setting forth the amount due,
ther we may, in our sole discretion. chargs you interast, for
such time that the amouni and all accrued intarest remain
ottsianding at the lesser of (1) 12% APR, ar (2} the maximum
rate pemited by applicante law.

Olher Dabils, We may alsc debit your Seftlernent Acoourd or
your satdermant funds In the event we are regliired 1o pay
Card Orgamization fees, chergos, Tres, penaities or cther
assessments as a consequence of your sales activitles. Such
denits shall not ke subject o any fimitations of ime spacifiad
elsewhers Iy the Agreament, including, without Iimitation the
followirg, which we may add to or dalats frem this Iist as
changes ot in the Card Crganizatian Rules or cur Your
Faymzants Aveaptance Guide pursuant to Sectfon 22:

» Card Oiganization fees, chargas, fines, penaltios,
ragisiration lees, or other assesamenis including any fees
levied against us or ary amount for which vou are chiigalad
1 indernify us.

» Currency sonversion was ncorrectly caiculated.

NOTE: For Discover Netwar transactions, yau ara not
asetrltiad to canvert from your focal Dlacover Network
approved curency inle ancther currency, nor may you giiots
the price of a rarmsaction in U.S, Doltars if compleied In
annther approved CUTSRCY.

» Dlscount Rate rot pravicusly charged,

» Eeversal of deposit pested o your account in error.

» Bebit for Summary Adjustment nof previously pusled,
= Reversal of Craclt for deposi previously posied.
Debit for Chargenack nover posled to your account.
Bebit for EDC Bateh errdr fes,

Gard Organization Merchent Chargebaeltfraud monitoring
faes - exsessive Chargepack handling fees.

Fafture of transaction to meet Memtaer Controfler
Authorlzation Service (MOAR) - Cardholder aczourt
numbar on exception file.

» Orlginal transaction currency (Fareign) nof provided.

» Travel Voucher excesds maximum value.

Dehil andfor fee for Investigation and/or Chargenack cosis
related to 1his Agreement, of for cosls retated to owr
oollecton antivkles in an ameunt no ess than $100.00.

Cogie arging from repiacoment ar damaga to equipment
repled.
Paymant of surrert or past due amaunts far any squipment
purchase, rents! or lease.

Incorract mershant descriptor {(name andior city. 3tae)
submitied.

incarrecl {rarsaction dafe subinitied,

Shipping and handling fess.

Costs or expenses associated with responding to any
suhpnena, gamishiment, levy or other fegal process
assactatad with your acccun! #n an amount no icss than
$150.00.

-

26 Chargebacks

281
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You shall be raspansiple for reimbursing us for all transactizns
you submit that are charged back, Sae Your Paymonls
Arceptance Guide for adaitfonal information regarding
Chargebacks and Chargahack procedurss,

You skall reimblirse Ua Tor any Chargebacks, return iems. o
other lnssas resulting from your feliure to produce a Card
transacticn record regquested by us within the appiicable time
lirnits.



27 Representations; Warranties; Covenants; Limitatlons on
Liabllity; Exclusion of Consequential Damages

27.t  Without limiting ary other warranties hereunder, you
-epresent, werrant to and covenant with, us, and with the
submission of each Sales Oraft rgaffinm, the following
represettations, warrantles andror covenants:

2711 gach Card transaction s genulre and arises friom 8
bana fde transacfion permissibiz under the Card
COrganization Rues by the Cerdholder directly with
you, represents a vaild chligation for the amount
shown on the Sates Brraf, preauthorized order, or
Credls Draft, and does not invelve the use of a Card
for any other purpose;

27.1.2  eauh Card transaction represerts an obligation of
the rejated Cardhatdar for the ameum of the Card
trensaatlan;

27.1.3  the amount ehiarged for each Card transackion i net

subjact o any dispute, satoff or counterelaim:

27.1.4  each Card transactlen amouni is ordy for respective
merchandlss or services {including taxes. but
withaut any surcharqge} sold, leased, or ranted by
yol parsuant to your Susiness as ingicaled onthe
application and, excapt for ary detayed delivery or
advance depaslt Card trenaactions expressly
authorized by this Agreament, that merchandlse or
sorvice was aciually defivared te or pevformed for
the Cardholder antering irfo that Card transaction
simullanecusly wpon your aceepting and submitting
that Card transactlon for processing;

with respect to sach Card lransaction, you have no
krowledgs of rotice of any fact, creumslanee or
deferse which wouild Indicate that such Card
{rarsaction !s fraudulent or net authorized by the
related Cardhcidor or which would athenvise lmpalr
tha validity or ccliectabitily of that Cardholder's
obiigation arlsing from that Card transaciion or
reilave that Cardholder frem fiabifity with respast
thersto;

27186 each Card ransaction is macs In actordancs with
these General Termas, Card Organization Rules and
Your Payments Acceptance Gulde,

N3
~
i~
tn

2717 eoch Sales Oraft s free of any alternation not
authorized by the rziated Cardhelder;

27.1.8  youhavs comalelzd one Card transaction per sale;
or ¢ne Card transaction per shipment of goocs for
wiich tha Cardioiier has agreod to pariial
shipments,

2719 vou are valicly 2xisting, in good standing and fres fo

snter Inlo thin Agreement:

27,110  each slatement mada an the Application or olher
Infarmation provided to us ir support of this
Agreemean Is e and sorrect;

271,11 you are not doing business under a name or sivle
nat praviously disclosed to us;

27112 you have nat shanged the nature of vour business,

Card acoeptance practices, detivery mathods, retum

poiltles, or types of products or aarvices acld
raqefting a differant MCOS urder Card Qrgantzation
Rulas, in a way not previously disciosed ' Us;

27.1.13  you will use the Services ondy for your own proper
business purposes and wilt not resel!, directly or
tndirectly, any part of the Sarvices io any Person;
{Noto: Factoring is prohiblied.)

27114 youhave not fled a bankrupizy peliion not
previously disclosed o us;

27115 youswn and confral the Selifement Accounl, and no

third party securily inderesi or fan of any type exists
regarding the Seblement ducaut or sy Card
trapsaction.

27118 youwili not at any time during the feom of His
Agreement, ot unti all amounts dua tnder His
Agreement have been paid in full, grant or pledge
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27.2

27.3

27.4

27.5

28.7

28.2

arty security Interest or lign in the Raséva Account,
Settlement Accour! or transaction proceeds o ary
Parson without our consent;

This agroement Is a service agreement, Wo disclaim alf
representations or warraniias, express or impiled, mads
to you or any pther person, ncluding without limftetion,
any warranties regarding gualily, suftabiiity,
marchantabifity, fitness for a parifciiar purpose, non-
{nfringament or ptherwise of any services or any goods
providad incidental to tha services provided under this
agreement, including without fimitation, any services or
any goods provided by a third party.

in no evant shall we or our affiliates or any of our or their
respective direclors, afficers, empioyees, agents or
subcontractors, be Hable under any theory of tort,
eontract, striet ffablifly or ather lagal theory for lost
profits, logt revenues, lost husingss oppartunifias,
exemplary, punitive, special, incidental, Indirect or
conseqgiential damages, each of which /s hereby
exciuded hy agreement of the parties, regardiess of
whether such damages were fareseeable or whether any
party or any antily has been advisad of the possibility of
suzh damages. Cifont acknowledges and agress that
paynatont of any aatly termination fee or llguidatod
damayes as provided elsewhere in this agreament shall
nof be profibited by this paragraph,

Natwithstanding anything in this agresment fo the
contrary (inciuding but nof limited fo Section 33}, aur
cumrifiative Habitfty for all lossas, ¢laims, suifs,
confroversies, breaches, or damages for any causa
whatgoever (inghuting, but not imited to, those arising
out of or refated 1o this agreemend), regardiess of the form
of sction oy legal theory, shail nof oxeeed, (1} $50,000; or
{2) the amount of foes recefved by Us pursusnt o this
agreament for services performed in the Immediately
precading 12 manths, whichavar is lass,

Notwithstanding anyihing in this agreement o tha )
cortirary, aur Nability for any defay in fusding fransactfons
o you for any reason, other than for any raasocn
dascribed iy Sestions 23.4 and 22.6, wil be limited fo
interest compuftod from the date that you submitf the
transaction to the date that we fund the fransaclion at the
rato of the foderal funds as set by tie federal raserve
bank of New York, Mow York, from time-lo-time, less 134,

Notwithstanding anything in this agreement to the
corttrary, Bank is not responsibie, and shailf have no
Habiltly, fo you in any way with respect fo non-hank
services.

28  Condidentiality

Unizaa you obfaln wiltan sonsents from us and sach
appduable Card Organizallon, isaler and Cardhoider, you
must not Use, disclose, atore, sell or disseminale any
Cardnalder Infarmation obtained in connection with a Card
transaction {nctuding the names, addresses and Card
acsount mbers of Garchaolders} except for purposes of
authorlzing, compleling and settling Card transactions and
resolving any Chargetacks, Retrieval Reguests or simiar
lssues invalving Card fransactions, ciher than pursuant to a
colrt or governtnental agency raquest, siibpeena or order,
vou shal use proper condrols for and limit acezss to, and
renider unreadable prior fo discarding, all records containing
Gardholder account numbaers and Card imprints. You may not
retaln or store Megrietic Siripe data or Card Validation Codes
afier w ransackion has boen authorized. if you ators any
clectranteally capfured signslise of a Cardhalder, yau may not
repreduse ateh signature except upor sur specific reguest,

You acknowledge that you wiii nol oblain ownership rights in
any formalion relating to and cerved from Card
trangactions. Cardholder account numkbars, peraonal
inferrnation and athar Card transaction information, incfuding
any databages contairing such infermatlon, may not e acld
or thsclosad io a Perscn as an aasel Upon a bankrupiey,
tnsolvency of falture of Slient’s business. Upon 8 bankrupicy,
insolvensy of Fatture of Chient's business, all Card transacticn
ivformation miust he retuimed io Servicers or accaptadle proal



28.3

of the destruclion ¢f all Card fransaction Informstion must be
provided te Servicers.

You will wea! this Agreement, the Card Organization Rulss
ard any information supplied o ofherwlas mada ascassible by
us or aur sganis as confisiential, inchuding without imitation,
{1} information about the products, sendees, eperations,
procadures, customears, suppliars, sales, pricing, buslness
plans and marketing sirategies of Servicers, lheir respective
Affillates and the custorners, clients and suppllers of any of
them; (2) any acterdfic or tachnical informat.on, design,
process, procedure, formuia, or iﬁpl ovement hat iz
corr:me'clai!y valuadke and secret in the sense that its
canfidentiality affords Servicers a competilive advaniage over
s competiters; and (3] all sonlidential or proprielary soncepts,
documentation, reporis, deta, spodfications, computer
softwara, scurce code, obiject code, fiow chants, databases,
lrventlons, knaw-kow, show-how and trade secrets, whether
or not patertahle or copyrightable and will not disclose the
sarme to any third partles, provided, however, thal these

resiriclions do not apoly t2 information: (8) rightfully obtained

cn & non-confidential basls from a Person end your agents
ahd raprasantatives, which Person was not subject to o cuty
of gontidentipity, () righffully ard Indeperdently knowa by
you ot & hen-confdential basls prior to its disclosure or {o)
generaily avaianie 1o he public ofner than through any
diselosure by or fault of you, yaur agents or rapresenlatives.

2831 Our canfidential information shalt be used by vau
oniy to exarclse your rghta and to perform your
cbiigations heraunder. Cllent shall recelve our
ceniidentsl Infermation in confidense and not
cdisclose the confidentlal infermation o any third
party, excext as may bz agresd upon i writing by
ug. Client shall ssfeguard all of our confidentiat
nformakion Using a reasonasie degree of care, hut
net less than that degree of tars used by it in
safeguariing ils own sitnilar Information or material.
Lpon requast by us or ypon termination of this
Agreamant, Client shall retum tn us or destray alf of
our confidential |nform=1tian s possesgion oF
contral,

TFhie obligutiong of uunﬂdemlaiity and restrictions on
use In this gection shall rot apply to ary condidantial
information thatf: €1) was in ha aublic domain pricr
i the date of tha Agraement of aubsaguernly taree
inkn the public domain through pe fault of Clisnt; (23
was received from a third pany free of any
abiigation of confidance of Cllent to the third parly
ant which third party, to Client's knowladge, was rot
tnzer an obiigation to keep the informasion
eonfidential; (1) was zlreacy Ir Glient's possasalon
prio to receipt from us; (4} is reguited to oe
dischosed by law, regulation ar cour: order aftar
glving us 23 mych advance natlco as practical of {he
paasibifiy of disclosure; of (5} is subsequently and
indeperdently developed by Cliont's employses,
sensuitanta or agenis without use of or reference to
our confideatial information,

Exczpt as spacifiically providad for herein, this
section does not confar any right, license, interest or
téle i, o orunder sur cenficential information to
GCllant, Except as specificelly pruvided for hareln, no
license is hereby granded to Clent under any patent,
trademark, copyright, trade secrat or other
propriatary rgrte of curs.

Ctient acknowledges that breach of the restricions
un use or disclosure of any our confidential
inferemation woukd reslt In immediale and
irreparabie harm 0 us, and money damages wouid
be inadequate B compensats for that ham, We
shall bo entitled to etuitanie relief, in addition fo alf
oihor available remedies, 1o redrasg any areach.

28.3.2

28373

2834

We may use data collected a% pant of perferming payment

processing or sther tranaacstion-ralatad sarvicas for you
{Transaclion Data) ‘or the purpose of providing additlonal
pradiicts and services to you, other marchants, or third
patties. This Includes collecting, Lsing, ant de-ldenlifying

28.5

26.8

237

cardnolder information, dates. ameunts, and sther Transaction
Datz to provide you with analytic products and servicgs ag
well as collecting and usirg Transactior Data anorymized and
agqregatad with other merchants' ransaction data o provide
yuul, other merchanls, and third pardes with analy'w produets
and services.

‘Yeu shali nol assign to sy Parsen, the ’iqi“*s *o use the Marks
of Servicers, our agents of the Card Crganizatinns,

&H fights, e, and Inferast in and to alt inteflestual prosetty
retaiad lo the Services (Including withcut imiation, the
content of any maledlals, wab screans, iayouts, processing
techniques, proceduras, algorthms. and methods), awred,
developed of licensed by us prior to, durlng the lerm of, or
afiar the Agreamart, or employed by us in connectian with the
Services and any updates, caanpes, alferalions, or
madifications to or derivaiive works from.sich htelteciial
property, shall be and remain, a8 smong the Parlies. our
exclusive propeny.

Cllent agrees thal we may obtaln relevan: information from
any applicable telasommunications provider uiltlzed by Client,
az necessaty to Invastigate any allegation of fraud. suspected
fraug o7 other actue! or afleged wrongfut act by Clientin
connection with the Services.

28 Assignmasnmy’

29,1

29.2

28.4
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Any transfer or assignment of this Agreement try you, without
our prior wiitten ocnsert, by oparation of law or otheredse. is
voldable by ug, Any fransfer of vaiing control of vou or veur
parent shall be considered an assignment ar fransfer of this
Agresment. Furthermaore, you shall indemnlly and hold us
harrrlass frem alt Eabillies, Chargelacks, sxpenses, cosis,
foas and fines arlsing from such transferes's or a3slyree's
Submission of Carc transactions to us for provessing, For
purposas of this Section 29, any ransfer of viting cenfrol shal:
he cons:dered an assigrment of transtor of this Agreement,

The gayment Services provided by us retuire gooessio a
sirgle pavk acesunt in wisch wa may injliate Soth credits and
dehils. You may not enler into any agreement that wotidd
requine, In any ciroumsiance or evenl. the transfar of any
payments or peoceeds from Card transactions covared by this
Agreercent io the custody o eontref of any Person, You may
not agsigh any rghts, Including the righl of payment unde: this
Agrasmant, to any other persan. In the event that you maks
an assignment for provide a securty interest) of receivables
coverad by this Agreement, then we may, at aur optlon, elect
to (a] rafuse to acknowledge such assignmant wnloss
accomparied by an Adthorzatlen to both inkilate deblis or
oredits to the bark account of the asaignea, (b} termirate this
Agroemont immeaiataly, of (o} charge for any irensfers that we
are calied upan o make manuaily fo Tulfill such an agsfgnment
ak the rate of $1C0 per transfar.

Ancther Viga and Mastercard member may be substiluled for
Banx under whasa spensorsnig this Agreement is parformed
with respect o Visa and Mastercard transactions. Upon
substitution, such other Visa and Mastercard mentbar shall be
responsiblia for aff obligations required of Bark for Viga and
Mastercard transactions, inciuding wiheut Eritation, full
respanaibiiity for its Card program and such other obligdtions
a8 may ko exmressly requred by apnlicable Card Organization
Fules.

Subjest fo Card Organization Rules, we may asslgn or
transfer this Agresment and our rights, didles and obligations
haresnder and/ar may delegata or subcontract our rights,
dutles and obllgafions neraunder, inwhaole o In part, lg any
Person, whether in copnection win a change I spanswiship,
as sel forth in the preceding paragraph, or otherwlse, without
netes to you or your consent.

Excepl as sat forth eisewhers in this seckion and as provided
in the fokowing seniance, this Agreerient shaki e binding
upan suceessors and assigns and shaltinurg lo the sengfit of
lhe parfos end thelr respeclive parmitled sueoesacrs and
assigns. Nu ausignes for e benefit of oreditora, custodian,
receiver, Yustes In barkuptey, deblor in peseession, or other
parsan sharged with taking cusiody of 2 parly's assals or
business, shail have any right tu conlinue, assume or assigh
this Agreamaent,



- M Term; Events of Dofault

0.1

0.2

0.3

ki

This Agreemént shall hecome effeuwﬂ upon the tater of the
riate this Agreemant [s approved by us of the date this
Agreement has been accepled by Pratassar and Bank:

Accaptanse by Processor and Bank wilf ecour upon the aarfier -

of exactdion of this Agreement by Processor and Bank, or the
cumrnmncemant of the provision of the Sarvices by Processer

.amd Bank. You acknowledga that we maintain a list of

busineas tyoas that are uncugailfied for our Services. Ve
reserve the rght t2 Immediately terminate your agoount if it
has been inadvertentty boarded, .

The inltlal term of this Agreement shall comimarice and $hall
cantinue in foroe for three vears after It bzcomes ellective.
Thereafter, it shalt continue untit we or you ferminale this
Agreemert upon writan notlce Lo the other, or a5 oiherwise
autiorized by this Agreemant. Bhould you fait to notify ua in
writing of your request to {ermirate you esknowledge and
agres yol will certinue o be changed fees pursuant 1o this
Agrepment notwithatanding non- use of your acoount.
Notwitistanding the above or ary othier proviglens of this
Agreement, we may tesminate this Agraeiient &t any fime Bng
for any reasen by providing 30 days' advance notics o you.

© We may terminate thls Agreemert Immediately of with shorer

notlee Lpen an Event of Default a5 provided under Section
30.4 of this Agreemeént. In the event we provice nitce to you
of any rew fees orincreasgs In sxlsting fass for Senvices,
pursuant 1 Secrlon 25 8, you may ferhingte this Agreemant
witheut furner cause or panally oy noliying us that you are
tarmirating iris Agreament prior to the effeciive daia of such
new foas or Increasas, Howavaer, malntaining your merchant
account, or your eentinlied Lse«of the Barvices affer tha

effective date of any such fee chanues snall bs deemed your

acreptance of such fes changes for the Sarvices, throughout
tha larm of this Agreement, .

Hany of the following a‘.rents shiall actiur {ezck an Event of

‘Detaulty:

30,41 @ materlal adverse change in your husiness,
“tinanoial carditfor, or busingess prospecs; or
3042 any assigrment of ransfar of voling contrel of you
. oryodr pateri or
3043 asale of all ar a substantia portion of vour assels;
ar

30.4.4  irregular Card sales by you, excessive

: Churgebacks, tencompilance with any spplizebie
dala secanily S:"ihdﬂﬂ:!a as datermined by
Serviuers. or any Tard Grganization, or any other
Pargon, o7 an actual ¢ suspected dala security
breach, of any other ircumsiances which, in our
sole disoration, may ncreats tur exposUre for your
Chargabacks or othenwiso prasent a financial or
security flak ty us: or

3048  any of your representatiang, warranties or

covenarts in this Agresment ara oreached in any
FES[ECt; of

3046  you default in any material respect in the
parformance or obsefvance of any enm, conditon
of agreement cobfained in thls Agreemani,
inciuding, witheut limitation, tha establishment or
mainlenance of funds In 4 Reserve Account, as
dotalicd i Section 37 or

3047 youdefaul in any materal respectin the

" petfermance or ohservance of any term, covenard

of conditlan cantalned in any egreemant with any of
our respeciive Affiliates; or

3248 youdafaull In the paymani whan due, of any

matarial Indebiadress for borrowad meray,; or

3049 youfile a petiion or bave a patliion filed by anothar
party unger the LLS. bankrupiey code or any other
fawa refating te bankrupluy, insalvency or slmifar
arangemeant for adjusiment of debls, consort to or
fail to sortest in a timely and appropriate marner
any pebilon Hled against you in an invelurtary case
urdar such laws; apply for or consant to, or fail lo
contest in a tinely and apprepriate manner, the

Sage 24 of 54

O WF W 2510

FM32510

305

307

3.8

appointmant of or tha faking of possesalon by, a
reciivar, custodian, trustee or Houidator of you or of
a substantial part of your properly; or tmake a
genaral assighmont for the benelit of creditors: or
take ary action for the rampose of autha izing ary of
e foregoing. or . |

C 30410 your independer: certifled aocomtan £ s"lail refuse

te daliver an unqualified opinlon with respact o your
annual fnarc'a; stalemerts and your cmsoilda'ed
subaidiacles,; or

30411 a viclatlon by you of any appf:cable i or Card
Drgaalzaticn Rulé or our raasonably bellef that
termination of (i3 Agreement or suspenslen of
Sarvices is natessary fo sormply with any javw
inehuking without Hiitaticn he rules and reguiatiors
mromutgated by lhe Otige of Forelgn Assets Contral
ofthe LS. Depariment of the Treaswry or your
breact, as cetermined by Servicers, of Section 43.2
{Coenpltanca with Laws), then. upon the oecurrence
of {1} an Event of Defaulf speclfled i subssctlons
30.4.4, 30.4.9, or 30.4.1f, we may consider this )
Agraament to be tarminated mmediately, withaot -
nofice, and al amounis payalie hersunder shall be
immeadiately due ard paysbie i full without demand
or olhes natice of any king. slf of which are .
axprassly waived by you, and {2) any dlher Evert of
Dafault, this Agreement may be terrinatad by us
giving not less than 10 days neticeto you, and
upen guch natice all amcunly payatie hereundar -
skalt be dug and peyable orvdemang..

Meither the cxplraticn nor termination of ths Agremnawt ghall
termirate the obligadans and rights of the parties pursuant i
provistens of this Agreement which by thelr ferms ers intenged
to survive of be parpelual or Irevetabis, Sugt provislons shalf -
survive the explration or termination of this Agreement, Ad
abligatlons by you to pay or reimburse us for ary obligations
assoclated with transactiors you have submiited to us wiil
survive termiraior of this Agreement urtll ﬂnafly and
irrevocably paid n £l and seltfed

If &ny Evant of Defauk cccurs._regardless of whethar stch
Event of Dofauit hag heen cured, we may, I our sole
discretion, sxerdaise all of aur righis and remadies under
applicable law, and this Agreament inciuding, without
firnitation. oxercising our dghts under Seckon 31,

In e event youo file for proiection undsr the U5, bankruptcy
coce or any olher laws relating to bankruptoy, insotvenay,
assignmert for the beaaflt of cradifors cr simllar laws, and yrnu
cenfinue 1o wse nuwr Sendces, | is your respoasibifily to apen
fiew accounts to distirgulsh pre and post filig obligations.
You ackr:owietgs thal 35 fong 85 you ulitizs tho accounts you
astaklished orior io such £ling, we will pet be able to
systemaiically segrogate your post-filing trangactlons or
orevent set-off of the pre-cxdsting obligativne. In thatl event,
you will be respensible for submiliing an adsounging,
sinporting any adjusiineists Ihat you may claim,

The Card Crganizations often maintaln imerchant ists such as
the Membe: Alant Ta Control High-risk Merchars {MATGH)
who have had theit merchant agrearranis or Card Acreptance
rights terminalad for cause. If this Agraemery 1s terminated far
casse, you acknowledge that we rmay be required to report
your Business name and the rames and other informalion
regarding its principals to the Card Orgarizations far incluslen
an stch istfs). You exprassly agree and consan! o stich
reparing If you are terminated a8 a resalt of the cesumrence of
an Event of Default or for any rsasan spocified as causs by
Visa, Magizroard, Discover Nelwaork, PayPal, br American
Express. Flslhermare, you agree ic walkve and hold us
hanmioss from and against any and all claims which you may
have as a result of sueh reporing, ’

After tesmination of this Agreemant for any reason

whatsoaver, you shail confinue o bear lolat responsibifiy for
all Chargebacks. fees, Card Crganizalion fines impased on s
a8 a regult of your acla or omissiors, Cretlts and adjustments
resuling from Card transactlons processed pursuant fo this
Agreemert and all cther amounts then gue or which thereaffer
may pacome due under this Agreement,



31 Reserve Account; Socurlty Interast

31

2.2

313

114 .

You expressly althorize us to sstablisn 3 Reserve Account
pursyant to the-terms and canditions set forka in s Secfion
31, The amount of such Rasarve Accourt shatl be et by us, In
our sole fiscrelicn, basad upen your processing Hstory and.
{ne potentlal risk-of tosa to us as we may detarmine imm t;me

13 fime.

“The Reserve Acceunt shalf be fully fundsd upon 3 days nolice
ta you, or in Instandes of fraud or suspested fraud or an Eveni

of Defaul, Resewa Aoourt 1inding méy be immediate, Such
Reaerve Account may be futfed by all or any combination of

~ the following: {1} one or more dikits 1o your Setfiamant

Account or any alher aceourts held oy Banic or any of lts
Affiliates, at any financidl institutien maniained in the namo of
Client, any of lis princlpals, or any of its guarantore, or if.any of
same are author!zad slgners on such azcourd; {2) any .
payments oferwise due to you, ncluding any amount dus
frorn TelaCheck, {3) your celivery to us of 2 ietier of cradit; ot -
{4 i we s agree, your pledge to us of a freely transferabls
and regotlable partificate of deposit, Any such lalter of credit
or certlficata of deposit shalt be issued or establlshed sy 2
#nancial Institution accaptable ‘o us and shal! be Ina forr:
satisfactory {o we. In the event of termination of this
Agreement by any party, aij immadiate Raserve Azcount may
be established without natica in the manner provided abova.
Any.Reserye Accourt wifl be held by us for the greater of 10
menths after terminelion of tis Agreement ar for such longer

-period of time as fs consistent with our Lability for your Care

transactons ard Chargshacks in necerdance with Card
Qrganizatlon Rules. e will hold fLinds purauant 1o this

. Seetfen 31 In master acoount{s} with your furide allocated ‘o

saparats sub accounts, Unloss specificaty required by faw,

¥k 3hall not pe enlited to interast on any funds hald by us in

o Regsere Account.
H your-funds in the F«asanre Account are not sufficient to covear

-the Chargesacks, adjusimerts, fees and other charges and
~amounts due from you, o if the funss It the Reserve Account
. have been eleasod, you agree o prarapbly pay us-such sums
‘upon reqguest,

Tosaoura your odligations it us and aur respecivo Afliiiates

uncer ihis Agreement and any other agreement for the
- provislon of agudpment, produets or dervicas (including any

obligations for whizh payments on aoeodnt of such abilgatrons
ara subsagendy invalldated, devlarad to be fraudulent or
preferentlal, se: aside or requirad 10 be repaid lo a frustes,
receiver or any other pay Under any hankruptcy act, state or
federal Taw, ecmoicn [aw or equliabia cause), you grant to us
8 fist privrhy llen and secuity interest in and io (1) the
Reserve Avcount ard {2) any of your funds pertaining to the
Card trangadtions contemplatcd by this Agreement now ar
hareafter in our possesslon, wraether now or hereafter due or
to baoeme dui 1o you frorm us. Any such funds, meney of
amounis new or frereafler in our peasession may be
sommingled with olher funds of ours, or, i the 2age of any
funds heid pursiant lo the foragaing paragraghs, with ary
ather funds of other customers of ours. In additlon to any
rights now o hereafter granted undsr applicable law and nok
by way of fimitation of any such righls, we are heraby
authorized by you at any lime and from dme ta time, without

- natlee or demand to you o fo any other Person (any such

natfce and demand belng hereby expressly walved), 1o set off,
recolp and to agpropriate and ko spply any and all such furds
against and on acesunt of vour obllgaliohs o us and our
respotive Affillatos under this Agreoment &nd any other
agreement wih Us our respeclive Affliatas for any relalod
aqulpmant of refutad services (inclifing any check servicas),
whether sunh obfigalions are liguidated, unliguidaied, fixed,
contingeni, matured or uhmatuted. You agres to duly execute
and deliver to us such inatrumenis and dozumenis 85 we may
reasonably request to parfeat and conflem the lien, scourify
interest, right of set off, racoupment and subordination sel
forth In this Agrasment.

For sake of clarification and netwithstand: ) anything inthe
Agresment ta the contrary, in the event Senvicers dedliat,
holdback, suspand, off set or set off any sattiement monies or
amounts otherwise dua you purstant to the terms of this |
Agreement (collectively Set OFf Funds), you acknowiedge

32
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318

thal such Set Of Funds wilk ha hetd 'a ‘.ommingier' Reaarve
Ageountis) of Servicers,

if In replacement of or in additien to'the’ 'sl prlonty lian ar‘d
sacurity [mterest n the Reserve’ Avcount, yau graht to .
Servivers a first prorlty len end aecurﬂy irlerast in arid todne
or mere cerlifieates of doposit, the ¢ertificates of deposi shail -
be uncertificated and shalf be subject to anAcknowledgement' -
of Pladge of Cerlificate of Depasil and Control Agraement {the -
Cartificate of Deposit Contral Agreement) by, hetwean-and :
armong Sustomers. Servicars and the financlal irstitution that
has astablished and |ssued the perifivéta ol dépdsht. The form
of the Cerlificale of Dapost Condrol Agresment and the |
financlat insttution [hat wik astablish and |ssue hg certificate .
of deposit shall ba satis‘aciory snd ac"ﬁptab ato Ssrv cers

Financial and Other Informatian:”

321

322

Linen reguest, you will provide us and ¢ 0LI| Aflletes, grar terly
financial statements withic. 48 days afier ihe eNd of each fiscal
quaret and annua avdied ﬂn'ansfa stalemernts within 52
days afler the end of sacli flsnal year. Suoh firdricial
statements shall be propared in atcordance’ with generally -
gceaplad accounving principles. You will aleo pravida such
other financlal stetements and cther Informatlan eoncerning
your pusinesa snd your compllance with ‘he terma ana
provislons of this Agreemert as 'we'may reassnably reguest.
You authorize ue and our Ailliates to obtain fram third perlles
finansial and credit Informatizn relating toyoli in ceithection
with oUr determination whether{o agcept this Agroament ard
our continuing evaluation of your Inancial and cradit siatus.
We may alsc acoess and uee infermation which-you have -
provided to Bark for any other reasoen: Upon request, vou
shall provice, andfor causa to be provided, to us and 6ur
Affliates, or our representatlves ofreollators {as well as thoss
cf the Gard Drganizations) reasonabie access to your oryour s
providors' feoilities and rogerds for the purpese of performing
any irspedtior andior sapying of booke andfor records .
deemed axproariate. In sush svent, you shall pay the cosis
ireurred by 1§ of our Affiliates for such [repeptlon, m}uclng
bt nat Bmited ta, cosis inctufed for alrf:;e{m and hotat
accommodatiors,

Yau will grovide us with wiiten nchre of any fudgiient, wiit,
wartant of ghtachment, execution of levy” against any
subslantiat part {25% or more-in value) of vaur {otal aseata not
tates than 3 days after you beccra dwara of same,

Indomnification

331

332

You agreo fo Indemnify and hiokd us end the Dard
Drganizatlons nammless frorm and against slMosess, hab ties,
damagas and expenses: (g} resuiting fmm the Inacourasy or -
untetahfulness of any representation srivamanty, hrench of
any covenant or agraament or any mlsrepresentaﬂon by your
unger this Agreement; (b} arlsing ot of your or your )
amployees’ or your agenls’ negligence of willul miisconguct, In
coninectior: Wik Card transactiors of athenwise arising from
yourprovision of guods and services to Cardholders; (¢}
arlging aut of your use of the Services; r {d) arlslng qut of any
third party indemnifications we are obligated to make as a
resJlt of your actions {nclutding ndemnifm*lon of any Card
Organizalion o lssuor).

Subject to the Fmitattons sst forih in Sewon 2?4 we Bgrae tu )
indamnify and hall you hamtless from and agalnat all lssés,
liaaiities, carnzgen and expansss resulting from a'\y oreach uf
any warranty, covenant or agresmant or any

misreprasantalion by us under this Agreement or arlsing ot of
our or oy emplovees’ grass negligence or willftd misconduat -
in conreetion wilh this Agreement; provided, that this Indermnity
obllgatlen shalt nat apaly to Bank with respect to ben-Bank
Hervices.

Special Provisions Regarding Noﬁ-B‘ank'_'Gar'ﬁ's,

34,1

Ner-Bank Card transaciions are provided to you by Processor
and rot by Bank and Inciude ransagtions made using
Bisoover Network, PayPal of Amerlean Express Voyager and
WIEX Card typas. The Servicas provided, frangacticns
procassed and other makiers contormpialed undar this Sestion
34 are sublect 1o the rest of this Adrsemant, as applicaide,.
excep! to the exlent the tenrs of Ihis Seckon 34 dirpetly
conflict wilh another grovizion of this Agroetmarit, in wiich
case the terma of Lhis Saefion 34 will sontrol; provided,



34.2

34.3

344

34.5

046

a1.7

however, that {1) Bank is nct a party to this Agreement ‘nsofar
a3 [t refates ro Noo-Bank Card sarvices, and Bank is not llable
te you In any way with respest to such Sarvices and (2} you
agree tn pay Processor any per item progessing, atthorization
and other fees described.in the Application “or any non:
acqulred transaction services you recefve from Processor, Far
the purcases of this sectlan, the words we, our, and us refer
chly ta the Processer ard nat to the Bank. Yau authorize us lo
shara informatlon {rom yaur Appilcation w th Amarlean
Exprass, Discover Network, PayPal and any other Non-Bank
Card QOrganization.

If you accept Amarican Express, you understand that if,
based upen your anfleipased Card kransaction volume you do

" net gualify for our Al sendlee program but have olherwlse
‘been approved for accepling Amerlean Express transacions,

your authotizations will ve oblalned f-om and furded by
Amserican Exoress, American Express wil. provide you with its
own agreemant that governs those fransactions. You
inderstand an agree that we are nol responsible and
assume absoluiely na llabliity with regard to any such
transaciions, inciuding but not limitea to the funding and
seltl=rent of Amerean Express transactions, and that
American Expregs will charge addittonal fees far the services
they provide.

If you aceept Discover but do not qualify for our Discover full
service program, Discaver will provide you with its owr
agreement that governs thase fransactions, You understand
and agres thal we are not respenslble and assume absoiutely
no llability with regard to any such transactions, Ireluding Hut
not limited ‘o the authorization, funolrg, and sertlement of
Discave- transastions, and that Jiscover may charge
additlonal fees for Ihe services thay pravica.

If you accept PayPal Cards you understand that the
following regqulrernerts anply 1o PayPal Cand transacdons in
additi>n to the information reduired In th.s Agreement:

« Only in-store, Card present transacﬂans are eligble for
progessing uncer thls Agreerent. Card not presentionling,
cash over, cash advance, guasl cash fransactions,
international {rangactions or manually entared ranssciluns
are not siigible for pracessing. You must cortact vs or
PayPal for information related to services thal are nal
coverad in inis Agreamant.

- You will proylde us with Information about the Card
transactlans you corduct, including, data related te your
Authorization requests - Card transzctions, and ransaclisn
dispute rasponses.

« You will provlde us with aggregate and Individual
information about the Card transactions you accept;
including, the namber type and kind of transacttons you
conduct, your disaulas, your business operatlons, your
rerchant category code-informaticn, and any other
information you arz required to provide under this
Agiesmeril.

» You will mot use, store, reain or otherwise disclose any of
PayPal's conf dential Inforration, Cardholder data,
magnztic skripe frack data, cr PayPai Card trangacilon data
iother t1an as nesessary to camplole a transactian),

¢ You will ot use PayPal Cardholder's personal informatian
for markeling andfor other purposos without axplicit consem:
fram the Cardholder,

if you accept JCB, Diners Club International, UnlonPay,
BGeard, and Dinacard, you ayreo lo be bound by the

. Dlszover Networle provisions of this Agresment. You alse

acknow'edgs and.agree that JCB, Dincrs Club Intarnaticnal,
UniorPay, BCeard, and Dingcard transactions wifl be
precessed under and subgact fo Discover Network Card
Organizaticn Rules,

If you accept Yoyager andfor WEX Cards, you agree to be
bourd by the WEX andf/or Voyager rules. You also agree to be
Bound by &l other provisions of thls Agreement which are
applicable lo WEX andfor Voyager.

if you execute a separate WEX Merchant Agreemant (WEX
MNon Full Service Pragrain), you tndersiand that wa will
mrovida such agreement ta WX, buf that neither we nor WEX
shall have ary obligation whatsosver to you with respect to

34.8

pocessing WEX Cards unless ard utllVWEX execites your
WEX Merchant Agreemet. I WEX executas vour WEX
Merchant Agreemant and you aceept YWEX Carls, you
understand 1hat WEX transactions ars processed: authotized
and funded by WEX, You uncerstand that WEX is solaly
responsible for Bll agreemsants that govern WEX transactions -
and that we are not responsible and assume akaolutely no
{|abllity with regard to any such agraements ar WEX .
fransaciions, including but Aot Imited to 1he funding ard
saitlement of WEX {ransagifons. Yois underfstand that WEX wil
charge additional faes for the services that it pmv[das . '

In addlition to the Infarmation slated in Part 1, Appendix 1
of the Your Payments Acceptance Guide regarding . -
Veyager Cards, the fellowling terms apply .

» Urder Sagiian 27 (Rapresentations, Warraniles; -
Covenants, Limitatlans of Lizbility; Exclusion of
Consequertial Ramages) of the Genera! Terns, Inno gvent
shall our cumulative lability to you for losses, claims, sulls,
controvargies, breaches ordamages for ahy cause
whatsoever in connectior with Voyager transaclians axcead
the lessar of $10,000.00 or the \oyager transaction fees
palc by you la us for the two months prior to the acluan
glving arisa to the clakm.

Netwiths:znding anything 'n this Agreemert tc the conlrary,
our obligation to pradde samvices te you relating lo sny
Fleat Card wilt terminate aulomatically withodt penalty to us
or the refated Card Organizatien upon the eariér of (1 tho
termination or expiration of eur agreement Wit such Card
Organization, {2) at least 20 days prior wiltten rotice by us

to you; (3} your fallure to comply with maleriel terms rolating
t2 such Fleet Card ‘rangactions, or (4] wrillen rictive, if 4
Card Organlzation dlssontinues lts Gard.

35 Speclal Provislons for Daslt Card.

The special provisions outired ! this Section 35 apply otly to those
Debit Gard fransactions that are provessed by a Gardholder entedng
a PIN uniess the frensactlen is a network supperted Flhless
transaction. A FINless fransactian 1§ a Doblt card transactlon that a
merchant submits ‘o us for settioment/funding iransactions wilh
nefther a PIN nor Skgnature. The Serviees pravided, transactons
pracessed and other mailers contermplatod under this Seoflcr 35 are
subiect to the rast of inis Agreement, as applicakie, exsept ta the
extent the terma of !his Secton 35 diractly conflict with arother
provision of this Agreemen, in which case (ha terms of tlis Section 35
will control.

3a.1
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Debit Card Acceptance. Most, but not all, ATM Cards (Debit
Cards) can be accepted at the point of sale at participating
jocations. Examine the back of the Cebit Ca-d to determine i
the Card parfle pates in a PIN Gokit network that.you are
authorized g acceopt. PIN Debit network Mark(s)-ara ususlly:

‘printed on tha back of the Card. If the Dehlt Card is valid and

issuad by a finangial instliut'nn Issuer participating Ih 2 PIN
Debit network, you rausl comply with ths following generat
requirements for all participating PIN Deabit networks, in .
addition to the specific reqLermenls of that Pliv Debit.
network.

» You must honor all valid Debi Cards iwhan presenled “hat
bear authorized PIN Debit netwerk Marks,

« You must treat iransactions by Cardholders from all Issuers
in the same manney.

+ You may not eslablish o rmnlmum ar maximum transac‘lon
amourt for Debit Card accaptance.

s Yau may net require additional |nfom1atipn, besltes the
BIN, for the comalation of the transaction unloss the
sircumstances appear suspiciotis. A signalure is net
requirad for Deblt Card transactions.

You shall not disclose transaction related inforration tc any
party ather than your agent, a PIN Debit netwoik, or [ssuer
and then only for thi pumase of settlement of errer -
resolution,

Transaction Processing. The fol owing general requlrements
apply to a'l Debit Card trangactions:

« All Dobit Card frensactions must be authorizes and _
processed elactronically, There s ro Voise Autharlzalion or
Imprinter pracedure far Beblt Card transactons,
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s You may net somplete a Debit Card frangastion that has not
treen authorized, If you cannct cbtaln an Authodzatlon at
the tme of sale, you should request another form of -
nayment from the Cardholder or process e transaction as
2 Siore.and Forward or Resubmission, in which sase you
sasume the risk that the wransaction faiis w0 authoriza or
othiersse dedtinas, The Cardholder should be instructad o
cortact ine lssuer {o find o1t why & frarsaction has been
daclined.

= The Dabtf natwork used to, process your debit transactian
wil depent upon, amorg other things, our own business
sonsigeratcns, the avakability of the Debit netwiork at ths
time of the trarnsaction and whether a particular Deblt Card
{s enabied for a paricular Debil nedwork, The Debil network
used 4o route your transaction may or may net te the
iowest cost nebwork svailable, YWe may, In cur sole
discration {1} use any Deblt network available to us for a
givan transactor (including eny of our effiliated Pl Debil
ratworks) and {2y add and Jor remove Deblt networks
available to you based on a variety of factors ircluding
avalability. teatures, functionallly and our own business
considarations. )

+ You must issue z receipt to the Cargholder upen successful
- campietion of 2 rarsaction and effect PAN Truncaiion on .

« You may not manually enter the account numbar for PIN
Debi transactions. Signature Debit karsaction may be kay
entered if you are unahie o swipe the Card, The accourt
number must be read glectrocicaily from lhe Magnstic

- Stripeferip for rensacilors authenticated with a PIN, I the
Magretlc Stipa/chip Is unreadable, you miust requast
another form of payment frem the Cardholder, Do ohiain a
signatura f PiN authenticatlon Is ol supported or avaiizble.

s Any applizabie tax must be ncluded In the 1otal trensaction
amount for which Aiutharizatien is rsquested, Tax may not
be colfectsd separakely In cash,

« You are respensible for sscuring your POS dovices and
for Implementing appropriate controfs fo prevent
empioyees or oihiers from submitting credits and voids
that do pot refloct bona fide returns or roimbursements
of prior trarsactions.

Cash Back From Furchase. You may offer cash back o your

“sustorhers when they make a PIN Deblt Carc purchase, You

may set a minimum and maximum amount of cash back that
you will allow, If you are nol currently offerlng thls service, your
POS device may require additlonel programming iz begin
offerlng cash back as long as 4 is supportsd by the Debit
MNelwork.

Settlament, You musi raconelle your ascounts for each
lacaticn daily and notdfy us wiiiin 24 howrs of any issues.

Adjustments, An adjustrenl {s a transaction that ie initiatad
1 corract a Debit Card transaction that has been processedin
error, For sigrature deb! fransactians {Including "no signature”
signature dabit franaactizns), both the Cardholdar and the
card Issuing hank have the righl te question or disptide a
trangactfon, If thesa guestions cr disputca are not rasolved, a
chargeback may ooour, You are responsible for el adjustment
and Chargeback fees that may be charged by a Debit
natwork, There are several reasons for adiustments being
Iniiated:

« The Cardhoider wes charged an incerect amouri, whether
too litie or too much.

» The Cardhoider was chargad more than ence for the same
transacHor. .

e Aproneszing eror may have cecurred thet caused the
Carchalder o he gharged even Yough the fransaction did
not compiate normally af the polnt of sale.

« A Capdholder is dispuling the goods or services providad.

o Alf padles rvolved In processing adustmanta and
Chargebacks ars ragulated by time frames thal are
specifled in the oparaling rulos of the applicable Cabit

. rastwiirk, Tne Flectronic Funds Transfer Aot Regulaton R,
aird oiker goplizabia law.

38
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Speclal Provislons Regarding EBT Tranantions

i you elezt o accept EBT Cards and engage In EBT iransachions. the
terms and conditions of this Seclon 36 shitl apply.

EBT transactions are provided to yous by Processor and rol by Bank.
The Sexvices provided, transactions processed ard oifier maters
contermpiated under this Seciion 36 ase sub|ect to the rest of this
Agreamant, as applicable, except lo lhe exten: tne terms of this
Section 38 directly confliet with anolner seclion of this Agresrrant, In
which ¢case ihe lerme of this Section 36 will coriral; providad,
howsver, that Sank I8 not & parly to nis Agreement insofar ay it
relates to EBT transactions, and Bank is not Jaole fo you in any way
wilth respact to sush Sarvices. For the purposes of thls seclion, the
werds we, our, and us refer oniy tc the Processor and not tothe

- Bark.

We offer zlectronle Intefaces to EBT netwarks for the processing.
seltlemant and switehing of EBY ranaactions inikated through the use
of a stalaiastied EOT card (EBT Card) al your POS Terminal(s) for
tha provision of United States Ceparimant of Agricuiturs, Fooc and
Mutrition Service {FNS}, Suppiamental Nutilizn Asslstance Program
{SNAP) and Womaen, infants and Childran Benofits (WIC Beneflts) |
and jor governmant dellverad Cash Benefily (Cash Benails, together
with ENS, SNAP and WG Bznefita, colleclivaly are referred o as lhe
EBT benefits) to EBT henofit recipiants (EBT customers), subect to
tha terms balow,

351 Acteptanco of EBT Benafils. Yﬂu agree ta accept EBT
) Cards ati provide EBT bengfits to EBT custermers threlgh

he Lee of a FOS Terminals, PN pad and printar or other
squipment that meet standards as set- forth In the EBT Rules
(Authorized Terminal) applicable te such EBT denefits durlng.
your normal husiness hours, it & manner sensisient with your
rormal business practices and In acepsdance with lhe E3T
Rules.

You will provide FB" nenefite to BT lenmera, I
accorcanca with tha progedures set forth in the EET RUles in
the ameourt autherized through your Autharized Terminal upan
presentation by an E3T customer of an EBT Card end sich
ZBT curipmers entry of a valid PIN, The EBT Rules mearns
{13 ali procedures that we eslablish and provide to you feem
fime-to-tirme ragarding vour acseptance of EBT Cards and
provision of 87 I henefits Lo EBT customers: (2} the Guest
Pules, as ametdad rom imedo-ime, lssuzd by the Natiorai
Autsimated Clearling House Assoc:ation and as approved by
the Finarcial Managerment Sexvice of tha U S, Treasury
Departrnent, as noecassary (and any rules that succaed or
repiace the Quest Rutes): and {3} alher such laws, rules,
regulations aned procadures that are appllcable to the
acceptance of ERT Cards and the provision of EBT benefis
by you under this Sestian 35, Including without imitstion, laws
pattaining to delivary of sarvices fo EBT customora and EBT
eustomar confidantatiy, the federal Civil Rights Act of 1964,
Rehabiitadon Act of 1973, Amerleans wilh Disabilities Aot of
4999, Clean Alr Act, Clean Water Act, Energy Poticy &nd
Ccnscrvation Act, Immigration Referm and Controd Act of
1885, regulations lssued by the Department of Agricuitire
perisiring ¥ Food Slamp Program, and, any additionat
pregetdurag specified Ly sha state ragarding lnst BEBT Cards.
forgutten PiNs. dlscrapancies In benefits authorized and
similar mattars by praviding EBT customers with infurmations
such as lelephsne numbers and addrasses of the stale or
other appropriate agencies. The Food Stamp Program is the
government benefils program eperated under the authority of
the Focd Starmp Act of 1554,

i the Autherized Terminal fafls to print BEBT benefit issuanse
informaticn #s approved and validated a3 a laglimale
transaction, you will comply with the procecuras set forth In
the EBT Rufas for authorizaton of EBT benelits i such
nstance. You are solaly responsible for yotir rovision of R8T
benadis piher thah in sooordanca with authorizations tmely
received lrom EBY sovice provider. You will not rasuamit any
EBT Card lransactiart except as specifically permitted by the
ERT Rules and procegures apphicable to such EBT Card
trangaction, You must provide & recelpt for sach EST
trangsclion to the applicable EBT custemer,

You witf not accept any EBT Card for any purposs oiher han
atov'ing EBT Benefits. ifeluding without Kmilation accepting
an EBT Card as securlly far repaviment of any E3T cuatomer
obligaticn o you. In the event of any violation of this provisian,



36.2

- yau wil be obiigated to rettnburse the stata or us for any EBT

nenefits unfawiLlly racedved by sither you or an EBT customer
to the extont permlited by law. Cash showld never be

- dispensed for FNS, SNAR, and WIC Benefils.
- Kanual EBT Vouehers. I accordsncs with tre procadumas

saf forth inthls Sepdon 36 and the EBY Rules, you will

. marualy scespt EBT Cards dusing perlods of fimo when your

g
&
ta

Authorized Terminal Is not working or the EBT system in not
available; you wii manually provide EBT benafils in the
ampunt authorized through the applicable EBT scrvice
previder fo the EBT custamess at ro cost to te FBT
customers. upon presentation by an EBT customer of kig/ her
EBT Card. All manual veusher autherlzatlenrs must be clearsd
an your FOS terminal for payment of voucher to ks maae la
you. tn addiion o any procedures set forth In the EBT Rules,
e followtng lmitations wilt apply fo maryal Issuanca of FS
Banefils by merchard:

(1) An awhorization numbar {or the amourt of the purchase
must ba recabed by you from the appllzabie EBT service
provider while the respachva ERT customer is present
and tafce you providae such EBT customar with any
FNS, ENAF and WiC Benefits. or Cash Benefits, a5
appicabla, You must not altempi to volce authorize a
man.al EBT trangaction if {he EBT custemner s not
presert (o sign the voucker The T5T custorrer must sign
tha veuchzr. A copy of the voucher should be given ta the
EBT customer at the tma of authorizaion and you
should rataln one copy for your recods,

{2) Speciled EBT custorrar, derk and sates infa:mation.
including Lne telephane actherizalion number, must be
entered proparly ard leglbly on the manual saies draft,

(3 Al marual voucher authorizetions must be cieared on
your Authorized Tarminal before payment of vouchsr wili
be mads o you, Vouekers muat be clzared within 15
Zusiness Days affer the date of apollcable veice
authorizaton, Vouchers caniot ba cleared by any
manner excast by your Autharlzed Tepmina! thorafore you
sould never malt vouchels requasing payment, if a
voucher gxpires before i has basn clearad by vour
Authorizad Terminal for payment, no further actlon can
be taken to ovtain payrent for tha vouchsr.

{4y intha event that, due to EBT host failure, EBT benefit
avallalifiy for an SBT customear cennot be determined at
the thme your request mutherization, the maximum
auihorized manual transaction and benefit encunibrance
wilil be $40.00 of such ather state speclic (faor limit as
sat farth I tha mast currert varsion of the epplicania
EAT Rudes.

(8) Excepl as specificaily providad ir: the appilcabis F3T
Rules, youwill not be ralmbursed and will be solely
responsitle for a manual fransaction wien you fall to
obtaln an authorization number from the applicable 3T
service orovider as set forth in this Sscticn 35 or
otherwise fail to process the manual transaction in
aacerdance with the EBYT Rules,

{8) I you havo not recslved an authorization aumbar in
snserdance with paragraph 37,1 above, yau may not “re-
submilt” a manual sales drafi for paymernt for e same
transaction,

Acceptance of Cash Benetits, f you agrae to ancept EHT
Cards and to provide Cash Benafits, you agrea to malntaln
adequate cash on hard o issue EDT sarvics providar
authorlzed Cash Beneflis and will issue such Cash Renefits to
EBT sustomers in the same marner and to the same extent
¢ash is provitded to your other custorners, Yol may not
reglire, and may rot in your adveﬂmmg suggmi thet any EAT
euslormers must purchade goods or services from you es a
condition to ressiving Gash Benetits, uniess such condition
applios o olber custornos as well, You may nol designals
and direct EBT cusiomers io apeolal sheckoudt lanes restricted
{o use by EBT cusiomars unless you also designate and direct
other customars to specla checkout lanes for Debit Cards o7

-Cradit Cards andfor other payment meirads slich as checks

other than cash,
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Interoperability. if you secept EBT Cards and provide EBT
benefila (FNS, SNAP and WiC Benefie and for Cash
Benefits), you must do so for EBT customers from all sfates, -

Required Licensus. If you provide FNS, SNAP, and WG
AerefMs under tiis Agreement, you represant and warant to
us that you are a FNS avthorized merchart and are nat
curranily disqualificd ar withdrawn from redeeming food starip
seupaens or atherwise disqualifled or withdrawn by FRS, You
agres to secure and maimiain at your own expense all
necessary licenses, parmits, frenchises, or other aulharltles
reguired to lawfully effect the issuance and distributfan of EBT
baneffis under s Agreement, including without limitadlen, any
appileabla franchize tax cerifteate and nen-governmental
sontrastor's serilficate, and covenant thal you will not accept
EBT Carda or provide EBT banefits 3t any tima during which
youl ars not in compllance with the reguirements of any EBT
Rulas.

Torm and Termination. If you ara disqualified arwithdrawn
from the Focd Stame Pregram, your euthorlty to msua berefits
will ke terminated soncurently therewilh. Such dizgualfication
or withdrawai wil bo deerted a breach of this Agraement with
rgspect to your awhority to Issus Gash Berefis and. intho
ovent of such disqualfication, we have the right fo
immatlataly terminate the provision of service undey this
Saction 36 or the Agreement in ite entlraty. With respect io the
lssuanca of Gash Bengfits only, your autherity 1o issue Cash
Banefits may ba suspendad or tgmminated Immeciztely at ine
sole discrelfon of us, the state or its EBT servine provigar,
effective upon datlvery of a notice of suspens:on or tarmination
specifying the reasons for such suspersich or termination i
therz will ba (1} any suspensicn, junttion, cessation, o
termination of the ERT sanvize pravider's authority to provide
EBT services 1o the state; (2} fallure by you, upon not less
than 30 days’ prior written notlee, 16 cure any breash by vou of
thess tarms and corditions, including without imitatizn, your
faiture to support the issuance of ZBT benefiis during your
normal gusiness hours cansistent with your normal business
praciices, yaur failure to comply with EBT benefit issuanca
proveduras, your imperrtisstie acceptance of an EBT Card,
of your disqualifcation ar withdrawal from the Foud Stamp
Program; of {3} basad on a state's or its EBT seivice
proviger's lnvestigetion of the rslevant facls. evidence that you

&y of your agents or mployeos ase committing,
participating in, or have knowledge of fraugl or theft in
connestion with the dispensing of ERT banofits, If you faf; fo,
ture any breach as set forth abava, you may appeal sush
sispensicn of tarmination o the applicable state for
dateminatic in ts sale discretine,

in the evert tat your atthority lo accept benefits is
sustengded or term:nated by a state or its EBT service
provider, and you sucoessfully appeal such suspension or
termination to the stale of Its E8T service provice:, we shall be
under ro obligation: to roinatiia the services previously
rrovidad under this Seclion 36 ar the Aarzement, as
applicanie.

The provision of services under this Seclion 38 shal] terminates
sutomatically if our agreemant ar our service wroviders
agremment with any applicabia sfate's ERT serviee orovide:
ferm:natas for any reason,

Yeu wilt give prommpt notlee to us if you pian to stop accepting
EBT Cards and providing E3T banefils or if you are unabla fo
comply with tha lerms of this Sextion 36.

Conildentiality of EBT System Infermation. Al information
relatod o EBT eustomers and for the ssuance of EBT benofits
shail bo consldared confidentlal informatien,

individuatly idenlifiable information relading ko an E6T
sustemer or applicant for EBT beneflis will be held ponfidenita
and will not be disclosed by yau o your directors, offioers,
employess or agents. without prios wrilten approvai of e
applicable state, )
Yauwilk: (3) implerient approptlate measuras deslgnad to: ()
enswre the securily and confidaniiaitty of all nen-public
parsonal infarmation or materials regarding customars (NPEIY;
{2} protect against any antivipated threals or hazards to the
ecurity or integrity of NPPY (3) protect egatnst unawhorized
actesy to or use of NPP that could resuit in substantial harm



or Inconventence o any usiomadr and (4) ersure the picper
disposal of NPET and (b} take appropriate actions to addresy
incidants of unauthorized actess jo NPPI, including
notlfication to us as soen as possible.

-The use of informalion cbtained by you in the parformaace of
- your ditles under this Sedtlor 26 wili be imited to purposes

diractly connected with such dutes,

waitten notice 1o you 2nd such amerdment shail
become sfective upon such nolics. -~

36.8.5 Stata Action, Néthing contained hereln shall p,fecigde

: a state from cormancing approptlate administralive or
tagal action against you or for making eny referral for
suzh actlen o any approprla{a fadarar state, er local
AQENCY.

368 EBT Service Marks. You will adequatay disglay any 36.8.6 Relorenca to State. Any fefarences ta state herain
: applicatie state’s service Marks of ather licenzed marxs, wlt mzen the slats I which you accept EBT tenefits

Inciuding the Quest Marks; and other materlals stpalled by us pursuzrt te this Section 36, [fyod accapt EBT bensiit

{collectively the Protactad Marka) in accordance with the in ratre than ahe slate pursuant thic Ssetion 36, than

standards sef by the spplicable siate. You will use the the raference will mean each such state geverally, not

Protecied Marks only to indicris that EBT hensflls are 'ssued folrnly.

at your lozationis) and will not indicate that we, any state ar its 36.9.7 Third Party Beneflciaries, Thesa tarms and

EBT service provider endoras your gaods or servicas. Your conelitions, da not create, and will not ba corsirued as

tght to use such Protected Marks pursuart to this Agreement craating, any rights enforceable by any persor nat

il co_ntmue Snly 80 long as lhis Section 3§ ramans ;ﬂ_affect having any rights directty under this Agresmert, sxcept

ar unll you ae notiited by us, any state or its EBT service trat the state and its [ssuer, as defined in the Quest

pravider to cease Iheir use or display. YOU_WH! nat use the Rules, will be caomed third pary beneficiares of the

Marks of any EST service prqvider w&ltmm arior wiitten represantations, warrarfies, covenants and

approval from such EBT senvce provider, agreements made by you under the Agresment,

3569 Miscelfancous. including without fimitaticn this Section 3¢,

36.8.1 Erravre, You will fuly ccozerate with us and any cther 37 Special Frovisions Ragarding Wireloss Service .
participants in the LBT system “1 the rasaiution of If you elect {o surchase the Wiratess Services f'om us as Indica? saf on
errers and disputes regarding EST transactions fne Application, Ihan the fotowing terms and conditlons of this Secfion
rrocessed pursuant to this Secticn 24. You wil 37, rafaread to as the Wireless Services Tetms, sha! apply. The
Fromply natify us of any sush errors OF disputes. wireless sorvices are belng sofd to you for ise in husiness and

38.2.2 Issuanse Records. are hot being sold to you for household or personal yse. Sala of
(1} Yo agree to make available such informational Wirclese Services 1 mads by Processor and nut the Bank. Tne

materials as may he requited by the state, its snices provided, fransactions processod and other malters
FBT sarvice providor or ary applicabie conmemplaled unde! trls Sectors 37 are subject to tha resl of this
regulatons pertaining fo the isstiance of Benefits, Qgrigm%?, as auppflca?]{gi ex?’ept tl;hmf ext;:nl ggfté.e”?f of this "y
, . L Sactfor: 37 dirsetly confliot with another sectizn of this Agreement, in
{2) gﬂfrﬁ?*ﬁﬁgf; ?ﬂ ’E‘Eng‘:gg?gﬁs o{:nciud{ng which case the tegms of this Section 37 will canirel; provided,
“ man - N however, that Bank is riot & party o this Agresmant inscfar 8a it
;?;'(‘::?;?ét'QJE;;arré::;ra‘é“;r?dqb};i‘:f;r% reiates ta Wiralass Sarvices, and Sank is not fisble lo you in any way
i . S 3 with respecl t0 sich services, For the purpeses of this saction, the
E;e’ igi;sac?{l?g“‘”ffgiﬂgfg dﬁ?epaaﬂfﬁg’ﬁgéeas words we, our, and U rafet anly (¢ he Processor antl not to the
1 il " 3 1o Z Bank. !
ay bs requie: ) . Ra 3 : '
i[:?vgfving ﬂ[“]ld;ifsﬁ mz 3Et. 0-5] iﬁgfg Eg;toégayw THroug e of maore trird party vendors [WEreless_ Ven‘dor(s)) .
for & perlod of not less than 3 years foilowing the sclectad oy L2 I sur scle discrefion, we have asguired the right 0
terminatian of the applleable tigatian. Copies of resch corlain wikeless d_&;a cammunlcation servicas that use radgic
any documerds in media ather than paper {e.g., base stations and switening offerad by certain elivlar telepriona and
mierofifm, ste.! relaled to this Section 36 may be data networks throughout the country {the Wireless Networks) inn
substitred for the orlginals 1o the extent orger to allow you to capture ang transmit ta Processor aid Bank
permltied under apaticable EBT Rules and certain wieless Sard Authorizution transactions of ko transmit other
provided that legible paper copies can be communications ‘0 our syster (Wiretess Services).
reprocucad within g reasonable Ume aflar such Ii you slect te purchase voies and/or data services diractiy from a third
racords are requested, parfy provider for use with the Wireless Equinment as permiited by
(3} You will make all EBT-related records avaliable Prasessor, you acknevwiedge anxd agree that his Agreams=nt does not
" for audit upor roquest 1o reprosentatives of tha address or govern those unive ardfor data servicos or yaur
state or ks ERT setvice provider, or other redat:aﬂghlp with that lird party _rgrquider and Sendcars are 1 10 way
atthorized state of faderal governmernt agency respansible for providing, mainlaining, servicing or suppoﬁmg such
during narmat business haure. o thirdt party voice and for data services.
s wnilanca : ame 371  Purchase of Wireless Services. The piices thaf you will pay
“ ?;i&%}%{:ﬁ:;ﬂﬁg:;ggﬂ :ﬁ: gﬁ;?;?gg‘l'm for the Wireless Servicas are set farth rcm thg Ap_pﬁcalioﬂ. Irlt”
state, 45 EBT sefvice pravider, or athar conriecitm withtycur pé;‘;gifﬂer ggg f"ﬁ?ﬁ:‘c}?k‘?zg"ﬁsl YOL Wil
authorized siala cor fodaral government agency, fecslve actess lo a ce HRQIRES:.
will at =l times, upon advance notice excopt in « Licenses. You agree lo obtain any and all licenses, aermils
the case of suspected fraud or othor almilar or ather authorlzatlors required by the Fedsral’
actvlty, have the rigiht fo enler, durdng normai Communicationg Commilssion (FGG) or any other
business hours, your premises to Inspedt or regutatoly authorty, i ary, for the lowiuf opersatien of
avaluale any work petformed under this \Wireless Equipmedd used by you In connzclion with your
Agrezment, or fo ebtain any other information receipt of Wiraleas Services, You wil promptly provide us
taguired to e provided by you or othorwise with &il sueh information 49 we may reasonably request
rlaiod o thin Agresment, with respaot to matlers relating to the rules and regulations

36.8.3 Training. You wilf fraln and permit your amployeet lo ofthe FGC,
receive training regarding the issuanca of EBT » Wihefess Equiprment. You agree that i afder 10.acoass the
benekls. Wieless Services, you must use wireiess POS Terminals

36.9.4 Amendments. Noh viﬂ'standlng anytaiag to the anc accessores approved fur use wih the Wirelass
zantrary in this Agreenient, f any of these tenms and Sewvices by Processor fromm fime to time In its sole
sandilians are found fo condiict with the EST Ruiss or discretion {ire Wireless Equipment). If Wircless
federal or state poley, these terms and sondilions are Equipmant Is purchasod by you froin us as |”d[03teq an the
subjrct te reasonable amandment by us, & state o its Application, then the torms of this Agreement apply ie your
EHBT sarvice provider to address such candict upon use of such Wircless Equlpment.
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« improvements!/Gersral Adrrnistralion. We 2nd the Wireless
Werdur{s) resarve the right to make changes. fiem tima o
tima, iy the configuration of tha Wirslass Services, Wireless
Nefworks, Wireleas Equipment, \Wireless Softwar=, rules of
operation, accessibility perlods, (dentification procedures,
type and leation of aquigrerd. allocation and quantily of
resources tikzed, rrogramming languages, adrunisirative
and operatiohal sigorifnms and designation of the cantrof
center serving you at the parficular address. in uddlilon, we
reserve tha right to schadule, frum ime o Hima,
intarrumions of service for malniepencs ackivitles,

« Suapession of Wireleas Services. We or 3 Wireiess
Naiwek may suspend the Wholess Senvices ‘o (a} prevent
damaces to, or degradation of, our or & Wiralass Network's
natwork iategrlly that may be caused by a third aarty: (&)
comply with any law, repulation. colrt order or cthar
governmenlal reqgiiest which reguires immediate ackon; ar
{0} othenwise protest us or a Wiraleaa Nedwork from
potential egal lisbilty. To the extent commerclally
reazonable, we shall glve notice fo you before auspendling
the YWireless Services to you. If not correrclaily
reasonabe {o glve prier hotice, wa will give notice to you as
s00n as commercially practicable thergaftor, Avalability of
the VWireless Services may vaiy due to evenis bayond the
contral of us or qur Wiraless verdors, in the event of 3
suspension of the Wireless Services, we or the applicabis
wireluss Vendor wil promply restore the Wirsizss Servicas
aftar the event giving rse to lhe susparsion has been
rasobvad. :

Software Llcenses. Processer hersby grants to you a non-
axciusive, non- transforable, revocable imited subicense to
use eny wirsless software {Including gny documeniation
reisting to or desceibing the wircless softwars) downloaded by
you or your desfgnee from Processar's systems onio tre
Wirelesa Equipment in connecticr with youwr purchase and use
of the Wirelzss Services in accordance with the torms of Ihis
Agrzament, Including his Section 57, Anwthing I this
Agraament to the confraty notwilhs:arding, we o corfain third
partiss rataln alf ownershie and copyright Interest in and to all
Wirstess Soflware, related documenteilon, technology, know-
how aad processes ambodied in o grovided In connection
with the Wirsloss Softwar, and you shall have only a
nanexziusive, non-transferable foonso [ use the Wireless
Software in your aperation of the Wircless Eguipment for the
aurposes sat forth I this Agreemant, Mothing In this
Agreemant confers any fitle & ownershin of any such
Wireless Software to you or enall se conatrued as 4 sais of
any righls in any such 'Wireless Software to yout You agree o
accept, agree o gnd be bound by alt applicable terms and
conditions of use anc other licenss terms apgplicable to such
Wireless Software. You shall not revarse engineer,
disassemble or devompile the Wirelesa Software. You shalk
net give any Porson ascess to the Wireless Software witheut
our prlog written consent. Your obligations under this Section
37.2 shall surdve the termination of this Agroement, You
acknowisdge that #e anly right you obtain to the Wireless
Softwara Iz the raht to use the Wireless Software in
accardanca wiil: the ferms Inthis seotion,

Limitatlon on Liability. Ye shall have no llability fos any
waranties by any party with sespect to uninterrupted YWirsless
Sefvices. as set forh in Secfion 37,10, or for any Persen's
urgutharized access e Cllent's data transmilted through
sither the Wireless Egulpment or Witeless Servicas fincluding
tho Wireleas Software), or Wireleas Nefworks, regardiess of
the farm of action fwhoiher In confract, fort (cluding
negligence), sirlct Fability or otharwise). The foregeing
notwithstanding, for any other liabiity araing it of or In any
way connecied with these Wirdless Sorvices terms, including
lizblily restlting sciely from loss or damage caused by partial
ar tolat failure. delay or nonperformance of the Wircless
Servicas or relatirg to of arising from your use of o lnakilily 1o
use the Wirelass Servicas. Processer’s, Bank's, and Wireless
Vendar{s} Kabilty shall bz drrited to your diroct damages, ¥
any, ang, in any avant, shall rot exceod the lesser of the
amount paig by yau for tha particular Wirelsss Servicos during
any pariod of failure, delay, or nanperformance of the Wirelass
Servives or $50,00¢.00. In no avent shalt Servicars, Wircloss
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Vendar{s) or our respective Affiliates be liable for any Indirest
Ireldantal, speclal, censequential or punitive damages, The
remecles gvailable tc you urder these Wireless Services
Terms wili te your sole and axolusive remediss with resgest to
the Wireless Servicas, S .
indemnification. In addition to any other Indemnilcations as
set forth in Ihis Agreement, you will indemnlfy and heid - -
Servicers, Wiratess Vendor(s) and our respective officars,
diractars, employees, and Afflistes harmless fom and against
any and alf josses, claims, lIablities, damages, costs or
expenses ansing from or reiated to; {a) the purchase, delivety,

. aceeptance, rejection, ownership, possession. usa condition,

a7.5

376

377

378

3710

tiens agalnst, o retun of the Wirefess Equipment or the
Wirslesa Equipment {inciuding the Wireless Scftware), as
eppficabie; (b) your negligent acts or omissions; {&) any
kraach by you of any of your abligations urdsr thia Secticn 37;
of {d) ary Persor's unzuihorized access to Cllant's data
andfar unauthorlzed financial aclivity ocewring on your
Merchant identification Number hereunder, except fo the
axtant 2ny losses, lizblities, damages or axpensas result from
Our grass regligerce or willful misconduct.

Confidentlality. Al nformatian ar mazeriels which coufd
reaasnably be considered conficential ¢f competitively
sensiive that you access from or relata te eithar Wireless
Vendos(s or Sanvicers related tc the sudject matier of thess
‘Wireless Services Terers will ba considered confldent|a)
Infarmation, You will safeguard our confidential information
with gt laast the same cegres of sarg and sezutlty that you
uge far your confidenitat Infermation, but not less than
reasonaile care,

Torminatien. I addition 1o any other zrovisien in this -
Agreamsnt, the Wireloss Services being provided urder this
Sagtion 37 may ferminate:

(2 Immediately Ugon termination of the agreement belween
us {or our Afiflates} and \Wireleas Vendor(s}. provided
that we vlll notify you promatly Udon our notice or
knowledge of termination of such egreemant, providad
further that IF Wirelegs Vencarde) loses #s suthorily to
aperate less lhan aff of the ‘Mreless Barvices orif the
sispanglon of any authority or non-renewal of any
ficense reiates to less than al of ihe Wirsless Servioes.
then these Wircloss Services Tering wilf terminale anly
as to tha portfon of the Ywirzloss Services sffacled by
alish Joss of authority, suspenision of non- rencwal; or

(1) Immediately if sither we or ¢r Affidates or Wireiess
Vendar(s) ara prevenlad from praviding the Wireless
Services by any faw, reguiation, requiremeant, ruling or
notice issued In any form whatsoaver by judleial or
governmental authority ncliding withoot mlzation the
FCC).

Effect of Termination. Upon tesmination of these Wireless

Bervices Terms for any reason, you will Immediately pay to us

all fees due and owing o us hareunder, If these VWireless

Services torms terminate dus o 2 termination of the

agreemenl betvreer us or our Affiliatss and Wireless

Vendor{s), then we may, I cur sole discretion, eontirus to

nrovide the Wiraless Services through Wirsless Vendor(s) to

you for a petlad of time to ne determinet ag icng as you
cohtinue 1o make Umay payment of faas due under thesa

‘Wirsiess Sanvices Tarms,

Thirdt Party Beneficiaries. Wireless Vandor(s) are third party

benefiviacies of these Wircless Sarvicas Terms and may

ehforee its provisfons as if a parly bereto.

Other Applicable Provisions. You also agrea 10 be baund by
alf »tlar tarms and conditions of this Agresment.

Disclabmer, YWreless Services uge radio ransmissions, so
Viffraleas Services cant bo provided Unlsss your Wireless
Edguipment s I the range of ono of the avaiadio Wireicas
Networks' transmission sites and thore Is sufiiclent network
capacity available al that moment, There are plases,
particularly in rerngte arsas, with rio senvico ot all, Waather,
tapography, bulidings. your Yiraless Equipment, and cther
cendltions we don't cantrei may alsc cause failed
Iransrvssicns of othar probiems, Processor, Bank, ahd
wireigss vendor(s) tiscialm aif representafions and
warrantfes refafing fo wiralass services, We cannot



- promize uninferrupled or ervor-froe wireless service and
do aot authorize anyone (o make any warranties on our
behalf, '

38 Spocial Pravisions Regarding Clover Security Plus

Clover Security Plus consists of 2 POS sacurfty monitarn, the
TransArmor Data Protection service, and tools that you can use 10
rela you mesf your PCI B85 comphiance obligations. Each of these
services is degcribed in more datall bolow, Clover Seotriy 2lus s
srevided to you by Processor and not by Bank, Clovar Sacurlty Plus ls
avallable enly for Level 3 and Level 4 metcharig, as defined by the
Payments Organizations. Clover Securlly Plug 1g hot availasle for
Level 1 or Level 2 merchanis.

381 The POS sacurly manitar offers you monitaring, scanning,
and anti~irus software services for your point of sals
computer systems, The TransArmer Data Prolection sarvice Is
described I Sectfons 38. {4 and 38.15,

382  Scanning Authority; Scanning Oblgations, Yau rep-osaent
and warrant that you heve fud tlght, powsar, and authosty (o
consert for Clover Sequrily Flus te scan for vidnarabilifes in
lhe IF address andfor URL andlor derralit names idenfifizd lo
us hy you for scanning, whelher eiectronloally ar sy any other
means, whether durirg inital enrofiment or (herzafter, If
applicabte, you shall oblain alt consents and authortzations
from any thicd parties nacessary for Us or 2ur vandora to
perform the Clover Securify P:us sacdcas, including. without
Iimitation, third party data centars, cc-locations and hosfs. We
will nof be requirad to execute agreements with any stich Ehird
pariag. You agree fo dafend, Indamnily ard hold us and qur
vandors harmjess fram any third parly ciaim that such acoess
wias riot authotzed, Yol may use Clover Securify Plus and
portalg anly io 3can 1P addrasses, URLs and domaln rames
owned oy and regislerad Lo you. Yoeu urnderatand Lhat your
failura to pravide a complete list of and complete asgess to
your P addresses will significantly impair the seanning
servizes and may result In ircomolete or inaccurate results.
You agrae thet the Clovar Security Plus servlces wereunder,
inciuding withoul limitation thefr funetionality and contonts,
constituts confidertlal Infarratlan, End your use andfor
auosss to the Clover Sexrity Plua 1s subleet 1o the terms of
confident ality st forth in this Agrzament.

383 Data Collgetion, {n the colrse of praviding the Clover
Jecurity Plus, we may coliect information relating to activities
on your natwork (tha Data) Including. but not limiled to
network corflguralion, TGP P packet headers and contents,
log #es, malkclous coges, and Trojan haorses. We retain the
right to use ihe Data or aggregaticns thereof for any
reasarable purpass.

38.4  Data Protection; Responsiivifties of Client, Data Protoction
apples only o card fransaciors soni from vou to us for
authorization and seitfement giesuant to the Agreement, and
specliicatly excludes electronis ¢lesck fransactions. You arc
respensible to comply with the followdng regarding your use of
Data FProtaction:

{a) Data Protection zan only be used with an eliglble POS
device, gateway. interactive vo:ce respense systemn, or
similar syslem or e:uiprnent sele device, gateway, that s
certiied by us for use with Data Protection, I you ars
uncertaity wheiher your eqlipment is eligilo or cortified,
please contact us. It s your rasponsibility to ensure that
you have elighie equipment in prdor to use Dala
Proteoiion.

{h)  You must domansirate and malniain your current PCI
SS compliznes ceriification. Complianca must be
validated aither by a Qualfied Security Asseaser {O8A}
with coresponcing Report an Compliance (ROC) or by
successiul comgletion: of the appiicante PCI D88 Sell-
Assessment Questionnaire (BAQ) or ROG, as appicabils,
and f appiicable to your business, passing qarteriy
nabwork scans periormed by an Approved Scan Vendor,
all in ancordance with payment netwerk rulss and PCE
BS8. Use of the Data Profecton vl not, on its own,
causs you o oe complant or eitminate your obiigations
ta comgiy with PCIDES or any ofher Card Organtzaticn
Rule. You must also ensUre that all third parles and
sciware (hal you use for payrent proceasing comply
wilh he PCEDSS.
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{c) Youmust dopioy Data Frotection (ncivding Irplementing
anv upgrades to stoch service within a soremerciaily
reasanable pertod of lime afer receipt of such upgraces;
throughout your systems including replacing exfsting
Card numbs:s on your sysiamns with Tokéns, Full Carg .
aumbers must never k& retained, whathar In slactronic
form ot hard copy.

(£} You mustuse the Token Infigy of the Card number for
ALL activities subsequent to racelpt of the autharizatior
rasponas including, seftlement processing, refrieval
proceasing. chargeback and adjustmen! pracessing and
iransacton resdaws.

{2} Fyecu send or receive batch files containing compleled
Sard tranaaction information to/from e, you must use
the service srovided by us 1o enable such fiies to comaln
andy Tokens or truncated informatlon,

(fy  You must use truncated report viewing and deta exiract
creation within repadting tools provided by us,

{5} You are requived to follow ruies or procedtires we may
provide to you: from e 1o ime regarding your use of
Blaia Prelocticn. YWe will provide you with advance written
notice of any such rules or procedures or changes o
such tules or procadures.

(h)  You will use only unaitered versionis) of Daia Protectich
anc wil nct use. operate or combine Data Frotection or
ary refated soflware, materials ar documeniafion, or any
darivative works thereaf with other products, materisls or
servises in a mannar [nconsistent with the uses
contantptatad i this saction,

{iy You wil prareptly notfy us of a breach of any thase
farms. '

Tokenlzation Limlied Warranty. Subjact io the terms of this

Agreernent, we (1) warrant that each tehen returned te you

through Data Profection cannol be used to rltiate 2 financial

ase ransaction by an unauthorzed ertifyfparson olEalkde your
point of sale systems ard faciilas whera yol; progess and/or
store transaciion data {lhe Limited Warranty): and (2} agree
toy indemalfy ant koid you harmilass from direct damages,

Inciuding third party slatms, resulting frees our brageh of the

Limiteq Warrarty, This express remedy for cur braach of the

Limited Warrarty consti{ules our entire [ability and your sole

ard exciugive remedy for our breacn of the Linted YWarranty.

The Limited Warranty 1s vaid If (2) you Use Daia Protection in
a manngr not contemplated by, or you ate oiensise in
vigtatlzn of this Agreement or any other agreement relzting to
Cards sllgitte for Data Protectlon; (b you ave grossiy
nagligent or angage In infontional miscohdued o (¢) you no
onger have a orocessing relationship with vs.

Disclaiman Clover Security Plus Does Not Guarantee
Compliance or Securlty,

38.8.1 Use of Clover Security Plus, Saftware or any
Equlpment {inciuding any Services, Soflwars or
Equipment pravided by or through a third party) is
af your owit risk and ta the maximum extent
permitied by applicabile law the clover securify
plus, equipment and any software is provided As
Is and we ofsefaim afl represeniations or
werraiHies, exprass or impiied, made to you or any
athar persoi, including any warranties regarding
quality, suflabilify, merchantability, fitness for a
particufar purpose or that the Clover Securify Plis,
Equipment or any Software wifl operate
uninterrupted or arror free or that the Clover
Security Plus, Equipment or Saffware are secure,
free of viruses or other harmful compenents, or do
not infringe the rights of any person.

38.6.2 You must comgly with all rules or procedures
retating fo Claver Securily Plus for any component
of Claver Securily Pius} that we give you from time
to fime. You must also implement alf updates o
clover seeurily pius within a reasenable poried of
tima affer you receive them, You are solefy
responsible for backing up and/or otherwise
protecting your data, sysfems, and sarvice.



38.8.3

Use of Claver Security Plus does not (a} guarantee
sompliance with any laws, Rules, or applicable
standards {(inciuding the PCI DSS). &) affect your
shligalion to comply with laws, Rules, ard spphcable
standards (ncluding the PG D88), or {o} guurantes
arciaction agalnst & Data Incidant, Your Jess of Claver
Securlty Pius involvas inherent risks, including system
parfermance, avallakility, and data corruotion, YWs
make o promise, and digclaim all warranties of any
king, hat the use of Clover Securty Pius wil detoct afl
vulnerabilitiss en your system, ar that dur vuinerabifiy
assessments, suggeated sclutlors, :nformation, or
advige I error-fres or complets.

38.7 Intellactual Property Rights,

art
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38.7.3
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All rigd, tHle, and interass in and io a3 confidential
infarmation and Inteliectual property ralated to the
Clever Sacurlty Plus {ncluding the Marks, all Software,
the content of any matertals, web gorashg, layouts,
processing lechnigues, procedures, algorithms, and
matheds and any updates, changes, alterations. or
muodifleations to or derfvalive works from such
inteflectunl property), owned, developad or ficensad by
us prlar to. during e term of, or after this Agresment,
or employed by us in conrection with the Clover
Sacurily Plus, shall be and remaln, as among the
Fartiss or our Affffiaies’, eur verdors' or our icensors'
(as applicable) sele and excluste property, and all
right, fitle and interast assoctaiad with the Clover
Securlty Flus, Equlpment ard Softwars not expressly
granted Ly us in this Agreermenl are deerned withreld,
You may net use cur Marks In any manner, including in
any adverisements, displays, or press releases,
without our prior writte consent.

You may not, nof may you parnit eny third parly to do
any of the folleweng: (a) decompiie, disassembie,
reverse enginger, or atherwlse attempt {a reconstruct
or discovar by any means any souree cade, underhing
ideas or algosthms of the Clover Security Plus,
Software or Gquipment {or any part), sxcept fo the
extent that such reetriction i3 exprassly prohibited by
law: {b) mecify, frarsiate. or aller in any marner, the
Clovar Security Plus, Software ar Equiprment {or any
parf) or t1c Marks; (o} croate derivative works of or
based on the Clover Seourily Plus {of any part,
Soitware or the Marks: (4} except for backup and
archival purpases, direclly or indirectly copy the Clovar
Becurlty Plus or any Software (o any part): {g)
republish, vpload, post, transmi, discinge, or distribuie
tin any farmat: tha Clover Securlly Pius or Sofiware (or
ary pert) oxcept as permitied In this Agresrant; o ()
ramuove, refocele, ar otheswise alter any propriefary
rights notices rom the Clover Security Plus, Software
or Cizeumartalion (or any part) of the Marks.

If we pravide you with coplas of or access to ary
Soffware of Documeniation, unlgss ctherwisa
axoressly stated in writlng, that Scftwara and
Ceoumentatioh is provided on a personal, non-
exclusive, non-ranaferable. nor-assigrable, ravorable
Hmited licersa for the perdod of your subscription to the
appiicable Ciover Seeurky Plus service and solely for
YOU o aceess and lse the Softwara anc
Docunientation ta reseive tha relsvant Clover Securlly
Plug service for 4s intended purpose on syslems
cwned of licensed by you. Software can anly be usad
with certain computer operating systems and it is your
responsibillty £ ensure that you have the spprapriata
hardware ard software to use ihe Softwara,

You shall not take any action incensistent with the
statad ltle and ownership [n this Section 38. You will
not filg any action, in any forwin that challenges the
ownarali of any part of the Clover Securily ¥us or
any software, materals or Documentation. Failure to
comply with this proviston will conslitule a matarial
breash of this Agreement. We have the right to
immadlately lerrminate your access to and use of the
Clover Security Plug In the avenl of a challangs by
YOLL
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38.7.5

If your are acquirng any of the Clover Sagurity Plus
services on behaif of eny part of tha United States .
Governmant {Government): any use, duplication, or
gisclosure oy the Covernment is subject 1o the
restrictions sat forth in subparagraphs @) through ()
of the Sommersial Computer Software-Restricted
Rights clause al FAR §2.227-18 when appllcable, or i
subparagraph (e}{1)(H) of the Rlghis In Tachmical Date
and Compraar Stftware olause at DRFARS 232.227-
7013, and In slmilar ¢lzuses In the NASA FAR
Supplement; (5} we are the confracterimanifacturer,
with the addrags sat forlh in this Agreement; and (o)
any use, modification, reproduction, release,
performance, display or disciosure of Clover Securily
Plus end/or the accompanying dacumsntation by the
Soverrment of ary of its agencles shall be geverned
solaly by the forms of this Agreement and shall ba
probibitad sxccept to the sxlent expressly permitted by
this Agresmant.

38.2 Software Updates, Maintenance and Changes,

38.8.1

38.3.2

¥e may perfarm mralnlenancze on Sattware or Clovor
Security Plus which may result in sendee intarrtotons,
delzys, or errora, Wa wiil rot be lable for any stich
interruptions, delays, arors, or bugs. You agres that
wo may sanfacl you In srder ta assist you with the
Boftware or Sevices and obialn information needed to
identify ard fix any arors, We may, at our discration,
release enharcerments, improvemanrts or other
updales to any Softwars. of olharwlse make any
ehangas to the Clover Security Plua {ar any par),

You acknowledge and understand that certain
Software can autematicasy install, download, andfor
deploy updated anglor new compaonents, witlch may
includo & new version of e Softvare llself, You shail
not. in any event or In any manrer, impeds the Update
precess. You agree to agsume Ul respansitelity and
indemnify us for all damagas and logses, of any
nalure, for all adverse results or third party claims
arislng from yaur impeding the Lpdate process,

388  Accessing Services vig the Internet or third partiog. You
agrea that we shall not be labke io you for any claims.
damages, [osaes, ubligaticns, Costs or expenses or other
fiability arlsIng diroctly or indirectly from or ctherwlsa
concerning {a) any iorminailon, suspensicn, delay or
eilsruption of service {inciuding bifling for a service) by the
internat, any common carrier o1 eny thirg party service
provider, (b} any falfure, disnndion of maffunction of the
Claver Security Plus, the Internet, ur any communications
network, facllity or equipmant beyond our or a third pany's
ragsonatle control, whether or not attributable to ane or
miore common carrlers; or (d) any faiure to transmit, sBiair
or coiiest data or for human, machine ar software errors or
faillty or erroncous input by you,

3814} Ascess and Use of Services,
3101 Unioss we ctharwise agree In wrlting, the Clovar

Security Plus shall be for your internal business
use in the United States and US ferdtories or
poasessions only,

38.10.2  You shall nat and shall not pesmit any ‘hird party

lo: {a) access or attampt to aceess any of tho
Ciover Security Plus seeviee that s nol interded
Lo te svailable 1o you: ) access or use {in any
formal) the Glover Security Plus (or any part)
through any time- shadng service, servica
bureau, notwork, consortium, or other means: (¢}
withoit our sdvanced written consenl, use, ship
Of BCCasa TransArmar (or any part) sutside or
frortt putsids of the United States: (o) perfarm or
altempt to perform any actions that would
intorfora with the proper working of any part of
the Clover Seeurify Pius, prevent access lo ar
use of any of he Clover Securify Plus by ofner
users. gr i owr reasonanle judgment, Impese a
large ioad on our imiagtucture, networ
capatility or bandwldih: or {g) use the Clover
Secyrity Plus {or any part} axcept 85 parmited in
this Agreament,



3811

ag.i2

38403 We have the richt to rely on user names,
password, and other sign on credentials’access
controls for the Clover Seourlty Plus or any
Software Gneluding Federatad Single Sign-on
credenliala) provided or approved by us o
aulhentizate aczcess to, and use of, [ne Senvdcoes
and any Software,

38.13.4  Your use of Clover Service 15 governed by
Clover's Terms and Condlilens of Use, which arg
avalleble a: hitpsclovercomAems and Clover's
Privacy Policy available at
it A clovet eomforivagy-nalicy.

Ingemnification, in adcillon to other indemnificationa
praviced in this Agreement. you agrae fo indemnify and
held us, our Affliietes and thid party service providers
harmiess fom and agatns! alt losses, liabiities, darmages
and axpenses arlsing from (8} your use of the Claver

Security Pius, Including ary Software or Equipment

provided under this Agreemen; or {b) any other person's

authorizad or unauthorized access andfor use of the

Clover Sacurity Flus (or ary part), Softwara or Equipment,

whathar or not Leing your unique ussmame, password, or

olher securty faatures,

Liability Waivar.

38.12.1  Subject to your subscribing o the entire Clover

Securlly Pius bundla and to the terms of this
Agreement, we agree to walve llakilily that you
Aave fo us under this Agreement for Security
zvent Expenses resulting from a Dala incident
flzst discoverad by you or us while you are
receiving and utllizing the Slover Saourty Plus
{the Llability Walver}.

38.12.2  The maxirurn amount of Liability Waiver for all

Data Incident Expenses avising out of or refsting
13 your Data Secunty Events firat discovered
dusing eny Program Year regasdless of Lhe
numbzr of such Dals Seourlty Evenis is as

Torfioavs:

{a} %100.000.00 maxirun per each M0 you
have; and

(b} 3500000 aggregate maximum for ail of your
MiD's,

38.12.23  In addiion to Sactfon 38,72 2, the maximum

aricunt of Llahdily Weaiver during any TransAmor

Plograrm Year for EMY Ungrada Costs s uthor

limited as [ofows:

{a} 310,000 maximum per each MID you have,
and

by $25,000.00 aggregate maximuemn for alf of
your MIrYs.

These |Imitations apply during each twelve-
manth pered from June 1 lhrough May 31
ragarfiess of the number of Data Incidents you
may experience.

38.12.4 Al Pata insident Expenses resulting from: the

same, continucus, related or repeated svert or
facls will be deemed {0 arise oul of une Data
fnelderd for purposes of thesa limits. The Ulability
WWaivar ls avallanle only white you aré using and
paying for Clover Security Phus,

38.12.5  The Liability Waiver wilt not apply to any of tha
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foltowirtg: (a) any Data Incident thal began before
youl started using Clover Security Plus or that is
reportad to us afler you stopped using Clover
Seclifty Plus; (b} any fines or assessments
against yair that are rot the direcl resuit of a Data
Incident; {c} any ropeated Dats Incldents, unless
between the repeated events a quellfied securlly
assessor certiied you as PGl-compliant; {d) any
routing or recurring oxpenses for securlty
assessmenls, regulatory exarinailons, or
compliarice activities; (g} any Data Inaident that
oceurs durlng any pariod of fime thal (1} a
Paymerts Organizatlon has categorized you as
Level 1 or Levol 2 merchant, or () you have
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precassed moie than 8 midion ransactions
during the 12-montn period before the Data
Incidant: {f) any expenses {otrer than Data
Incidant Experses) incusred to bring you inte
compliznce wilh the PCI DSS of a similar security
standard; cr {g} any Data Incldent Expens2s that
arize out of an uncaontraliable evert or any
Intentional, rexklzss, or grosaly negligent
miscondict on your part,

32,12  Export Compliance
38.93.1  You sgree rotlo expsr ar re-oexport any Software

ef Equiomeant or any undetlying informetion
axnent {n full compliarce with gl appllcable faws
and ragulations,

38,13,2 Mane of the Softwara or Equipment cr any

underlying infornation may be downloaded or
otherwiao expofied or re-oxported {(a) 1o any
country ¢ which e United States has
ainbargoed goods {or &ty natiohal or resident
thersol); (b to anyona on the United States
Traaslry Deparmeant's lst of Speacially
Cegignated Matienals or the United States
Camrrrerce Department’s Table of Deny Orders;
or {c} In any manner rot In full camotianca with
the raquirements of the United States Bureau of
Eusty and Securiy and ail applizabie Expod
Adminlstraion Regulations,

38,133 If yous have rightfully obtained Softesars or

Equipraent o any underying {nformaticn outslde
¢f the United Siales, you agrea not to ra«-axpont
tha same except as permiltad by the laws and
raguiatiors of the Uniled States end the laws and
reguiations of the: jurisdiction in which you
chtalrad It You warrant that you ars not lacaied
In, tnder the confrod of, or a nationsl or resident
of any such courtry or on any such list.

38.14 Definitions:

{a)

b}

{c}

e

{e)

{1

CGard Crganization Assestiment means a monetary
agsessrmenl. fee, fine ar penalty levied against you or
us by a Card Organization as Ihe result of (1} a Data
Becurity Event or {2 & secltity assessment conducted
as the result of & Cata Secukity Evert; provided, thet
The Carg Orgarszation Assosament shall not excoad
the maximum monstary assessmont, fea, Ineor
penaity permiitod upen the eccurrense of 2 Data
Security Event by the appicable Hilas or agreament in
sffect as of the Inceplon date of thiz Agicament for
such Card Crganization;

Cardnolder Information measns the data contained on
g Card, or otherwisa provided to Gllent, that Is reguired
by the Card Crgandzation or Us in grder to pracess,
approve and/or seltie a Card trangaction;

Card Replacemsnt Expenses means tha costs that
the we of you dre reguired to pey by the Card
Organizaticn fo repface compromised Cartls as the
result of {1) a Data Szcurity Event or (2) a securily
assessment conduzled as the result of a Data Scoulty
Evank;

Data Protection is a Clover Securily Plus service that
provides encryption of cardholdar data al your
payment snvironment and replaces the dala with a
taken or randomly generated number,

Clover Security Plus is the sulte of secunty senvices
provited by us and known as TransArmor,

Data Security Event reans the actual or suspecied
unauthorized access fo or use of Cardiwlder
Information, arising out of your possesslon of or
access to such Cardhciier lnformadior, which has
baen reported {13 to a Card Organizallzn by you or us
or {2} to you of us by a Card Organizatian, All Sesurity
Event Exparscs and Posl Event Servicas Expanses
rasulting from the same, continueus, relatod er
rapeated svant or which atise from the same, related
or aominoen nexus of facts, will be deemed to arise eut
of one Data Szeurity Event:



(g} Documeniation means any dosuments, Instrugtizns,
. M‘L‘b BoRees, fayouts. or-any athermaterials provided by
LS relating to ke Schware or the Clover Securify Plus;

{h) Equipment means sguipmeny rented to of gurchased
by you under fils Agreement and any documents
_Belling oui additfonal teims on which ..q',tpment i
rented |o or purs whasad by YO

(i} ENB. Upg‘ade Casts means tost to upgrade paymant

. acceptance ang meesang hardware and software to
snalte you to ateant and process EMV.enabled Card
in & marner compiiart with PCI Daia Seourity
Stardarts,

{iy Foronsic Audit l:xpensas mMRANS the coulz of m
seeurity assesament eendunted by a qualified securily
as6es4ar approvad by a Card Organization o PO
Socutty Standards Council to defamine the causse
and exient of a Data Secunly Evant;

{k) Llabitity Walver kas ihe maaning a6 sat fothin
Seclion 38121 abhove;

{} Warks means the names, iogos, emblems, brands,
service marks, rademarss, trade names, iag lines or
other-proprctary designations;

{m; Post Event Sorvices Expenses reans reasonable
fees and expenses Incuwed by Us of you with owr prior
written eonsent, for any service specificelly approved
by bs inwritng, Including, withet Fraitation, identity
theft education and assistance and eredi fils
mariering. Buch services mus? be provided by or on
behalf of s or you within 1 year following dlscovery of
& Dats Secutity Event to a Carcholder whose
Carchalder Information Is the subiect o that Data
Security Event for the primary puroose of millgating
tha elfzcls of auch Data Security Event:

{r} Program Yoar moans the perkod Fom Movember 4st
thraugi: Oeteber 318t of each year
fer Securlly Evant Bxpensos means Card Orgarizadlon
Assesamnens, Forensic Aucit Expenses and Card
 Replasemeni Expanses, Securty Event Expenses
afga includes EMY Upgrade Cosls you agree to ineur
In fiew of & Carg Organizetlon Assessment;

(b} Software meene all software, computer prograrns,
relatad doeurnentaiicn, tochnology, xnow-how and
procasses embodiad it the Equipment (1 e, firnmware)
or otharwize proviced to you under this Agreement,
For the avoidanco of doubt, the femm Soltwars shall
net include any third parly scflware avalable as part of
a service providad from soiieone other than us er aur
verdars or which may be oblained by you separately
from the Clover Security Plus {e.0. any applications
downicadod by you through an appileation
marketplace), and

{9} TransArmor PClis a Clover Securlly Plus sarvies thal

provides actess ko orlise PCI 0SS Self-Assassment

Quastionnalres (SAR) o vatlidate PGl dats standaras,

39 TronsArmor Data Protestion Servise

394

34.2

The TransArmor Data Protaction senvice ancrypls sardholder
daiz at the polnt of transaction and replaces it with a unigue
identifier {a token) that is.raturmed with ite authorization
resfionse. You must use the token you recejve wih the
althorization response [natead of the card number for all etiier
gelivitles asaoclated with the transactian, including satilement,
restrigval, chargcba,k ar adjus!ment pracassing as well as
transaction reviews. If you fully deploy and use the
TransArmor Data Protecton sendee, the token returned to you
with the autiorization respense cannof te usst tc intlale a
financial sale trarsaction by an urauthiciized persca cutside
your poirtt of sale systems or fhe systems whare vou store

- your transacticn data, The Transareeor Dala Protectizn

service can chly he used with a point of sale device, gateway,
or service that we have corfified e heing cligible fot the
TransAsmor Data Protection serdos. The TransAfmar Data
Protaction & aemce I provided h) you by Processor snd hot by
Flanie,

Uss of the TrangArmor Data Pmieutzon Servies does ol {a)
guarantee compilance with any laws. Rues, or appilcabla

standards (including the PG 0SS, (b atfect your obiigatian to
comply wilh laws, Rules, ard appiicable standards (nchuding
tha PCH D38, or {6} guaraniee protecton agalnst a Data
incident, .

4% Bpeclal Provigions Ragarding Payessy Gatewﬁy Servicas

Hyou elecl Lo witze the Payeezy Gateway Services, the fofiowing
gdditional terms and cenditions of this Seclion 40 shal appiy.

The Payeszy Gateway Services are providat ta you by Piocessar
and riot Bank, Bank Is not a pariy to his Agreement inscfar ag i
apoles ta the Payeezy Galeway Services, and Bank |3 not liakle to
you o any way with. raspect fo such services. For the purposes of this
Seclion 40. ine words we, our, and us refer only to tha Procassar and
nat the Bank,

The Payearzy Gateway Senices provided and cther matlers
soniemplated under lhis Secfion 40 ars subject to the res? of this
Agreement, as appioable, except fo tha exlent tha terma of thia
Sestlon 43 directly conflict with another pravision of this Agresment, in
which case the ferms of this Sacfion 40 wilt corirg),

40.1  Deflnitions, Capiafized tarms used In this Sactian 40 shall
have the meahing given as defined In this section or as
ceflned in the Glossary of elsewhare in this Agraemant,

Claim menns ary arbllration award, ssgessment, charge,
citatlon, claim, damage, demand, directive, expense, fne,
Interesl, joirt or saveral Hability, tawsuit or other Migaticn,
natlce, infringament or mizapprapriaticn of any Inteliectual
Property Right or violatlon of any law, and any zonsequential,
indfrect, spacial, incidenial or punitive damagas and any
aftoriey’s fees ard expenses incumed in connection therewith,
Fof purposas of the foregaing Claim deflrition, 2 Clalr shal:
e considered to 2xist evan though it may be conditionai,
contingeat. indlrest. potential, secondary, unacc-ued,
unassarted, unknown, unbquldated, or unmatured.

Confidential Information means the Payeazy Gaeway
Services, Documentation, cperaticnal procedures, te terms
and conditions of this Secton 40 {neluding any schadute,
exhibit or addendur), pricing or other pecprietary bushoss
informallon, and any sther infermation orovided to you by ug
whether or not such information 's marked as confidantial:
provided, however, that Conddantial Information will not
Inelude taformation fat: (2 Is or becomss generally known to
the pubtic through ne fault of yours: (b} was lavduiiy okatned
by you from a third party fiee of any obllyation of
confidentlality; {c) was already I your lawfui nossossion prlor
to receipt thereof. diracily or Indiractly, from the disclosing
party; {d) Is independenty deveioped by you withowt the use
af the Gadfidentiat informaten; {8} is disclosed with our
axprass writen oermission; or (9 is dlsclosed pursuant to a
lawfuf sourt or goveramental order, provided you provide us
with prompt por wikien notice of any pioceeding that may
Fvolve such an order, and an opgerfunity to conlest any
disclesure at such proceeding.

Customer maans your sUstomer who wauld ke o provide
paymant far your goods or sorvices,

Doeumentalion mearns any and alf manuaiz and other wilten
mutetials In ary form provided for uge with the Software, as
amended by us from time to fime, the erma of which are
Incarporatad In this Section 40 as if fully set forth herein,

intellectual Property Rights means ary and all palants,
copyrights, rademarxs, trade secrels, service marks, and any
other intellectual Broperty fighta, and any applications for any
of the foregolng, in all countries in the worlg.

Merchant Account shall mean an account sat up for &
merchant that requires a card processor, bank, merchant 43,
ferminal 1D, merchant identification number, or therwise
namad unique mershant numbar. Mulliple shysical or virtuat
storafronts that process transattions under the sama Unique
merchant number shall ba desmed as 1 Merchart Account,

Payeezy Gateway Services or Services mcans the products
or gervices offered threugh the Platfora inctuding, bui, not
[imited i payment processaing sarvices sich as aulhorization
of trahsaciions to the appraprizte paymant precessing network
or third pary seivics provider, Iransacticn reaponses
{aporoved, declined), and the defalled reporting of thoss
transactions, at el rolated anc applicatis Software,
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Platform mians out opaeraled, or aporoved, ateetronie + . .

- paymant platiormy{s) andfor guleway(s) (#lso relered 1o ah'the .

Payeezy Gateway) tarough which the payment Services.

- centemplated undar this $2ction 40 ae provided,

Sothwarg méans all appft:,diluns protacolb softw&rel

- ooriponeits and ciier iRterfdtes avd software providad by us

" to you purstiant ko fhls’ \Sectioh 40, and any ard ot Updales.

404

cABAZ

Updates mests an smbodimen of e Software that prwdes o

h enl1ar~can rents artd/or imm overients.

Your Syatams maars any u;eb slitefs) ar Interfaces i the

) Sarvicas ihatare sperated ar malniaingd by you or on your
behalf (hreUgh which transactions are submitled for
. procesaing, end ail your other assoclated systems.

Feos, Client shali pay-Processor lhe fees for the Paysazy

- Gateway Services as set fortn on the Apgllsalion. Assparate

account with us for Payeezy Geleway Servites shall be
required for each separate Merchant Acceunt held by you
Term; Termnation, The Paveozy Gdleway Sarvives ghall
comirenca as of the sifective date of this Agreamant and shall

- reynain In effact untl terminated by either party as provided

hetal, Elfvar parly may larminale these Services tgoh giving
the other party 8¢ least 30 days prior wrilten nolice. Wa may

- suspand or terminate your access fo he Services without pricr

rotice, vl o without cause. Regardiess of the reagon for

- tarminatian, you shall be responsible for the payrment of all

fees dua ug fo and including the effechive date of tarmination,

* License Grant,

4047 . License. Subiasf te Ihe terms and conditions '*f {nia
Agreement (roluding additionat rights and licenses
granted In tha Decumantatian}, wa hereby grant you
and you hereby accept a hor-aublicensanle, royalty
free, nor-axclusive, mortranstarable, revecable

" Hrlled fcense to Use the Serdces, durirg the term

-of this Agreemaenl, for the aole and linliad purpose
of gubriiting payment ranssctions 1o us for

© srocessing. and othenvise Uskng our Services as sol
forth heteln. =97 clarty; ail refaroness to Senices in
ftiis Agreemnent swail include tha applicable
Software,

Dccumentation Licanse: Subjact to the farms and
condltions of this Agresément, we heraby grant, and

* yau hereby accept, & non-sublicersable, foyally
frea, hon- exclusive, non-frensferable, sevocable
{imited license to usa the Documentation during the
“harm of tils Agreament for the gote and fimited
purpoge of slipporting youruse of the Sarvices. You
shall strtetly fGHow all Documentation provided &
yau, as |t tnay oe mnended fom time b lime by us,
iy our discrafor. To the extent that there is any
confict balwean the Ddcumentstion and the lerms
of Agrecmont. the terms of this Section 43 shall
govern and corntrod,

tiag Raestrictans. You acknowiedge that the
Servicos and Documentation constite our
intellactua! property, therefars, you shalk not, and
shall riot cause or pontft ary third party ta: (1) Lse
the Services ir any way, otber than in acgardance
with this Agroament or the Cocumenlation or as
otherwisg inslructad by us inwiiting: {2) uso he
Zervices o Doournertation, sither direcily or
Indircotly, for borckmarking purbosas or o develnn
aty pronuct or sanvice that competes with the
pmdurtv and senvices provited under this Section
40, (3} disassemble, decomplie, dacrypl. extract,
rff'ver-se enginger or modify the Services, or
" oltherwise apply any proceduse or process 1o the
" Seriless In order to asceriain, darve, and for
" appropriate for any reasan or purposs, the source
code or Soure hstlr‘gs for tha Services ar any
algerithm, precess, arecedure er olher informatlon
coirtained in the Sevicoy, axcept as otharwlze -
" spegically autherized n accordancs with this
Secticn 40, (4) provide the Services or
" Decumsntation (i any third gany. other ihan to your
authorlzed employees and cortractors whe are
subfedt fo g wrillsn senfidentiality agreoment, e

43.4.3
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40.4.5

40,46

40.4.7

terms of which are noless estrittive than the
confidantiality provislons of the Agrewmant; {5) use,
mndiy, adapt, reformal, copyrorsapraduce tha .
Services or Ducuraentation, o any pattion theresf, .
axcept 45 s Inaidantal o the pUfgosps of i, .
Section 4G, or for archijvat surposes {ar‘i ccpies

- made Feraundsr shall, ncmaln &l aporuprlam

propriciary noticas); {6) fent, laase, upload ass}gn
aublicensz, tranyfer, distfibute, allsw aceesstin, or
time share the Services or Baclngiation; 177
cireumyvent or aliemat 1o chigumwieat’ arw appﬁcable'
seourily measwres of theServicds; (8) Bitlempt'te *
access of aclually 3ocess pdrlfons of the Platform or
Farvices not authorkzed for your-use; ard.for {9‘ s
ihe Servicas In any mlawﬂ manier o fo: any
uniawiul pLrpose,

Updates. From time to hme we 'nay’ at our
discration, rolsase Updates or'modiy the Softwsre.
in the event we notify youof any.such Update, you -
shalt Integrate and install such tpdate into Your
Systerns witnin 30 days of your receint of such
nelles. You acknowladye et fallare to instalk
Uadates In a timely fastion may lmpdir the |
functiorallly of the Platform or any of our Sarvicss

providad hiereunder. We will Bave ro llability foryour

faliure to proparly Instaff the most curfent verslon of
the Suftware or any Updats, dnd we will have no”
abligatlon to grovida sunport or SPTV!CEE for any :
oufdated vers:ons,

Llcensors, Tha II(:arraea _granle'd I}ergu‘;ider 'may l:e .
subject to otner Foenses currantly held by us or our.
subcontraciors. Shotld any feense held by us to
ectelb technoiogy or sofiware be fepminated or. ~
su.,pcr‘ded the correspending ficerisais) granted lo
you hereurder may aibo be farminaied o
suspended in curscie aid absollle dlseretion, You'
ackaewedge and agree ta such potential '
tormination or suspension and Hersby waive any
and all Zamages, whetheractal |n;,fdental o
consegLentlal resulting tharefiom: -

Export Gompliance. You agraé 1ot 19 axport ot re- -
expoit the Suftware or By undariying informatidn or
technciagy oxcept In full eomgilance with-al
applicaxte laws and regutations. in particulal, bui
without imdéation, nans of the Seftware or

undertying information or technalogy may be
sowrioadad o olherwise exported or re-exportad

{1} 40 ary ecutitry to which the Unlted States has
embargeed gaods (or any naliona or residert
theraof); {2} o anyone gn.the United Stales o
Treasury Dapariment's fist of Speciafly Deslgratad
Nationais or lha United States Commerce
Oepartmer:'s Table of Deny Ordars; or (3} in any
mznner hol i Tulf compliance with the reguirerrenis

of the Unitad Blales Bureau of Industy antd Security
and all aprlisabls Exporl Adminlsiralion .
Regulations. if you have fgizfully cbtained the
Sofware ouitside of the United Stales, you agree

rat tc re- export the Software excapt as narmited

by lhe taws and reculations of the United States and
the laws and regulations of the-jursdiction in whlch
vou obtalned the Seftware, You warrant that you ave -
1ot lneated in,-under Lhe cantral of, or a nallona! or
reshdent of any sich courtry o0 o any such fist,

Federal Acquisition Regulations. i you are
acquiring the Soitwiare on tekalf of any pait of ha-
United Statos Goverhmant {ihe Governmient}, ik
followiag provislans apply; Ary uss, duglicalion, of
disclasure iy the Goverrment is stbjdct 1o the
restrictions set forlh in subparasiréphs (3) thiough
{d) of the Commercial Cfmpulm Softwars. -
Restricted Right 5 clause &t FAR 5222718 vinen®
applicabie, or i subpa‘agraph (1)), of the R|ghts

in Technical Data and Camputér Softvare clauie at

DFARS 252.227- 7013, ard in slmilaf olauises Inthe
NASA FAR Sunplément, Wa are the
cortractor/manufaciurer, with the address set forth
hefow. Any use, medliication, reproduction, release. -
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40.4.10

perfarrnance, dispiay or disclestre of the Soflware
and/cr the accompanying documentation bythe - +-
Giovernmant-or any of its agancies shall be

geverned solaly by the terms of this Agreamant and
shalf he prohibited excapt to the extent expressty

- permitted by the tenmsiof this Sectfon 40

ReturniDestruction, Upon lerrinatlon or axphafion'

“of this Agreement, all licenses granled hereunder

sl immadlately ferminate, ang within 5 days
thereof, you shall elther retum to us or destray the

" Safhvare and the Documentatsun gnd shall sg

csdify tous In writmg

No other Lice nses, Except a8 expressly provided
abave, no license for any patents, copyrights.
irederarks, frade secrels or any other Infefactual
Preperty Righ‘s SXLrass ar lmplled are granted
hersunder.

Use of Transaction Data. As pannitied by
applicable law and regulations, we reserve the rignt
to cooy and ¢istribute to third parties, any )
tnformation associalsd with your use of the Sarvices
or your activities on the Platferra,

Platform Mattars -

4051

40.5.2

40.5.4

40.8.5
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intogration with Your Systams. \While we provize
Software to you, you acknowledge that the Softwars
Ezalf s InauMoient to aflew Your Systems to fusctian
with tha Platform, Programming, dovelopment and
malintanance of Your Systems and their functionality
are your sole reaponsibillly, Yot have the sole
responsibility to seiect and empioy any compsetert
pragramnming agent(s) to aecomrplish tre
pragramming reguied to make Your Systems
function carrscily with Ihe Platform and the payment
services contemplated hareunder {Intagration}. You
shall be responsible for glb-fechnicat syppant for Yeour
Bystams and Integration related fasues. You agres
thal youwilt usé comnersially reasenable eiforts to
complete the Integration as soor as possible. You
will be respoansible for all of your own development
2 implamentation costs asseciatd with such
Intagratlen. Notwithslarding any oiher provision of
this Bection 40, yau acknowledge thal urless and
dni you complete the Integration, ro Services nasd
ze provided by us to you pursUant la this -

‘Agraemeant, except as otheradse specifically

srovided In Seclion 40.5.2 below, In additien, you
acknowictge and agroe that, even i you have
corpleted integration, it you have not entared Into a
valid merchant processing agreemant with an
authorized bank card processor, you cannol feceive
tha Services through the Platform,

Set-Up Assistance Services, Subject fo Seclion
40,5, 1 above, Lpan your rezuest o us, and Ugan
payrment of any appiicahle Fees, we wil provide you
with sal-Up services 1o assist with the Infegration,

Shut Downs, We reserve the right, from fma to
lime, without prior notice, to shut down and restarn
ite Platfurm for mointenarce andfor scftvare
Upgrades for rcnsomale tme periods of one minute
of morg,

Ordors by Gustomers, You are solsly responsidie

tor accepting. procesaing, ard filling any erders for

purchases by your Custemers, and for handling any

Inqulrtes arislag tharafiom. You shall uso the highost
siandards in the ndustry in responding to

‘complaints by Customars, We ara not responsiblo

wr fiabie ‘or any unautndrized acoess o your data or
Your Syslems by any rheans or davice.

Suspension of Access to the Platform and
Services. We meay suspend your access ta the
Phatfurm and Sarvices, without prior notica, with:
cause. For purposes of this Secifon 40 the term
cause, In addition fo cause =3 defined under the

" Agraemant, shall maan that sigrificant activity by

yau has_been detectad fwhich éxcludes a high
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velume of transactipns) or the sacurlly o {r‘tegmy af
the Platform 's mgterially compromised. Wewil -
make commerciaiy:reasorabla effors o, pr’O‘f‘dB
aricr notiffcation 4o yol of any such.oroposed |
suspenslon and provide you with, & regsanable

opportunity o ciré, previged fusk ycu (awd tia o\h'ér :.‘-- L ‘

user) are affected, and provided su,h gireie
allowsd by the spplicable faw oifthe Card.. ™ .
Organization Ruies. ¥ nricr rottfca;lon to you lg ot
possible bacatise sbeh significdnt activity or secur I[y’
- issus would matérially and adversaly dffaet olner
users of the Platfarm and Seivices, then'we will -
provige noiice of sich suspensior as promptiyas -
possbie thereafter with detallzd information
regarding the suapected fraudufent acthvity or
security issue, 2s well as ary other irformation that
can assist you vith.idenitfying the roat gavee of the -
problem reeponsible for such suspension, Upen g
datermination by us that you are nof respongitie for
the fraudulent activity or seftylly lssue rosilingin
the suspansion cor any sequrity threat as abated, the
Servicas and your llcanse to the Softwara shiall be
promptly re-aclivated and ‘he Services undar thiz
Seclion 40 shall recommence. Régaraless ofthe |
reason for such suspension, you shalf ba
rasponsitle for the payment of all fees due ugta
and Inctuding the effective date of the suspenslon.

Securlly of infarmation. We wiil use eomimercially
reasonable efforts to malntain tie securty of Ihe Sarvices and
tha Platform. You wil use commerdaily'reasonatie efforis to
traintain the secudty of Your Systems. Suzh steps by you will
I taken at your scle cost and expense, and shal; inciude,
without [Imitation: (1} creating frewalls Lo protect against
uralthorized access to Yolr Systeins by yauremployees,
contractars, Cusiomers, of by any ofher persch; ana (2)
frnplementing reasenable protective tashnlgues suggested by
us, You furlher agre= that you will ba beuridd by and coihply
with alt of our and alf Card Organization seeurify nides and ™
regulations as they now exist or as ench may ke amended or
supplementad frum time ta time. Motivtastandlng the - ¢
foregoing, the parlles recognize that there [ no yuarantes or
absolute security of Infarmatien that s communicaled over the
internat, .
Privacy. We bave adopted cnline Privacy Statemsmi{s) 1o
Inform dividuals a3 to our ondine coliction and use of -
warsopal infarmation, You agres that, during the =rm of this
Agreement, you wili adequately communizate and comply with
an appropriate privacy policy axpizining your anfing collgction
and use of tho parasnal infarmation of your Customors, '
Unless required by law, Card Organizaflet Rules. of dona
purslant to this Agraement, you shall not, 'unger any :
clreurrstances, sofl, purenase, provide, of otharwige discdbas -
any custamer's account Information, fransacion iermiatsn,
or cther persona! information to any third parly, You shal store
all dala securely. Vya may advise potential users. of the .
services that we have a relaflorship wilh you

Audit Rights. lUpon rotice o you, wo may audit your usage
iecords awd security of the Services: your Customers
payinont proceseing Informatlon, and the servises provided
hermuader fo ersure {1} that you are using the Servicas in-full-
complance with the provisions of this Sechion 46; {2) tha al
applicable fees have been paid; (3} that you are adhering to
your pivacy palicy, and; {(4) that yolr arefn il compliance”
with all appiicable laws, regulations and ifes {including but
not limited io Card Qrganization Rutes), Any such audit shalt
be condusted durdng regular business hourz af your offices
and snall not interfere unreasonably with your business.

Indemnlficaticn. You shatl indemnify, defend, and btid us,
obr subsidiaries and aflifiates and G{Jr_ and thelr offlcars,
directers, etnnloyees, shareholders. agents and atarneys
fram ey Clalnys} arising from the conduct of youe business,

any Transactiona submitied through the Flalfosn hereunﬁer oo

for payment pracessing any false o inacourate
representation made by you or the negflgenra, fraud,
dizhonesty ¢r willfid behavlor of any of your z.mployeea LF
aganis, or from yeur Jalilire te strictly comply, in wholo of i
part, with any: (1) tenms and cundifions pursuard lothis
Agreement and any addonda herzic or Decumentation; or (2}



43.40

appilcable taw, regufalions or rufes. Upon wiitten notice from
us to your, you shall immediately underiake the defensa of

suich Olaim by representativas of your own choosing, 3ubje{..t
o aur reascnabie apnroval,

Lirmitatinn of Llabifity.

40,10.1  Processor is not liahle for the merit and legifimacy
of Ine orders forwarded oy you. All fiabiiity far
validlty of orders remains with youl, We are not
reaponsible for any data entry arrors, Custofer
misrepresenitations, of reparting arrars resudling
fromm your acticns. We shall Aot be latle fo you or
your Customer for the accuracy of the information
pravidad by the Platform or our Servicas,

40.10.2 I no even; shall we bs liable to you, or io any other
persen o ently, under thiz Section 42, or otherwise,
far any punitive, excmplary, spedial, incidentsl or
consaguentlal damages. including, without
Ikitation, any loss of injury lo earnings, profits or
goadwill.

43.10.3  Notwithstanding ary srovision in this Agreement to
the contrary, in no event shaif our [labilty urder this
Section 40 for all Claims ariving urder, or relaled fo,
this Section 40 exceed, it the aggregate fnclusive
of any and a4 Claims made by you agalast us,
waether ralated or uhrelatad), the lesser of; (1) the
totat amount of fees paid oy you for tha our Services
during the 12-month perice nmedlately preceding
the date the event giving Fse to such Clalmi(s}
ooeured; or (2) $50,000.00,

43.90.4  Mobwithstanding provisicns 2at forth herein, we will
riot be Fable for any Claims under this Agreemornt
arising divectly or Indirectly fram or oiberwise
congerning: s’e) any termination, sUspension, dolay
or disrupton of service (including Hiflirg for 2
servieg) by the Internat, any sormmen cartar o any
third pariy service provider: (5) any failkire,
disruption or maifunction of the Services pravided
hereunder of he internet, or any comnunications
network, fagilily of equipment beyand our
rensonable control, whether ur nat attributabls ta
ONn# OF IRaTe commen carrlels or tirg party sanics
providers; () any faifed attompts by you or yauw
Custeriers fn acooss any Systems or to complote
processing ransactions; or {d) any faijure o
frangiii, oblain or ecllact daia from Cusiciners of
for human, machine or sofwara errors or faully o
your or your Customer's erronsaus input. Excapt az
expressly agreed 1o by s nwilting with respect {o
any Saparals Frocuct, we ars nat llable for any
Excluded Products,

Bisclalmer of Warranties. You peknowfedge and agree
that the use of the Payeezy Gatewsy Services and
documentation are at your sole tisk we make no
represontalion of warranty, express or implied, and no
implied at law warranty shall arise from this scction,
Paysezy Gateway Services, documentation, our
procedures, atlier Services provided or performed by
us hereundes, including, without limitation: {a} any
impfict warranfies of merchaniabifity or fitness for a
particular purposae, (A} any watranties of
nahinterference or non<nfringement; or (¢} any
warranties that any product or service provided
hereundar fincluding bul not limifed {0 the softwara)
wilf (1) meef your ragiirementts; (2) cperate according
fo your expeotaifons; {3} provide accurate data; or (4)
operate uninterrupied or errar free. Any and alt such
warranties are expressiy discialmed by us and waived
by you. We do not warrant that atty errors will be
corrected. Except as otherwise specifically set forth
herain, the Fayeuzy Gafeway Services, (ineluding
without fimitation the Fayeezy Gateway and Softwaro),

documontaiion and other seivices provided hereunder |

are provided on ar As |5, With All Faults basis, This
dfsclaimsr of warranties sonstitules an esaential part
of this agreement, All deolsions ta reject Bny processhig
Lansaction o payment for your produsls of services ars
soiely your iesponsibifity.
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40,11 Netlees, You agree to nolify us of afy change in your
nama, tyne of busingss, or any other information requirac -
an your Marchant Procassing Application at least 30
ausiness days prior lo |he effectivedate of change. Aay - .
netles or ofher cemmurisabion recuired o permitied ta be .

givan rersunder shal: bs In writhg, eddigssed {o PlrstData - -

Herchant Sarvices LLC, 4000 NW 1201h Avenue, .
MSCON-SMB, Coral Springs, L 33085, Altﬂnhm Legal
Eeat, E-malled nolices sheuld be seréte,
egslpapers@fisanscom. Notices shail be deemﬂd 0 have
heen gliven If sert by malt o7 gourier, Upon the parlier of &
days aRer mating, or when aclually received andfor
defiverad. Notice given in any othar manner sha'l ba
effeslive when actually received. All such notices must
Include your merchart name(s; aid metchant idantification
nurmber(s). Safure fo provide Nolice to this address, or
elude this pertinert merchant Infeematlen, witl be deomed
ineffoctiva, Notlces fo your last known address (irciuding
e-mgil gddrens). as indloatad in our raugrds, stall
consiiiute sifective notice 1o you under thiz Agreement, I
you change your address (Including e-maf addrass), you -
must notify us at leaal 30 days prior ta the effective date of
any such change, Fallure to provide us with a valld
address {inchuding &-mall addregs} may rasult in the
terminatton of the Agreement,

43,12 Subcontractora. Processor may subcontrac: all or pan of the
Services using a variaty of providers globsaily, but, -
notwithislanaing any sush subeontract, Procassor sival) retaln
fuilly regpansible for parformance of the Senvlces, including
ansurbvg the compiance of subeaontrattnrs with the tarms of
this Agreemant applicable to such subcontrastors,

40.13  Survival, Upon terminafian or expiration of this Sectlon 45 of
the Agreemant, a pany's obligations shall caase axcept for
these remaining of recuirad o be performed fullowing siich
ferminaticn, For the avoidanca of dould, the parties wgee thal
thoae provislons of this section that logically should strdve its
ferminatlon or expiration int arder to accompllsh s
fundamenlal purposes will éo so. All represcntations,
vearranties, indomrilies end coveniants made harcin shall
aurya the tarmination of this s=clion and shall remain

arferesable aftar such termination.

Speciat Provisians Ragarding Main Straet !nmg hts Sarvice Terms
and Conditians .

{Fyou elect to utikze the First Data Main Street Insighta Sotulior (Main
Street Inslghts) the terms end cordition in this Sactiar 41 shall apply
{Mzin Streef Insights Torms and Condlions;, dnd if you were
granted a Firsi Data Vialn Street insights Temporaty Demonatration
Licenso, an sieclion for Servizes under tis Seckon 47 shafl save to
supersece it Mair Stroet Inslghts is provided to you by Processor and
not 3ank. Bank ks not adle t2 yau in any way with respect to Main
Street Insights. Main Slreat Inaights, transactions processed, and
othar matters contempiates udser Section 41 are sibject to the terms
and condllons of the Agreemen, as applicable, sxcept to the extent
the terma dirzctly conffict with the Main Street Insights Terms and
Condlions, i1 whith case the Main Street Inslght:, Tenns and
Condtions in this sectcn wilt control.

411 Definitions. Capitalized terms used herzir shall have the -
moanihgs glven o such lerms as set farth In Sectorn 41.1 or
u3 defined elsewhe:'e irt this Saction 41, of the Agreement.

Customer mzans g Person wha makes a'purchase of gocds
or servleas from yau, the transaction detall of whh,h i5 utillzad
I Main Street Insights,

Customer Informaticn means infarmation about ynur
Custorners {e.q., name, maiing address, card accoun
number, e-rrall address, telephcne numbe:} obiained n
canreciion with your use of the Seivices a'ld Py bE uillized
tr Main Street Insighis.

Data means ransacilon data that may include processing
data from First Data Merchant Services LEG's crodi and dabi
Information warehiouss snd other avallable sources that Fivsl
Data Merchant Sepvigas LLG owis or has a contractuai [
othet right to use in Main Siraet Inslgnts.

Device means a fabiol, cotrputer, smar‘phanc ¢ othar robile
devles, or oiher device *hat you use &2 aogess the Main Sireat
Insights webske to receive or fo whick vou regaive :
comruinleations fom Main Street Insights,




Flrst Data means First Dafa Corporation, which is the parent
company of Fist Data Merchant Services LLG.

First Data Main Stroet Insights Marks means tha
trademarks of servics marks relatad to Main Stragt Inslghts
and sub-licensed to you by Processar

First Data Main Streat Insights Solution or Main Sireet
Ingights Solutlon means the wabsite or the apalisation
assoulated with Main Straet insights, tha object code version
of the #aln Street Insights sofivare applications and .
coemmurnications you recelve from the applications. Among
other things, Main Streel Inslghts alfows marchants 1o track
ard visuailze nformation regarding thelr own ravanue. fickat
size, ahd Dustomers condained in the Data and other third
party dala sowcas. Main Sfreet irslghts may olsa permit @
merchant to comparg lls parformance (o groups of similar
Lusinesses within thelr Incustry and/or certain geograpiic
areas using the Data and other third parly data gources,
subjest to cartain bmitalions. The features and functionality of
Main Street Insights may oa modifled from tYme to time by
First Data or #s hird pary pravider(s). For the avgidanca of
daubt, the ferm Software in this defnltinn goas not Include
avy aofiware thal may be obtained by you separately frem
Maln Street Irsights {e.0,, any anglfcations downioaded by
youlh, The First Oata Maln Street Insights Solution 5 deemad
part of the Services, as deflnac In and proviged under the
Agresmant.

Maln Street Inslghts Sotutlon Fees means the fees charged
for your use of the Flrst Data Main Street insights Solution,
which includas additonal fess for mullipta locations.

Third Parfy Services are the services, products, promations
or applications pruvided to yau by or through someane other
than Processsr.

Usor Documpntation means that documeniaticn regarding
the aperation, guldalinas and features and functonaliy of
Mtaln Street insights that is mage avaliable to you from time to
Hmna at the website, by internet link or otharwlze, User
Documentafion may te medified Irom ¥me to fime &y Flrst
Data or s third parly provider(s).

License Granf, Subject io the Main Streat Insights Terms and

Cenditians in this Secfion 41, Processcr grarts you a
persanal. limited, ron-excieslve, revocablo, non-transferatle
sub-icense, withodt the right to lurher sub-liconse or aesign
in any way. to 2lectranically aczess and use, suiely in the
Unlted States. Main Strest Inslghts to manage your
astablishment(s} and analyze assoclated point ¢f aale
activilies within the Unitee Stales. For pursosas of this Saction
41, "Unitec States" doas not Include U3, Tetrltories or
possessions. Main Streel ingighta is for your Internat business
use only. This Section 41 dues not granl you any rights to First
Diaia Main Street Inslghis Musks. Excep: for she license
oxpresshy grarted horeln, all infelleciual propedy and
prowrietary rights i or related to Mamh Sireet Inslghts and Frst
Ciata Mzin Street Inslghts Marks are and wilf remain the scle
and exchlaivs proporty of Flest Data o It sfilates, vendors, or
third party provider(s) (as applicable), ard any and all right,
title and interest asscelated with Main Streat Insights not
expressiy grantad in this Secten 41 is daemed withhelki.

41.3.1

O W 2510
FMSZ510

Restrictions,

You may nat, nor may you permit any third party,
ather than errployeas and agents with a business
need, ia do any of the ‘cllowing: (a) access cr
attempt 1o access Main Street Inslghts (or any part)
thai ls nol expreesly made available for public use;
(b} docompllo, disassembile, raverse enginzer, or
otheywise attempt to resonstruct or discover by any
means any scuires code or any undarlying data,
ideas or glgorilims of Main Straet (nsights (or any
part), excepl 1o the extent that such restricion s
exprassly prohibiiad by law; (o} madily, trunalate, of
alter in any manngr, Mafn Street Insiyivis {or any
paft}, or First Data Msln Street Insights Marks; (d)
creata derlvative works of or based on Main Street
tnaights {ar any part} or Main Streel Inslghts Marks;
(&) except far backup and archival purposes.
direclly or indireciy copy Main Streset Inelghts {or
any pan), except sareen shols may e copied and
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redained solaly for Internal business purposes: {f)
republish, upfoad, post, transmit, disclose, or
gigtibute {In any format} Main Strest Insiphts (or
any part} except 2s exprassly permitted harsiny; (g)
access of use fin ary formal) Maln Street Insights
{or any part) through aay tme-sherlng service,
service burgau, nebwark, conscrtium. or oflwer
means; {h} rent, lease, sell, schlicense, dssign, or
otherwige transfer vour license rights to any third
party, whather by operailon of lzw or otherwlge; (T}
use of ship Main Sireet Insights {or any pard)
auiside of the United States, or accesa Maih Shieet
Insights {or any pait) rom outside the Unlled
States. without in any case oblaining cur ativance
wrltfen congenl; {j; remove, relacate, or stherwls=
alter ary preprelary righis notices from Main Street
Insigts {or any pert), of Flrst Data Main Strael
ingights Marks; {&} gerform or atlempt to perform
any actions that woukd interfers with the proper
working of Mair Street inslights, pravert acbess to
or use of Main Straat Inslghis by other users. or in
our reasonzble judgmant Impose an unreasonale
or disproportiorately farge lnad on Maln Street
irsights' Infrastruchure, network capahility or
bandwldth; or (1} use Main Street Insights {or any
part) except as parmitted In Section 41.2.

You shail not take any action inconsislent with the
siated tile and owrership in Section 47,2 You will
nof fila eny action in any forum that challenges the
ownerehio of any art of Main Sireel Insighle, any
rafated scflware, materials of Liser Docurrentsiion,
Fatlure to comply with this provislon will constitute
matartat breach of this Agreement and may restric?
Froceascr's atilty to sublicense Main Street
Inalghls to you. Processor has the fighl to
rmadiztaly ferminate Servicey under tiz Sechon
41, and First Data has tho Aght {o immediateiy
teminata your access ko and use of Main Stroel
inasights in the evert of a challenge by you,

414 Main Stroet Insighis Limitations and Raquirements,

41.4.1

41.4.2

41.4.3

4144

4145

4148

Yol: may access Main Sireat insighls tough your
Device using a wired (athernef) or wireloss dwifi or
cellular) connectlcn to the Interet. You are somly
responsibla for the payment of any fees hat may be
imposed by your Irternotidala provider. Your use of
waky Street insighiz may be suliest te: {a) the
fe:rma of your agresmeants with your internet’dats
pravider: and (&) the availablifty or ustme of the
sarvices provided bry your rdernet®data provider.
You may usa Main Slrast nslohts te conduct
analysis of the Dala and third parly data made
avaiabie throug Main Streel insights application
arwtior other tools made avilizble at he wabslle or
In the application.

First Data may alter which Devicas ans browsers
ara approvad as compatble with Main Street
nslghts In its digcredlon fram fime-to-time,

Flrst Data may perform mafnianange on Mai Street
Inslghts from Yme to fime which may reseit in
service Nterruptions, delays. or errors, Neither Fira:
Data nor its affiliales, vendors, of third paity
provider(s). wiil be llable for any such inferrupians,
delays, arrors, of bugs, You agree thal First Data or
its affitiatas, vendors, or third party provider(s) may
contact you In arder to assist yau with Maln Steast
Insights and obtain information needad to identify
andg fix any errors.

You shall a1 alt {imes comply with tre User
Dooumeniaiton.

Yo shalf comply with the following requirements in

connaction with yolr usa of Main Street Insights:

{1} 0 the evant you are abis 1o discern any
information abotit a pagtioular entlly or
individuat from the furmation available from
Nl Strect Insighte, sither alone or wilh eiher
infarmation It your possession, you



41.6

41.8

undarstand and acknpwledge that the
iforeratiors may be subject to certain orivacy,
miarketing, insides rading, or ather applicabie
laws and you will fimit your use thereof in
accargancs with alt agplicable laws.

(2) WWHR respect lo eacn Customer who desirss to
recelva marieting materiat or other
communications from you via text measage or
ernail, stch Customer must check the
appropriaie consent or the consent must be
provided noweiting; you ars NOT permitled to
ade or modify o Cusiomer's consant indication
o 1ig behal!,

{3} You {or youir agamis acling on your behalfy may
only ssnd marketing materals or other
sommuricat:ons ¢ the Customer's provided
phone rumbar, sireat address, and for emall
adgress If the Cuslomer has specificaly
corsented Inwriting execuled by the
Cuatomer.

{4y Notwlthstanding the capabilliy of Clover
Insighis to colfect and stare custonrer
information, soma states may iimit your uso
of such Information ence cgilected, even if
the customer has provided lis consent,
andior your disclosura of such Information
{o third parties. You acknowledge and
agres thal (1} your use of cusfomer
informalticn ohtained in connection with
Ciover Ingights may hae subject to local,
stale, andf/or fadaral laws, rufes, and
regulations, (2} you are solely responsible
for knowing such faws, nules, and
reguiations, and {3) vou wiil at all-time
strictly comply with alf such laws, rides,
and regulations,

You shall comply fuily with the requirements of alf
applicatle federal, sfale and lbeal laws and
regulations retated to your use of Maln Streat
{insights and proviglon and use of Cuglomer
information and point of sale data I sonnection with
tain Streel Insights, Furthermors, you ara solely
responsile for monitoring legal developments
applicable 1o Wain Street ingignts and tha apocation
of your businass, inferpreting applicable laws and
requlations. determining the requirements for
camplance with all applicabla laws and regulations,
ahd mairtaining an on-going compliance pragram,

In cennection with Mair Strael Insights, you shail
raceive a usemams and passwaord to access Main
Street Inslghts. You are respunsible for seclirely
stoning and keeping the uscrmame and pagsword in
aceordance wih thls Section 41, 70 boigw. You wil
not parrit anyone unauthorlzed by you o tse the
usarname and passwaord and you may cnly
autiorlze your ampiovees and agents with a
Business need to usa the Usemame ard passward.
At such tims as mudlinka usernames and passwards
are availlable, you shall rastrict the Jse of
usemames and passwords ' single Individuals and
you shall mondtar use of Main Steef Ineights to
ensure compliance with tnis Sachon 47 by those to
whom you have provided usernames and
pasawords and you shall keep records regarding
who has access te which usemamas and
passwords at ail imes.

Equipment. You must oblain alf eguiprient necessary for you
to access and use the Main Stroot Insights website, No
eommunicalion channel of device to access he webajts is
inciuded within the provislon of the First Data Main Straet
Insights Selution, and vou shal! be responsible for ai such
aquipment and communication charinels, Including but not
imited to ali device or chapnel compatihlily.

Term and Termination, Main Strest insights Terms and
Gonditions in this Saction 41 shall become effactive upon
execidion hereof and shalt end when lerminated as set forth

41.4.7

41.4.8
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41.7

41.8

41.10

hareirs, For the aveldance of doutt, except as set forth below,
termination of Services under Section <7 will not termirale the
uniderlying Agreament. You may terminate your First Data
Main Streat Ingights Solution services al any tims upan 30
days’ notice by calling the Customer Service number on your
slatement. Notwithstanding the foregoing serterce, upon as
much agdvanca netice as Is cormerclady praclicable, Fiest
Data may terminate your access o, and use of Main Straet
Insigits if (1) it s determined that you are using Ma'n Street
Insights for any fratdulant, llegal, or unauthorized purpose,
{2y you viotate the Main Sireet Insights Terms and Conditions
ur an Event of Default ocours under the Agreement, {3} First
Daa termingates He agreemant with any third parties that are
involvzd in providing Main Slreat inslghts. or (4) First Dala
otherwles decides to discontintue providing Main Sireet
Ingights. You acknowledge a~d agree that an ocourrenze of
{13 or {2} zbeve may be deamed an Event of Defacit under the
Agraement, trerety affording Precessor and Bank all rights
ard remedies as set forth |4 the Agreement triggerad by such
ar Event of Defaull, which may include imrediate tarminaiion
of the Services under Section 471 without notlee.

Third Party Sorvices, Maln Street ingights may ba used in
connzcton whh Third Parly Services that you obtain
separately for your gurposas (2.4., an accounting application
o your Device), if you deside 1o use Third Parly Sarvices, you
wiil be respensible for reviewing and understanding the tamms
and condiffons associated with Third Pary Services (riclading
obtalring and malntalning any reguired third pady hardware
and/er sofbware that is reguired for the Thivd Party Serviees to
work with Main Street Insights). Your accass of any Third

Party Sendces I3 at your own risk, Third Farly Services arc not
governed by the tems and conditiens of this Secfion 41 or the
Agraement. Any content downloaded or stherwise
obiained through the tise of third party setvices fe.g,
acopunting applleation} Is downfoaded &t your own risk.
Neither First Bala nov Its affillates, vendars, or third party
provirieris), vill be responsiife for any actiong or any
faituras to act of any third party, and such Kability related
to afi third party services fs expressly disclaimed,

Account Reglstration, First Data may raguirs you io regisier
at Main Street insights website or threugh the application, i
and when prompted by (he registration prauess, you agree {o
{2} pravide tue, accurate, curvent and eomplete information
ahout yourself and/or your business, and (&) maintaln and
updals ihls Informatan te keeo o true, accurale, currant and
camplete, i any information provided by you ks urtrue,
ingceurate, not current or incomplele, Firat Dais hag the rght
to tarminate your First Date Main Sireet insights acoount
{Account) and refuse any and ail currem or future use of Main
Strent Insights,

Privacy and Data Use, A} data ccliectad from you in
cohnaction with the Semwvices or in conanaction with yeur usa of
Main Stroct Insights, Ineluding Custormer Infurmation and
information abou your business and empioyees uged with or
slored in or by Maln Street nsights {collactively, Account
Data}, is collocted by Firat Gaa, Its affiliates, vendors, and/or
third party provider(s; ; therefore, the use and sharing of such
Account Data is contratled by the applicable Privacy Policy
dispiayed and avatlable at of through 4 link on the Main Etrest
tnsights website, You ackrowledge and agree that First Cata
its affitates, vendors, and/ar thirg party providar(s) may
access your Accoun: Data, and our use of your Account Data
is govarned by the Maln Streat insights Terms and Conditions
ang te Agreement. You aiso agres that First Data, ifs
affiliates, vanders, and far third parly provider(s) may aceess
and uae Accourt Dala to provids or enhance Main Strael
Irsights or the Saerviess.

Protecting Yuur Infermation, You are solely responsible for
ensuring thal yotr accourt numbers, passwords. seeurity
guasticns and answers, login detalls and any ofher securlly or
access informaton used by you to use or access Maln Strast
Irsights are kep safe and confidenttat. You must prevent
unautharizad access fo and use of any Account Date, Youl ara
respensible for all aleclrenic communications sent ta First
Diata, lis affilates, vendors, or third parly provider(s)
eoataining Azcounl Data. Whaen Flrst Dala recelves
epmmunlcations containing Accatint Data, [ wil assurme you
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. sent { tp First Data. You must immadialaly notify First Data If

you become aware of any loss, theft or unautherized ues of
any Account Data {see Main Sireet rsights suppert canter
contac! infermation helow). Flret Data reserves the right 1o
dery you acesss \o Maln Streat Inalgnts, In wiole o7 in part, If
First Data oelieves that any loss, theft or unautherized use of
any Auvcount Data or acceas Informatlon has agcurred.

Accuracy of Information, You are solely responaible for

. ensuring the accuracy of alf information and data regarding

your business that you provide 1o First Data, its atfliates,
vendars, andfor third party provider(z) n connection with Main
Street Insigh's {&.g.. Custamer Informaticn). Flrst Data, s
affilates, vendors, andfor third party provder(s) disclaim &y
and all liabllity arfsing oul of any inaccliacies as a resull of
uge of such Information or data. ’

First Data Maln Street Insights Solution Dlsclaimer,

41.12.1  As ls. Use of Clover Insights is ai your own risk,
Yo the maximum extent permitted Ay applicabie
taw, Clover Insighis is provided As Is and
neithor First Data nor its affifiates, vendors, or
third party provider(s) makes any
representations or warramiles of any Kind
{axpress of implied) with rogard fo Clover
insights, fnciuding, without limitation,
watranties of accuracy, merchantabiiity, fitness
for @ particular purpose or non-infringement, ar
that clover ingights will function aninterrupied
or errorsfren, or that claver Insights is securs,
froa of virysges or ofher harmful components or
that any defactx or errors will be corracled.

Financial Advice. First Daia Vain Strest Inslghts
Selution dees not provide any business Investrent
or finanglel advice a7d 1s not advacating any
business declsion or tho sale or purchase of any
real property, atocks, bonds, or sacurlties, Flrst Data
expressly gatas, and your hereby acknowledge, that
Maln Straet Insighis is provided sofely for
informatiznal purposes artd are not to be used g8 &
substitute for ‘ndependent finanzlal Investment
advice nor are they Intended 1o be relled upor by
any nesson or entity, including yau or your
Cuslomers farthe purposes of Investmert of ather
financlal decisions. Maln Streat [1sights {s not te ba
congtrued as providivg business or Irvestiment
advize and should not be Lsed or canstrued, In
whole or In part, as & basis or recaommendation for
an Invesimant or buginoss decision,

Accuracy, Whila First Data (akes commercially
rpasonatle measures o ansure the acsuracy of the
Infermation and content contained In Main Street
Insights, It makes ro represantation of war:anty of
any king with respect to Maln Street Insighis. You
acknowtedye and zgree that all use of Main Strest
Insights by you and all other parsons shall he: (1)
hased wpen your own delermination and evaluakion
ard (2) at your solz risk, At times the Data may
include third party data that Is appended fo the Data
and Firs! Data has not invesligated and does not
make any representatlor. or warranty with respect to
the aczuracy of the thind party data,

Indemnity, Withoul limiting yowr indemnifieation oklgations in
the Agreemant, yau agree to Indernify and hold First Data, its
affiiates, vendors, and third parly provider{s) harrless from
and againgr all iosses, liablikles, damages. and exparaes
{Incl.ding reasonable attorneys' fees) arising oL of or relating
ot
41.13.1

41.12.2

41.12.3

Yaur fallure ‘o camply witi ail ferms and conditions
In this Seckinn 41, Including but not limited to Usar
Documentation,

Yaur use (alone ar in comination with any othar
Information) of any Customer Information, reports,
infarmation or analytlcs obtained in connaction with
your use of Main Street insights;

The content or delivery of any marketing measzages
thal you send cr cause to be sent to any Custamer

441132

41.43.3
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41.18
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41.18

phons number or emall acd-ess collected trough
thie use of Maln Street Inslghts; or

Any othar party's dccess andfor use of Va'n Sireet
Insights with your Unlque username, passward, or
other appropriale security code.

Notices. First Data, its affllales, vendare, andfor thirc party
provider(a) may provide neticas end other infermation
reaarding Main Street Insights to you via the meihod(z)
tescribad In the Agrezment.

Amandment. Flrst D&ta has the right 1o: (1) reduire changes
or adeltian 1o the Main Sireet Ins'ghts Terns and Goncltions in
Saction 41 at any time, and (2) change, delste, disconlinue, or
impcse cenditions on any feature or aspect of Maln Slreet
Insights with notice provided to you as set forth in the hotices
sectlon of the Section 47, Any use of Maln Straet Insights aflsr
the pubiication of ary sueh ebanges shail cons:if.ate your
accaptanca of the Maln Street [raights Terms and Corditlens
as motlfied.

ldeas, You may choose to, or SIrst Data, dg afflliates, verdars,
or fhird parly provider(s) may |vite you lo, subrnit conents
or Ideas abou: Main Street {nslghts, including, wilhout
lmllation, about now to Improve Maln Street Insights (Ideas),
By submitling any [deg, you agree that: (a) First Dala
expreasly disclaims any confidentlallly obligalions or use
tastriclions, express or Implied, with respect to any Idea, (b}
your subrrission wii be non-canfidential, and (c} Firsl Data I3
free to Use and disclose any ldes on an unrestricled basis
without notifying or campansating you and without you
clairaing any rights therein. You release Flrst Data, its
afflliates, vendors, or third party provider(s; frar: all liability
a7 abligatlons that may arise from lhe recelpt, review, Use cr
dist odure of &ny portion of any |dea.

Third Party Beneliciartes. Sirst Data, its affiflales, vendars,
o thirdd party providae(s} used |n prav'd ng Main Street Insichis
are [atended third perty beneficiaries of th.s Section 41 as
appileshia, and each of them may enforce its provia'ons es 1 It
w38 a party hereto, Except as axpreasly provided inthis
Section 41, nathing in this Seciien 41 8 Intendad to correr
irpen any Persons any rights or remedies, and the partles do
not intend for any Persons to be third-party benaficlaties of
this Section 41,

L'mltatlon of Liability, The cumulafive liabilily te you from
FFirsl Data, its affiletes, vendors, and thrd pary provider(s) for
any and all claims arising oul of er resulting from this Sastfon
41 spall not exreed the total for the Main Street irsights
Solulien Fees you pald to the Processar In the twealva months
immediately preceding any claim,

41.13.4

2pecial Provisions Regarding Clover Servico

If your elact to Lse the Slover Service, the following additional terms
and eond'tions of thls Seation 42 shall apoly,

e Clover Servica is provided to you by Processar ad not Banle
Tha Clover Servico, transactions processed, and othar mattors
sontemplaled under this Section 42 are sukjed! to the le'ms and
ronditions of the Agresment, as applicable, oxcept to the extert the
terma of this Sectfon 42 direc'ly eanfllct with apother pravision of the
Agrecyar, n which case the terms of this Section 42 will conirol;
provided however, Bank ig not a parly lo this Agreemant insofar as i
Aoplias o the Clover Service, and you acknawledge that Bank ls not
fiabte fo you in any way with respedt to the Clover 32ivice, For the
purpos 2s of this Section 42, the words 'we," "our* ang “ys* refer anly
{0 the Processor and not the Bank.

42.1

Definitlons. Capitalized lerma used herein shall have the
rosanings giver: to such terms as set forth In itis Sectfen 42 or
aa defined in the Glossary or elsewhers in thls Agreement.
Clover mzans Clover Network, LLC

Clover Warks noans the lrademarks or service mrarks of
Clover, an affiflate of Processor,

Clovar Setvice means any sevices Clover provides te you.

Customer maans a Person who makes a purchase ¢of geods
or sarvicas from you, the transastion: for which utillzes the
Clover Servics,

Customer Information means informatien about your
Cuslomars (2.3., name, mailing address, e-mafl address,



telaphane number) obtained in conneet ton wﬂn your uss of I,ha

~Clover Service.

Devite maans a tabist, smatphong, of other moblle ar fxed

*form factor ldentifled by Processor from fime to tme as

42.2

423

compatible with angd Lapabl&. of supparting the Clover Service, -
- Thirg Party Services are the servicss produets, gromotions

ar. appﬁilcai ohs provided by someore other than Prccessor

Licanse Granf, During the term of the Agreement, Precessor
granis you a personal. Emited, non-exclmlve revacabla, non-
transferabls Hoense, without tha right to suslicense or assign
in ary way, i eiecirenically access and use the Ciover
Service solely In the Urited States {o manage vour
estabiishment arx conduct assoclatad paini of sale activities
within the United States in accotdanca with the fenms of Ihis
Sectlor; 42. rorlptgrposes ofthis Sedtion 42, "United Slates”
does notincluda U5, Territcrias er possessiors, The Clover
Bervice is for your internai business use only. Tris Section 42
doas not grant you any rights o the Clover Marks, Al
Intellectual property and proprietary rizhts ir; or ralated to the
Ciover Bervice and the Clover #arks are and will remaln our,
aur affitlates’. cur venders’, of our livensors' (as applicable)
aole and exclusive groparty, and alty end aff right, title and
interest assoclated with the Clover Servigo nof expressly
granted by Frocessor in this Saction 42 ars degmed withheld.

Restrictions. You may nat, ner may you farmi any third party
to do any of the folfowing: {a) accass or altampt to pocess the
Clover Service {or any part) that is rot intended o made
avallatie for publle use; (o) decample, disassamble, revarse
snginesy, or cthendise attempt to reconstiict er discavaer by
ARy Means any soUrce cods, underlying ideas or algorithma of
the Clavar Service (or any part, except 10 the sxtent that auch
reatriction is expressly prehiblted by faw, (o) modiy, fransiata,
or altar 1 eny manner, the Clover Service {or any parl or tha

- Clover Marks; {d) create derlvaliva works of or based on ths

Cigver Banvics {of ary sarl) or the Clover Marks; {e) except
for backup ard archivat purposes, directly or indirectly copy
the Clover Servica {of any part); (T republisk, upload, post,

transmit, disclose, or disirtbute fin any format) the Clover

42.4

Servics for any par) exvept as perm: irlefl rereln; (g} access or
usa (in ary formal) the Clover Scrvice {or any pary through
any tirne-sharing servics, servee Lureay, network,
consartium. or other masns: (1) rent, lease, sell, sutlicense,
assign, or otherwisa transfer your ficensa rights to any thirg
party, whether by eperaticn of faw or otherwiae; (1) Lse or snip
the Clover Sarvica {or aﬂy part) oulsids of the United States,
¢r access the Clover Servina {or any pard) froin ¢iside the
United States, without in any casa obialning eur advance
written consant, () remove, refneate, or otharvise aller any
proprietary rights riotices from the Clover Service {or any par))
ar the Clovar Marks; ) perform ar attempt to perfortn any
actions that would intzrfore with tre proper warking of the
Claver Sarvice, provent acteas (0 or use of the Clover Servlce
by othas gers, or in eur reasgnable judgment impess an

- wrweagonakls or disproportionately farge load on our

Irfrasiructure, netwerk sapality or bandwidsh; or (B use the
Claver Service {or sy part) excop! as permilted in subseclion
42.2 above,

You shall not take any action nocansistent with the steted file
and ewnarship In subsecton 42.2 above, You will nat ks any
action, in any forum that challenges the owrarship of any part
of the Claver Servica, eny related software, materinls or
gocumantation, Failure to comply with this provision will
constilufo a materal breach of this Agreement. We have the
fight to lnmediataly terminate your access to angd uss of the
Clover 8andes in the evert of & chaflenge by you,

Claver Service Limitations and Reqgidrements,

4241 Youmay access the Clover Service through your
Devica 115ing a wired (ethernet) or wireiess [wifi or
collitar) connaction to the [ntarnet. You are salely
responsibie for the payment of any fees thal may be
imonsed by your Interretidala provider, Your tse of
the Clover Sanvicé may b subiect 1o (2) thoe terms
of your agreamants with your interet/data provider:
and {0} the avalabillly or uptime of the gervices
prov: ded by your internetfdala provider.
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42.4.3

4244

42.4.5

42.4.%

Y¥ou rmay use the Clovar Service lo sonducipolrtof
sale aclivities offine; transactionz Inltiatag ciling will
be queued ang submittad for authorization whan -
ivernet connectivity to-the Clover Systom de
restored. Howaver, you assume alk #lsk,
responsibiity ard llability assoalated wilk ary
transaciion that yeu choose te condust whils the
Clever Servce is ysed offine, - ., .

The Clover Servicw dars not funt.tron with ByRIY
modile device, Frocessormay alter which Deylcas

are approved as comipatible with the Clover Sewlce
ir: our diseretion fram Jme-to-lima,

We may parform maitenance on the Chvar
Service from lime {a time which may resuft [n
service intarruptions, delays, or 2:0rs, Wa wili not
o Hable for any auch inlerruptions, detays, arrors,
or bugs, Yoli ayree that we may contact you in order
to assist you with the Clover Service and, obiain
informalion nesded {o identify ard fix ary errars.

Youi shall at aft imes comply with any operating

preceduras, requirements, or guidelines ragarding
your use of the Clover Service that are posted on
the: Clovar website or atherwise prov.dad or made
avaffable to you (colfectively, Clover Ops Gulde).

Yau shall comply with the follawing requirementa in
connaction wiil your use of the Clover Senvee.

(&) WHh respect fo gach Cugtomer who requests
the dellvery of ransaction receipts via text
message or emal, such Customer must enier
his prone numbsr or emsll address In the
approgriale space displayed on the Device
himself; you are NOT permitted to edd or
modify any Cusiomer [pformation {inelding
hit nol frnited to phone mumber and amad
addrass) on tehelf of @ Custamaer,

{b) With respest to each Custarnar who desires to
receive marketing reateial or ofber
communicatians from you via taxi message or
amdll. stich Cuslomer must check the
appropriate consent civeck Jox displayed on
the Devica simsell, you are NOT permitted to
ady orimonify a Customar's snhsant Indisation
or his behalf.

© e} You {cr your agenls acting on your Sehalf) may

only send markating matesials or other
commuications to the Customer's provided
phone number, street addrass, and/er emal
address if the Customsr has speciicafly
censentad oy chacking (himself) the appficabls
bex dispiayed on the Device.

i)y Notwithstanding the capabiiity of the Claver
Servica to coflect and stare Cystomer
information and fo allow your Customers fo
efect 10 receive markeling materials from
you, some states may fimit your use of
suehi information onee colfectod, even if the
Customer has provided his consent, and/or -
your diselosure of such information ta third
partios. You acknowledye and agreo that (1)
your use of Customer information obtained
i conneetion with the Clever Servics may
be sisbfect to foeal, atate, and’or Foderal
laws, rules, and requiations, (2) you are
solefy responsibfe for knowing sach laws,
rufes, and requilations, and (3) you wilf at alf
fimes siricily camply with ail such faws,
rifes, and regulations, ’

(8} i TransAsmor softwars s reaident on your
Deavice af the fime we provide you with the
Davice and therefore part of the Cléver
Service, # will be used (o perform such
enurypdors and tokerizatlon (TransArmar
Sarvice) and the addtional term:s sel forth in
Saction 38 apply. However you vl aniy
raceive the applicable TraraArmor Sarvico
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42,6

42.8

42.9

subscribes by you a3 sef forth in the
- Appileation.

Com You.a16 regpanaible to provide and oblain any -

disclos:sreg and consanty ralated lo the B~

BIGN Act that miay be reglired in connecton.. -

with yous Dn‘mu'ﬂ?caﬂons and agreemenls
with your Customers. =
Foes. You shalt pay Prossssor he fees for Cover Servlca
as set forth on the Applicalien.
Teren and Termination. The Clover Sarvics may be
tarmineted at mny tirme by elther party upon 30 deys' writlen

- notlce {0 the ather party. Nolwithatanding the foregoing

sentence, Upan 28 mich advancs notice as is sommerciaily
practicable, we may suspend or terminata the Clover
Sarvice if (a) we detarmine trat you are ueing Clovar
Sarviog for any fraudulent, Hlegal, or unauihorzed purpoes,
(b} you victate the terms of this Section 42 or an Event of
Default cecurs under the Agreament, (o) we terminate our
agresment with any hird parley that are invelved in
providing the Clover Service, or {d} Processar othenwise
decides o discontinue providing the Clover Service. You
acknowledge ard agrae that an cacurrencs of {4) or (o)
above may he desemed ar Event of Default under the
Agreemsnl, thereby affording Progesseor and Bank alf rights
and remedies as sef forth in the Agreement lriggered by
sueh ar Event of Default, whick may inciuda immedials
tarmination of the Agreemert without notlze.

Third Party Services. The Claver Service may contain
finks to Third Party Services {8.9., &1 application
marietptace). if you decide to use Third Party Services, you
wil be responaible for ravieving and underslandirg the
terms and conditlons gasnciatod wiln Third Party Services
{ineluding obtaining and mainlaining any requirag third party
hardware anc/or soflware that s sequired for the Third Parly
Services 1o worl with the Clover Service). Your access of
any Tnird Party Bervices is at your own sk, Third Party
Services are not goverred oy the tems and conditons of
this Sention 42 or the Agreemant. Aty confestt
dowrdonded or octherwise olitained through the use of

“Third Party Services (e.g., applcation markofplace and

any apps avaliable af such application markitplace) s
Aownioaded at your own risk. Processor will not be
respansibla for any actions ar any fafitres fo act of any
thivd party, and procesgor expressly disclaims any
ffabiitly refatod ta afl third party services, Processor
Hoas not warrantt, endoess, guaranion, or Bssume’
responsibiitly for any third parly service or prodyct
advertisad or nffered through the clover service or any
hyperifinked website ar service, or featured in any
banner or other advertising, and processor will not he g
parly to orin any way monitor any transaction betwestt
you and providers of thivd parly services or products,

Account Registration, We may reguire you to register and
creale & “mamber” or "merchant” ascount to use the Clover
Service. F and when prompled by our registralion procass,
your agree 2 {a) provide true. acowrate, current abd
complete Infarmation abaut yourself ardfos your Susinass,
and (b} maltaln and update this information to keep it true,
gonurste, ourrent and complate. ¥ any information provided
by yaut Is undrue, inaccurate. not curment 2r 'ncomplele, wa
have the dght to lerminate your Clover Service account
(Aceaunt) and refuse any and all curfent o~ future usa of
the Clover Setvice.

Privacy and Data Use. Alf cata colfecled Fom you al
wevw clover.carm or in conrection with your tise of the
Clover Service, Including Customer information and
infarration about your business and employeas used with
or stored In or by the Clover Sorviees (policstivaly, Assount
Datay, is cofiected by Clover and not Pricessor or Banic
therefore, ihe Use and sharlng of auch Accourt Datg is
cetrolled by he Clover Privany Policy (available at
hilpadfvas clovorcomyprivasypolicy). You acknowiadge
ang agres that we may aceess your Account Data upor our
reqglest to Clover, and owr use of yaur Account Data is
governed by the terms sel forth in the Agreement.
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Frotecting Your infoematlon, You are solely responsibie:
for ansuring that your account numbars, passwords,

sacurity quastions and arswers, dcgin details and any.other |
sBourity Or acteas Ir‘fﬂrmafmn usn:j by you to use of aceess, |
tre Claver Service are kept safe and copfidential. You st

- prevent unalthorized peuess to wndd use of any Ageount’

Deta. Yau ars responsitis for el eléeiranfe sommurnications
gant fo us ar te any {hixd party hcludiiyg Clovely cortaining
Accounl Data. Yhen we recelye sommunications
sontaining Account Data, ve sasuma you sert itto Ls, You
rus immediately notlfy us If you becorme aware.of any
ioss, thell of uwautherlzad use of any Accaunt Data. Yo
réserve tha right Lo dany.yeu access to tha Clover Service,
I whale or in par, f we believe thal any [usa, that or
Lnassthorizad use of any Account Dala or potess
Infarmalicn has oecurred, :

Accuracy of Information. You ara solely responsible for
enauring the acouracy of alk infermat|on and gala regarding
your business that you orovide fous 3¢ our senice
providars | corneclion wilh the Claver Bervice (2.9.

meonus foaded ante the Davica), [n addilion, you are sofe?y
responsible for verlfylng that ak information and daia loadad
oot a Device by us o our service providars at your requsst
are acolrate prior to your 2usiness 4se of such Devise, We -
and eur service providers disolaim ary ard alf Babltity
atsing out of amy Inaceuracies with respadt lo such
Irformation or data,

Ciover Service Disclaimor, Use of the Clover Service or
aity Equipment provided with the Clover Seivige Is at
yotr own risk. To the maximunm axtent permitted by
applicable law, the Claver Servica i provided As is and
Frocessor makes no representations or warranties of
any kind {express or implied) with regard to the Clover
Service, including, without limitation, warrantios of
accuracy, marchantabliity, fitness for a particiar’
purpose or non-infringement, or that the Clover Sarvice
will fupction unlmterrupted or errar-free, or that tha
Ciover Service Is secure, free of wirlises or ather
Harmiul cczmponents of that any defects or errors will
ba corrocted.

fndemnity. Without iimillng your indeminiticaticn ubiigations
In the Agreernanst, you agree to mdemily and hoid us
harmlass from and agalnst aff lossos, liahlities, darmages.
and axpanses {inciding reasonable dt‘cnsyﬁ lees) arlsing
ot of or rafating te!

o} Your failure to comply with all terms ard condiions in
this Secion 42, mcluding bt net limited 1o the Clower
Ops Guide,

(b} Your use of ary Svslomer Information obtained in
cannection with your use of the Clover Sewic_e;

{2} The cortent ar defivery of any marketing mossages
that youi send or cause to be sent to any Customer
phone numbar or emall address coliagted trough the
use of the Sfover Service; or

{d)  Any other party's access and/or use of tha Clover
Sarvice With your unicue username, password, ar
other approprisie sackrlly code,

Noticas, W may provide notices and othar infarmation
regarding ho Clovar Service 1o you via the method{s} -
descrihad in the Agreement of in lhe E-Sign Consenl
Agrecment sef forth balow.

Amgndment, Ve have tha tight 1o change or add o the
terns of this Seotion 42 at any me, and o changs, defete.
discantinie, o impese condilong on any featura or aspact
ofthe Clover Servica wih notica previdod to you as set

forth In subsection 32,14 asova, Any use of the Claver
Service after ouF publizaiion of any slch changes shalk
sonstilute your acceplance of s Agroament aa modified.
ideas. You may chaoge of we may invita you to submil
comments of 'deas about the Clover Servies, Ingluding,
without [mitalion, about now 19 improvesthe Clover Bandca
{ldeas). By submitling any Idezs, your agrae that; (a) we. -~ -
axpresaly disclaim any confldantiafily obligations or use
rastrictiona, exprase or implied, with respect to any idea, (b}
your subyrissicn wiit be non-confidentlal, and {¢) we are



free to use and disciose any ldea o1 an unrestricted basls

without notliying or compensating you. You release ug from
all kability and sbkgations ihaf may arige from eur recelpt. .
roview, use or disclosure of any porifon of any Idea.

" 4247 Third Parly Reneficiaries, Procassor's Affiliaies ang ary -

Persons Processor tsesin providing the Clover Sewvice are
Intanded ‘hird party benaficlariea cf this Secion 42, and
each of trem may enforce lts provisiors as i it was a party
hereto. Excapt a5 exoressly prwlded in thiz suhsection
42.17, nothing in Lhis Section 42 is Intended to confer upon
any Persors any righls or remedies, and the parfies da not
intend for any Parsons ‘o be fh|rd-party beneficlaries of this
Bectlon 42.

43 Special Provisions Regarding Claver Go Servles (Mobile
Paytments)

If you slest tv use lhe C'over Go Service, the following addittonal
terms and conditions of t1ls Secifon 43 shal apaly.

The Clover Go sarvice s provided to you by Processor and not Bank.
The Clover Go service, transactions processed, and other mattars
sontemiplated undsr this Ssction 43 are subject to tha terme and
sondifions of 112 Agreement, a3 applicakle, excapt to the extent the
terms of this Seeffon 43 d'rectly contlict with another provision of tha
Agreemeant, Ih which cage ths lerms of this Seefion 43 will sortrel,
provided howevsr, Bank is not 2 parly ‘o this Agreemenl Insofar as it
applies o the mobile payments service, and you acknoviedge that
Bank Is not liakls to you in any way with respact to the moble
payments service. For fhe purposes of this Secfion 43, the wards
"wa,” "pur™ and "us" re‘er ohly (o the Processor and not the Bank.

43.1

432

438

434

43.5

43,7

43.6

Your mobile payments service (Clover Go Service) onabies
yau to acgupt card- based paymants using (a) a smart phone
or other supperied moblle device that you provide, (b) an
approved card reader you abtain from us (Clover Go
Reader), anc {c} an application (Clovar Go App) that you
dawnioad frem the Apple App Stare or Google Flay. The -
Clover Go Service does not support offline paint of zale
activities and requires Intarnet connectivity for proper
functioning. We may Ladate the Cluver Go Servize from fime
{olime.

Only Apple 10z and Gocg.é Aidroid operating systems are
cornpatible with the Clover Ga Service, and only gerain typos
of mobile dovlces using Apple 108 and Google Ardroid are
supporied far tha Clover Go App and Clover Go Servica.
Plaase contact us inr infarriatian ap whather a particutar
mobile devics |s supportad for the Glaver Go App and Clover
Go Senvlce.

Additional terms of usa (Clover Ge Terms) apoly io the
Clover Go Sarvice, FFrarn thme o time, Clover Go Terms will be
presenled to you electivhically on an "In-application” basis,
and yuu will be required o "silck to agree" oofare being
permitiec tc useo the Claver Go App, IFwe upcate the Clover
Go Terms you will ke reguired to "clic< 1o agree” fo the
updatad Clover Go Terms Ih order ta use the Clover Go App
agafn,

To use the Clover Bo Service, you must also be using, af
a minimum, the TransArmor Data Profection Service,
which Is spmatimes referred 1o an TranaArmor Tokenlzatlon
and Encryptlon, You mray alst chogse to use the Claver
Segurlty Flus Sclution Services, which Includes the
TransArmor Data Protection Service.

If you are already using the singo-{oken veraion of elther the
TransArmor Data Protection Service of Clover Security Plus
Barvices, then ne additional TransArmor products arc needed
for the Claver Go Service,

if you are using the Payeozy Gateway or if you accept card-
niet-present payments {for examrpla. Internat payments), you
may need 3 different TransArmer product. Please contact us
for infoemaltion.

tf you are not aiready using a TrangArmor pradust, then you
misst first aign an agreement for an eligible TransArmmor
product,

Usge of Clover Go readers is af your own risk. To the
maximum extent permifted by applicalie law, Clover Go
readers are provided As fs, and we make ho
represoniations or warranties of any kind (express or

impliad) with respect {o clover go readers, including but
not limitad to: (a) warrantlos of quailty, accuracy,
merchantabilily, fitness for a partficidar purpose, title, or .
non-infringomeny, (b) any warraniy that the claver go ..

readers will function unintarrupted or arrordyes, (cany .,

warranty that any defacts or errors wilf ho cotrected, or .
(d} any warranty that tha clover go readors are securq,
free of viruses or ether harmful r:amponenrs

44 Special Provigions Regarding Clover. Care

241

44.2

44.3

44.4

44.5

446
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If you purchase Clover Care, Inchided Equlpment maang
equipment listed In the Equipment Delalls seetion. of this.
Agresment. Clover Care replaces, at no additional eharge to
you. Included Equipment that has fa'led during the Clover
Care Tetm dus to manufaciurer dafects In materials or
woriananship, normal wear and tear from Lsa in your
bus.ness, ard accldental damage fron bandling, Marchants
wilh Included Equiprrant locatad In New York: sex Beilow for
material [imllatiang on Clover Care protection.

Chover Care protection begins when we ship you the ciuded
Eaulpment and centinues for three yoars fram that date, {the
Claver Care Term). Clover Care prolection exiends to
replacemeart devices for the remaindsr of tha arlglnal unit's
Clover Cara Term,

{a) During the Clever Care Temm, Clover Cate protactior is
Imied 10 3 replacerrents per devica ligted Ir this
Agresment.

fb) W reserva tha right 1o replace Included Equipment with
refurblsed unlts, You acknowledye that Clover Care
protection extends eniy te lhe functlonaity of devicas,
and nat (o cosmetlc appearancs or other non~fu'\chonal
maliers.

fe] Ifthe model of unit to be raplacac la na lerngerin
Irventory, we resarve the right to replace that unil with a
madel of the same or belter functionallty. Under na
circumstances wif we pay or eredil you with cash in fiel
of a replaced urit. ’

For assistance with a failed unlt, contact Custorrer Sarvice, If
we confirn that the urit ‘s eligile-for replacemant, wo will ship
you a replacemant urit at ne additienal cos:. We reservo the
righ (o replace szsh failed unit of your Included Equipment
with refurbished equisment. You may elect o purchase a new
unit al aur then-suicent rates if vou do not want a refebishad -
unit, but we will ne: appiy any cnedﬁm the purchase price of &
new unlt.

You must retus esch falled unit and its refated accassories to
us within 45 days after recehng the roplacemart unit, The
package conlaining the replacament unit will include a prepaid
shipplng fabel lor returaing the failed Lnit. You must ship ilie
failed unit {including atiy relatad unit ascessorfes) in the same
container we Jsed to ship you the replacement unil If you do
not rerurn a faited urit {or any releted aceassorles) to us within
45 days, we will charge you our then-current rate for that unit

Of ACCRHSOMY.

Exclusians, Clover Care does nob:

{3} Replace or vtherwise protect Included Equipmentin
cases of loss, theidt, Intenticnat damage, or demagea to
urlts inclrred heidentally to fire or locd damags to your
business premises. Clover Care is vold if you breagh this
Agregment or yeiir tharchan: processing agreement,
Claver Care Is not insUrance nor a substitute for
insurance,; or

{b) Apply to defests or damage resultlng from software,
intarfaces, or suppliss we do not provide; loss or damags
it transit betweaen your locatlons, your or your wendors or
users' improper slte preparation; or failure to follow
wriltan instructlons on proper use of the [ncluded
Equlpment.

(&) Merchanls with Included Equipment Iocated i Mew York:
see Seclion 44,7 far material additlonal exckisions.

We may charge you our thenscurmént fate fof ary "elurned unil
that {1) the Agreement excludos from Clever Care, (2) has an
axpired Clover Care Tarm, (3) dogs 1ot match the serlal
numhar of a unit for which you purchaaad Clover Care, or {(4)
rasuls In a no-prebieen found claim (an NPF Claim). An NPF
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Claim will result If 2 fastoty fechniclan could not reproduce
your reported defect in the raturnest unit or ihe refumed unit
peforms to specifications within the factory's automatad
qualily assuranca tasting program,

New York Marchants. Far Included Equipment focated In
Mew York, Glover Care proteclion does not Include darags
arising from normal wear and tear {(except as arlsing from
zroduct defect) or accidental damage from hangiing.

{a} Subjectlo the conditions and exclusions set forth in this
Agresment. Clover Care -eplaces, at na additiona
charge {0 yaul, Inciuded Equipment that has faifed due io
marufacturer defests in materlals or workmanship.

(b} In addltion {o the exclusions abovs, Clover Cara does rat

replace or othensdse protect Included Equinment arlsing
from cayses ather than manufacturer defects i malkerial
or workmanship, induding without imitaticn: damage
rasulting from smashed or cracked Linits of scraens,
extranaots materiais nthe nterior of the und; contagt
with ligiids; miasing unit covars; imefted or burnt Units,;
coametls damage; your or your vendors' of users'
[rmproger or inageguate malntenance; or other visible
damaga. Clover Cara ia void if you bresch this
Agreement, Claver Care ig no! Insurance nor a substitute
far Insdrance,

(c) vou acknowledse that the Fees charged by us are not
reduced for Included Eguipment focated In New Yok,
rven trough there are lesser protecticrs provided and
broacder exciusiens,

45 Arbifration; Ghoice of Law; Vanue; Walver of Jury Trial

45,1

45,2

453

454

This artitration provision shall be broadly interpreied. Ifyau
have a Dlspute with us that cannot be reacived informally, you
or we may aiect lo arbitrale that Dlspate in accerdance with
the terms of this arblration provision rathar than 11tigate the
Dispuie in cowt. in artltration, there is ro judge or jury, and
theore is less discovery ard appellate ravisw than in cour,
Netwithsianding Section 45.1, you and woe agree tha: the
followdng will not be subject t¢ arbitration: (@) displites ratating
to the scope, validdy, or enferseability of this arbliralicn
provision, (&) any claim fisd by yoi: or us i wiich the amount
in nontravarsy |s property within the jurisdiction of & amal
claims court; and (c) any dispute related to the validily of sy
parly's inlellectusl propearty rights.

If you or we slect to rescive your Disputa through arbitratian
pursuant to tis arbitrstion provision, the pady Initiading the
artitration srocesding shall cpen a casa with the Arerican
Asbitration Asseciation - Case Filing Services, 1107 Laured
(nok Roed, Bute 100, Voorhcos, NJ 05343, B77-435-4185,
waw.adn.org.

Fiecause the Services provided to you under this Agrsement
concern inlerstate eommeres, the Fadaral Adltration Agt
(FAA; witt govern this arbitratizn provislon, including the lssue
of whether the Dispute is subjact to arbitration. Any arbitratlon
will be governad by the Commerciat Arbitration Rules of the
Amaricar Arbifration Assoclation {(AAA). if there |3 a copiicl
hatween thig arbitration provision and tha AAA Rules. this
argiradon provision ahall gover. if tha AAA will not administer
a proceoding under this arbitration provis:on as wrilten, It
cannol setve as [he arbliration orgarization to rescive your
{ispute. H ths sifuation arlaes, the partics shall agree on a
substituie arbitration organfzsden. If the partizs are unsbla fo
agree, the parties shall inutuaily petlion a court of appropriate
furisdiction te appoint an arbitration grganization that wilk
administer a proceading under this arbiiration provision ag
wiitten, If thers is a conflict Hetween this arbltyation nrovislon
and the rest of this Agreement, fis arbilration provision shall
gavarrn,

Asingle arbitrator whl resolve the Disputa. The arbltrater will
hanar claims of privilege recognized by law and will take
reasohable sleps to protect your information and other
sunfidential or proprletery information, If the claim ailaged In
the BDismute is for $10.000 or less, and the Dispute is not
extluded based un Secfion 28.2 above, you may chanes
whether the arbiizalion will ke conducted sotely based on
decumenrts submitted lo the artiiratos, through a telephonic
hearing, or by an In-person hearlng Lnder the rides of the
seiacted arbliration orgarlzation. The arbitrator wilt maka ary
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award In wiiting but nead not provide a statement of reasens
unless raquestad by a party, An award rendsrad by te
arbitialor may ba smiared in any court having jurisdlction aver
lhe pariles for purposes of enforcement,

[ an award grantag by the arbitrator exgesds $560,000, either
party can appoeal that award to a three-arbitrater panet
sgnnistared by the same arbitration orgacization by a written
riotice of appesl flad within 30 days from the date of entry of -
the written arbiiraflon awsrd. The arbifration organ:zaticn will
then noilfy the other panty fhat the award has beer appselsc.,
The rrembers of e three-arbitralor panel wilk to selasted
augording ta the AAA's Commercial Arzitration Rules. The
threo- arblralcr panel wii Issue its decislon within 123 days of
the cate of the appealing parly's natice of appeal. The
Jacision of the three-arbitratar pans| shall be finat and binding.
except! for any apreliate rfght which exists under lhe 784,

All partiss to an erbitratlon must be Individuaily hamed, There
shall bs na sight or authority for any cialims to be arblirated or
itigaled on a cless =metion, jont, or consclidated basis o7 on a
basie invalving clelms brought In a pursored ropreseniative
capacity on behalf o the general public (such as a private
attorney goneral), other dlients, or other persons,

The arbitrator may award Injunctive or simitar relisf only la
favor of the individually named pary and aniy to the extent
necassay to provide relief warranted by that Individual party's
ciaim. The arbitrator may not award injunctive relief applicatle
fo ary glass ar akmilarly situated indlvidual or groups.

The arbbraticn ol take slace In New York, NY.

We vil: ralmburse you for filing fees and arbitraior's cosls and
expanses you nofify 1o us after bringing the claim atthe tima
the demand or clzfm |2 filed with the AAA, ag noted Ir the
AAAs Commerciat Arbifralion Rules and Mediation
Froestiures {(Amended and Effactive May 1, 2018}, You are
reapongibie for afl addltional costs that you incur in the
arbitratian, Inplucing, but not limited lu, fees for attormeys of
experf withessas, If the arbitration is resolved b our favor, yau
saal rafmburse us for the Rling fees and costs paid up to e
axtenl mwardable in a judicial prosesding. I the arbitration is
ragaives It your favor, you will not be ragUired to reimburse us
far any of the fees and oosts paid by us. Netwlthatanding
anylhirg o the conlrary in this arbitralion pravision, we wil
pay 2il fees andg eosts that we are required by taw 1o pay.

if you do not wish to arbitrate dispuies, youa must notify
g in writing wlthin 30 days of the date that you Hrst
recaive this Agreement By writing your name, address
and account niumbor as well as a olear sfatement fhat you
de nof yish to resclive disputes through arbitration and
ganding thaé nofice elfher (3} by e-mail 1o

arbitrationop toti@lisarv.com; of () by mailing to

Arbitration Opt Out Notice, 3976 NV 1201h Avenue,
MS/CON-ARRB OUT, Coral Springs, FI. 3305 (these
adiresses are only for submitting the notice described in
this sacifon). Your decision to opt cut of arbitratlan wirf
hrava no adverse effact on your relationship with us or the
Bervicas provided by us.

if any part of Sechon 45.7 i fourd o be fegal or
unanforesabie, the enfire artbiraton provisior wil be
unarfareaable, and the Dispule will be decided by a vourt. If
any othar elatse in this arbliration provigion la foand ‘o ke
flegal or unanfarceable, hat clause will ve severed from his
arbitration provision, and the remainder of this arbitralicn
provision witl be giver full force and effect,

Chrice of Law. Shelce of Law. Our Agreement ajall b
governad by and construed In accordance with the laws of the
State of New York {(withcut regard o its choics of faw
Pravisians).

Vanue. W nave substantial facililies in the State of Naw Yark
and many of the services providad under this Agreemen: are
proviced from |hess faciiies. The exclusive vanus for any
actions or cleima afslng under or refated to (his Agreement
shall te iri the appropriata atale or federal court iccatad in
o York, New York, '

Waiver of Jury Trlal, You and we have agrees fo waive the
rlghe to trial by jury,
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Farce Wajeurs. No parly shail be llable for any default or
delay in ihe performance of its obiigations under tis
Agreement if and fo the extent such defaull or dalay |
causad, directly or Indiractly, by £1) fire, flocd, earthqualka,
elomenls of nature or other acls of God; {2} any terrorist
altagks or cutbreak or escalation of hostilities, war, ttofs or civi
disorders in any country; (3) any act or omisgton of the other
party or any gavernmaenl authasity: (4) any labor dispuies
{wnether or not employess’ cemands ara reasonakle of within
the party's power te satisfyy; or {5} the nonperformance by a
Person for any similar cause beyoend the ressonable control of
such party, Inclucing without imitation, faitures or fluctuaticons
in telecommiunications or other equipmsent. In any such avent,
tme nan-parforming narty shall be excusad from any furtner
parformance and observance of the obligations s¢ affecled
only for as leng as such circumstances praval!, and such parly
continues to uze cammerclally reasenable sfforts to
recommence parformance or observance as soon as
practiaable, Motwithstanding anything to the contrary in this
paragraph, your falurs to racelve payment or funds from a
Person shall nol excuse the performanes of your obiigafions
to us under this Agreemant.

Compliance with Laws. |n perlorming its obligations under
this Agreerrent, each party agrees fo comply with al laws and
regliations appilcable {o . Yeou further agree to caoperale and
provide information reguestad by Bervizers, es Servicers
detarmine necessary, it facililate Servizers complance with
any applicatie law including without imiiation the rules and
reguiations promuigated oy the Offize of Foreign Asasts
Control of the US Dapartmant of the Treasury. You further
acknowledge and agros that you will net use your mershant
account andfor the Senvices fur llogal transactions, for
oxampie. those prohibiled by the Unlavdul Intemet Gambirg
Enforcement Act, 31 U.B.C. Sastion 5381 ot saq, 23 may be
amanded from fime to lime, or thass involving any Persan
lisled ontha U.S. Bepartment of Treasury, Cffice of ~orelgn
Assets Contred, Specially Designated Nafionais and Slocked
Parsons List (available at wawireas govraiae) orthe US.
Deparment of Stawe's Terroist Exclusier: Ust (avallakie at
waww slate 9oyt or far the processing and poceptance of
fransactions in cerain jurisdicions plrsuant 10 31 CFR Pant
8O0 of seq. and other laws eénforced by the Ofice of Farglgn
Agaeta Control (GFAC) o In conrecton with illegal activity of
anry kind.

Notices. Except as othenwise spacifically provided. ail notices
and clher commubications raguired or permilled hereunder
{other than those invoiving normal operational mattens eleting
13 lhe procassing of Card transactions) shalf be in wriling, if to
you al your address appearing i the Application or by any
electronlz means, ircluding but not limited o the g-mai
address you have pravidad on the Application, |f 1o us al our
address appeaing I Sselion 4.5 of Part 4 of this Agrooment,
with a copy to First Data Merchant Servicas LLE, 4000 NwY

4 201h Avende, MSICON-SMB, Coral Springs, FL 33685,
Altertion: Legal Dept, and Notices shall be deemed 1o have
been given if sent by mad or eourer, upon the earlier of & days
atter malllng, or when aclually receivad andior dedlvered.
Nofice given in any other manner shall be effectlve when
actually received. All such nofices must include your merchant
nama(s} and merchant identification number(s). Falure fo
provide Notice to this addrass, ar include this pertinent
rearchant information, will be deemed ineffective. Noflces ta
your last known address (including e-mail address), as
Inctleated in our secords, shail constitute effestive nolive ta you
uneer this Agreement. If vou change yaur acdress (ncluding
e-mait addrasa), you must noily us at feast 30 days grior fo
the effactive date ¢f any such change. Failure to provids us
with 2 valid addre st (ncluding c-meil address} may rasult in
the terminalion of tha Agreemant,

Headings. The headings contalred In this Agreement are for
convenicnae of refareae onty and shall rot in any way affect
the mearirg or fohstriction of any provision of this
Agreement. )

Sevarability. The parties inlend every pravision of this
Agreemont fo be saverable, If any part of this Agreementis
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not erforceable, the remalring provisions shall remain valld
ang enforceable,

Entlre Agresment; Walver, This Agreement cansitutes the
antire Agresment helween the parties wilh respect to the
suiject matter thereof, and supsrasdes any previeus
agreements snd uncarsiandings. A parly's waiver of a hreach
of any term or condition of this Agree:nent shall not be
deeimed a waiver of any subsequent breach of the same or
anothar tarm or conddidlon. .

Amandment. We may medify any provislon of this Agreamant
by pravidlng witten natfee to youl You may choose not (o
accept the requirements of any such chiange by ierminzating
the Agresinent within 20 days of racalving nalice. i you
choese fo do so, notify us thal you are tarminating for this
reason so fhat wa may waive any eardy terminaflan fee thet
might otherwlss apply. For purpeses of this section, an
clectronic or "clickswrap® nolice infended to medlfy or amend
this Agraarnart and waich you chack ™ Aseept” of "t Agres” or
otherwise accept through an electreric process, shalt
oonstitute 'nweling ag regulrsd horein, This Seclion 46.7 does
rat apaly to fee changes, which are goveryed by Sections
25.4and £5.5.

Third Party Benaileiarles. Our respectiva Affliates end any
Perscrs We Uas in providing the Satvices are third party
heneliclarias of this Agreemant and each of them may enforoe
its provigions as It was a party hereto, £xcapl as expressly
provided 'n this Apreement, nothing In this Agreementlis
intended o conier upon &ny Persoh any fights of remadias,
and ihe parties do not Intend fer any Persong to be third-party
benaficiarizs of ihis Agraement.

© Card Organization Rulas, The parties ackrowledge that ihe

Visa, Mastercard, Dizcover Netwaork, and PayPal Card
Orgarization Rules give Visa, Mastercard, Discover Network,
and Pay@al certain rights la require termination or modiflcation
of this Agreament witn respect to lransactions Invelving Visa,
Mastercard, Discover Network, and PayPaf snd the Visa,
Mastercard, Discover Network, PayPal systams and to
tnvestigate you!. The parties also acinowledgs that lssuers of
othar Cards, for wivch we perform sanvices on your babalf,
may kave similar rights under thelr apglicable Card
Crganization Rules with respaet tc this Agreement's
appicabllity to transaciions invoiving such olker Cards.

Publicity, Client ray not use the loga, reme, trademark, or
service mark of Processor and for Bank fn any manner,
Inchusding withoul limbkatior, in any sdverisements, displays, or
press telsases, witheut the prior wiiften consent of Processor
and Bank.
E-5ign Consent Agreement
{1} Consent

{a} By signing ihe Cenfirmation Page, you cersent and
agree that:
Frocasser can provide disclosures required by law
and other information about your legal rights and
dutias tc you electonically,
Where required or requestad, your electronic
signatura (via “click-through” or othar method) an
agrearents and decumonts relating 10 the Clover
Servie has the same effect as i you signad them in
M.
Frocosaar can send alt cormmunicatians, blliing
staternants, amandments to the Clover Servics,
rotices, and olher disclosures or informetion
regarding the Clover Service or your use ofthe
Clover Service or the Services ag defred in the
Agrsement {cofiectively deflned as Disclosures) to
yau electronically (1) vie e-rngll, {2} by access fna
wab site 1hat wa designate in an e-mail nolice we
sang to yau at the time the nfarmation ls avaltable,
of {3} to lhe exten] parmisaible by iaw, by access to
a website that we will genarally designata In,
advance for such purpose,
¥ you want & paner capy, Yout can print a copy of the
Clsdlosua or downlead the informatien for your
rpcuids.

()

{c)

{)

{e)



{f  This consent appiles fe all iuture Disclosures sont ko
yalt in constion with the Clover 2ervice, the
Agrasmant, o your use of the Clover Servite or tha
Services g8 defirted In the Agreerrant.

{2} Lagal Eifect

By consantlng. you agrss hat siscironic Disclosures

have the same maaning and effect as If Processor

provded paper Disclosures (o you, When Processor

. senos you an amail or other elecironic notifcation
alerling you that the Cisclosurs ls avaitable siectronically
and makes |t avaifable onéine, that shall have tho same
maaning and effect as If Processor provided a paper

Ciscivsure to you, whether or not you choose o view ar

print or downioad the Disclosurs.

47 Glessary
Ag used In this Agrsement. the foliowing terms mean as Sollows:

Address Verification Service {AVS): A service provided {hrough
which the merchant verifies the Cardholdar's addiess. In whole or in
sart, Primardy used by Mell/Telephone/ inlatmet ordar marchiants,
Address verfication I8 Interded o dater fraudulent lransactions.
however, an AVS Match dees not guaraniee that & irarsaction is valla,
A1 AYS request shodld generally be submittad with an sutharization
refuest, The AVS response, if gvailable, however wilf net impact
whathar any assoclated authorzation reguest s approved or denied,
You may be charged an AVS fee for any AVS requast vou submit even
i we are nol able to orovide a response fo the requeat.

Afflifater Person that, directly or indiractly, (1) owns or contrels &
party to this Agreement of (2} Is Under commoer ownership or sontrof
with a party fo this Agreement.

Application: the Applicatian for Services exacuted by you.

Authurization: approval by. or on behalf of, ihe [ssuer to vallsare a
frargacticn, An Authorization Indicatas onlfy Brat the 3susr has
corfinmed thers is sufficfent avalizbilily of funds on the Cardnoices
acnourt at the tima ha Aulhorlzation Is requested,

Authorization Appraval Code: A numper issued {o g partivipating
merchani ty the Authorization Center which confitms the
Authorization for 4 sale or service.

Authorization and Gapiure; Refers to lha communication of
Instructlons from your POS davice or olher systams o our compltey
systams, whether the sccmmunications ars for authorization requests
or any oiher capture of information,

Authorlzation Center: A depaitrent that alectronically
commmunicates a merchant's request for Authatlzation on Credit Card
transactions io the Cardheider's bank and transmits such
Authorizaton to the merchant via elecironic equipment or by veice
Autherization,

Bank: The bank identfied vn the Apgiicatlon slgnad by vou.

Bankruptcy Code; Tiio 11 of the United Slates Code, as amanded
fram: tire fe time, Baich: Asingls Submission to us of a group of
transactons (salas and Credies) Tor setdesent. A Bateh asustly
ragresents a day's warth of irangactions.

Businass Day: Monday through Friday, axciuding Bank holidays.
Card: Bee sither Credit Carg or Debl Card,

Catdhokder: Means e Parson whose name ls embossed or a Card
and any authorized user of sich Card, siso referred to ag Card
Mesmber by Amerksan Express.

Cardholder Information: the dala contalned on a Card, o otherwise
providad to you, that Is required by the Paymarts Oranizatior or us
in‘order ta proceas, apgrove andior solfle a Card transaction.
inctuding the names, addrosses and Card accourt numbers of
Cardholders,

Card Not Prasent SalefTransaction: Alransarion that cocurs when
the Card Is not present at the polnt-of-sale, induding Infsmst, mall-
order and telephone-order Card sales.

Card Veriflcatlan Codes: Athree-digit value printed in the slgnature
pantel of most Cards and 2 four-digit value printod ori tha front of an
American Zxpross Card. Visa's Card Verilizatlsa Coda is kngwn as
CVVZ; Mastercard's Card Verification Code Is known as CVCZ; the
Card Verifivation Codes for Biscover Network, PayPal, and American
Express are Khown 45 & Gard identification Numbers /CID), Carg
Verffication Codes are used fo deter fracdulent use of an account
nurnber in 2 non-face-tu-face environmend, (e g., mait orders,
ielephone orders and hiternet arders).
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Gerd Verlficatlon Value (CVVyCard Valldation Cade {CYCY/Card
{dentification Data {CID;: A unigue value encoced on the Magnetiz
Stiipe of a Card used tc validate Card Information dtirlng the
Authorization prozess.

Cardholder Verlfication Method (CVI: A methicd used to confirm
tha identity of & Cardholder and to signéy Cardholder seceptanca of 2
{rarsaztlon, such as signatuse, Cifine PN, and Online PRV,

Cash Benefils: An EBT acoeunt maintained by an 3suar that
rapresen's pre-furded ot day-of-draw benelits, or hoth, admirlsterod
by one of mofe governmen! enlidias, ard for whick: the Issuer has
agreed ic pravide aceass under lhe FRT program, Mutiple benefits
Mgy be combned in a single cask berefit acsount,

Cash Over Transaction: Dispansing of cash by a merchant in
sorreciion with a Card sake, ciher than a PIN Deit Card transaction,
for the purchase of goods o servizes,

Charge or Chargas: Tne total price, ingluding all apclicable taxes
and gratulties. far the purchase of goods or services at a merchant for
which a Sardholdear has signed a Sales Draf or otheraviee indicated
iment lo pay with a Card.

Chargsback: A Card transaction for disputed porlion) thal is refurnad
o us by the [ssuer. Clientis responstite for payment to us for &l
Lhargehacks.

Chip: At Integraled micrachip smibeddad on 2 Card contafning
cardhutder enct account Information,

Chip Sard: A Card with an embedced Ekiv-complian: ohip containing
mamery and inleractive capabilities used 1o Identify and sicre
acditional dala aboul a Cardnolder, an Accourt, & both.

Ciaim: Moaans any clalm {Including initial claims, counterzlaims,
cross-claims, and third pary clalms), dispute, or controversy betwaen
you and us ansing from o refeting to the Agresment or pricr Card
anceptance agreements. or the relatorshlp resclling tharafrom,
whelher based in contract, forl {inchuding regigence, strict llakdity,
fraud, of otherwise), statutes, regulations, or any other theary,
Including any question relating to the existence, validity, performance,
corstruction, Interpratation, enforcermant, or terménatian of the
Agreemart or prior Card acceptance agreements of the relationshlp
resufifng therafrom.

Ciient: Tha parly kicrificd a3 Client on the Application. The words
Subscriber, you, and your rater to Slhiert, Alse, sometimes refarred
to a3 Merchant.

Contactless Payment: Paymers performad N & Card-Present
Envlronment with a Cerdactlzss card or Payment Device fo.g., Mobile
phone) af the Polnt-of-Transaction.

Cradit: Arafurd o price adjustment piven for a previous purchsase
transaction.

Credit Card: a paymenrt account thut iz {2) presented 1o you in
varfous Jorns (ncluding cards, fois, tegs, mobile devices, o virual
fomms}, (b) bears tho Meark of a Paynients Organization, and {¢}
erables the Cardholder to buy goods or services on credit.

Gradif Draft: A document evidencing the return of merckandise by a
Cardhoider to & Clicnt, or ather refund or peice adjustiment made by

the Olient to the Cardholde:, whather electronlc, papar or scine othar
farm, all of which must confarm fo Card Organization Rules apd
applicabia |aw.

Credit Limit: The credl! line set by the lssuer for the Cardhoider's
Crotit Carg account.

Customer Activated Termlnal {CAT): A magnelic stripe terminal or
chip-reading davice {such as an automatic disgensing macine,
Limlied Amoant Terminal, or Self-Sendoe Terminal) that s not an ATM.

Bata Inzldant: any actual o potential uraulhorized or frabdulent
avcesa to for use, dischisure, or alteration of) {ransacticn data,
whelher consisting of a single cvent, a continuolig sourse of avents,
or a series of related syents.

Data Incident Expenses: means: (&) any obligations thal you have fo

u3 ansing from a Data Incident including EMY Upgrade Cosls: (B) the

costs of & securily assessment conducted by B qualiied security

asaessor approved Dy a Payments Organization or PCE to determing

the cauae end axient of a Data Incldant; and (o) any reasonallo fees

and expenses incurred by 3. of by you with sur pror wrilten consent,

for any Mitlgation Services specifically approved by s in writing but '
only 1f the Mitlgation Services are provided wilain 1 year following

discovery of fhe relevant Data Incident.



Dzta lisage Charge: Charged to you for our processing of Sefes
Data gant to vs. Debl.Card:a payment account that is {3} presented
K you In varlous ferms {Including cards, fobs, tags, mobile devices, or
o vl forms), ) bears the Mak of o Paw*‘:ents Chganizalion, and (g}
enaies the Cargholder to buy goods. oF services by debltng the
Cardnolder's bank accnurt or stored valusfprepaid acoount.

Dial-itp Termirai: An :\u!nqﬁzat ot davies which, like o tefephane,
dialz an Autherizalion Center for validation of transactions. '

Blsgount Rate: A percentage rats andior amodunt charged 10 &
merchant for provassing-ts qualifylng dally Credit Card and Nor-PiN
Debit Cand frangactions, as set forth It the Appileation. Transactions
tiat fail to meet applicabis Interchange eyuiremants will be charged
addfonal amounts as get forth In Saction 25.1,

Electronle Benefit Transfor (EBT) An Electronle Senefits Tranafer
system used to daliver cedain government dedsverad cenefits,
including without limliation Cash Benafity and FNS, SNAPR and WiG
Benafis, to EBT cuslomers,

Electronic Draft Capture (EDG): A process which allows a
merchant's Dial-Up Termiral to recaive Authorization 2nd capirs
transactions. and electronically fransmit them fo the Processcr. This
aliminatos the nesd lo submit puper for processing.

EMV Upyrade Couts: ths costs you agroe to inour le upgrade
nayment accentance and pracassing nardware and softwara ‘o
anable you 1o aceept and procass EMV-enabled Cards it a manner
sompliant with the PCI DES.

Entity: Mezans a corparatian. partrership, sole proprietorstip, frust,
associaton, or eny other legally racognized entity or organization,

Factoting: The submission of autherizalion reguasis anc/or Sales
Lrafts by a marghant for Card sales or cash adwvances fransacted by
anciher buslness, Fastoring ls prohlhited,

Fixed Acquirer Nebwvork Fog (FANF): Fes thai applies to the
aceeptance of all Visa Sranded praducts and is based on bath the
8iz% and the number of marchant localions, The fee will be assessad
per merchant Taxpayer }0, based on the numbor of men.har\t
focaficns, Merchant Calagory Goge (MGG), and manihily Total Gioss
marcharit Saies Yolume associated with each Taxpayer 10,

Fraud Full Recourses One obAmercan Expross’a Chargehack
progrants

General Forms: Fart 2 of the Program Gulde, Including any
amendmenls ar medificatiens.

Gross: When referred o in connaction with transsation amaunts or
feag, 1efers 10 the tolal armount of Card aales, without sel-off for any
refunda or Credits.

Imprinteit A manugl or electrlc machine used to physically imprint the
merchant's name and |G number 2s well as the Cargdholder's name
ani Cerd mianber on Safes Drafts,

issdaer: The financlal Institulfon or Card Organization {or other Entity
authorized by a Card Orgamzdtmr) which has issued & Card o 3
Persan.

Limited Amount Terminal: A Customer Agtivated Ferminal that nas
dals caplure anly capablilily, and aceopis payment for ferms such as
perking garage fees, road folls, molion sicture theater entrance, or
magretic-stripe {2lephnnas.
Magretic Stripe: A stripe of magnetic information affixed to ths beek
of a plastic Credit or Deblt Card. The Magnetis Sirive contains

. assential Cardholder and azcound infarmation.

Marks: Names, logos, embiems, brands, service marks, tracdemarks.
trade names, lag finzs or other proprigtary designations.
Mastercard Account Status Inguity Sorvice Fee: Zero doliar
Accolnt Slatus inquiry Sorvice regiests (including AVS, CYC2 or
both;.

Mastercard CVCZ Foo! A fes asscss*d for transactions acquired in
the U 8. Region with tha CVEC2 (3-digit sode on the back of the
Mastorcard issuel:! card) includad in the rahsaation for authorization
and where the CVC2 respense valus equals "M’ (Match) or 'N'
¢awaldidid not matchy, The fee will nol e applied to Accourt Stalus
. Erqulry {AST) requests. :
Mastercard Digital Enakisment Fee: A foe assessed by Masipreand
on selact Card Mot Prosenl fransactions,
-Masiarcard Processing intagrity Foe: The Mastercard Pracessing
Integrity Foo s assessad i the svent Mastercard cannot matsh an
aparoved authorization (o a settled transaction (withln 128 days from
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the date the authorzation was graned} or arovercal regLast {aihin a
zpaciilc trre frame), The Processing Integrity Fea can be avolded by -

settig trarsacttons only with an approved awthorization, If an
autherizetlon agprovat is no tongar needad, | must be slactrorically
reveraed wihn 24 hours for a carg- prasent yansaction or within 72
hours for card nat present transactior.

Madia: Tha documentation of monetary tramacl.ons (Ie Saées
Urafts, Credli Draits, computer printouls, ete.} .

Merchant identification Card: A plagiic stribossed card supplied to
each merchant (o be ussg far Imprindng information to be submitled
with aach daltch of paper Sales Drafts. Embestad data includes
Merchant |dentification Nurbar, name and soretimas mrerchant D
zode end terrinal number.

Merchant [dentification Number: A number that numerically
identifias each merchant jocalion, owllat, or line of business ta the
Frocessor for accounting and bikng purpcses,

Marchant Processing dpplication; The Merchant Pr:nr.essmg
Agplieatior and Agreemnant exectiad by Client, which is one of the
documents cantorfalng tha Agreement, .

Marchant Provider: Any Parson engaged by you to provide services
ta yol involving or reiaiing to 1) access to Cardholder dats;
fransantion data o7 informatios related to either Cardnolder data or
tranzaction data or £2) PIN encryplion, including witheut limitetion,
Encryticn Service Urganizaticns (ESOs).

Mitigation Servlce: a servics provided o a cardholder woass
informatien 8 the subjact of a Data Incident, where the primary

purpese of the service is tc mitigate the cffects ¢f the Data Ircident,
neluding tdantlty thek education and asaistawca and oredh
mamitoring.

Non-Bank Servicas: Froducts ang/er Services for whigh Bank is nat
rezponsitto of to which Bank is nict a parly.

Neon-PIN Dehit Card: & devicd with a Visa, Mastedcard, or Distover
Network Mark that isllad to a Cardholder's banik account or B prapaic
aczount and whish & proeoased vathout the use of B Pin.

Non-Guaiified Interchange Fea; The difference betwoer: the
intarchangs fee associated wiih the Antlelpatest Inlershange Lavel and
the interchange fee assaciated wit the maore coatly mtar hanga level
st whish tho trarsaction actually processed.

Non-Qualified Surcharge: A surcharge agplied to any transaction
that fafts 1o qualify for the Anficipulud Interchange Leve: and s
therefare downgraded to a moce coslly interchange evel, The Nen-
Gualifled Surcharge {IFe amount of which |s sed forth an the Sanviee
Fee Schedula} Is in addition to the Non-Quakfied Interchasge Fae,
which ls ales yous responsindity (see above, Section 25.1)

PAN Truncation: A procedure by which & Cardhslder's copy of a
Sales Deaft or Gredit Draft, or as regtired by applicabils law, the Safes
Dratt or Credlt Draft you retain, wil only reflact the last four dlyis of
the Card account numbaer,

Payments Organization. any p:yments essogfalion ar paymenrts
network we support whose cards o other payment forms you acsept
under vour merchant procesaing agreament.

Person: A lhirc parly individual or Enfity, otner thanthe Chau
Processer or Bank,

PIN: the personat .dent;ﬁcatlon number associated with a Cebit Card,

PIN Debit: a lype of transaction using 3 Deblt Card thal requires a
Cardheider {0 enter a PN for authantication, -

PIMwss Dahit: atype of Pik Debit transaction that, undor anplicable
Rulias and for qmilr,rlng transactions, does nof requite the Cardholder
o gnter & PIN for suthenlication.

Point of Sale (POS) Terminal; & deviee placed in 8 merchant incation
witlch is sonnected 1o the Processer's system via telephone lines and
is designed to authorize, record and transmit selifement data by
elecironic means for all sales fransactions with Prosessar.

Precesser: The entity idontifed br trie Applleation (other than the
Bank} whith provides cafiain serviges.under the Agresment. .

Program Guide (alss knowh 28 the Merchant Sarvices Program
Terms and Condittons): The booklat which tontaing Your Payroants
Acceplance Guide, the Ganara! Te.ms Third °a1yf\grecmen‘s and
the Condirmafion Page, which tegether with the Apdlication and the
Schedules thereto and documents ineorporated ihercin, songlifule
your Agreeiment with Processor and Bank. ’



© Regurting Pay::nani Indicator: A vidie Used to identdy fransactions

for which a Cardinolder provdes permigslon (o & merchant w dlltthe + . -

Cardholder's Card aceoyint al-ejther & prodetermincd interval er s

. agreed by the Cardholdsr for recuming goeds or services,

Rafaral; A tnessags receivad from-an issuerwhan o altempt for '
Autnorization requirss & nell 1o the voise Adthorlzation Canteror
Yolea Response Unk (VRUL I
Ragarve! money we owe {0 you {nel.of any obligations you ows ‘o us)
that we hold back in order to secure of fund your ahligations wilh us.
Reserve Agcount: An account esiablished and funded al our regquast
or ar: your Behalf, pursuant to Seclion 37 of the Agresment,

Retrieval Request/Transaction Documentation Request: A request
for documentation retated to 8 Card Fansactor such g5 a copy of &
Safes Draft or other transaction scurce documents,

Rules: the rules, regulations, standards, releases. interpretations and
other reguiroments {whether contrastual or ctherwise) Imposad or
adopted by any Card Organfzation ard related authorities, including
thosa of the PCI Sscurty Standards Counall, LLT, the National
Autornated Clearing Hause Assoclatizn and {wilh respect to EST
transactlions) the Guast Oparating Rules.

Sales/Cradit Summary: The weantlfying form usad by a paper
Submission merchani (o Indlcate a Batch of Sales Drafts and Credit
Urafs (wstally one day's work), Not a Batuh aggdar, which {3 used by
slectronle merchants,

Sales Drafl: Evidenve of & purchase, rental or lease of geods or
servides by a Cardholder from, ard other payments to, Client using a
Card, Including preautherized ordars and recurting ransactions
{uniess lhe coriext requires otherwise), regarciess of whather the
farm of such evidence is in paper or elestronls form or ctherwize, all
of whish must confern fo Card Orgarizatizn Rukes and appllcable
law.

Schwdulas; The attachmenis, addenda ang othor documents,
ingiudiig ravizions thereto, which may be tncorpOfaled Into and made
part of this Agreement conzurrently with or after the date of this
Agraemant,

Satf.-8ervice Terminal; A Custernar Activpisd Ter ninal that acoepls
payrent of goous or services such a3 prepald cards or video reriad,
has elecironic capanlity, end does not accept PiNs.

Servicers: Bank and Processor sufleclively, The words we, us ard
our reter io Sarvicars, Uokess clierwise [ndloated.

Sarvices: b2 acliviics urdertaken by us 1o awthorzs, progess and
seftle Card transactions underiaken by Cardiodders at your

locatien(s), and &l othar SLN ce*; prw ded B us unter’ th.s
Acreameant, v .
Sofilsment Acenunt An giczount or act:amt(s} sta ﬂna“lclﬂf
institution desigriated by you as the awounl 10 he debited and )
wreslied by us for Card transactians, fess, Chargebacks rid olher |
amaunts due under e Agreemém or in conremton 'J.ih ‘f‘e o
Agreemeant, .
Signature Debil: a type of 1:ransacﬂ(m Llsu"lg a Dol Card frat
requiregs the Cardholder to prwlda a s;g 1afure Icr authcmrcatnoﬂ
rather than a PIN, .

Store and Forward: Atrarisgeion that has baeen authorizad Ly E}

merchart when Bie merchant cannot’ obtain an Authorizetion ‘while the

sustemer js presant, (ypleally due'lo a communibatons fallure, The
merchiart will shore ths fransaction elestronlcally in their host systam
and relransiit (he Fansaction when communications Fave been’
rasforad, : ' :

Surmmary Adjustment: An adjustment t2 your Subrissien andior
Sattlement Scoounts in order to corves! erors, )

Telecorrmunication Card Sale: Individual foost or leng-distance
tolophone oalts, for which the laiaphone sarvics provider I8 paid

directly by use of a Carc. These do not inciude, however, calls paid
for with pra-peid telophone service cards, .elecummmlcstlon (..ard
Scles are considered Card Not Present Sales, -

Transactionh Fees: Service costs charged o 2 merchant on a per
transaction kasis. Transaction iniagrity Fes’ Fee assessed on Visa
Dahit Card and prapeid Cars purchase 1ranaact1nrﬁs that ethar fail or
de not reguest CPS gualification.

Wireless Natworks: cedfain oellifar telephone ang data networks g
which we have antats though Wirgless Vandars.

Wiseloss Sarvices: wirsless data communlcation services thal use
radlo base stions and switching ofterad by Wiraless Natworks ir
arder to allow you te czpture and transmed ta us derian wireless Card
Autnorizatlon transactlcns or Lo transm:t other communications to our
system. :

Wirgless Software: v rclcss scitware fneluding any Jocumantator
ralating to or descriling the wirelzss scflwate) downloadad by you or
your designge from our systems orlorths Wiroloss Emipment. )
Wireless Vendors: ong or more third parly verdors sefected by us in
our solo disorotion through wh.;m we hanre anequ md [i«e tight to reaell
Wirsless Senvices.
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The following Agreements are Third Party Agreements entered lnm
. between Cliant and the Third Pdrifes fdentified tn the Third Paty ., -

Part’ 3 Thrrd Party Agraements I R

Agreements.

If Clian: deslres to receive the oroducls and/or services offerad under &
Third Party Agreement, Chent must check Ihe appropriate box or ctherwlse

indicate such desirs in the Merchani Prosessing Application, In whick casa
- the lamms and conditions of the Third Pary Agreement shal| be binding

upon Client. The Signature page n the Merchani Processing Applizafion or
any Schedule thereto shall also sarva as a slgnafure page Lo the Third
Party Agreements.

Clienl acknowtedgos (hal the Third Partlas are re ying upon tha Information
contained on the Merchant Processing Appllcation and the Schedules
thereta, all of which are Ingorperated by referance into the Third Barty
Agreements.

TalgGhack Solutions Agreement

1 Sawvlsoes

TalaCheca will provide Company with the services irdicated in tha
TalaCheck Serdees Applicalion and Agreement (TeleCheck
Application} which may Include: (1) coded Information that it may use
whan deciding whether to accept a check or elactronic funds transfer
{tern (sach an Item, and together, ltama) when provided by ils
consumers as payment, () settlzrent pracesaing services and {3)
warranwy or vertfication servicas, al ag described 'n this Agreemant
(logether, Services). TeleCheciowil be Company's exdusive provider
of the Senvices during the Term {definad bedow) cf th:s Agreemant,
Company agraes to the ierms of this Agreemant by signing 1he
TeleChenk Application; cficklng "Acsept” of "Ingiall” when presenied
via an App (as apnlcable and described below); or using any of tho
Services, Company acknowledyes that the Spoclally ltems
(sehlernant only) seriice qoes not irchide racelylig coded

informat on, war-anty or verificatlon services.

1.1

1.2

1.3

Dellvery by Application. if e TelaGhack Sendges are provided
through TeleChenk's ¢reck acceplance application {app) that
res des on a Glover peint of sale device (a Device), Company
agraas that this Agresment will govern Company's access ta and
use of TeleCheck's Se-viess on such App. Company's use of lis
Davloe is subject o its agraemant vith the suppier of the Device
{and not TeleCraek), &nd this Agreemoent does not alter
Company's agreamant wilh its Device suppller, Company wil
comply with the terms of its agreement with Ine Device supoller;
and warrants that it is authorized to instal and use TeieCheck's
App on tha Davice.

Submitting ltems. Company vl designate the types of ltems it
accepts and Hat it will submit to TeleChack for orocessing under
this Agraemant s indicaled on the TeleCheck Application.
Company must submil the ltem ie TeleCreck through the
appreprate service, For example, checks presented In persen by
consumers af Compary's point of sal2 can only be submitled
through the in-person warranty {or verificatior) service, checks
sent through the mail to Company ean anly be submitied through
tha By Mail/ Drep Box servlee, Company will submif all of its
desigrated Hems lo TeigCheck for arpcessing under this
Agreement. Except for lierms processad (Rrough the By Mallf
Drop Bax servica. Te'eChack will analyze gach Hem that
Company submiss far processing and, in its clseretion, provide -
Company with an approval or decline codes with respect lo each
ttem. TeleCheck will glve Compary sperating cuidefines and
spacifications, as applicakia, to assist Company with propery
aucapting and submilting fis tams for processing {operating
guidetines and sooclfications may be provided {e Comrpany
2lectronically ar made avallabiz via lhe internet),

Information Warrandy, [f Company hias selected a warranty
service in the TeleChedk Apphicaticn, TeleCheok warranis the
accuracy of the Information ghven In fts approval code (the
Information Warranty) when an lem meets the warranty
reguiramants desecribeo below: items that satisfy TeleChack's
Information Warranty and meet the corraspond:ng warranly
requlrarnents are Eligible Items. TelaChack wilf purchase
Eligible ttems thar are subsequerty dishanored, returned,

~ reversad, or otherwise not paid by a consurmer's financis

insffwion {hese terns are Relurn [tems), Coempany's sole

_ ramady for a breach of TeleCheck's Infarmation Warranty 15 the

right io require TeleCheck fo purthase an Eligible liem :hat
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1.4

o

bacama a Return ltem. TeIeCheuks nab hlyjo Compﬂr‘y for
wreach of lts Information Warranty will.not axcead.the lesser pf

{a) the amount of tha Slidible, e, or (&) t1e Watranly Maximum. ™"

set forth in the TeleChed: SewrceAnphcaﬂoﬂ and Agreament,
Company may accept ltéms {hat do riot receive an approval
code or that do not meet the warfanty réquiraments {Ihese farcy
ara Ineliglble ltsms); however, Inaliglble I‘'ems aré not covered
urder “slaCheck’s Infaormation Warranty and Teleuhack will nc.\l
purghase them.

Warrarty Requirements. Company rapresen!a ard wanrants
that zach [{em it submifs to TeleCheck for processing and .
soverage urder the [nformatlon ‘Warrarty masts the fulluwing
requlraments;

A, Qoneral Requlrements. The following apply taall Items
uniess atherwlse specified:

(1) the [:'em was submittsd to TeleCt‘ad{ for process ry
according to TeleCheck's uperating gJldelines and
specifications, and Gor'lparry ubiaingd a single approval
code for It;

{2) the ltem is drawn on the consumers depesit accaunt at a
Linlted Sta'es ar Canadlan financlal nstitutlan (for example,
ard withaut hmitation, rvoney ordars, cashler's checks,
travelers checks, insuraice checks, credit sard checks, or
non-first party ltsms are Ineliglbls ltems);

{3) ihe ltem, of a clear image of the Hem (If submilted using a
mokbile or other optical imaging devica). shows the
consumer's name, atdress, check nurber, and reuling and

- accouni rumkers in the MICR line {not applicable f the
payment |s online or gver the phonej;

{4) the ltem ls a properly-cam platsd first pary ltem thar is
dated, payabla ta Comparny, made out for the amoun! due
to Gompany far its gaods or serviees, and sigred by ‘he
consumer {not apphcable If the gayment is oniine or cver
the phone);

{5} the consumer authorized deblting its ascount by elegironic
funda transfer or remotzly crealed chock for the amount of
the: [t (an Authorlzation) in aocordance wih
ToloChuck $ opevat ng guldelings and specifications and the
rules of the National Automated Clearinghouse Assosiation
{Nacha Rules) as applicable, for the services ulilized;

{§) tha ltem reprasen:s the consumers payment obligation to
Company forits gooeds or services, and fas not been used
In another transaction;

{7) tho amount of the {lerm (a) is for the price of Comrpany's
goods or services, {b) matches ihe amwount sudbmitted to
TelaCheck for processing, and.{c) dces not exteed the
Warranty Maximum;

(8) the lforn was nat subm.tled as a gpli sale or In other ways
ta avold these warranty reguiraments or the Wamanty
Maximem;

(9) the llem Is not far credi, cash, ar payment on an accaunt,
debt, or item aiready due ka Cormpany;

{10) the Itarm does not pre-date or post-date the date of the
transaction and cairaspanding inquiry to TeleCheck by
e than 1 calendar day;

{11) the transaction and gorresponding Item are net subiod to
any stop payment, dispute or setoff right;

(12} Gompany Is not aware of anylhing that invalidates the [tem,
pravents its collection, or relleves tha consumer frem
liability for it, and

{13y Company provided the notices reguired by applicabla Law
{defined In Saction 21,7 belows, authorizing TeleChac< to
procass the lfiam as an electronic funds transfer or remotaly
created check and Impusiog (and authar ZAng such
precessing of) a fee for Relurn [tais,

B. Requirements Forln Ferson Payments, I a consumear
presants a paper chack in pesson at Cempany's pelrd of
purchase location, in additian to those in Sectfon 1.4 A akave,
the following requirements appiy and mugk 2¢ followed in
accordance with TeleCheck's oparafing guldefines and
speclications: (a) the consumer signed an aulhcrtzation to debit



constrner's aceount and consumer's signeture on the
authorlzation reasonably maiches the pame Imprinted on the
feem; (b} the authorization must be clearly and conspicucusly’
posted and a cepy of the autharizallon must be provided to the
conaumer and {¢) the [fem must 2e voided and returnad o the
conaumer after submission to Te:ieCheck for processing. If such
in-persan paymantis approved as a paper check that cannot be
setiiad az an eleclionic funds traesfer, the addiifonal
requirements In Sgotion 1.4 £ below apiy.

€, Requirements For Online Payments. If a consumer
makes an oring payment, the following recuirements apply
addilion to thase n Séclfon [ 4 A above: (a) the consumer
glectronically authorized He transaction in ascordance with
TeleChetk aperating guideines and speclleations and (b) the
paymernd webslte slfa aulhenlicates. the consumer's identity and
uses approtriate sita security and Intemel sesslon sacurity
standards ip acgordance wilh the Nacka Rules

. Requlremeants for #allifDrop Box Checka. If the consumer
provides a papes check which wag maifed [n or submitted in a
drop box to Company, the reuirements in Section 1.4 4, above
apply, xcept {a) {he chask must be for paymant that is hot mero
thah 30 days pest dus; (b} the sheck must net be post-dated or
dated carlier than 20 days from the date of inquiry to TeleCheak;
and (7) Company must securely store the chack for atleast 60
days fullowing tha coresponding paymaert ransaction at which
{ima [t must bs destroyed. Addillonally, the sonsumer must not
have notiffed Compary thal the checx was rot to be converled
inta an slectronic funds tranater ¥ such maildrop box chack is
approved as a papar check fhat cannot be sattlad as an
glectronic Unds ransfer. tha sdditonal requirsmenta in Section
1.4 £ below apply.

E. Reguiremants {or Mobita Checks or any Checks
Approved as Paper Oniy. If TeleCheck aporoves anltem as a
paser check that sl not be sattled as an electronic furds
transfer (Le, chack is to be depesited by Company} or the check
Is submifted to TeleCheck 83 an image through a moblle device
{either, a2 Paper Settlernent item), t:e followlng requirements
apply in addition to thoss in Seclion 1.4 A above: () the check
mus? inchide the consume:'s name (mprlnéed by e
manufacturer), physical address (mprinted by e manufactarer
of writton on the sheck aceording in TeteClheck's peraling
guidelines - P.O, Boxze wilt not be acuepdad). phane number
(with area codo). icertifisalion type and number {imprinted or
written an chesk), Company's TaleGheck Subscriber Nurmher
and TeleCheck's aporoval code; (b the conaumer's signature
maust reasonably match the name Imprinted on the check and {&)
Company must send Pager Setllement Hams that were
presanted in persor at Cormpany's point of purchase and that
bactme Retur- lterns directly from ifs fnanciat institulion tc
TeleGheck within 30 days of the date cn the chock, If the Papey
Setllement term was malled in or submitted in a drop box by the
consumer i Company. or if the item was preeeniac by ths
consumer o Company ard submitted through a mobie device
by Company to TelsChack, and sul;sequent to the trarsaction
FelaCheck Instrucls Company io deposit the check (due ta image
quailly lastigs (a Redaposit Checlc Hem), Company must
deposit the Rodoposit Chack fterm within 2 days of TeleCheck's
ingfructon to do a0 and TeleCheck must recelve t for purchasze
withir: 45 days of the date on the ¢heck, Paper Saltlement items
and Redegasit Cieck ltems may only be presented once for
payment {FelaCheck will not accepi Paper Setffament ltems or
Retepoakt Chezk ltems hat Cormpany or i linancial nistitution
presented for paymenl more than once). h addition, Gompany
must securely sfere the physical shaok for af leust 5G days
fallowing the sormesponding payreent fransaction,

Elzctronke Images, | the liam fs suhmiitad to TeleChnek by
Company as an kmags using a mabile device or ethar dege
raader, the abilty to seftle imaged Fliclkie llams o lhe banking
systam depsands on {4} the quallty of the Image and (b} the
banklng syslem's atiily to aceept tha image for setliement
processing. Company will use a third party provider to capiure
images of foms dsing a maobile devize (s thira pary, an image
Vandor} art submit those Inages o TeleCheck. Cormpany
acknowledges that its iImage Vendor will require sarme of
Company's account information (including, wibiout fimitation,
marchant ascounl nusrber, contact name, errail address and
device fdentifier} to subimit lam images {0 TeleCheck; and

1.6

+.7

1.8

aulhorizes TeleCheck to provide the image Yendor with the
infarmaticn necessary to aliow it to submit tem images o
TeiaCheck on behalf of Company. TeleGheek is rol responsinle
‘or the image guality of e:ns submitted throtgh Company's
Image Vandor, or submission of the images by Company's
image Vendor fo TeleChack, Corrpany will desiroy the physical
checks that were submitled as eleclrorlc images aiter staring
them securely for at izast B0 days.

Authorlzatlon, Company will maintain a copy of each
consumer's Autharization for the longer of: (a) 2 years, or b} the
period of time required by the Nacha Rules, Compary will
provide TeleCheck with lagible copies of Authorlzallons within 7
days of TaleCheck's request for tham.

Assignment of ltems. Company sasigns all if lts right, titte, and
interast in each Eligile Fam fhat It submits to TeleCheck for
warranfy caverage when the ltem becames a Return ltam,
Company will reasonabily aid TeleShack In i anforcement of Lhe
fights azsosciated with an assigned Eligible tem,

Processing Noticas; Return ltem Fees. Company will post,
and provide consumers with, notices &t the point of saie thatare
requlred to process ltams using the Services and to coflect fees
on Relurn ltems. Company wil 5sess the highest fes amcuint
sllowed by appiicable Laws on all Retum ftems, which
TeleCheck may collest and refaln from gensumars.

"Goodwili™ of an incligible Hem. TelsCheok may elect to
nrovide warranly coverags for an |naliglhie ltam that Company
submifis for precessing. Provding warrarty coverage far an
Inaligihle tem wil not corstitute a course of dealing, walver of
rights, or prevenl TeleCheck from rejecting warranty coverage far
any other Insligible Hems.

1.10 Updating Informatian, Company will prampily nofify TeleCheek

14

if {a) @ corsumer makes any peymert lo Company or refums
any gocds b conagction with a Return liem that is subjant to
warranty caverage, or (b} Compary carcels any sendces pair
for by an item that s suiiect to warranty coverags: both
representing a fuli or partial satiefaction of the Redurn itemn.
Compary's notice of payment or cancellation of services witl
icenlily the consurmer,

1 Chargeback. TalsDheck may chargeback any Elipitis lterr that

il purchased from Company for coverage under the Information
Wizrranly if:

{1) the corgumer relumad the goods or servives (inwhale ar in
pat} that were paid for with the ltem;

{2} Campany has nol deliverad the goods or sendesas that wara
paid for using ihe Kem.

{3} the itern s subjast to any stop payment, disputa, ar seteff,
(4} te consumer makes fult or partial gaymen: ta Sompany for
tre ltem, or provides any form of security to enslire its

payment:

{5} tha goods or services were iitially defivercd on oradit os
HBder a laase;

{8} thc purchase transaciion, the payment represented by the
item, o= frangferring the llem to TeleGhack by assignment
or olheraise) 1s vold or Invaltd for any reason athar than the
consumars hankrugtay:

{7 Ccmpany breaches the appllcable wairanly requiremenls
far Efigibie tems;

(8) Cempary submits rullinle ftems or dupllzale lters related
to the same fransaciion for prozessing {e.g., depesits a
paper ltem previously submitted for procsssing as an
electronlc Hem without ToleCheok’s direciion fo da 3o}

{8) Cumpary does 1o subimit its Hetns o TeleCheck for
precessing within 1 calendar day of the ransaction date {for
patch prosessing, llems must be subrifted to TeleCheck for
precessing wilhin 7 calendar days of the ransaction date),

{10} the consumer disputes asthonzing the item, s validity, or
the amount deblted for It {except in the case of infrd party
fraud comimited with a consurner's check),

(11} the consumar's Authorization fs incomptete or invalic;
Carpany falls o provide TeieChack with a leglble copy of
an Autharzatlan wiihin 7 days of a request for it or
Company breaches this Agresmert, alters an Hom or
agproval coge, or submits an llem with Knowledgs it s
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likely to becomie & Reiun Hem. ¥nowledgs maans facts or
clrcumstancas which, if knows, wotld cause a8 merchant,
using commerdially reasettadle udgmant, to indepandently
refuse to gccept an dHem (inciuding, without lirtation,
splitting single transaclions Ints smalkler componenis or
resubmitting itams that ware previously denied).
Cempany will immediately rotify TeleCneck if it has Knowlsdge that
any cf the sbove circumslances oocur. Company will continus to he
responsiole for its chargebacks aftar lermination of ihls Agraement.
TefeChock may chargeback any armounts ihat exceed the Warrarty
Maximum for ar Eligibie ltamr.

Non-Warranty Services

2.1 If any of tha verification services. or the Speciaity Hems
(setilamant orty) sarvices are selected by Company in the
TetaCheck Apalication (Non-Warranty Services),
TeteChack wilt have no fiability for any item that Is
processed using the Non-warranly Services that s
subssquently raturred, dishorored, revarsed of otharwise
ungaid, arxl does not werranly the checks procsssed using
the Non-Warranty Sarvices, There will be no payment to
Company for aay loss from fransactions processed {hrough
the Nen-Warranty Sarvices, Cormpany essumes sl daks
that {tems accepted oy Companty may resuit in Retum
fterns. Comypany will be fully responeible and liabie to
TeleCheck for all Rallrn items, regardiass of the resson or
timIng. TeteCheck wilt dedust or offsat all Return ltems
against any amourts la be paid to Company for ltems
settled urder this Agreement or, altsrnatively, TeleChack
may initiato debits o Company's Seftlemment Acsourt
{defined in Sechion 3.7 Delow) for all such Return ltems,

2z Reprasentations and Warranties, Company represents and
warrants that sach licm submlited under any of the Non-
Warranty Services compiies with the foflowing, (a) the Hern
was submitled to TeieChesk in acsordance with the
TeleChack's operating guideinas and apedficaliong, (b)
the consumer authorzed debiting its account by alactronic
furds transfer ¢ remotely created check for tha amount af
tre 'em in accordance with TeleCheck's operating
guidelinca and specificetions and Nacha Ruias including,
without lImitation, oraviding ary necessary nobces ta
consumer (ot apphicable to the Spocially tems
{settiemant only} servicas) and {0} the rogirements in
Jeetlons 1.4 B, &, and D {as applicsbla to the type of item
presented) have baen complied with,

Battlemant

3.4 Company will idantlfy one of more bank azcounts held In #s
name {each, a Settlemeant Accaunt} that TeleCheox wili usa i
corncctlon with fhe Services. Company authorizes TaleChesk to
(@) intiate credits to tho Sedlement Ascount for proceeds that
earrespord {0 Company's transactions; i) nitate debits to the
SBettomen Aceourt for any amoiints thal may be owed or are
ratiilred o be gaid under this Agreement; ic) initlate the
trangacton Lo o conswmer's depesi account on Sampany's
behalf for [fems that are owed o il; and (d) initlate acjusiments
ralatad to the foregoing (Inchuding, without limitatlon, adiustments
far chargahacks or parial adjustments}, TeleCheck may Intiats
any transfer by Automaled Clearing House (ACH) eniry.

3.2 TeleChecx resenves the right to dacline processing any llem,
TeleChack will inflate a funds transfer for Company's
transastions thet were processed under this Agreament; less any
araounis due fram Company far foos, refunds, agjusiments or its
other adligations. TelaGireck will typlcally credlt Company's
setflament funds to its Setflerment Account within 2 banking days
once 1ho transacliars are firally submitted to TeleGCheck for
seftlement processing.

3.3 TelaCheck may rocover amelints assaclated with any
adjustments for an ltem that ara made 1o the Setiemont Aceount
at Company's raquest or due lo ifs erro:. TaleCheck may aiso
recover amourts asaaclated with any fees that a sonstimer pald
lo ii= financial institution beeause of these adjusiments.

3.4 Company must promptly nofify TeleCheck i it falls to ressive any
setiternant funds or if Inere are any changes to the Sefflamant
Account. Transfer of sethement funds may he dalayed or
misdirected if Compary provides inaccurats information about,
of faffs to natify TeleCheck of changes o, the Satfament

Accourt. TeleCheck is ol rasponsitle for settisment errors that
arise f Company provides inaccurate nformation abot, or faiis
ta natfy TeleChack of changes to, the Settlemant Account.

Financial Infermation

Campany wit promplly provide any finangiel or cther infarmatlan
reasohazly requestod by TeleCheok to perform credl <sx, securlty,
qualificatian, and other reviews related o providing the Services,
transactions submitied, fulfllment of obligetcns o TeleChock, or the
finasicial eandition of Company, Cormpany suthorizes TeleCheook to
obtain infermatlert fram third partlss when petforming credk rigk,
security, qualification, and oiher revicws.

Notice of Material Changes

Company will provide TeleCheck with reasonable advanca nolice of
any material change In the nalure of Company's business (inciuding,
without Emiation, any chenge {o Company's coaraticns that would
maizrially affect lts products sold, services proviced, or the
proceciras i follows for paymenis acceptance}. The failurs to srovide
TeieChiank wih ‘his notice consiitides a matedal breach of thia
Agreamant,

Company's Paymont Chligations

Fees. Company will pay TzleCheck for (2) all fees and charges for
this Senvices that are set fortn in the TeleChack Servica Application
and Agraement; () ait {terrs that are charged hack; (e) all
atfiusimenis reguired n connection with Company’s fransactlors; and
() all costs, Habilidos, or othar abfigations iImposed on TeleCheck by
thi*d parties as a result of transactions submitted by Campany, Its
actiona, or inactions,

6.1 OtherFees. Company wil also pay TelaCheck for the following
‘eas ang charges far the Services (a5 appicabie): (a) Tustomer
Requssted Oparator Call Fee (alsa called CROC or Voiee
Authorization Fee), which iz an sddilioral $2.50 fee par
aperator or Imeractve Yofce Respense ((VR)-asgisted call that
Company Initfates, sut TeleChack does not request; ()
December Risk Burchargs, which is an addifional parcentage
chargz added f; the Inguiry Rate for each authorizetion Inguiry In
the manth of Becember; (it Funding Report Fee, which is
$10.02 manthily fee fo recefve daily funding or weekly fundaing
reports (tha Funding Report Fes does not apply if TeleChuk
pravices the furding repsrt monthly); () Inquiry Rate, which is
the percertage rate that applias to the face amount of easch lkam
{Up to tha Warranty Maximuem) that Company submits to
TeleCheck for authorization (whelher or not TeleCheck [3sues an
aporoval cede for the ltem); (€) Monthiy Minimum Fee, whehis
the mirimum aggregate amount of the Inquiry Rate fees that
Coraary must pay on a menthly basts (if the tolal Inguisy Rate
fees for Company's Rems submitted durdng any month is less
thah Lhe Monthy Minimum Fee, than the Monthly Minimum Fee
wil applyl; {f) Monthly Processing Fed s a mony fee for
handling Caompany's account, {g) Special Handiing Fee, which
Is a §5.60 les applled whenr the following oceur: {1} a chargeback
of an Eligibla ltem, (2} ar: ltam processad for sayment muet be
corranted due to Subserlher's ermor of et Subscriber's request, or

3} TelaCheck alects (i s discration] to process an item that
feils to meet the applicahle warranly requirernents, or thatis a
Return tem, as o "Gooowlll" iteny, (h) Transaction Fee, which s
ihe additional per transection changs for sach tem that Comipany
stiamits to ToleThack ff autherization or orocessing (whalher or
not TetaGhesk issuas an approval code far the Ifom); and i
Unauthorized Retuen Foc 9 7 fea apolicable to any Rom fhat s
dishonored, refumed, reversad, of othanwise not paid by the
Congumear's inancial inshtution far the reason that such liem ia
unasthorzad by the Consunner.

6.2 Early Terminatlon Foa. TeiaCheck will suffer substantial kjury,
for which It would be difficult to determine damages, if Gompany
breaches this Agrasmeanrt or terminates jt early In viclation of the
Agreemant's terms. TeleCheck may recover damages equal lo
S0'% of the aggregate Morthly Minlmum Fees and Yaonthiy
Processing Fees that are payable for the unexpired portlon of the
ther~current Janm as an accurate refleclion of these damages
and realistic pre-eatimate of TeieCheck’s losses caused by an
carly terminatlor: of this Agmement.

Reserve

7.1 TeleCheok may regulre Comparny o fund a cash mserve
{Rosarye) in an ermount that reflects TeteChock's assessment of
figk, ap it gy determine In s discretion from time-fo- tirme The
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Reserve ls a paymen: obligation of TeleCheck, astablshed by
hotding back frensactcon proceeds or debiting the Seiffemant
Account i order B petertially offset ary obligations that
Coimpany may have tc TeleChack, The Resarva ls not &
segregated fund that Company may ¢laim o cwn, TeleCheck ls
obligated to pay to Company any amounts ramaining from the
Ressrva after ai ofher then-current and conlingent fiabiitas or

. abligatiors.related to Company's payment transactions have
axpired,

72 The ai:l.’gatlnris due fo Comgany from tha Reserve will not
acorue interast unless required by applicable Laws.

7.3 TeleCheck will nolify Company iF a Reserve Is estabiished
(Inetuding its amaounh) or if the amount of tha Reserve s
modified,

7.4 ToloChack may sat ell any ubligations that Comzany cwes io

© TeleCheck from the Rogarva,

7.5 Alnhough Company acknowiedaes that the Resarve Is a gensral
abiigaticn of TelaCheck, and not 2 specifically identifiable fund, i
any persen claims that the Reserve is an asset of Company that
is hetd by FeleGhetk, Gompany granls anc scknowledges that
TeleTheck has 2 securily inferesi in the Reserve and, at
TeleChock's reguest, will previde documentatior to refiect this
sacurity intarest,

Setoff and Priority

All funds hat TeleCheck owes 1o Sompany under tiis Agraement are
subject to Company's paymeni okiigations undzr this Agresmant,
TeleChack may setoff or recoup amounts Company owes o
TeleCheck agairat any furds that TeleChack owes to Company.

Staternants, Reperting

TeleGneck will provide Company with siafaments or eleciranic
raporiing {fogether, Statementa) reflasting the faes, seillomaont
amaunts. and ether information relaled to the Services, Sompany
st reviawy the Statements and inform TeleCheck af ary erfors within
B0 days fallowing the date that the error was, or should have been,
raported; crovided, Company must report setffercant or funding errars
to TeleCheck within 30 days (reparing errars witl enable TeleCnecs o
recoder amounts or prevent them from continuing), TeleSheok will
have ne abligation {o provide refunds for arors that Sompany reports
miare than 80 days or 30 days (33 epplicable) after tho errors were, or
shotild have heen, reporied. Company and TeloCheck will worls
tegether to resolve 13sues or dlaputes that ariss 0 connaction with the
Statements, o tha funds sradited or dabilad tu the Settfemant
Acoptni,

Tarm

This Agreement beging on the aarllar of the datas when Company
slgns its TelaCheck Servicas Applicalion and Agreement, suomilis #s
first Item far precessing urder this Agreemenl, or when Company
downloads the App {lhis date, the Effective Date), The length of this
Agreement's inlflaf torm ls deslgnated in the TeleCheck Sorlogs
Application aud Agreement {Inftial Term). This Agraement will
autematically renew for succeasive one-year perinds (each. a
Renewal Tarm), uniess TelaCheck or Compary provides the other
with aljesst 30 days’ written notice of no-renewal at the end of ihe
Inittat Term. The nitlal Faim logether with any Ronewa: Tern(s) is the
Term of this Agreament,

Termination; Modification; Suspension

11,1 General Terminatlon, Either Company or TelaChazk may
larminate this Agreement by giving 30 days' advance nolice If
the ather materlally breaches this Agreement and fells 1o
ramedy the breashwithin 30 days of recelving nolice of it.
Telelhzck may terminate this Agresment upon wiithen nolicu
{o Gornpany for any reason {with or without cause) during is
Tarm. K tha Servicas are deliveted through TeleCheck's App,
Company may terminatc this Agreement for any reason (with
or without cause} during its Tem by unlnsialling the App.

1.2 Modification. TeleCheck may modify ihis Agreament's tarms
{Inoluding, without imilatiosn, lts fees) upen 30 days’ nolice to
Company, durng which nctles palod Cornpany may terminats
thla Agreamant by providing written notice of termination {o
TeieChack, Compary's cortinuad sse of lhe Senices afier the
20 day period comainad in a notles of modifleation from
TetaChack will constitute Company's acceplance of the new
terms,

12

13

14

16
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11.3  Buspenslon. TeleCheck may suspend its Services or
salifament of any funds uncer this Agreament if it deisimines
that questionallz activily ocours with respect ko Company's
payment lrungacilons (noluding, without lImitation, if there are
excessive Retum Fems aszociated with Company's Hemts,
Company breaches the Nacha Rudes, or H roguired by
applicable faws. TeleCheck may also Ruspend or lermingts ite
Sorvices |f reqtiasted by its Criginating Financlal Depostary
ir=tiuiion, .

Condideitial Information

12,1 Confldentialily. Neither parly will disclese ron-pubfic
mformation about the other party’s business {including, wilhout
Frnitation, the terms of this Agreament, techrical
speclficationa, customer fists, or information reiating be a
party’s operstional, strategle. or firancial matters} ftogether,
Confldential irformation;. Confidantial Information does ot
Intcluge Isfarmation that: (1) Is of subsequertly becomes
publicly avallable {through no fUk of the reciplens): (2) the
reclsiend lawillly possessas beforg Hs disclosure; (3} s
Indepantently ceveloped viithout refiance on the discloser's
Confidential Information; or 44) ig regeived from a third pasty
that is ot obligated lo keep it confleantlal. Zach party wil
implement and maintain reasonatic safeguards o proast the
other party's Confidential informatior,

12.2  Disclosure. The reciplant iney disclose tho other party'a
Confidential Information. {1} 2 lls directars, officers,
porsornal, and repraseniatives (ncluding those of its
subsidiaries, affifiates, stbcortractors of vandors) thal nead o
knaw it [n connactlor with the reciplent's periormance unoer
this Agreement, and are bound by confieantiality abligations
meterally similar to those required vnder this Agreement; and
{23 in respense fo 8 subzoera, court o-der, of gs required
under applizatte Laws of Macha Rulos,

Data Use; Security

13,1  Data Use, TeleChack cwns ail right, Utle and interest in the
data it obtalns from providing the Sarvices to Company.

13.2  Data Security. Company will impiement cemmerciaily
reasonabie praclices, including administrative, physical and
technical safegliards, thal are cesigned o) {a) makntain the
security end conddentality of Consumer inforrration. {b)
orotect agalnst reasonably ardicipatad threats 4o the securily
or ‘ntegrity of Consumer Information, and {c) pretect against
unautiorzed access to or usc of Consumer infoenration that
ootld resut; in subslantial harm or inconveniancs to the
consumar, Sonsumer informatian 18 susiomer information
Company recelves In connection with ary iransaction
poniemplated by this Agreament,

Licgnse to Marks

TeleGheck grants Gorepany & bmited, non-exciuslve, nen-

tranzfoer-able, non-suocensable, rovaity-free licenae to use the

rademarks, service marks and loges (logeihvar, Marks) that

TeleCheck provides 1o Company during the Term of thia Agreement,

Gompany {a) may use the Marks ordy in the United Statos: iy may

uga the Marke only in connsotion with s usa of the Services, (o) will

fallow the brand'ng guidelines Hat TaleChack provides of makes
avaiiaiia from time-fo-dime; and {4) wil not use materials contalning
tho Marks without TeleCheck's price wrif'en permisslon, Company wil
nol otherwise distribute, leasa, sublicansa, sell, motify, aopy or craala
derlvative werks frem the Marks. TeleCheci reserves 1o itself zil righy,
tile, Intarest or fcense {express of implied} to the Marks that are po!
speciically granted to Compary under this Agreement, and may
suspend o terminate this fcense upon written notice to Company.

Indemuification

Comparty will indomnify, defend, ant hold TeleCneck harmisse for &l

fosses, damages, costs, or expenses (Including reasonabie adomey's

fees) claimed against Il by third parlies, which arisa frem Company's
gross negltgence, wiliful miscordue!, or brexch urder this Agreement.
Exehesion of Damagss

TaleCreck wilf not be lokis for lost profits, revenue, or business

opportunitles, nor any exemplary, punitive, spacial, indirect, ineldentsl,

or consequantial damages (whaether direct or indiract}; regard|ass of
whedher Inese damages ware foreseeable or TeleCheck was adviser
they were possible.
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Lignitations of Liability

TeleCheek's aggregata Nabifity for any losses, damages, sosts, or
axpenses {including raasongahia attormeys’ feas) arlzing from any
cause {regardiess of the forny of action of legal theaory) In connedtion
wilh this Agreement will be limitad lo the lesser of (1) $80,000, or (2}
tFa lotal faes pald o TeieCheck under this Agreemen: during the 12

‘montns precading the avent givifig fise la such liability.

Notices . . o
Waliten notices (other than normal oporations) required Linder this

- Agreement wil bs sgnt by gertified mall o national goerier with

fracking and dativery confrmation). TalaCheck may also provide
wiriilen notices required underthis Agreemont by regulzr mmail, Notices

. will be affectiva upor recelpt. Notices to Company wil be sant to the

adrress # provides on the TeleCheck Service Application ard
Agreemant, Notices o TaleCheck will be sent to; TeleCheck Services,

LLE, 4600 Terrell Nl Roac, Msrlelta, 34 30087; with copies to

TeleChack Services, LLE, 4000 NW 120ih Avenue, MS/CCN-SMB,
Coral Springs, FL 33084, Attentlor: Legal Dept. and
lerglpacers@iisenvom,.

Third Party Beneficiaries

Thare ara no third party benefciaries'to this Agresmant olher than
Teletheck's subsidiartes and affiilstes invelved in providing the
Servinas ta Gompany. Each party is responaibls for lhe performance
of any rird padles It uses In conngcl:on with the Services, and their
sompflance wilh the lerma, of this Agraement, TaleDheck Is nat
raaponsible o Hakie to Company for any erors of breaches of this
Agreament that ocsur because of Company's thirg party providers
{e.g., witholt imitaticn, [3sues fhat arlse from ACH network
participants, or if Company ysea third party providers or applicalions
to caplurz eloctrohic images of Homs io submli in TeleCheck).
TeleCheak may audii Company's somplianne with this Agrecment
Lipan reasonable notice, during normal business heurs, and at
TeleCreck's expansg; and as -equired by e Nacha Rules,

. TeteChack's Criginating Depoestory Finarclal Institutlan may aise

audit Compary's comptance wiih this Agreemenl and the Nacha
Rifes.

Waivers

A parly's delay of faliure to exertise any of ite rights under this
Agrearrant will not be o walver of those rights.

21
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onligalions u~der this Agreement. Comaany scknowladges
that 1 is lhe Ciiginator urder the Natha Rules with respectto
s transactions and agrees to comply with s obligations as &n
Qriginater, Company certiftes that [t has @ lagitimate busineas
reed, i connestion with husiness fransactions Inltiated by
sonsumers, for the nfofmatlon provided by TeleCheck, Client |
cerifics that the infermation provided by TelaCheck will only
te used for permissibla purpases unde: the Falr Gredit
Reportlng Act. wilt not be wsed for amployment purposes, and
witl net be used by Cllent for any purpose other thar one -
transaction bebyeen Cliant and 2 consumer, Cliart ard iis
agerts cr employees shall nct disciose the resulis of any
inquiry mads to TelaCheck axcapt {o the condumer about
whom suzh Inguiiry is made. 1 Client refetls any tem(in whole
ar i part because of ihe infarmadon obtalnad Fom
TeleChack, Chent shall provide o consumers aff information
reuired by appicabie Laws,

212 Choles of Law; Waiver of Jury Trial. This Agreament will ba
governed oy New York law (without regard o ity qhoice of law -
provisions), The courts of Naw York, Naw York will be the
proger venue for legal proceedings brought in deninaction with
th:s Agreemant. TeleCheok and Company sach waive thelr
right to @ |ury iral for ¢laime arising in cornection with this
Agresme.

Entlre Agreement, Amentiment, Counterparts

The defined term Agreemert Includes Its schedules, addenda. and
any amendments (capitalized lerma used in the schedulas, addenda,
ar amerdreents without gafiniilon wilt have the meanings glvento
tham in t7ls Agreement;. This Agreement |s the antre agresment
belwesn the parties and replaces any pricr agreerents ar
understancings (weitten or oral) with respect to its subject matter,
Excapt as set forth In Sestion 1.2, modifications o 1his Agrcement
st be in writing, exectied by the parties. This Agraemant and any
amendmants may be execuled electronically and i countarparts,
each of which constituies une agreentent when laken together,
Eizoironic and other copics of the executed Agreement are valid,
Asslgnment

Comgpany may not assign thls Agreamant vithout TaieCheck's writtan
corsent. TeleGheck may assign this Agreametit wpon netice to
Company, Thia Agraoment will be anforceable agalnst a party's
permilted succassers o assizns. This Agreement may not be
continued, ssstemed, o7 aszigned fn the evert of a bankruptey o giher
Insolvensy evenl witheut congent from Hwnoh-bankrupt or insplvent
parties.



Part 4: Additional knportant information For Cards

- At Electronic Funding AuthorZation. . - .
“All psyments to Client shalf be thesugh the Autornated Clearing House

(ACH) ard shalk n’}rrraHy be élsstronically transmitied girectly to the
Sathemeant Account viu have desigriaited of any successor acaount
taslgrated o reneive provisiprig fummg of Client's Card salss pursuant to

“the Agresmint, Client pdrees that any Setilement Account designated

pursuent to the nraceding sentence wilt be an adeslnt primartly used for
businéss purposes. Maithar Wells Fario Bank, WA, nor Processor can
guararigs tha thine (rame in which paymant may be credited by Client’s
financial instiuton where the SenlementAccuunt is maintalned.

Client harety aulhorizes Wells Fargs Bank, NA. and its authiorized

©répresentative, Including Precessos, te acoass information from the

Settlemant Accuunt and 1o initlate c:’edit ahd Jer deblt entries oy bank wie

“or AGH transfer and to authorize your Srancial inslituilon to bleck of to

inifiate, If necessary, reversing anides and adjustments for any original
entries made ‘o tha Settlement Account and 1o suthorize your finarcial
Inatitution to provide sueit aceess ard to crodit and/or debit or ta biock the
s Lo such acoount, This authorization fs without respect to the sourgs
of any funds in the Settlement Account, s Irevecable and coupled with an
interast. This authorly axtends o any equmert rental or purchase

© agresmants which may exist with Glignt as well as {o any fees, flnss and

assessments and Chargsbarck amounis of whatevarkind or nalure-dug to -
Prosessor of Wells Fargo Bank, N.A. under terms of this Agresmem
whathar anising during or affer tarminztion of the Agreemant. This authority
is k0 romain in Jull force and effest &? all tmes injoss and Processor and
Vel Fargo Bank, N.A. have conserted to s termination et such lime and
in such & matirier a3 to afford the a reasonabie opportunly to acton it in
addlfion, Cllent shill be charged %r sach ACH which ¢annot be arcoessed,
and gll subseduent funding may Lje suspandedt Uil Client sither {1)
nstifiea Fronessor that AGH's car be processed or {2) 4 new elestranic
funding agreement Is signed by Client. Clisnt's Setlilement Adcount must bo
abie to process. or accept elacton: ransfers via A("H

A2, Funding Ackiowiedgerugnl |

Ausomatad Glearing Houae {ACH), Your funds for Mastereand, Visa,
Disgover Nebwork, PayPal, ard American £xpress-transactiors will

~ordinarly be processed and traisfersd to vour financial insBiution within 2

Busingss Days from the ine a pateh is recsived by Prosessor ¥ vour
finansiat institution is the Bank, If your finanaial insttution is not the Bank,
your Mastercard, Visa, Discovar Nelwork, PayPal, and American Express
transactiors will ordinarily be processed via the Federal Heserve within ¢
Business Oays from the lime a batch e récelved by Procaasorn Tha
Federal Reserve will fransfer sich aimounris te your nancla: Ins“ution.

A.3. Additional Fess and Early Tetmination

if Clients Masterart, Visa, Discover Natwork, PayPal. and Amerlcan
Exgrass transaciion(s) fail to quahfy for the discount level conternplated in

_the raies sat forth in the Apelication, Cllerd will ba biled the fee Indicated In

the Mid-Gualified Discuisy fielt or Non-Guabiled Discount field, i you are
wkillzing the Enhanced Bithack Discourtt option, the CHent will s charged
tha Enhanced Billback Rate on the volumez of said ransaction ihat falled to
cualify, in adrdition to the differsrce betwear: the MasternardMsa/ Discover
Nehsork/PayPai, and American Zxpress Qualified Rate agreed io on the
Service Fea Schedule and the actual intarchange rate asaessad to the
downgraded fransaclian,

tay Ay increases or devrenses in the interchange andi/or assessment
podticn of tha feas;

{by Thec appropriate inkerchange fevel as Is consistant with the quatifylrg
criteria 7 cach lransaction submitted by Client;

(e} Increases in any applicstla sales or tolecommunications charges or
faxes laviad by any siaie, federal of local autherily ralated fo the
delivery of tha sarvices provided by Frocessor when such costs sre
Included in the Service or other fixed feas.

The discaunt fees shown on the Service Fee Schadule shall be caloulaled

based an tha gress seles volume of all Visa, Masfercard! Discover/ PayPal

and American Express volume,

A Monthly Minimurn Processing Fee will be assessad immediately after the

dalz Client's Application is approved. {Refar to Service Fee Schedude, If

applicable.)

In addificr to e FIN Debit Carg transaction ‘ees set forth on the

Apglication, Cilant shail be responaikio far the amount of any fers imposed

upnn a fransaciion by the spplicable debit network,

The partles further agree ard 'abknowiedge trat, Inaddilonto any |
rermedias contalned hersin or ctherwise avaﬁml& under app!lcanfp fawy
ahd, If {a} Client brsaches s Agret:ma! 1t by impropeddy ferminating it prior
o the explration of the Inkfal tgrm of the Agreement, or (b) this Agreement
is {erminated prior to the expiration of the inittal term-of the Agresment.due
ta an Evert of Delault, then Servigers vill suffer a substaniish injury thatle
difficuit or Impossible to acourately astireas, Accordingly, the parties have..
agrend that the amaunt described oelaw lsa masoremla Bl esthnale of .,
Servicers' probable loss. 0

in the avert that Clent terminates fhis Agraement within 3 years f om the
date &f auproval by Processod ant-Weils Fargo Bank, N Alorihis )
Agreerent is tamminated sy Servicars within 3 years from the date of -
approval due fo ar Event of Default, Tlient wilt ba charged a fod for sugh
gaily ferrminatior, if so indicated oh the Aoplication’sn the Servics Fee
Schedule and as aliowable urider apticable idwe,

Client's obligation with respect to the Mounthiy Minimum Procsssing Fee will
end simuitanecusly witr First F,ata Meruham Services' revelpl of
Terminatlon Fee.

A4, 6050W of the Internal Ruvanue Gote

Pursuant to Sestioh BUSIW of ihe niernal Ravente Cade, merchard _
acrulirlng arditias and third perty settlemeént organizations are required to

flie an informatlon retln for 2ach calendar year repating &l payment card
transactions and third parly hetwark transactions with payses occurri-g In
that catendas year, Accordingly, you wil recolve a Form 1098-K réporing.
your gross trarsaction amounts for each calendar yaar, Your gross
Iransactlen amount refers 1o the gross dallar amount of the card
transactions processed through your mercnanl account with us. In adt‘mon‘ :
armounts raponable under Sect'ce SO50W are subject to bagkup |
withholding reciiremends. Payors Witk ba Tequired io peform backup
withholding by deducting and withholding incorne tax from reportable
rarisections f (a) the payee fails to provide the payes's lexpayer
tderdification number CFEN to the payor, or () ¥ the IRS notfloes the payor
That the TN {witens matched with the nams) provided by the payee |3
Incarrecl. Acsordingly, fo avoid kackup withholding; & iz vory lmportar thet -
you provide us with the correct name and TiN that youuse whern fing your
tax raturn that inciudes the transactions for your bu«lnass

A5, Addresses For Natices
Processor.

Foeug Merchant Bervicos, LLC
703 Rishmond Averue

Slils 180
Houstan, TX 77042

Impértant Phoris Numbers:
‘(see also Sectlohs § and 16)

Customer Service
1-713-435-8440

Bank:

Wells Fargoe Bank, N.A.
P.O. Box 6078

Conzord, G& 04524
1-844-284-5834

Prge 54 {1 G4

C_WF W 2510
FMS2510



Satea Qrfica FOCUS Merchant Servics prat sates rep hame Tahir Bhatti

Sales 10#

Marchant Mumber Salag Rep. Slgnature

FeLY
phome #713-435-8400

FFO2R10 |

. BUWSINESS INFOGRMATION

Pags | of 7 | FRMSDZ51]

Cliant's Business Namw {Doing Business As):

Fart Bend County District Clerk's Office

Cllent's Corporated.egal Name [Uge Also For Headguarter's nformationf:
Fort Bend County

Busloess Address:
1422 Eugene Heimann Circle Suite 310604

Billing Addrass (if Lifferent Than Location Address):
301 Jackson 5t

Cily: State: Zip: City: State: Zip; -
Richmond TX 77469 Richmond TX 77469

Loszation Phong # Location Fax #; Coontaci Name: i
281-341.4515 281-341-4519 Laura McLean

Business &-mait Addroas:

distclarkAccounting@fortbendocountyts.gov

Cowact Fax &/ E-mali Addross:
lauraunclean@fortbendcountyix.gov

Business Website Address:
www.forthendcountytx.gov

Contact Phone 4
281-633-7621

Date Business Slarfac:

Sand Refrieval Requests lo: 7 Bugthess Location ¥ Corvlagat Location
Send Merchant Monthiy Siatement to: C Business Lacation X Corpi.egal Lacation

Customer Sorvics Phone §;

Gustomer Sorvics B-mail Address:

Statement Oelivary fMalhod.

fehouse ong) [ Print and Mail 77 Qniine viz ActpssOne

EIINDIVIDUALASCLE RROPRIETOREHIP: Slate in which Certdflcate of

).(TAK EXEMPT ORGANIZATION (8010} State:

}{GOVEHNM&NT {Fodutal, State, Localy

Assumed Nama Flind: State:

1 COBRPORATION ~ CHAPTER S, © State

CHINTEANATIONAL ORGANIZATION
Location Fled:

13 LIMITED LIABILITY

COMPANY State Fllgd:

TP MEDHCAL OR LEGAL CORPORATION Stats:

CASSDOIATIONESTATE/TRUST Siota Fijeu:

[ PARTNERSHIP  Slate Filed.

Name (as it agpears an yout lndeme fax return; it Sala Propeiotor, fual inelude
arle Initial)

Fort Bend County

PEDERAL TAX D #
{23 M apoaers on Your incoma tax retn)

74-6001969

ET 1 eertfy that | am a torelgn sotilynonresident afien.
¥ oheckod, plaass atiach IRS Faom 19.3)

MOTE: Failura {o provide aceursta intormation miay 1esult in a watnholding of merchant finding per RS reguiations. (Ses Part #, Seatian A4 of your Progran: Guide for further information.)

*SICMCE:

Fingl Auth. indicator: 71 8 {Fre Auth) O 1 {Finat Auth.) ! IJ}YMARC:

(MGG 4722 Galy)

Natn: " your birsineas 2 clasaibad as High Risk ang etalgnad jor is fafor pealgred based upon

coibe o §1,500,60, Faitvre to ragister tould wault i finsa In cxreess of $40,060.00 far i

then regsiration i ragUized with Vise andisl Mastercard within 3¢ days from when Your aucount becomes astive. An Annuaj Reg!&‘mtmr e of $500 may appry for Viga andfer Mastercard (ot roglgirstion loen
g Vias antfor M i)

waur busihess aclivity: any of the fgligwiey Me:chant Catagary Codes (MCCT: 5084, 5867 end T4,

1Ragistraton tor MGS 7841 k2 oaly roquired for non-fege-ta-teee aduli content.
i tarmaton herein, ingiuding agpicabia MO, s subject to shanys,

drey

Detailed BExplanation of Type of Morchandise, Products or Services Sold;

Gourt fees, parce! services fees, District Clark fees, mise fees.

2. ADDITIONAL CRERDIT [ SITE SURVEY INFORMATION - ALL MERCHANTS

- Y days do you submit eredit transactions?

. Boes your businass offer products and/or services to customers lhmugh a mobite

Do you have a refund policy for MastercardVisa/

Discover Natwerk - PayPal/fmerican Express OptBlas Salas?

11¥es MMNo 1 yns, check ond

U3 Exghanyge I'l Mastercard/VisaDiscover Natwork - PayPal

U1 Store Cradit American Express OpiBioe Credit

If MastercariWV/Ihscover Metwork - PayPatunarican Express OpiBlue Credit, wilhin how

raa 4T 1814 D] Qver 14

Advertising Nethod (Attzcn al leasf GRGTF~ - 1 o
= Gatatog [ Brosture = Divact Mol £ TVARadia

W Internet I’} #hone it Newapapertlournals [ Other

Markoting Meterfals reguired far Mail Ordar, B to 8, inicrnet ovar
1 Mitkion in ennual vofunte, Altdch Web Page for intormet Marchant,

Pravious Processoy; AL

Check Reason For Leaving: 2 Aete ©] Service [ Terminated 3 Gther:

application: T Yes Y No
¥ &, dist mame of mobie appiication: N“ A

Mail / Telephione Order f Buginass o Business [ lternet information
Al Questions must be Answared)
What ts the me frame from fransaciion to delivery? (% of ariers defivered in):
o7 days 100 %+ 814 days %+ 15-30 days _ % ¢ 31490 days
91-180 days L% +ovar 180 days . Y= 100%
MastercardVisaMiscover Network- PayPal/Amersan Expracy UptBlue sales are deposited
fchack one):

¥ Dale of order 71 Date of dslivery 3 Other spasifi:_
Boes any of your cardhoider biling invelve automatic renawals or

regurring transactions {f.e., cardholder authorizes initial sate only)? 15 Yes KNG

1. Zone: ¥ Business District 1 Ingustrlel [ Residentlal 13,
2. Llocation: i) Mail B Offica I Home L) Shapping Arga
U1 Apartmont 1} isolafed J DaorteDoor
1 Flea Market 2 Other
3. How many employees: 100__
4, How many registers/Tarmials: 29 14,
5 is proper tieense visible? 3 Yes
71 Mo, explain: - .
158,
6. Wharz {3 the marchant name dispayed at the slte?
O] Window X Boor T Blore Fropt 18
17
7. Merchant Qecuples; (] Ground Fleor 3 Othen A
8. #ofFigorsevels: M1 0124 3510 [ 1ts
8, Remaining Floors) Gccupied by:
3 Rasidential 3 Commercial (1 Combination ! None 1,
18, Approximate Square Footage:
£3 0-350 I'r 251500 11 501-2,600 {2,001 plus .
1. Ase customers mquived ko leava a dopasit?
Mo [0 Yes  IF Yo, % of deposit required: %
3.
12. Retwrn Policy: (3 Ful Refund O Excianga Only X None

G_WF W 2810

Farus Merchans Services is a roglsierd {50 of We

fis Fago Bank, MA Concerd, GA Merchant nitlals;



pBa Name; Fort Bend County District Clark's Offlce

Merghant #: Paga 2 ef T
FMs02610 | i. OWNERS /| PARTNERS | OFFIGCERS | FMB02510
Provids the following Information for eact individeat wha owns, directly or Indiractly, 25% or more of the aquity Interest of your businass,
or who otherwise has sigrificant responsibility to control, manags, or dirsct your business,
OWNER | PARTHER / OFFICER 1 OWMNER / PARTNER / OFFICER 2

NRMG: (Firat, My Laat) % Ownership: | Neme: {Firsi, i, Last} % Ownarehip:
Beverley McGrew Walker 0 Ed Sturdivant ]

Titia: Taelephone i Titta: Telephone #:

District Clerk 281-341-4515 County Auditor 281-341-3769

Home Address: (No RO, Box) Home Address: (No 20, Box)

1422 Eugene Heimann Gircle Suite 31004 301 Jackson Street

City: State; Zip: Country: City: Stats: Zip: Country:
Richmond X 77469 UsSA Richmond TX 77469 usa

0.0B.; Soclal Sacurity # D.G.3.: Soclal Securlty #:

PL# State: DL # State:

. DWIKER | PARTNER / OFFICER 3 OWNER [ PARTRER [ OFFICER 4

Mams: (Firot, M1, Lasi) % Ownership: | Nama: {First, M, Laot) % Qumarship:
Tltle: Telephone #: Title: Telephona #

Home Address: (N RO, Sox) Homa Address: (No RO, Box}

City: State: Zim Gauntry: Clty: State: Zip: Gountry:

0.0B. Social Security #: D.0.B.: Social Securlty #:

oL State: DL #: State:

d. SETTLEMENT INFORMATION

Deposit Bank: Cadence Bank
Trangit/ABA _ 278 Daposit Account #: ‘U 30

AcH Dstail Flag: £ Individual 8 Combined [ Separate (defaulls to Comisimed If optfon not selocted)

5. TRAMNSACTION INFORMATION

FINANCGIAL DATA WHERE IS SALE

Gioss YEARLY Salos Volume ' Avg. Maglercard/Visa/Discover Hatwork- TRANSACTED?
(Gash + Credit + Dabit + Check) §950000.00  paypal Ticket (Estimate # Never Procsssod in Pasy  $___100.00 fhruct m 100%;

Avg. Ameriven Exgress Store Front/Swiped 80 %
Average YEARLY MestercardVisa Volune  $117588.60  OpiBiue Tickat (Estimate if Never Frocessed in Pasy §____'1 00,00 b3
Averaga YEARLY Discaver Notwork- — 0000 Tniemet —20%
PoyPal Voluma $_38791.00  mighest Ticket Amount §2¥YREE | Mah order 0%
Average YEARLY American Express
OptBlee Volume §_88248.34 Telaphone Order 0%
Seasonal? B No [0 Yes High Velume Months Qpen: Tatal 1002

6. GRID INFORMATION - INTERMAL USE ONMLY
AUTHORIZATION GRID [D#; _ 0 USERDGFMEDGRB I 0 MFC GRID ID: ¢ B, AfgharNumerte
MestercardTERED O s imRmb Q BIGCOVER NETWORK Pagral 0 -
GRIDID S5 Aptwinenc | GRID D sp0s. Aphemeric TIERED GHID 1D #907, ApiaNimers éﬂﬁjﬁ#ﬂgfﬁ“ﬁss mﬂu
RIR D
#asteraard CRECHT _D_._.__ Visa CREDIT ,,,____q_,,__ DIZCOVER NETWORK -PayPal _,_,_,...__,_,0—_
MPG o d-poa. AfphaTumrie MPS D S-pom, Alpha-Materie CREDIT MPG ID E-pos. Alphatlumera
AMERICAN EXPRESS ! (—

Masteromed DEBIT O weapemr 0 miscoven NErwoRk 0 ggg e CRERIT bpos. AlphziNumeria
MPG I Gpo. Aol aMumarie WP 2 {pos, Alpheiumeric DEBIT MPGID B, AlphaNumeric

7. SERVICE FEE SCHEDULE

Mastereard
W Mastercard Gredit Traneactions

¥ Mastercard Non-PIN Debit Trang,

Yisa

R Visa Credit Trangactions
¥ Visa Mon-PIN Debit Trans.

K Biseount Collected X Dally 1 #Manihly

Discovor Notwork

I Diggover Network Credit Transactions
I Dlscover Netwark Non-PIN Deb/t Trans,

Biscover Natyork- PayPal
O Rigoovar Netwark-PayPal Credit Transactions

Accapt all Moastercard, Visa, Discover Neiworls and American Express OptBlue Transactions (wresumed, uniess any selecllons bolow are checked)

American Express OpiBlye
X American Express Cradit Transactlons

O_WF_W_3510

Fecus Marchant Zervices is a registerad 180 of Wellz Fargo Bank, NLA., Canoard, Gé

Merchant Inltlals:




nBa xame: Fort Bend County District Clerk's Office Morchant #1 : Page 3 of 7

ElS02510 7. SERVICE FEE SCHEDULE {cont'd) FME02510

Disspunt Fees {Basd pn Gross Saien VIums}

Piacowt Hacount Discaunt | MPG TXN Fea Dispount M=;
Mastercard o Visa Dispover Netwark - American Expraas
Gunt Grech %1 0| Qual Credt Go |3 O PayPsi Quat Cradit Oy 0 optaiee Gunl Cradit 0% |3 0
Mastarcarg . Visa . Discover Netwark- Amatican Exprass .
Mid-Quat Credit | - D8 0} med-qual oredit Go ' g G payPe! id-Cuat Credit O34 0| OB Mid-aual Credi Dawis ]
Mastercard Vg Dracover Network - Amarican Expresa
Non Gual Gredit Doy 0| Nan-Guaf Cradit Oxig 0} SayPal Now-Gual Credit Dolg 0} GoiBiue Non Qunl Gredh O l4 0
WMastarcard
Warkdgard Gual 094 0] visa Rewards 1 O 0
%ﬁa}grcnaﬂmu

orideard Mid-

GQunk 0 %|§ D! vica Rowarda 2 a % § Q
‘dsntascard
Worlduard Non-
Qual Dy ls ¢
Maetercard Viga Dlacover Helwork H
Gual Dehit D9l 0: Gl ot Gouig 0] Gual Danit A 0
Mastercard YWiza Discover Natwork
Mich-Guat Deblt VEAE 0 Wid.guat Debig G 0| rite-Qual Deblt LK
Mastercarc 0 Wisa Dlscover Network
Man-Oual Debit Ouis Nan-Qual Deklt Dauls 0| Non-Qual bebi Doig 0
Emff g:édu bit Visa Aegulatad oy Notwark
Jeguia 2l isa Regulata Tsrover Notwory
Hszount Bogfig | Dabit Discount Dogls 0} Fequlated Debit Diac't S D

. Dlscount Mo Qusl Feme Dlseoum  : Kor-Ouat Foos Cacount | Non-Gunl Feas Cfeoout | Mon-Gael Foes
tagtarcard Dol 0 0. 0. Discover Hatwork - g o Ametican Expresa by 0
Gual Credh : % % Vl‘aa Quad Cradht % % | PayPal Goal Cradit %a %o | OptBiue Gual Cradit U %
Moslereard o : 0 Diacovar Network
Qual Do 0 g % | Viea Qual Dabi 0% % | Giinl Dabit 0% D g,

3 : re - Pass Through Frterchange ’ :

J Fet Only - includee Dues and Assessmeﬂ{s - Erose (}hlyI Ir cludes Dues and Aszsssments

Bigeount Bace Disnouint Boex Dlgcount Bt Diggoulit et

o Giroes Sale Yo} an Gross Sa'es Yal} o Cpoas Salon val,) 1 Groan $ub39 ¥l
Wastercard Gunl ” - - ]
Crect D2, | visa Gual Credtt Discover Natwork -PayPal Cual Credit Amerlcan Exprean Optidiue Qual Gredit Do
Mastercard Quat 9 L a | 0 Amerliam Expraas QptEive has Program Pricirg and not
Pekbh : %% .| Ylaa GQual Drabit % | Disoover Natwork Jual Bebit % | Inteeshange and are sikiect to change.

Discount Fag MPG Rato ' #4PG P liem
Wostetoart (iialified Cragil ' : : 0.00%] 0%|$0 . :
| Maeatercard Guatified Dobit o 0.00 % G s0
Visa Qualified Cred!t _ 0.00 4 Bop |50
Visa Qualifier Debit 0.00 % B LEAEL
Biscover Nebwork - PayPal Quakfied Credit 0.00 % 02140
Discover Network - PayPal Qualified Debit 0.00 % 036G
Ametican Expreas OpiBlue Gualified Credit 0.00 4 - D=%is0
: Thiscover Nutwork- TAmutican EXprass
Masiorcard Cradit | § 0 | viza Credit $ 0 | payPat Gresit g 0 | pptaise Credit 5 0
Discover Natwork
$ 0

Mastercard Dahit Visa Debit $ 0 Dobit & 0

Discomr Netwari- ' ' American Express

Mastercard Credit 0 ¢ | visa Greant 0o PayPal Credil G, CptBlue Credit 0o
Disegver Networl

Mastercard Debit 0% viga Deutt 0% peon O

WFX‘ Other ilem Rnta B {pev item} Voyager: CGial Other o Fgte _8 {pcr kem}
' - B TeleCheck E B _— .
™ n-Parson Wnrrauty [ Mall Order Warrarly [~ Single Hold Chack Watranty 71 Multiple Hoid Choeok Wmarty | -Parann Paper Warrenty M C. 0 o, Warranty
.
SE#__ . e nqurgfate D% PerTXNFee § 8  SimtProcessing Fee $?_->3‘:'@__" Dec. Atsk Surcharge _,Z_-_@’e
fontify Minlmum Fee  § 0 tPer Lacation) Customer Ragucsted Operator Call (SROG) § Bl Unasithorlzed Rokurn Fea ;‘;&eﬁ:
e e e T . Misceilaneoys Fess ' B _ .
C Bues and Asscssmonts ViMastarcard ViMastorcard Hesrigval Amiutn Trans.
Chargeback Fen  (Per lem) § 1] Feo (128 Letlen  (Per ot § - O iree fPer itom} §_, [
Sa.es Transaction B Gther:
Feo {Fer fiem) & D | Bateh Fes {Per Hem) &, .9 ' 0iD5 Acooss Fen {Fiat Rate} §, L] {
EBT - EBT )
Faal_:l Stamps {Poar liam) § 0 #: 0 I _Cash Benefits {Par I_tem} 5. __,_,___.9 0 - i ) $ 0
Montily Statercil Fea T Puss Visa 7
HMinimis Monihly Fea S 0 | faceson Fita} 3 8 AcH Heject Fep  {(Poritemn} § 8 | Trana Iniegtity Fee OYes C Ne
O_WF_W 250

Fouds Mershant Servoos is 2 registared |80 of Wesis Fargo Bark, N.A., Cencord, ©4 Marchant Initlals:



pRA Name: Fort Bend County District Clerk's Office warphand # .

Pagead of T

FMS02510 _ 7.SERVICE FEE SCHEDULE [cont'd) _ | Fwi3025t0
. ' e . _ Miscellaneois Fees {conl'd} E T - s E

Mastersard Licensa Fee . [J Meathly
{Per Sates ltom) . 5. o {Salas Yoluma) O {Flat Rae) § ¢ [ Aanuaily In Becembar

Mastercard ' Maatercard : '
Visa Prog Fae Per temyb_.___ U Proc Fee (Per item) § 0| visa B Feo {Por ftam} §_... 0 | 16 Fou (Perftom}s D
Prsa Visa Flxed koguirar )
Notwisrk Fee (FANF) Ol Yes F No| VYiea FANF Card Present Upcharge  (Fiat Rate) § 8 | visa FANF Card Not Present Upchatge (Flat Aale)s _0
Pasa Visa Pak2 Viag Pass Yisa Pass Viea
Acquiter Progeseing Fee  T1Yes M{Na! Wisdse of Auth Fee 0 Yes & jo | Zerc Flour Limit Faa 0 Yes X No | Inli Acquirer Faa Ll Ye W ko
Paag Mastercerd Pags Mastorcerd Paea Disgavar Pass Vias )
Actiiirar Suppori Feg C Yes X No | Croas Border Feg T Yes B No| Data Usage Charge L Yas X No | Acq ISA Faa [1Yes M Mo
Pass Discaver Pasg Liscover Facss Dlacover Pass Maalercard Mal'l Acqulter
Int | Protessing Fes 21 ¥es W No: invl Sarvice Fee = Yos W Mo | Rebwork Auth Fea . ¥es JE No | Brand Usage {NABU) Fee [ ‘fas E Me

Aukhorization & Uapt

re Teansaction Foes First Data Payoexy Gateway Services

MaslercrrdWVisa Auth & Capture Fog: L] g fger ftam) ] Payeczy Gatrway Partlelpation
4

Discover Mehwork PayPal Auth & Caplure Fee:  § 0 fpor {tam) ::::e::: 2::”:" {E;‘fac]t}va D;:f —F—"*“‘“—* s B (ane time)

i il evway One Time Setup Fes . ane lime

E h Fee: 0

American Expross OptBlue Alth & ClapFure ee‘ g____ {mer ftam} Payassy Gatoway Monthiy. Fee s o (monthiy)
Amatlcan Exprass Paas Through (existing) BE & Peyeszy Gateway Auth Fes 3 0 (per tem)
Yolce Authorlzation L Q (oer item) Payeezy Galeway AVS Fae 5 D fper fem}
Electronic AVS Foe ) S___ﬁ {per itam} - Payeezy PayPal Auth Fee a . _ 5. D irer ttemy
Voice AVS Fee s— 0 goriom) | PayeszyPayPaisaFes | . 5. Opersemy |
ARU Fes $ A (per em) " | . Payeezy PeyPat Retum Fea - T 4 T O fagrhemy) | |
Pny ﬁ‘.m‘ify Payeezy Gateway . . . - Paycozy Gaay

TeleChock Auth Foe & O (oes itomy TaleCheck Cepasit Fee  $__ UM jmor ftam) TeleCheck Adjustmant Fee 3 NIA mariamy
S T i . e ; ?IN}TFN &chu!alow Protluct Faes

Wireless Manthly Service Feo $ 0 Supplies: & $ B gag pmauct Fea o : {‘domhiy) 5__ k)
Acc2s90ne Fee §_ 0 ohent $....._8 . ' Oy
Customar Sarvice Faa H 0 oher: & 5 0 TENHFN Im'a-i.'d ' s (M{mhiyﬁ §. PR
Dobit Accass Fea [ ﬂ Wobeita Usago Aperttemys ___ O

Othgr; 0

AnmuabFee - $0
Manth §_______ i O Her Rern [} Mnnh#y o Annually  Month D _

Comme:cial Card Inlerchange Service Fae B% {Spe Program Gitlda for detafly megarding Commercial Card mremn.angg §ewfce.)

Pass Visa BICA Fee ] . ]

{Note; this fes ean Be usad for Shared Systems Oaly) M Yes ¥ Ho | Yisa BINACA Fee lipcharge (Par Hemp 5.0
Pass Vise Staged Digital Wallet Fee Li¥es M No ! Visa Staged Qlgial Wallet Fes Upcharga ) R Par !ra;p) ] 0
Pass Visa B2B ¥irtual Service Fees Yas M Ro

‘Pass Visa Fite Transmission Feg 1 vae o Mo 152 Flle Transmissicn Transaction Fea Upcharge Per Ifem}$ Q
Pans Visa Aczulrer Credit Voucher Data Pracoasing Fae !"_t-_l;_b___{_l‘_vlg} Visa Acquirar GreoH Youcher Bata Processmg Fep Upl:hurge _ fPe,r Jrem} $ i 0
Pass Visa Acqulrer Data Procassing Intarnational Viga Acquirer Data Pracessing Internationst

Return Fes Cradit: " Yes M Mo | Refurn Fee Credit Upcharge _ {Per fiem} S 0
Paas Visa Acqulrer Data Procossing Intornational Viea Acqilrer Dala Processing Iaternationad .

Retura Fae Drachite O Yes B Mo | Aeturn Fap Dabit Upchurge o . _{Per fem)$ 4 0
, Pass Visa AFD Non Partiipstion Fee. i Yoy [R(Mo ! Visa AFD Non Parlicipaticn Fes Upcharge - " TN ey g B
Fass ¥ua Interpatiznal Acqnlrer Procasaing Fea Cnsmt CiYes M HNo | Pags Visa Ingmational Acguirer Arocessing Fee Debit 71 Yan M Ho
Pagz Viaa Account Vorification ‘nernational,

Cradit and Sabit Fea D Yes X Mo .

Pags Visa APF Domestic Debit Auth Raversal Foe T Yog X Mo | Pass Visa AP Domestic Cradit Auth Heversal Fee M Yes M tio
Pass Viaa APF Interiational Debh Auth Reversa: Foe i ¥pg M No | Pass Visa APF In!emaliana} Credit Auth Hevarsal Fes . L .10 Ves M Ho
Pass Visa Data Consgistency Eanustic Fee i ¥ou W No | Pass Visa Excesslve Aufh Attempts BDomestie & Croas Dorder fes 0 Yea }_{ No
Pass Visa Fallback US Fee : 7} Yes X Ho | Vise Fulfbuck US Fee Upcherge L rernems O
Pass Viae Netwark Acquirer Procasging (MAPF) i
Roversal Fess O Yes J(No _ . - —

Pass ¥isa Consumer BIlIPay Particlpation Fea {Per o} &, _ 0 Wisa Consumer BiPay Parli_clpntion Fae Upeharge {Fer herm) §__ _Q
Pass Visg Never Approve Reattempt Foes US U Yes X No _ ' i

Russ Visa Addross Verifieation Foe US tl Yes X Wo | Visa Address Verification vaica Fee L1 tipcharge {Ber tem) $ _ ﬁ
Pass Visa Integrity Detal Roport Fog L Yes X No | Viea Irtegrity Detall Report Fee Upu_h_sr_ge ) {Por tem) § 0
Pass Visa Recurring Auth Dscfing Foo UIS [l Yes ¥ He | Visa Recurrirg Auth Decling e US Uacharge R {Fer tem) § D_
Pess Visa Base 2 Returned lom Foe U Yes X fino | Viau Dase 2 Returned item__Fee tipcharge {Bor Monp & 0
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FMB02510 7. SERVICE FEE SCHEDUWLE {cont'd} FM302510

. ) - . " Merchant Fee Gantral Grid Fees (eontd) .
Pass Discover Casd Acount VYerlfication Fee [1Yes X No | MHstover Card Account Verliication Fee Upcharge {Per temy S___Q_
fass Disvover Network Auth Fae OYes R No | Discover Notwotk Autlt Fee Upcharge {Per item) 3 6
Pass Mevover Program ntegrity Foe ] O Yes M Wo | Discovar Pragram Integrlty Fea Upcharge {Per flom} §. . 0
Pags Discover Account Veritentfon Service Fee Tt Yes W No | Discover Ascourt verification Service Fee Upcharge {Por ifem) 5____,,,.__0
Pean Discnver Afddress YVerfcation Sarvise Foea Il Yas ¥ No | Discover Address Verllication Serslce Fee Upcliarge {Par ftem) 9
Pass Discaver Dighal Inveatment Fea . {1 Yes ¥ No | Discover Bigitel investment Fee Upcharge fSaies Vofume} ____Q_%
Pass Discover Ticket Relrieval Faa . 0 Yas X He | Biscover Tickst Retrieval Fes Upcharge fRortteri Y
Faag Discover Diapute Fas (Por ftam)s_____ 0 | piscover Retrevat Fer . ' " [Par Hamj §_ 8
Pass PayPal Participation Authorlzation Fee [} Yes 3 No @ PayPal Paiclpation Authorlzation Fee Upcharge {Sufes Volume) 0_%
Fass Amarican Express OptRiue Agceas Fee M Yes X No '
Pasa Americun Express OplBine Network Fee : O Yes X Ho _Amariean Expriss OpiBlue Network Fee Lipeharge (Sales Volurna) _.._0_%
Pasz Amerlcan Exnress OpiBiua Asquirer Teansaclfon Fee 1 Yes R No | Amesican Express OpiBlue Acqulter Transaclion Fes Upcharge {Fer flem) § 0
Pase Aimerican Express OpBiue Dispuie Fee Ol Yo R Ho ; American Express OptBlue Disputa Fea Total {Par Hamj & 8
Pass Amerlcan Exarass OplBive Retrlaval Fee 0 Yes ¥ No | Amercan Express OpiBlee Retrieval Fee Total - {Per ftem} Sc_o_
Pagy Arrerlean Exoress Optdive Program Continuation Fes a Yes ®He ) ' o
Paas Mastercard Fracesaing Integrlly Fee Pre Auth [ Yes ¥ Mo | Mastercard Frocessing Integrity Fee Pro Auth Hpcharge {Per lam} $ 0
Pass Mastarcard Processing [ntegtity Fes Undelined Auth T Yes E Mo | Mastcrcard Procassing ifogeity Fee Undetined Auth Upchargs {Per temn} S.__G
Paas Mastercard Proceasing integrify Fee Final Auth % 1 yaa X Mo | Paas Mastercard Processing Integrily Fee Firal Auth Minimum Per lem  L[1Yes X No
Pagsy Mastoreard Procesalng Intagrity Message Mastercard Processing kntogrity Magapgs
Format Error Fes {J Yes H Ne | Format Error Fee Upcharge (Per ltam) B 0
Paas Masiercart Processing Inmgglﬂtﬂy Imaga Fae Ol Yes [ No | Mastsrcerd Proceasing Hitegrity Image Foe Upeharge . (Ber ftem) § 0.
Pass Mastercard BINAGA Fee '
{Mote: thig fee can be tuaed far Shared Syaters Daly} ' 0 Yes X No | Mastarcard BINACA Fee Upchargs e (Far ftem} 5____ ﬁ_
Pags Mastercard Kilobyte Clearing U5 Fee [l ¥es M Mo | Mastarcard Kilohyta Claaring US Fee Upcharge {Por ltem} §._ 0
Puss Mastareard Inataliment ¥urchass A, B and Rofund A Fﬂﬂﬁ. Ll Yau B Ho
Pass Mastercard Dg_Eiilrlt‘q__Sarvina Fag US F1¥as B No | Mastercarc Becline Sarvice Fee US Upcharge {Par ltomi §., 0
Pas: Mastoreard Kilobyle Auth US Fea ~ o !]__Y;e:__l XNQ Mastercard Khooyte Auth 1S Fee Upchargn . {Par itom} § 0
Pass Mastorcard ICA AYS Fea C: Yas 3 No | Masigscard ICA AVS Fea Upcharge {Por ftom} 'L__._,,{l B
Page Mastarcard Dighal Enablement Fee I Yes X No | Mastercard Digital Enab) t Fee Upsharge {9ales Volume) 0%_
Pass Mastercard Bustngss to I?uslness US Fee [Z Yes X No | Mastercard Business to Business US Fee Upcharge {Saltes Voluma} O
Pass Mastercard SecureCode Traraactian Fae CtYes X Mo | Mestercard StcureCode Fransaciion Foe Uptharge (Flat Rata) $. : 0
Pass Mastercard Location Fee : . i Yes X Mo [ Mustercard Locatlen Fee Upsharge {Fin: Aate) § 0
Pass Mestercard ACQ Intershungs Dowrgrade Fee Tt Yes X Mo | Mastercard ACQ interchange Downgrads Feo Upchargf; {Perflem)§___ | 0
Pass iestercard Excessive futh Attempts US Fee T¥es B Mo i Maslercard Excessive Auth Attompts US Fee Upcharge fPerfterm)3__ __9_
Pass Mastercard ACQ Freighi Program Fue LiYes M Mo | Maslercard AQ Freight Program Fee Upcharge {5ales Valuma) __ . . _.D_% .
Pass Mastercary Credeniial Continaity Fen. T Yes K Ma .!‘.ﬂastemard Credential Cantinuity Fee Upcharge fPer ftem) 5. . ____0.
Pass Mastoreard Nominal Auth Amount LS Fee Z{_Ye:-s_.l_)_lig!f&?ﬂ i _i_‘.ﬂa_stm_pa_{g!_ ﬁfominal Aulh Ameunt Y5 Fee Upcharge {Per tom) § 0
Pass Mastereard Morchant Advice Code US Fea Tl Yas W No | Mastaicard Merchent Advice Cotle US Fee Upshiarga {Por e} § ___9_ .
Pass Retleval Raceivad Faxiall Fee O Yes W Nag | Aotrieval Recelved Fax/Mail Fea Upcherge L tporhems 0|
Pase Chargeback Receivec Fax!_?_u_fii! Feg O Yes I No | Chargehack Received Fax/Mall Fes Upcharge © {Per o) § 0
Pags Refrinval Ottgoing FaxMall Fee T Yas X Mo | Retrieval Cudgotng Fax/Mail Fea Upcharge {Per ftarm) § ¢
Prsa Chargeback Cutgoing Fax/Mail Fee T Yes W Ma | Chargebuck Quigoing Fa/Mail Fee Upcharga B {Per flem) $.._..,.,_0._
Pass Viga AccaptNc Accapt Fee T Yas B Mo | Visa Accept/No Accept Foe Upsharge {Par item) $. 0
Baug Visa Accept 0-20 US Fees O Yas W Mo | Visa Acgent -20 U5 Fees Upcharge_ _____ {Per item} § 0 ]
Fass Visa Dispute Accept 21-25 Fee C Yes B Nu | Puss Visa Merchant Responsa 0-20 Fae £l Yas X Ko
Pead Wsa Oispute Accept 25-30 Fas C Yes W No | Fass Viea Marchust Responso 21-25 Fee ] Yeg _E_ Ko
Pass Viea Dispute No Acceptance Fee C Yes B No i Pass Visa Merchant Respunee 26-30 Fee = Yes N o
C_WF_#%_ 2510
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MSOES?S 7. SERVICE FEE SCHEDULE {cant'd) FA802510
. - . Merckant Faa
Pass Visa Retriaval Fulfiliment Fee C ¥os X[ No | Pasa Viga Casa Fillng Fee 3 Yes W No
Pags Visa Refrleval Non-Fuilliiment Fes {1¥es B Mg | Pass Visa Lost Case Fifing Faa C Yea X No
Pasa Visa Alto Acceptance Fee {Por ftom) § 0
Pasa Mastereard Acsagt/Ne Accep! Fee TS Yos M No | Mustercard Accept/Ne Accept Fee Upcharge {Fer item} § 0
Prga Mastercard Prearbitration Fee T Yes K No
Prss Maetarcard Case Filing Fee C Yo X No | Pass Maslorcard Cass Withdrewsl Fee ] Yos K Ng
Paas Mastercard Lost Casa Filing Fae O Yes 3 Mo
85 Dlacover Accepbio Accant Fee O Yos 2 Ko | Discover AcceptNo Accent Fep Upeharge {Par tiemi s Y
Pass scover Lost Case Fillng Fae O Yes & No
Fuas Americen Exprosa Acceplo Accept Fas Cl¥es ¥ No | Amerlcan Express Accepl/No Accent Fee Upchargs {Par jtam) S__,_,__G B
Fass Displite Casc Mastercord DMS Fee C Yes X nNo | Dispute Case Mastercard DMS Fee Upcharya {Per ilem} s__'_Q
Pass Bispute Image Mastercard DMS Foe TYes K Ho | Pass Mastersard Presentment Exgeasive Pages Fee  Yes H No
Fagsg Dispute Image Visa DMS Fee O Yea M o | Disputs Image Viea DI Fes Uncharge {Per Hem $___ 0
Fass Viga Pra-Compiianca Image Fao Z Yas [ No | Pass Visa inceming Pro-Dispuic DMS Fee T Yes X No
Frase Visa Late Aesponse to Blspute Foa = Yes [® No | Wisa Lafe Response to Dispute Fee Upchargs Par itoin) $. ¢
Pass Mastarcard Late Response to Dispule Fee £ Yeg JE No | Mastaercard Lats Reeponse to Dispuls Fee l/pcharge iPer tam} $____9
Pazs Discovor Late Resporae o Dispute Fee £ Yes X No | Discover Late flaspansa to Disputy Fee Upcharge {Par item} § 0
Pags American Expeass Late Besgonse to Dispule Fga L Yas X No | American Express Lata Rasponsa to Disputn Fea Upcharge {Peritem) $q__0,
Pass STAR Debit Metwark Annual Fee O Yes X No | STAR Dabit Network Annusti Fas Uipeharge (Fiat Rale) § __0
Pass Pulge Debit Notwork Annual Fee LI Yes ® No : Pulse Dehlt Network Annual Fes Upcharge (Flat Ratag) s. . _0
Pass-NY(_?E Deblt Network Bnnuai Fee ™ Yag X No | NYCE Deblt Notwork Aniwal Fee Upcharge {Fiat Rate} 5. 0
{Pass Acos! Deblt Netveoek Anm{al' Faa _‘:_l‘gsﬁaic ) ﬁcg_l_l)ebit Nelwork Annual Fea Upcharge [F-_‘at'Ra.'e) . ﬂ
Pags Cullanco Network Annual Fee O Yes M Mo | Cullatie Metwork Armual Fee Upchargs {Fiat Rate} §, Y
Pass Inferlink System Integiity Fao Yes ¥ Ma intertink Systam l.ntagrity fez |lpcharge Pertemys_ 0
Paus nferfink ENFY Falivack Faa O Yes M Mo | __{nter!lnic EMV Fallback Fed Upeharge {Par Hem) & 1]
Pass STAH Taken Fea L: Yas X No | STAR Toke: Few Unecharge (Perpenys__ O ]
Fass NACHA Unauthorized Ertry Foe [Perttem) §___ @_ HACHA Unautharized Entry Fes Upcharge {Par ftem) § 0
(ther Foes {Cther} § 8 | Other Fees (Other)s____ 0
] 3 & Complance Fees
Clover Se_qy(lty Plis {Flat Raie per nzonm) 3 0 PGl Rapid Comply (Fiat Rate por month)§ 0
_&Cgﬁg ‘}in?\t%rgp_li!rabllity Waiver {Flaf Rala por imoetity § 0 | Morchant Opted Qut L {1 Ves
Data Profection Gnfy {Fiat Rate per frtanify §, B | ciover Becurlty Essentiala {Flnt e por month} $ (4
Piss PCI Non Complianca Fee (Monthly) _{Fiat Rate) 8. _Q Tranaa:mor Teeminaf (Fiat Rato) 0
: . ' lover Fees
-{ Maln Sireet Insights Fea (por D) Fiat Rate} § ] Clover Go Monthly Fes {ger MID} (Flot Rato}8__ __Q
Wireleas Monihly Service Fea {Fiat Hate) § 0 | wircless Activation Foo (Fiat Rala) § _ 0

CONTINUED OMN NEXT PAGE
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FMSO259C | ] 6. EQUIPMENT;THIRI PARTY INFORMATION . P FMS0RELD
Network (Front End): 3 Cmaha O Narth {1 Nashviile ) Buypass
Do you use any third party to store, process or transmit candfiolder data? O Yes = No
if yas, identify the Third Party Prozessor used: L1 00 Hone T 01 Yahoo 02 Aulhorizeqiet 103 Cybersourca U1 04 Vesifore [0 05 Merchant Lk 06 SHift 4
Dod FIS [ 09 Six Payment Serviges Corp £ 16 Vorlzlgn = 08 Other (please specify;
INTERNET GaTEwAY: [ Firat Uata Globet Gateway X Gther: ClOver
Wireless Matwork:

OMNew  5Rant [!Purchase' |Jlease? [ Existing

rCANternet Soltware _ . Guantity ...

Tarmina! Madel L. o Quantity OMew  THent S Purchase’ [CLlesse® b Exinting
Printer Modal L Quantity 1 Mew CRant  JPuwrchese! T lease® [0 Existing
PN Pad Quaniity — O Mew LiRem L Purchase’ '[Siosse’ [ Existing

* Ulave: Eqlirment Purshasn Ordy: This bs for Information pirpcess aniy, lagse refat ty your eclpment urchase ag'eemnant whh PO Scuipmant Service Ing, for informasian and wicing and fave fer
your equipeent of hardwase, You ata not purchesleg aquipmant freth Procaaser and yult acknowledye ard agree 'hat Srosessor wit have ro obiigation or lability reluling o such pircness of
squlpment, Your purchase of squpment ls subjoct 10 separate terms and sonditiens betwaan you and the sqéprrenl sadar,

* Bog bquipmart Loage Agreemaord for she Tarms and Condliicns gevanlng your 'eassd equiprent.

Early Termination Feo § O Tio initial torm of this Agrnarsent |a three years frem the date of your hppraval by our Sradit Departmant
{the itial Yarm). i you termi) thiz Agr t before tho end of tha then ourrent tarm or otherwise stop pr jng your & tions willt us,
you will be charged this Rarly Termnination Fee. &fter The initiai Term, subioct to Purt IV, Sectlon A3, this Agveament shatl automatically extend
for an agditional period o! one year aech (sach an Extended Term). : Merchant inktiats

9. SIGNATURE(S)

Clisnt certities that all inforynation set forth In this comatated Merghant Procagsing Appiteation is true and correct and that Ciient has racelved a copy of ths Pragrain Guite
and Conflrmation Page, which is part of this ierchent Procassing Application (constsiing of Sectiona 1-8), and by this referaneo incorperted horain, Cllerd acknowledges
and sgreeg inat we, ow Affiliates and our third party aubeonlractors and/or agents may ves msomatic twleshons daling aystems ta contact Cliant at the telephong
aumper(s) Ciient has grovided in this Merchant Procassing Application untifor may leave # delatied volce massags in the evant that Cilent te unable 1o be teached, even if
the number pravided is a seliular or wireless number or if Cllert hzs previousiy reglsterad en a o Mot Caif list or reguestad not to be contacted Client for solic|tetion
rpoges, Cllent hereby consents 1o receiving commerclel electronic mall messages ‘rom ua, our Atfiliates and our third party schoontracin's Rng/er agents lrom time to
ime. Client further agrees that Gllant will not accept more than 203 of it5 card transactions wia maii, teleshons or Intarnet order, Howsvar, f your ApplIZation iz approved
based ugan contrary [nformation stated In Sectlon 5, Transaction Information suciion above, you are authorized to accept transactons |n aecordance with Mo porcaniages
Indicated In that s2ctior, This signatyre paga #lso serves as a signamre £age 0 the TalgGhaok Soiuttons Agreement appaating in the Third Parly Sacilon of the Pregram
Guids, If selacted, the undersigned Client baing “Yeu” and “Your” for the purposes of the TelaChagk Sclutiona Atreement.
By slgning beiow, each of the undersigned authorizea ug, our Affiilatas and our tiird party subcontractors and/or agents to verity the inforeation conlained In this
Applicalian and to rsques! snd obtain #om any consumer raporting agericy ang other scurces, Including bank roferancas, personal énd Hus:ness consumer raports and
otiar informat'on and 1o disciosd auch information emengst each other for any purpess permitied by law. if the Application is approved, eacl of the undersighed alao
authotizes ua, our Aflillates and our third parly subcortractos and/o: agents ta obtaln subsequent consume: repents and othar Information fram ather sCAUrGes, including
bantk references, in eohneation with the review, maintenance, updating, renewel or extension of the Agroement of for any ather purgose rgemittead by iaw and disclese such
irdormalion amongst eech other. Each of the undersigned furthormore agress that sl references, inc udln%obanks anl consenar reporiing agencies, may raleass any and
aif parsanal and business credit finansial Information to us, our AMHates and our third parly subeortractors andfor agenis. Each of the undersigrec authorizea Hs, our
Affiliates and our third parly subcontraciors andéor agents to provide amongst each other the Information eontainad in this Merchant Procageirg Application ang Agreemend
arcl anr information recoived subsequond thereto from all referorces, inchiding banks and consumer repotting ageneies for any purpose permitted by daw. It is aur policy
to abtain certaln information In ordor Yo venty youd identity while processing your rccount appilcation. i}
JAa part of our anproval, processing servicus, sonblauing frautl prevention and accobit review processes, the indersigned coneents to the use af infaration gathared
anting or that you submit lo us, and/or automated electronie compuder security sereening, by Us or cur third party vendors.
Chent authorizes Mrecessor and Bank and ielr afiliates 1o debit Client's designated bank ascount via Aufomated Clearing House (ACH) for costs nssociated with aquipmant
hardware, softwarg and ahipping. -
You further aclivowledge sikd sgroo Hiat you wilf not use your merchan! accoust andfar the Services for llegal transactioas, for example, those prohiblled by the tnlawfLy
mternet Gambling Enfcreement Act, 31 1L.6.C. Sectian 5361 ct seq, as may So amended from e to tme, ar pracessing and acceptance of fransagiions In sertaln
|urisdictiohs pursuant io 31 CFR Part 500 et seq. gnd other laws enlorsed by the Ofice of Foroign Assets Control ﬁGFACJ. To help the government fgat the funding of
lerrorism and moeney loundering activiiles, Sarvicers abtain, varify, 8ad reeord sertain Information including your full name, physicat addross, and any ather |nformation
needed for Identity verilication pueposps while processing this MPA, as described it tha USA Petrigt Act.
Client cartifies, under penalties of perjury, that the fedoval taxpayes iduntifleation numbar and conesponding fiflng ame provided herein aro sarrect.
Client ayroes to all the terms of this Merchant Processing Application and Agroestant, Thiz Merchant Brocessing Application and Agreerment willl nok
take effect untit Cllent has been approved and ihls Agreemiont has been acceptod by Processor and Bank. Acceptance by Processor and Sank will
o cur upon Ine gavlier of the sxacution of this Merchant Pt g Application and Agr I by Proce and Bank, or the commoncament of the
pravizion of the Servicas by Processor and Bank. .

CHent's Business Pringipalf0ificen

Signature X ) The . .

Print Mame of Signer ) Data

"Printet Name: . : :
“Bank: Welle Furge Bank, A o
(& momber of Visu USA, Inc. and.Mastercerd nternatinnal, focy " i
By: Flrst Data Merchant Services LT, pursuant to'a mited pawet of aftarmey

¥

TELECHECK AGH AUTHORIZATION
ACH Dehit and Gredit Aytherizations Cllent author'zes its Finaneial inatitution fo pay &nd charge to its aceount the amount{s) due TeleCheck under s TeloChack
Agreement and to accept all credits and dabits made to its accourt by TeleGheck viz slectronls funds transter In connectian with TolsCheck's sorvices under this TeleCheck
Agreemuont. TS authorization shall remain :n affact untll (30) thhity days after revoked in writing.

Signature X Print HamesTite: . Dato

Advthorized Signsture pn TeleCheck Account for AGH

Bersonal Guarantee: fn exthange for Processor, Wells Fargo Bank, N.A,, {a member of Visa USA, Inc. and Magtercard Internadionat, inc.}, and TeleChecy Services, LLC
{the Guarantced Parties) acceptance of, as & piicai}!e, the Agresment, andior the Equipmernt Agreement and/or 1he TeleCheck/THS Solutions Agreemont, the undersflgneu
uncemditionady and irrevocably guaranizss the full payment and Ipeﬂormance‘ of Gliant's obfigatinns under the foreqoing aqraeements, as applicable, 2s they now oxist or
as medifled fram {ime to time, whether befose or after termination of cxpiration of such agreemunts and whather or nof the undarsignsd s réeccived aotlse of any
amendient of such agreements, Tha undersigned watves notice of default by Client and agrees to indombify the Guarantaed Parties or any and ail amounts due from Cliant
undar the foregoing agreements. The Guaranleed Partles shall not e requirad to first proceed agalngl Client to enforce any ramedy before procseding agningt the
undorsignod. TS I3 a sontinging personal guaranty ard shall not be discharged or affected for any reason. The undersigned understands that thisls a Fersnna!IGuaramy

of gayment and not of collection and Lhat the Guaranteed Partics nea refying upon this Personal Gitiaranty in srlering 1 the taregoing ag s, ef apph
Porsonat Guarantee Slgnajure X Print Ham. . . Date
Parsonal Guavantee Signature X Print Mome: ___ i Dale

C_WI W F530
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TransArmor Data Frotection and Clover™ Sarvices Participation Addendum

This TramsAnmor Data Protactlon and Clover Sarvives Partidpation Addendum {fhis "Addendum™ supplements, and Is hereby made a part of, the merchant
seivices agreamant (the "Agreement”) you (Clienl”} have ettered infe with Pracessor {ihe entity nemed and deiined In the signalurs block batow? and Bank ¢r
thair respactive predacassors, Flist Data Merchant Sarvises LLG, Processor and Cllent hereby agroe as folows: This Addendurm governs the provislon of the Clover
Servics and ong or haoth of the Data Pratectfon Service andfor tha Clover Sacurity Services (aach as defined below) {collectively, as applicatle, the "Service” or
“Barvices”) to you by Procassor. By sighing belw you ars efacting bo receive the Service and you agrse {o the applicabie terms and conditlons sef forth in this
Addandum. Efactng to receive the Clover Service means fhal you shaki also elect af least one of either the Dafa Proteciion Servigs or the Clover Securify Sarvices
fer aach merchant identification number (D", The Sarvice is provided to you by Processor and not Bank, Bank is not a party lo this Adderdurn, ard you
acknowladge that Bank is not liakle to you In any way with respect to the Service. For the purpases of this Addendum, the wards "we,"” "our” and "us” refer arly t the
Processe: and not the Bank. The Service, tensaclions processed, ano other matters corterplated under this Addendum are subject to the lerms and conditions nf the
Agranmient, =3 acplicabla, excepl to the axiert the terms of this Addendum dirsctly corfiict with another provision of the Agresment, i which case the ferms of this
Addandum wilf centeal,

Clover Equipment Detaila:

Zxnibil A is for infarmation purposas orly. You ars not purchasing or leaslan squipment from Processor and you acknowledge ard agree that Processor wifl hava no
ahligaiicr or ability relating ¢ such purchase or lease or eguipment. Yaour purchass or lease of equipment I8 sublest to separale terms and conditlons between
you and the equipment seller or lessor.

Morchant Address: 1422 Eugene Heimann Circle Suite 31004 Richmqr_tq_j}j)f(_ 7746,9
281-633-7621

Mercharnt Email {required to receive Clover equipment activation code): lau ramclean@fortbendcountytxgov

Phona No.:

Partner Email Address:

Morchant DBA: Fort Bend County District Clerk

Existing MID# (If applizabls):

Business URL:

ffenu URL (H applicable):

Clovar Station 2:

Clover Sorvicss § 0.60 (Por Device} x Ghy: 0 = % 0.00 {fotat per month)

{Charges for Clover Servlces may appear on your morithly statement. Clover Service Fees may be Tilled through he Clover Aps Market, depending on the
davice.}
*Additional fees may be assessed against existing Clover merchant accounts boarded prior to 02/20/20240.

Transhrmor Service Fees:

TraneArmor Takenization and Encryption Fea 3 Tt rale per meath iYes l:! No
TransArmot Essentals Solution Fas 3 . {fial rata per monih) I:’Yos D Mo
TransAmnar Minimum Mﬁnthty Fee T {{lat rate zer month) _‘ Yes D N
TransArmor Token & Encryptian $ . {flaf 1ate ger month) . Yag D W
Transarncr Tokan $ {fat.1ats per month) D Yes iNo
Transfumer Tekan Registration ' o {fiat rate per manth) B Yas D No
Clavar Security Servicas Full Bundle Fee i {fad rate per month) o Yos D No
Glover Go Service Fees:

Clover Ga Satup Fea 3

Clover Go Monthly Fee /per MID) I

Clover Go NFC/EMV/IChip Reader v2 Blustocath {FD CviGec NFCRDRv2)  § {Per Davica)  x Oy = %
Clover Go v2 Cable-less Stand (CiveQo Dock v2) § (Per Device}  x  Qly: =}
Clover Go vl NFC Stand (Clover Go NFC Siend)  § . (ParDevica) x Qly: = 3
Clover Go NFG UniClin {CloverGo UniClip) & (Per Device) x  Qly; = 3
Deploymen! foe 3 (Per Device}  x  Qly: = §

Omahs_W_Clove:SPTA_2603



TransArmor Data Protection and Clover Security Services Participation Addendum

CLOVER TERMS AND CONDITIONS
1. Clover Servigs '

1.1. Deflnitions. Capitafized tlerms used hersln shall bave the
- mearings ghven to such lerns 8s set forth i this Addendum or as delfined
alzawham in e Agreement.

- "Clovar Marks” means the names, lkogos. emblems, brands, servica
marks, trademarks, trade names. tag lines of ather proprielary
cesignations of Claver Netwark, LLC. ap affiliate of First Data Merchant
* Serviges LLC.

“Clover Borvice” msans the websies assoclated with the Clovaer
Sarvice, the ohjsct code version of Clover soffware applizations (whether
owned or icansed by Glover) resident on a Device at the tme wa provide you
with the Device and the objact aotis versicn of the software that enables
the applications resident on a Davics af the time of provisioning, and any
refated updales (Ingiuding seftware maltenance or bug fixes) and any
matarials, documentation anc derivative woris rolessed by Processor
fram time e Uima. Far tha avoldarce of doubt, the term softwars In
the pregeding senfence doss not lnclude any softwars thal may ha
obtajrad by you saparataly frorn the Clover Ssrvice (e.g , any erplizations
or software downloaded by you thraugh aa appication  marketplace).
The Clover Service |5 deamed pert of the "Services.” ss defined Ih and
proviged under the Agreemant.

“Cugtomsr” means & Person who mekes B purchasse af acods or
services from you, the transaction for whick uliizes the Clover Service.

“Cystomer Information” means infurmation about your Guslomers
{e.g.. name, malling address, e-mai address. slephene number}
obialred in curnecilon wih your use of the Clover Service,

"Device” means & Labiet, smariphone, or other mokile or fixed form
factor #antfad by Procesaor from tme 1o me &3 compallble wilk and
capakle of gupporiing the Cluver Service,

“Third Party Services” pra fhe gendces, products, promotiors or
aputicaifons provigad by sameone other than Processor,

1.2, . Lisense Grant. Dusng Bie tam of this Addencum, Processar
grants you - & personal, imited, non-erciusive, revocable. non-
transferalio ficense, without the right to gubicenss or assign in any way, to
Heotranigally ageass and uss the Clover Servlcp for vour interhal
business use solaly In the Unitad States 1o manage your eetablishinant and
sonduct associated point of sale activities within the Unlted States in
aecnrdance with this Addendum, . .
For purposas of this Addandun “Unfted Stalas” deas not Include U5,
Taerritwriey or possessiprs. The Clover Service s for vour internad
busliiess use only. This Addendum doss not grani you any rights to the
Clover Marks. Al intallaclugl propertyant proprisiary rights in or ralated to
the Clover Sorvice amtd the Slovar Marks are and wid romaln our, our
affiliates’, our vendors', or our Heensors' {as eppliceble} sole and
wxcilisive propedty, and any ard all Aght, titte anc interest aseacistad with the
Clover Service not exprassly granied by Processor i this Adlanchurn am
deamad withhald.

1.3. Reastdctions,

1.3.1. Alf fght, Hife and intorest in end to el confidential informalion and
intellactual property related to the Clover Servizce (ncluding
Clover Karks, all software, the content of any materials, web

. sorasns,  layouls.  processing  iechaikuwes,  procedures,
glgatithms, and methods and any updales, changes,
altorations, or modifications to or derivatve works from such
Intofloctual propertyl, cwned, developed or licensed by us at any
time or employed by us In cannection wilh the Clover Service, shail
te and wilf remain, as bebween us and you, our or aur afffiatas’,
vergors o licensors’ (as applicable) sole ard axclusive property

~and all right, title and Interest assoclated with the Clover Service
nei expresaly granted by us [ this Addendum are deemed wihheaid,
You shalb not use Clover Marks it any manner, including in any

agvertisernents, dtspmys ot press raloasss, without our prior wrilten
CONSErt,

1.3.2. If we provide you with conies of or access o any soiware or
doctrnentation, unteas olherwise exprassly stated in writing, Ihat

sofiware and documentation s provided on a persenal, non-
exclusive, non-transferabile, non-asslgnabls, revocable limiled

1.4
141,

14,2,

14,3

14.4.

14.5

fcense for the pericd of your subscription 1o the Clover Service
and solely for you to acscess and use the soffwere and
cocumantation to receiva tha Clover Service for Its Intended
purpesse on systems owned or lidensed by you,

. You shall not and shalt not permit any thied party o do any of the

foliowing: {a; access or attampt io access the Clover Service
{ar any part) lhat i3 nof ntended to be made availzble 1o you or
rmada ayallabia for publlc use; {b) decomalle, clsassembie,
raverss snginesr, or otheralse sitermpt ta reconstruct or
clscaver by any means any source cote, undertyng ideas or
gigeritns of the Clover Service {ar any part), excepl 1o the extent
that such restriction is expressly  prohibited by lavs {c) mod¥y,
translate, or alter In any manner, e Clover Sendca (of any part) or
the Clover Marks: d) create derlvatlve works of or based on the
Clover SBarvice {cr any pait) or the Clover Mar«s; {e) except for
kackup and archiva: purposes, directly or Indirectly copy the Clover
Serdce (or any part)h (f) rapublish, upload, post trensmlt,
tiscicsa, or distrthute {In any format} the Clover Serdca (or any
patt; except 2s permitied herein; {g) access or use {in any fommat)
tha Clovar Service {or any par) through any lime-sharing
service, serdce bureaw, retwork, consortium, or other means; th)
rent, {easa, seli, sublicense, assign, or otherntse transfer your
llcense rights to any third party, whethar by cooration of law or
cthorwtse: {1} use or ship the Clover Saivice (or any pert) cutside
of the United States, or access the Clover Service (ar any part)
from cutside the Linded States, withowt In any sasa ohiaining cur
advancs writes consent; () remove, relocate, or otherwise sitar ey
proprietary righis notices from the Clover Service (or any psri) or
the Clovar Marks. {x) perform or affempt fo perforn any acticns
lhat would intzrfera with the proper working of ths Clover Service.
prevent access lo or use of the Clover Servics by other usars,
or In our -easznable judgment irrposs an unmasonable or
dizsproportiorately farge load on owr infmsiruclure. network
capshilty or bandwidih; or {D) use tho Clover Sarvice (o7 ary pait)
except as permitted in Section 1. 2. ou saall not take any actien
Inzonsistert with the stated title and ownership in Saction 1.2, Vou
wil ncl fils any acllon, in any forum Ihat challenges the
pwinership of any pant of the Clover Sarvice, any related soflware,
materials or documentation. Failure to comgply with this provlsmn
wili conelllute & matadal breach of this Addendum. Wa have the
vight 1o imemedistely lerminalo this Addendum and your socess
o and use of the Ciaver Servica in the event af & challange by
YOI

Clovor Service Limitations and Requirements.

You may access the Clover Service through your Device using a
wired {ethernet} or wirslass {wift or ceiluar} sonnection v the
Internet. You are sofely responsible for the payment of any foos that
may be imposed by your Infermetidala provider, Your wsa of the
Clover Service may be subjact to: (a) tha terma of your agresments
with your Internebidata provider; and {bithe availabitify or uptims
of the sarvices providad by your Infernet/data provider.

You may usc the Clover Sarvica to conduct pelnt of sale
acivities offine. Transactions iniliated ofine will be quevad and
sibmited for auhorization whan [ntemet connectivily to the Clover
System is restored, Howaver, you assuime alt rsk, responsibiity and
lizki#ity asscclated with any transaction that you choose ko conduct
while the Clover Service is usad offine.

Tha Clwvar Service does not function with every mobile devica.
Processer may siter which Devices are approved as compatiblo with
the: Clover Sarvice In owr discretion from tims4o-time,

The: cedaalt veralon and functionality of Clover software applications
that are accesslble at the Uime you acguirs a Davice may vary from
tirme to ime as detenmined by Procassc: or an gffillate of Processor,
Motwithstaniing anytilng te the contrary herein, software %or cerfain
Ciavar Devices may only be offered by Processor or an affiiate of
Frovessor ¢s applications via an appication markelplace,

We may perforn mainfenance on the Clover Senvice frory e fo
time which may res:it in sendce Intarrupticns, delays, or errors. We
witl not be lfable for any such interruptions, delays. errors, or bugs,
You agree that we may contact you i1 order ke assist you with the
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Ciovar Service and obtaln information needed to Identify and fix any
BITors. : :

148 Ycu shal at all' imes comply with any operaling procedures,
regulremants, or glidelines regarding your use of tha Glover Service
that are posted on the Clover website or othenvise provided or made
avafiabie to you (sullectively, “Clover Gps

147, You shall camply with the follawing racuitements in connaction wit
your use of tha Ciover Service:

a)  Wih respect to each of your Cuslomers who requests the
defivery of marketing materigis. iransaclion receipts or other
communications from yeu vla text message or emalf, such
Customer must give his consant In writing or entar his phore
number or emait addrass In the approprialc space on the device
and provide such consent via a chaok bex hinself or the Devdcs;
you arg NCOT permitted to add or modify any Gustomer
infermetion {inciuding but naot Himited to phone number and
small address} or any Customer s consent ndication on behalf
of a Customer. -

8}  You {ar your agants acting on your behalf) may only send

markeling materials ¢ othsr  commuricadions to the

Customei's peovided phona number, street addresa, and'or smal

address if the Custorner has spes Heally consantad by chackir‘eg
" {himseif) the appilcable box displayed & the Device,

€} NOTWITHSTANCING THE CAPABILITY OF THE CLOVER
SERVICE YO COCLLECT AND  STCRE  CUSTOMER
MFORMATICN AND T ALLCW YOUR CUSTOMERS TO
ELECT TC RECEIVE MARKETING MATERIALS FROM YOU,
‘%O’VT&: STATES MAY LIMIT YOUR USE Oi— SUCH INFORMATION
ONCE! COLLECTED ANDVOR YOUR DISCLOSURE OF  SUCH
INFORMATION TO THIRD FARTIES, EVEN IF THE CUSTCMER
HAS PROVIDED HIS CONSENT, ANCHOR YOUR  DISCLOSUREOF
SUCH INFORMATION TOTHIRIPARTIES. YOU ACKNOW!LEDGE
FNDACR‘:ETHA"'{I')YOURUSF’)E' CUSTOMER INFORMATION
OBRTAINED IN CGN’\JI‘:LTJON WITH THE (,L(JVI:R BERVICE MAY
BE SUBJECT TU LOCAL, STA*E ANDIOR FEDERAL LAWS,
RULES, AND SEGULATIONS, (I YOUARE SCL ELYRESPONSILE
TFOR KMOWING SUCH LAWS, RULES, AND REGULATIONS, AND (il
YOU'WILL ATALL TIMES STRICTLY COMPLY WiTH ALL SUGH
LAWS, RULES, AND REGULATIONS.
d} You shal provide and oblain any disdasurss and consanis
-relatzd to the BESIGN Act that may be reguited In connection with
your communicaticns  end ég,raements with your Custornars
threugh the Clover Serviea,

‘1.5, Third Party Services. The: Clovﬁr Semf‘e may cortain finks fo
additicnal services provicdaed by Procesaor or |ts afiliafes as wall as Tald
Pasty Sarvices {&.¢., an application marketplace’. i you decide to use Third
Fary Barviges, you wilt be responzltla for reviewing and undersianding
the. terms and conditions associated with Third Party Services (nciuding
oblalning ard maintzlning any .required third sarty hardware and/or
soflware thatis roquired for the Third Party Sendces fe work with the Clover
Sarvice]. Any ecoess of or content downloaded or otherwise obtatned
. through the use of Third Pady Services §s at your own risk. Third Party

Sardess are nob govamed by the tenns and condltions of this

Addendurm o lhe Agresmient ANY  COMTENT DOWNLOADED OR
OTHERWISE OSTAINED THROUGH THE USE OF THIRD FARTY
SERVICES (E.G., APPLICATION MARKETRLACE AND NY APPS
AVAILABLE Al SUCH  APPLICATION  MARKETPLACE) IS
DOWNLOADED AT YOUR OWN RISK. PROCESS0R WILL NOT BE
RESPONSIBLE FOR ANY ACTIONS QR ANY FAILURES TO ACT OF ANY
THRD PARTY, AMD PROCESSOR ZXPRESSLY DISCLAIMS ANY
UABILITY RELATED TO ALL THIRD PARTY $ERVICES, PROCESSOR
DOES NCT WARRANT, ENDORSE. GUARANTEE, OR ASSUME
RESFONSIBILITY FORANY PROVIDER SF ATHIRC PARTY SERVIGE OR
ANY THIRD PARTY SERVICE CR PRCDUGCT ADVERTISED OR
OFFERED THROUGH " THE CLOVER ~SERVICE QR ANY
HYPERLINGKED WEBSITE OR SERVICE, OR FEATURED Hd ANY
BANMNER OR OTHER ADVERTIGING, AND PROCESSOR WILLNOTBE
APARTYTO ORINANY WAY MONITORANY TRANSACTION BETWERN
. YOUAND PROVIDERS OF THIRD PARTY SERVICES OR PRODUCTS.

1.6,  Ascount Registration. We may reqtirs you to register and

creale a “Member” or "Marchant” account to use the Clover Serviee. |f and
when pornpted oy our registration process, you egree to fa) pravide tus,

accurate, currert and complete Mformation about yourself ardfor your
business, and {o} malrfain and update this information to xeap It tue,
accurats, cument and complete. ¥ any informallon provided by you is untrug,
Inaccurale, nct cument or incumplete, we have the rght to  terminate
your Clover Sarvice account (*Asceunt’y and rafuse any and alt curent o
fulurs use of the Clover Senvice. '

1.7. Privacy g Data .Q se. Al data cuflecled frum 'you at

weww.Glover.com or in connection with your usa of the Clover Senvice,
including Custorner Information, ‘ransaction information and Informatisn
about your business and smofoyaes usad with or slored In or by iha
Clovar Sardces (collectively, “Ascount Data’), is collacied by Clover
Network, LLC. and not Processor o Bank; Iherefare, the use and sharing of
such Accourt Cats ls contratled by tha Clovar Networs, LLC, Privacy Policy
{avallabla et Higsiwww.covarcomipvacy-deliev) You ackrowledge and agrae
fhet we may access your Account Data upon pur request to Claver, and our
use Bf your Account Data s govamned b; the tems et forth It the
Agreamant.

1.8. Protecting Your Informatlon

1.8.1. You ars solsly responsible for erswing that your acocurs
aumbers, passwvords, securly questons Bnd answers, loghn dstalls
ari any other securily or access Information used by you to use or
acoess the Clover Sarvies ara kept safe and confidential, Yeu
musi pravant unauthorzsd acoess fo and. useof any Accourt Dede. -
You arg rasponsiio forall slectronle communications sent o us or
to any third parly (Including | Clover Network, LLC) contalning
Acoount Diata ard for ak usss of the Clover Sarvice or any software
provided or approved By Processor to authonticele access fo, and
use of, the Clovar Bervice and any software. When we racaive
communications conlairing. Ascount Dats, we assime you sant
It {0 Js. Prozesasr 1a3mengi'*toroiy Ot User namas, paaswarcs
g othar slgnor credentals, ‘atcess cortrols for..the. .Clover
Bervicg or any software’ pr‘t)\ﬂdﬂd ar approved by Procassor 1o
authenlicats ‘sccass o, and: uss of, the Clover Sorvice and any .
softwars. You must-inmedlately »oify us if you become aware of.
any foss, thatt or unauthorized use of any Account Data (aas Clavay
Betvics support center coniast Infornatinn helow), YWa razaws (he
right o dony your accessto the Claver Serves, it wheia or in parl,
we beieve thal any loss, theft or unauthorized wuse of any .
Accounl Dala or access information has ccurmad,

1.8.2, You may submit comrmenls o7 idens about the Clover Service,
including, without dimitatlon, .about hew to improve e Clover
Service. By submitfing -ery Idea, you ngreo Hhab (8} we
expressly  disclsim any confidantialily blgations or use
restrictions, express or impfied; with respect to any idea, (b) your
submission wiil 28 non-configantial. and (¢) we are free fo use and
disclose any ides on an unrestrictod basls withowt notifyng or
compensating you. You release us from all Bablllty and obligations
that may arise from otr raceipt, rview, use or disclosure of any
portian of any idea,

1.3.  Accuragy of Informaflon. You are solsly responsible for
ansurng the acouracy, qualkty, intsgrity, legailty and appropriateness of ail
information and data regarding vour business that you provide to us g our
service providers in cennectlon with the Clover Servee. in addition,
you are aoisly rasponaikle far verifying thet alt informaticn and dala kades
anlo a Davico by us or our aerviey providers at your request are acourate
prier to your husingss use of such Device. We and our service providers
disclzim any and all llability .anising out of any inacowacie; with
respect to such information or dala yeu provide.

1.10. LChovar Sorvice Dlsclaimer. USE OF THE CLDVEQ SERVICE
IS AT YOUR OWN RISK. TO THE MAXIMUM EXTEMT PERMITTED
BY APFLICARLE LAW THE CLOVER SERVICE I8, PEOVIDED *AS
15" WARRANTIES OF ANY KIND (EXRPRESS OR WIPLIED} TO YO GR
ANY OTHER  PERSON, INCLUDING, WITHOUT LIMITATION,
WARRANTIES REGARDING QUALITY. SUITABILITY, ACCURALY,
MERCHANTABILITY, FITMESS FOR A PARTICULAR PURPQSE -OR
NON-INFRIMBEMENT, OR THAT THE CLOVER SERVICE Wi
FUNCTION OR OPERATE UNINTERRUFTED OR. ERRCORFREE, OR
THAT THE CLOVER SERVICE 15 SECURE, FREE OF VIRUSES CR.
OTHER HARMFUL COMPCONENTS OR DOES NOT INFRIMGE O
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THE RiGHTS OF ANY PERSON.

111, Indomnity. Without fimiting your Indemnification obfigatlons in the
Agreament, you agres to indermnify and hold us namiless from and agslns:
all logses, licbilities, damages, and expenses {Including rsascnable
atiorneys’ fees! arislng cut of or relating to: :

a;  Your farlire to compiy with &l terme and condilons In Lhis Adderdum
including buk not fimited te ths Ciover Ops Guids;

b} Youruseofany Customerinformaticn eblaingd in connection with your
uss of the Clover Service;

¢} The content or delivery of any marketing messages that you ssod or
cauise o be sert bo ary Custorner phone number or emai! address collecte:d
through the use af the Clover Service; or

d}  Any othar parly’s acoess andfor use of the Clover Service with your
user namas, pasawoeid, sther appropriote secwity tode, or any other sign
on cradentinis/accesa controfs for tho Clover Semice or any sofware
provided by or approved by us fo autaenticate acrness fo, and use of,
the Clovar Sarvice and any softwara,

1.12. Burndles. By seiecting the Data Profection Service, the terms and
conditdons set forth In Saction 2 shail apply, By salacting tha Clover
Securily Services, the terms and concltions set forth In Saction 3 shall
spply (and certalr arovisions of Section 2 as Incotperatad  thareln and ast
forth below).

DATA PﬁOTECTiON '

2. Data Protection Bervice, If you sfec g Data Protecton
Sarvica, the tarms and conditions set forth in this Soction 2 shall appiy.
21, Definitions. Capilelized termz  used hereln shall have fthe
mreanings given to such terms as set fcn‘”} i Ihis Addendum or as definad
alsewhere (n the Agreement. ] .

“Hatw Protection Saervice” or "‘Encryption and Tokenizat!on" means
those servicas dascribed In Saction 2.2 below. .

St -Pay Tokon® means the option to support husinasses that nead to
“submyt B financisl transaction in & card-dot-present situation. These tokens
are unitue to each marchart that uses then: and ars stored |n place of the
primary guceLrt nuirber (PAMY. With Thess toiens, merchants can inltiate
new/ of recurying paymerts within thelr own envraRmen: insteacd of using the
original carc nunber, .
Mut-Pay Token afows a Token chiairatiov process & nonfinanclel
transaction to request a taken to be placed In lhelr paymen! page or "e-
‘wallet” for fulure o recuring pavments, | is common for eGommerce
mechanls (o ask thair customers to regisiar by providing orotile Infermatian
such as name. address, and phone f"U'T!bEF te the merchant website befora
or upoen chockout, :
"Ragistared PAN" means the processing of creatmq a Clent specifiz
“Foker for 8 PAN,

“TokemiTokenization® means a fonn of data substitution replacing
sensiive payment card values wilk non-sensilive loken, or randem-
nurber, valuas. Post-authorizalion bransacions are handied via
Prodesaore SafeProxy tokenlzation lachnolegy, which retuns a token
with the transaction's avthorizaton & tho merchant, Tckens gre shored
universally with olher merchants and cannat be used 1o infiate a financlal
franeactlon.

*Token Request” means your abflity to obtain a Multi-Pay Token for
credit card Informatlen only without an Immedlate authorization recuired
which permits you to storz a Multi-Pay Tcr(ew for futura transactions
imvatving its customer

22 Grant of License. Subjﬁct to the tarms of this Addendurr,
Processor gracts {o you a non-transferable, non-assignable, non-
exclusive, revocable sub-icense during the tanm of thig Addendurm to use
the Data Protection Service and the Defa Protuction Servies Marks {us
identified In the Data Protectan Rules and Procedures) in the United States
in accordance with this Addendum, Inciuding withot Smitstion the  Bala
‘Protection Rulss and Precadurus. Any rights with respect io the Data
Protocticn  Service not axprasely granted by Processcr In this
Addendum are desmed will:hekd,

2.3. - Services. The Data Protection Service spplles only to Card

transactions sent from you to us for suthorizatlon and seblement
pursuant to the Agreement, and specifically exdides elecironic check
transacfions. Processor wilk provide an encryption key to you to be used to
encoypt {meke unreadzble) Card daia during transport of ths
authorization reguest from your point of sale to Processor’s systems.
During the period wher the transgction |s belng transmitted 1o Frocessor for
authorization procesaing, all historlcal fransaction data, including Card
rurger and full magnetic stripe data (track data anc expiration daie), wilt
be encrypied. Processor will then generate or retrieve = Lnigue,
ranlomly generaied foken assigned o the Card number that will be
rgturned t¢ you in the authorization rosponse fthe "Toker™),

2.4. Responsibilities of Glgnt. You are restonsibla {0 comply wih the
following regarding your use of the Data Protectiot Service:

a) Your are requlrad to comply with the Card Organlzation Rudes,
including taking all staps recubed to comply with e Paymant Card
Industry Date Security Standards {PCl DS8}.-You must ensure that all
thirg partles and softwars use by you In gennactict with your paymert
processing sre compliant with PCH 038, Use of #w Datz Protecion
Service will not, on its awn, cause you to be compilant or sfiminate your
obligations fo comply with FCHDSS or any other Card Organization Ruls,
You must demonsirate and malnialn your cument PGI DSS compliance
certficatian. Compllance must ba validated either by a Qualifiad
Saecurity Assessor {QSA) with coresponding Report on Compliarce (ROC)
or by successfl compielion of lhe apoiicable FC! DSS Selts
Assessment Questlonnairs (SAQ) or Report on Compilancs  (ROC),
as applicabiz, and I apgllcabse 1o your business. passing quartery network
gcans parformad by an Approved Scan Vendor, all in accordance with Card
QOrganization Rules and PCI DES.

B} Use of the Cata Protacticn Secvice is not & guarantes azalnst an
unautharizad breach of your point of sale systems or any fadifty whers
you process sadior store transaclion dats (ualledivaty, “Mearchent
Systema). '

o) You must daploy the Dala Protectian  Se:vice flnclucing
impementing any upgrades to sueh service within a comwmercially
reascnable pariod of d4me after raceipt of such upgrades) throughout
yvour Marchant Systems including replacing exsting -Card nurshers on -
vour Merchant Systems with Toxers, ull Card numbers musi naver he
ratalned, whetner i electranlc form or hard copy.

dy  You must use the Token'in ey of the Card number for ALL
aotivitios  subsequent to receipt of the authorlzation reaponse
assaciated with the firansaction, Including without limitation,
settfement processing,  reldeval  processing,  chargeback  angd
adjustmunt srucessing and Tansaclion revisws.

¢} 1f you sond or recelve baich flles contginlng completed Card
transaction Information {ofrom Zracessor, you must use the ssrvice
provided by Prozessor to enzble such Ales fo ecntain only Toksns or
truncated information.

f)  You musi use tuncatec repert viewing and da[a e'xtracl crealion
within reporting toals provided by Processor.

qi  Youara requirsd o foltow rules or procedures we may provide ta you
from time to ime related to your uge of e Daty Pratection Sarvice {Data
Protection Ruies and Precadures™, We will pravide you with advancea writen
natice of any suck rules or prosedures & ghunges to such rules or
procedures,

h) You haeve nc right, tike or intergst In or te the Data Prolection
Service, any related softwara, matertals or documentation, orarny dedivalive
works therecf, and nothing in this Addendum ausigns or {ransfers any .
such rght, e or Intarast to you. You shall not take any action inconaisient
with the stakod Hile and cwnarship In this Addendum, You will nof file any
acllen, In any forum that chaélenges the ownership of the Data
Frotaction Serdes, any  relatad softwars, matedals or cosymantation.
Failure o compiy with this provision will constitite a material breach
of lhis Addencum, We have fhe rignt to hrmeadiately terminate this
Addendumn and your access to ard use of the Data Proleciion Surdce
in e evant of 2 chetlenge by vou. No adiitionsl rights ara granlec by
impHeatlon, astopps| or slbyerwise,

i} You will not: {1} dislibuia, ease, fcense, suht*cer*sﬂ or otherviso
disseminale the Data Proteciion Bervice orany partion ot it ic any third party;
{2} madify, enhanee, transiate, supplement, ersate darivalive works om,
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roverse ergineear, decampiie or othersise reduce o humar-readatie form lhe

Gata Protection Service or any pariion of i) or (3} sell, licensa or olherwise |

distribote 2 Data Prolection Service o+ any poriion of it {4) make any
coples, or permit any copying. of tha Data Pratection Service or any portion
of If; or {5} use any pertlon of tha Data Protection Senvice a3 2 standalone
program of in ary way independently from the Uata Protection Service. if
any pariion of the Data Protection Service contains any copyright notice or
any other legenc dencting the  prootietary Inlerest of Processar or any
third party, you will not  remove, altar, modify, resacats or arase such notice
or legend or such ltem.

Y You will only usa the Dala Protecticn Servica for your internaf
business purposes it a mamnsr conglstent wilh this Addendum

k}  You wlil uss only unaltersd version{s) of the Dala Protectlon
Service and Wil not use, eperate or combing the Dats Protection Service or
any reiated scftware, materals or documentation. or any derlvative worka
thersof with other products, materlals or services 'n & manner
incensistent with the uses cortemplated In this Section 2.

I} You will promotly notfy us of a breachk 'Jf any terms of this
Addendum.

2.5.  Tokenizatlon Lhnited Warranty, Frocassor warraris thet the
Tokers returned to you, ss & resu'l of using the Pata Protestlen Serviqg,
cannol be used o Initiate 2 financla! sale transaction by 2n unauthorlzed
enftity/persan outside the Marchent Systems, This wamranty by Procsssor Is
refarrad to hereln as the "Limited Warranty” and is subjact to the farms
and corditions sel forth In this Addendure, To e ellgible Tr the Lim{ted
Warranty, you must mainlaire 2 processing reiationablp with Processor
and ba in compllance with sl the tarms of the Agresmant, Including this
Addendum, and any other agreertent relating to Caxds elighhlo for the
Data Protection Sarvice. Subject ta the terms, condltions and imitations set
forth In the Agreement Including the limitetion of Sabiltty provisions,
Frocessor agrees o Indemnify and hold you harmiess feon dirsct damages,
including third party clairs, resuling fom Procesger's braseh of the Umited
Wamranty, The express remedy for Processor's breech of the Limited
Y/armanty set forth In this paragraph constitutes Procssaor's entire iability
and your sole and exclusive remedy for Proczasors breach of the
Limlted Warranty. The Limied Wamanty Is void ¥ {i} you use the Dat
Froteciion Service ir a manner not contempiated by, or in viglation of,
the Agreement, Including this  Addendum, or any other agrmement relating
to Ca-ds eliginte for the Data Protection Service or {i¥} you are grossly
nagligant or engage in inlenteral misconducl,

2.6, Pata  Protegtion Disclaimer, IN ADDITION TO  THE
DISCLAIMERS BET FORTH IN THE AGRZEMENT, THE “QLLOWING

DISCLAIMER AFPLIES TO THE DATA PROTECTION SGRVICE:
EXCEPT AS EXPRESSLY PROVIDED N SECTION 2.6 OF THIS
ADDENDUM, PROCESSOR MAKES NO REPRESENTATIONS, WAR-
RANTIES QR COVENANTS, EXPRESS Of{ IMFLIED WITH REGARD TG
THE DATA PROTECTION SERVICE INGLUNG THE UNINTER-
RUPTED QR ERROR-FREE GPERATION OF THE DATA PROTEGTION
SERVIOE.

CLOVER SECURITY SERVICES
3. Clovar Sacurity Services.

H you glect Lha Glover Security Services, tha farmrs and conditions set forth
in this Saction 3 shall apply.
3.1.  Definitions, Capialized ferms used hersin shall have the
meanings given i such tarms as set forth in this Addendum or a5 defined
elsewhars in the Agreamant.

“Cartdholder Information” maeans the dats contained an a Card, or
cthorwise provided to Customer, thet ls recuired by the Card
Organization or us in order fo process, approva andlor seitle s Card
transacdor;

“Gard Organization Assessmani” means amonetary assessment, fos, fing
or panaity tevied agalnst you or Us by a Card Organizetion as the resalt
of a Daia Saourty Bvent er (I} a securily assessmert zoncucted as the
resuit of a Data Security Event; the Card Organlzational Assessment
shall not exveed tho maxdimem menetury assessimery, les, &ns or penalty
parmitied upon the oocurrenze of a “Bata Sacurity Evert” by the aprilcable
rtles or agresment in afect as of the incention date of this Addendum for
such Card Crganizatiorn;

“Card Replacement Expensss” means the costs that the wa or you ans
requlred to be paid by the Card Organization to replace compromised Cards
ag the result of {l) & Data Securlty Event or {ii) 2 securiy assassment .
condustad as the result of a Data Secwity Event;

“Data Security Event" means the actusi or suspected unauthcrzed
access to or use of Cardholdar Information, arlsing out of your
poessession of or access t0 such Candholder Infarmatcn, which has heen
reported {1) to a Card Crganization by you or us or {{jta you or us oy a
Card Orgarézation. All Security Event Expenses and Post Event Services
Expenses rosuiting from e same. conlinuous, related or renealed event or
which aflse from the sarme, releted or comimon naxue of facts, will ba
deemed fo atise out of one Data Security Evert;

“EMY Upgrade Gosts” means cost to upgrade payment acceptance
and pracessing hardwars anc softwars to anable you fo zocapl and
orocess EMV-enablad Card n a manner campllant with PGl Dela
Sacurity Standards;

“Forenslc Audit Expenses” means ths cosls ofa gecurlly assossment
ecnducted by a gualfed securlty agssessor approved by a Cerd
Orzanizator or PCI Securlty Siandards Coundil to dstermine tha catisa and
extsnt of & Data Securily event;

*Ltability Walvor™ has the meaning us set forth I Section 3.5 balow:

“Pollutants” means, but are not fimited to. any aslid, llquid, gasenus,
biciogica, radiviugical or thermal irrtant or cortaminant, inclucing
smaks, vapor, dust, fibars, mold, spores, fungl, perms, soot, fumes.
ashestos, acids, alkalis, chemicals and waste, Waate” Inciudes, but is ngt
limited i, maleda’s (o be recyclad, racondiionad orreclelmed and nuclear
malerals; and

“Post Evan{ Services Expenses" means reasorabis faas arg
expanses ihcurred by us or you with our prier wrilten consent, for any
sarvice spacificatty aporoved by ua in wiiting, Including withou? Emitasion,
lZantlty thefl education and asslstenes and creclt flle moniforling. Such
serdces must he provided by or ¢n behalf of us ar you within one (1) voar
fullowing discovery of a Data Securdfy ‘Fvent to a Carcholder whoss
Cardhaicer Infarmation ls the subject of that Dats Security Event for the
primary purpose of miilgsting the sffects of sush Dala Security Svent:
“Program Year" means the perigd from December 313t hrough January
tst of cach year; and o

“Security Event Expensos” maans Faaﬁ Crganization Assessmants,
Foreniglo Aucit Exporons and Card Replacement Expenses. Sactrity
Evont Expenses alse includes CAY Upgrade Costs you agroo to Inour in
lieu of a Card Organization Assesstrent. :
“Clover Security Services” ar “Clover Securlty Services Full Bundie”
means thosa sarvices described in Saction 3.2 below,

3.2, Clover Securlty Servicgs. Tho fllowing i a cescription of the
Clover Security Services available to you, subjec o the torms of thia
Addencum. The Clover Securlty Services ara avaltable during a calendar
year oriy if you have less thar { mifion Vise Card transactions and less
than 1 millian Mastercard Card transaciiors in - sush year,

3.2.1. Data Protection,

a) The terms and provisiors of Sectlan 2 are Incorporated in this
Saction 3.2.1. and made a pat of this Section 3.

3.2.2. POS software monitor {*FO5 Software Monitor™ that provides .

a suite of monioring, scanning anc anti-virus sofwars
sarvices to help protect poinl of sale computer systetns,;

3.2.3. PC)_Rapid Comply (“PC) Rapid Comply_Service"l which
provides access to onding PGl LSS Self-Assesamont
Questionnaires [SAQ) to vaidate PCl dale standards, I an
intarnet scan is required to complete the SAQ, vou will have
access ta such scanning services,

3.24. Liability warcanty undse which Processor will provide a walver
of your llablily for card association experzes in the eventofa
security breach up w© $100,000 zer MID, ard 1o fo $50C.000
aggregate for all MID's, subject fu torms and conditons sat
Torlks hergin,

3.3, POS Software Monitor,

3.3.1. Soitware as 2 Service, Subjecl to lhe termis and corditions of
this addendum, we ag-se ta provide you with the POS Softwars
Monitor software application, including afl updates, upgrades, new
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versions, and other enhancements or imaorovemenrts thersto
{the "Software") to the extent the applicabls fees are pald.
You hereby autforlze us or cur vendors to begit scanning
immedlately upen your installatlon andior deployment of the
Scftware. The Software can only be vsed with certain computer
operating sysiems. B ls your resporsiblity t5 ensure that vour
computer has the software tn arder o use the FOS Soltware
hionitor.

Lizerise Grant, Subject to the tenms of this Addendum, we hereby
grant to you a non-exclusive, non-ransfarable, non- assignabile,
revocable sub-license during the ferm of this Addendum to {1
accoss &nd uze the Software sulely far the berefit of you and anly
for sysiems ownad or licensed by you; (i) acoess and use Hhe
Software sclely for itz Intendad use; and (il uss all appilcable end
user documaniation,

Revocation of Liconge. Upon expiration or terminztion of the
Agreement or this Aadendum for any roason, your license shall
automatleaiy be mvoked. Furthermors, vour right lo use or access
‘he Softwars shall ceass.

JP & Other Data Retrleval, Yransmission and Scanning,

a)  IPDats Retrieval and Transmisslon, You bereby grant us or
our vendoes, the right to retrleva, transmit and meritor, for the
intended purpose of the POS Soflware Monltor, any dyramic or
slatic IP address ard cthar dala, inciucing witnoutimitation policy and
gystain sellings, peint of sals system type, version, zecutity svent
tags, or other ralatad Informatlon, from ary svstem with the POS
Software Monitor ‘oaded, deployed, or ofherwise installed. You
shall nat, In any avent er in any manner, impede the retrleval
ot lransmisslor of such IP eddressss or dafa. You herohy
assume full resporsibility for all damagee and losses, of any nature,
for all adverse resulls causad by vour impeding the such retreval
ard ransmission of the i1? addresses and data. You further agree
o defend, Indemalfy and hold us harmiess fram any third party
claim resutting from your mpedicg this provesa,

b) IP Scannlng 8 Log Menioring. You acknowleggs and
understand that provisioning of the Software wilt enable sietle or
dynamic [P addresses zasociated with the POS Softwars Monitor
o ke scarned. You further acknowlodge that such IP addresses
rray ba for axternai notwork devives which protect the POR Sofware
Monitor host system. You heraby grant us and our vandors () the
rght to accsss end scan the IP adiressas assoclated with the
POS Softwars Monilor whether they are dynamic or siatic P
addresses {the “Authcrized P Addresses"), (1) tho right and
authority o gather and lransmit systom daz, Including point of sale
system information, to ue or our vandors, and (i the right and
authorkty to collect, transmit and review secLrity everd logs from
the aystema on which the Software |s deployed. You further agree
to previde us or our vendors reascnable nssisiance (o enusbie
such access and scanning. You understand that vour faiture 1o
ccoparate with the provision of services may slgn'ficantly impair
the services,

€} Updates. You acknowledge and understand that tha POS
Software Morlior. It our sele diserafion, can automatically
install, downioad, and/or deploy updated andior new
components ("uodate process®), which may include a new
version of the POS Software Monitor itse!f. You skall nat, in any
svert or In any manner, impede the updaie process. You hsreby
assume full respanglbitily for all damages andlossos, ofany nature,
for =il adverse resuits caused by yourimpeding |he updala process.
You agree lo defend, Ingemrify and hold s harmless from any
third party clalra resulting froen your impeding the usdate process.

d} Authorized Disclosure. You acknewtadgs thal, In conjunction
with providing the Soilware, we may make ceriam *pess’ ar “fail*
determinations regarding your osfine sscurlly and tie  elecironic
viinerablility of your |P addresses, Yol hereby actharize us or
our vendors to share these "passfal® results, point of sale daka,
and olhar informallon coflected durihg fhe scans to Gard
Croanizations, Paymert Card Industry Securily Starcards Gounci!
or any Casd Organization sponsor bank,

3.4
34.19.
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3.4.0.

PG Rapld Comply Sarvien,

License Grant. Sublect to the terms af lhis Addandum, we heraby
grard to you a non-exclusive, nen-ransfarable;, nen- assignable
ravocable sub-ficense to (1) accsss asd use lhe PCI Rapld
Comply Service salely for the banefit of you and anly on a single
compuler or computer network ownoed or lleansad by vou, (i)
acgess and use the PCI Rapld Comply Servics solsly for Its
intended use and () use ail applicable end user doournentation.
Upcn sxplrafion oriemmingtion of the Agreement or this Adderdum
for any reason, your Heense shall aulomaficalfy be revoksd.
Furihermore, your Aghi lo use or access the PCI Rapld Comply
Serviva shall ceasa.

Access, You acknowlecge and agree that, allbough you wilk
ganeraly have gosess to the PTI Rapid Comply Service
temnty-four hours per dey, seven days per week (excent it the avent
of a forca majatike svant), docess fo mustomer accolstts and certaln
othar services may net be aveflable on 2 continuous basis and
the PCl Rapid Comply Service wh ba subiect to pardedle downtime
o pernit, among cother lhinge, hardwars andior acfware
maimanance ta taks place,

Data Disposal. From flme to tkne, your account data or
Informadion, which Is cver 180 days old, may be deieted,
purged or otherwisz disposed. In additlon, only a Hmitad
amount of your account data or Infermation may e available caline.
‘Fherafora, you are advised to print and downioat your aczoun: data
and Information, for record keeping purposes, on 2 pedodis
basis, You epecifloally sgroe that we are authorized ‘o delete
of dispose af your deta or Information end  shall not be responaible
for the delstion or disposal of your  data or Inforreation from the

PO Rapid Comply Service. You assurns full responsibifity to backup

LEX %

3.5

3.5.1.

and/or otherwiso prolect your data agaimst loss, damage or
destructon grior o and  dutlng ail phases of the PCl Rapid
Comply Service, and 'o lake approzrate measires to respord
lo any potantlal adverse Impact of the systems or disruption of
aarvice, :

Copyrighted Material, The PCE Rapid Comnly  Sorvice
{nciuding the wohs¥e), containg copyrighted matersai, trade- marks
and athor proprietary informaton, including, but not  fimited to,
text, soflware, pholos, video, and graphlos, You mey  not modify,
pubist, ransmit, parlicizate in the tunsfer orsals, troate derlative
WOrRS, of in ayly wuy exploit any of the contant, in whele orin
part, whether copyrighted, trademalied ar prooretary, or othorwise.
You may downdpad copyrlgitad malenal sciely for your own
Internal use as contomplatad under this Addendum. Gxreept as
exprassly provided hy copyright law, any copylng, rediskibution,
or publicatlon must b wilth B exprass parvission of the owaer. In
any copylng, the radistribution or publcafion of copwrighted
material and  any changes to or deletion of suthor aftribution or
ecpyright notice 18 expressly proqibited,

PG Ganly. To the extent you  ofect the Data Protecticn Service set
forlh in Seclion 2 2bove, hul st want a PCl servica, as sel foron the
first page above, you may separatsly slect te recelve the PCi Rapid
Comply Service.

Liability YWaiver. :
Data Security Eventt Expenses. Sublect to the lmitafions, fem
and conditions of thls Sectlon 3.5, we agres to waive labillty (the
"Llakilty ¥Waiver” that you have t¢ us under the Agrsemert for
Sacurlty Event Expansos and Post Event Sarvices Ewxponses
rastiting from & Dala Sowurity Event first discovered by you or us
while this Addendum Is in effect. Excapl fur the Liabillty Waiver for
expenses as spacifically sst forlh In this Addeidum, (i} you remaln
responsibie to perforn all agreements and chiigations urdar e
Agreement and this Addendunt including, without fimitation your
obligation io comply with data soowdity raquirements and (i} we
walve 1o fighls or remedies under your Agresment inchiding,
withcut limiiation, our right to teaminale the Agrezment in the svent
of a Data Security Event.

Masimurm Waiver Ajnount.

a} The maximum ameunrt of fabllity that we shalf walve urder the
Agreement for all Securlty Event Cxpenses and Post Event
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SBervices Expanses arising out of or rataing lo the your Data
Security Events flrst discovered during ary Program Year
regardiess of tha number of such Data Sacurity Events is as
foliows:

{1y $100,000.00 maxdmum par each MID

{rarchant entfcation number) you have, and

2y $80C.000 aggregate maximum for all of your MID's,
{b) The maximum amount of [abilly during any Program Yeer: that
we will waive under the Agresmant for EMY Upgrade Costs s as
follows:

(1) $12.000 maximum par each kiD you have; ang

(2) $25,000.00 aggrsgate reaximum for alt of your MID's.
For avaidance of doubt, the limit set forth in inls Saection 3.8.2(h) Is
part of and not ir acddidon o the magdimums set forsh in Saction
2.5.2(a).
Dyties in the Everit of a Data Becurity Breach.
Yuu shall contact us fmmediately and, as directed by us,
investdgate, perform all ramedial svents and cooperate fully with
us, in the event of & Data Security Event. In &l events, you shall

not tske any ection. nriafl to Take any action, wihowt our prior written
consent, which prejudlces aur rights hersuncer.

Under ail circumsiances, you shall not admit any Nability,
assume any financial obligadon, Zay any money, of incur any
expense in connection with any Cata Security Event without our
prlor writtsn consent. If you do so, it wili be 8t your ownt sxpenss.

Exclusions. The Labliity Walwer hersundar shall not apply to:

Any Securly CGvent Expensas am¢ ~ost Event Senvices
Expanses arising ol of or resulting, directly or indirectly, from any
dishorest, fraudilenl, ciminal or malicious act, error or omission,
or any intentonat or knowing vivletion of the law, if committed by
you or your emgployess, officers, agerts or direstor;

Any Security Evert Expenses and Post Event Services Expenses
anging oul of or resulling from a claim, suit, astion or procesding
against you that i3 brought by or an behalf of any ladaral, stata or
local goverrrnant agency;

. Any Defa Socunty Event relating fo you which has experenced a

privr Dala Sacurdty Event unless you were |ater certified as PGl

- compliant by a gualificd scourity assassor,

Any Diela Securlty Event arising out of your allowing ary (olher than
its empioyees or ush tohold or aceess Cardhaider Information;
Any Data Security Event if Glianiz 1) is nalegorlzed by any Card
Orgenization ag “Level 1" or {{) proceszes more than six milkon
{8,000.00C} Card transactions during the twelve month perlod pricr
to the dats this Addendhm bacama affecive,

Any sxpensas, other than Sscurity Event Expenses and Fosi Event
Services Expenges, [nourred by you arlsing out of or resulting,
diresatty or Indiraaty, from a Data Secudty Fvent, including without
lirritatian, expensges Incured to bring you info compliance with the
FCOl Data Secunty Sandard orany similar security standard;

Any Sacuriy Event Expenses, and Post Event Servlces Expenges
arlslng out of or resulting, diractly or indiredily, frem physical injury,
slekness, disease, disability. shaclk or menta: anguish sustainad by
any person, including withoul Hmitalion, required cure, loss of
servicos or death at any timo resulting theralrom;

Any Security Evant Expenses, and Post Event Servines Expsanzes
arsing ouf of or resulling, direclly or indlrectly, fram any of the
following:

2} fre, amoke, explosion, ightning, wird, wsler, flood, earifquake,
voleanic arustion, lidal wave, landslide, hail, at act of God or any
cther physical event, however caused, or

b strikes or similar labor actlon, war, lnvaglen, act of foraign enemy,
hostiies or warllke operations fwhether declared or not}, civil war,
mutly, olvit coramation essuming the groportions of or amaunling
to & sopular rising, military [sing, insurrzctlon, rebeliion, rovaiution,
military or usurped power, cr any action laken W hinder oF defend
against these ackions;

3.7.9. Any Security Even: Expensea, and Post Event Sendoos Expanses
arising otit of ur rasulting, directly or indirecily, from: the presence af
or tha actual, allaged ar threatenad discharge, dispersal, releasa or
escaps of Poltutants, or any direction o request to fast for, monilor,
cloan up, remove, contaln, traat, detaxify or neufrallze pollutants, or
Ir: any way respond lo or agsess the effects of polutants;

3,210 Your falure to comply with this Addendum or the Agreament In

conneclior with a Data Security Event;

3.7.11. Any Data Security Event accurting before the effsctive date of this
Adcendum,;

3,712, Ary oxpenses lncurad for, or as a rasult of, regulary scheduled,
recurting or rouline security aasessments, regulsiory examinatiens,
inquities of cemollanes sotivites;

3713, Ary fines or essessent leviad against you thal are not tha direct
result of & Data Security Evens;

3.7.14. Any Data Securlty Event srlslrg out of any software ot within vour
sontrof provided, however, Ihis exclusion shelf rot appiy to a Date
Security Event arising o of a virug, Trajan horse o- other software
used by a third party to oblaln fraududant access to data to your
computer systam-or o oollast data in ransd to or From your
compuitar systern; or

3.7.15. Any Dam Securlty Event arising cut of a breach in a computer
aystem i wivich you and other marchants, with no legat relationship
to one another, have hosled acoounts or sharg acomron database,
opasating system or software applications.

3.8. Processor Technology an IP. All technoiogy usad by us or our
licznsers In connecilen whth performing the Clover Securlty Serdces
Including, scfiware, portais, datz  processing sysiems (2ach of the
foregoing, In object cods ard sowea code fom), repert templates,
decumeniation and materials {callectively. "Processor Technolegy™), and
ary of our or our Kcenser's patents, traderarks, copyrights, trade secrets
ard otner intellectual proparty {*Precessor IPT, ard any derjvative works
of armodifications to the Procesacr Technology or Frocesscr IR, is the
sofe and exclusive propedy of, ant 3 valusble, confidential and
proprietary tc, Procassar or Its llcensors, Except as otherwsse axpressly
providad horoir, you shall not asqulye any dghis It any  Processor
Technology or IP &8 & resull of receiving tha Clover Sogurity Seridces,
‘fou will not file any acticr, in any forum that chalienges the ownershilp
any of the Clover Sacurky Sarvices, Protessor Tachnelogy or Procossor
e, Failure to comipy with this pravislen wilil constitute a material breach
of this Addendum. We have the sight to Immedately terminate your,
accass i and use of the Clover Sactrity Services In the event of a
clmliengs by you, No adiitionat richis are granted by implication, esleppel
or atharsse.

3.9. Data Collaction. in the course of providing the Clover Sacurity
Sepvioes, wa mey callec: Information rzlating Lo adlivilios an your nelwark
{the "Data®) Inclucing, bul not imited to, network configuration, TCR/P
packet heacers and contents, log files, malicious codes, and Trojan
horses. Wa ralain the right to use tho Dale or aggregotions thareof
for any reasonabie surpose.

3.10. Service Deoes Mot Guaranies Gompliance or Senutiey.

2,101, You ackhowladge and agreo that vour use of the Clover Seoudty
Services does not guaranfee your compllance wilh any of the
rdles  or  secusity standards  established by the Card
Organizalions. You furthar acknowledge and agres that your use
of e Clover Sacurly Sarvces does nof guaranise the securlty
of your [P addressas or that your systems are secure from
unauthorized acooss, You are responslble for esishblishing and
makteiring your own security polichkss and procedures, and for
compiiance with the Card Organization Rules and security
slandsrds, inchuding any ehiigation to nolify a Card Crpanization
andfor us of any suspacted breach of your systems of any
susploious transactions or fraudutent activity, You ara responsible
for any fines or penalies imposed by any Card Organlzation way
vther ezpenses and llabllities pursuant to the Agreement lass anly
tha benefils to which you may be eniifled undor lhe |iabilty
Waiver provisions of this Adderdum, i the eveni of & suapscted
breach of your systems or any suspicious transactlons ar
fraudulent activily, you authorize us 0 share the detaits of any
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questiornaira of compliance report with the Gard Organizations,
and grant us and our vendors the right to accass and perfarm a
scan of he P addrasses identified within your profiie. You agree
and authordze payment for the additional scan. You Rather agree
to cooperate with an Investigator into such matter ko nclude
vomplying wilh the Carc Organlzation and us pursuani io the
terms of the Agreement.

3.10.2. [ sddition to your obligations under tha Agrsament to compiy with
all laws, you are eolely responsible for monktorng legal
davelopments appllcable to the operation of your business,
interpreting applicable laws and regulstions. dstermining the
recuiraments  for compilance with all appilceble laws and
regulations. and malntatniag sn on-going compliance program.

211, Secanning Authority; Scannlng Obllgations. YYou represent and
warrant that you have full right, pewer, and authority to consart for tha Clover
Security Seavices fo sean for vulnerahilities the P address ardfor URL
andfor domatn names icentlfied fo us by you for  scanping, whether
slactronicaly ar by any other mesns, whethar during  inltlai enrciimant or
thareattor. if appliceble, you sial obtain all consents and authorizations fom
any third partes necessary forus orourverdors ic perform the Clover Security
Sendces, inchuding, without limifation, third parfy dalacenters, co-beations
and hosts. We will not be required o execute agreemants with any such
third paries. You agroee to defend, ndemnify ard hold us ard our vendors
harmiess from any third party claim that such acoess wes not authorized.
You may use the Clover Sacudly Services and portale only fo scan IP
addresszs, URLs and domain names ownad by and registered to you.
You understand that  your fallure o provice & complete st of ard complete
access to your P addresses wii! signdicantly impair the scanning senvices
and may result In Incompiete ¢r Inaccurate resulis. You sgree that ail
Clover Securlty Services hareundar, Including without lImHiatfon thsir
functionaflly and contenis. is confidential Information, and Client's use
andfor access te the Clover Secwity Servieas i3 sublest to the ferms of
ConfAcentlzilty in the Agroement,

3.12. Sganning Risks. You acknowiedge and undarstand (hat
agsassing, raireving, trarenilting, and scanning P addrasses and other
data involves inhiorent Hisks, inguding, without limfiistion, Heks rekatad to
- gystern or network perfomence and avallabiity, and data cerription. You
assume U responsibility o backup andior othervise protect your data
against {oss, demage or destruction, and o fake appropriaie teasures o
respond o any polenlial adverse impac of he systamy or disrupllon of
SEHVICS.

313, Use of Clover Security Servicas and Porfals. Youwr use of owr or
our vendars’ servicas, portals, reports, and scaming solutisn is subject
to the following restrictions: {i) Clover Security Services, nortals, andrapors
may only be used for Ihe staled purposes Ih this Addendum for yournkomal
business purposes in accerdance with all appficakie laws (ncluding any
axport control laws)y; (It} Clover Security Sarvices and portals wiilizad for
scarning may only scan P addresses, URL5 and damain names owned
by ard registered to you, and {E} you sheill imit sccess to tho portals fo
oily tinse amployees  andfor contractors who have an cbiigalion of
confldontiality with you and only o lhose who have & requirerent for such
access oh a ‘negd fo  know' basis and you shall be solsly responsible
for disahling portsls accounts for those empioyees andfor cantractors wha
ny longer require  accass, You shall promptly notfy us of any
unauthorized use of the Clover Security Services, You shall not {1}
dacamplle, reverse anglneer, disassamtle, or ctherwise dedive the
source oods from ary  component of the Clover Securlty Ssrvices or pottals
Inchuding the software embedded therein: (1) miadify, enhance, tansiate,
oter, temoer with, upgrade or create dervatives works of Lhe pordals,
softwara or  doclamantation: () distrthute, lsace. lcense, sell, asslon,
sublicense or otharwise disseminate or transfer s righits te use any
poriion of the Clover Security Services to any third party er (iv) sip outor
aller any frademark, service mark, copyright, pateni, trade sgecrat,
ownership or any other proprlelary or Infellzclual Proparty notices,
fegands, warnngs, markings ot indicetions on or within any component
of the porafs, soltware or documentatlion, -or attempt f), {it), {iii} andfor
{iv) above. You shall notify us Immadiadely i you know, suspect or have
reason fo know that wou er anyong yeu have grantad access to the
Clover Seelrity Sarvives viciated any provision of B Addendum, Furihet
yau agrea not ko share your personal information {LDA, tax 12, MID, #ic)
with a third party so thay may gain access to the Clovar Sscurtly Services,

3.14. Plsclaimers.

3.14.1. Wedo notmaka and hersby exprassly disslaimall ruproseniations or
warrarties noluding, without iimitation 1) the! access o the Clover
Security Senvices wli be uninterrupted or emor free; (I} that security
breaches ol not ocour with resoect o any  Informeton
gomimuricated threugh the Clover Securily Senvices, tha
Internet, cr any common camiar cemmunizations facklity; and
{iily as o the results that may or may not be sblalned by you In
eannectlon with your use of the Clover Security Services. WE DO
NOT MAKE ANY WARRANTY, GUARANTEE OR
REPRESENTATION (EITHER EXPRESS OR IMPLIED) OF AMNY
KIND INCLUDING, WITHOUT LIAITATION, THE
MERCHANTABILITY, TITLE, NONINFRINGEMENT OR FITNESS
FOR A PARTICULAR PURPOSE OF ANY BERVICES
PROVIDED UNDER THIS ADDENDUM, AMD ALL SUCH
WARRANTIES, GUARANTEES AND REPREBENTATIONS ARE
HEREBY EXPRESSLY DISCLAMMEDR. ALL SERVICES
PROVIDED UNDER THIS ADDENOUM ARE PROVIDED DN AN
"AS-S, WITH ALL FAULTE"

USE OF THE SERVICES DOES NOT GUARANTY SECURITY OR
PREVENT A SECURITY DREACH OR COMPROMISE, WE
MAKE NO WARRANTIES, EITHER EXPRESSED OR MPLIED
THAT PARTICIPATION AND/OR USE OF OUR SERYICES
WILL DETECT EVERY VULNERABILITY ON YOUR SYSTEM,
IF ANY, DR THAT OUR VULNERABILITY ASSESSMEMTS,
SUGGESTED SOLUTIONS OR ADVICE WILL BE ERROR-
FREE OR COMPLETE, CUSTOMER AGREES THAT WE SHALL
NOT 8E RESPONSIBLE OR LIABLE FOR THE ACCURACY OR
USEFULMNESS OF ANY INFORMATION PROVIDED BY U8, OR
FOR ANY USE OF SUCH INFORMATION,

3.14.2. Youacknowledge and agree that we shali nol be llable to you forany
claims, damages, losses, obligations. costs or axpenseas ar other
liability arising directly or indirecty from or otherwise concerning {1}
any termination, suspension, delay or dizruption of service
(incuding biling for a sarvlce) by the internel any commen
carrior or any third parly service provides () any fallure,
disruption or maliunction of any afthe Clover Securty Services, the
Internat, or any communications nutwork, %ty or egulpment
beyord our of & third perty's reascnable corvral, whether or not
atzibutable to ona of mors somman earders; {Hi) your falied
abkiempta o access the Ciover Security Services or o complels
{ransacions via any of the Clover Sacurity Servicas, (iv) any fallure
& frapsmil, odtain or coliact dats or for human, machine or
scflware errors or faulty or arroneuus inpuk by you: {v} any damagses
rasulting frorn any deiays andior lossas arsing In connaection
wilh the Clovar Security Sonvines provided hareunder: or {vi} any
foss of or inablliiy 10 kocess data or information storsd  or
genarated by Glover Security Services.

315,  Limitation of Liability. Netwhthstanding anything to the contrary
in inls Addendur or elsewhere, our curaulative liablity to you for any clalm
related o this Addencum, anc your uss of tha Services  {whathsr arising
from o, statata, contract or othenwise) shail in ad sz3es  bo imited ta the
actual, dirzct and proven citofpocket losses, damagos or expenses
suffered or incurrad by you. Furthermare, ouwr cumulative Hability to you
shakt nol, in any casa, sxcesd the Clover Sactirity Services Feas paid o
us By you dudng the 12 month perod ‘mmedialely precsding the
dala the evant glving rise 1o ths clalm cocurred. Nobwithstanding anything
to the contraty i this Addandirn or elsawnere, inno event shallwe beliabie
o you or by sy third parly for any Indlrect, spectal. insldantal, consequential,
puritive or tnpmven lcsses, damages o expenses of any kind, Including,
without limitation, fost profts or iose of goodwlit arising from the use or
inability to use the Serviges including, without lirilation, the inability o
zccess yolr dzfa or Informaiicn ganerated or stored on the Services,
and regardless of whathor such claim arises inted, in confract or by 3tatute
ot raguation, each of which s hareby excluded, regardizss of whether
sych damages wate foresceable or whetlier you have been advised of the
poasgibiily of such damages.

The partics ncknowiodge and agres thet the pmvlslans ang fimifations of
this Section 3.15 are of the assence of thls Addsndum and that absant thern,
tho parties wolid not have agrsed to s Addendum,

3.18. Miscellanepous: Termination. Except 25 may be provided in the

Drmaha_W_Clovard PTA_2502



TransArmor Data Protection and Clovey Sacurity Services Participation Addendum

Agreemert, & person who s not a party to this Addendum shail have no
rights cr remadias undar this Adcendum, Ow obilgations hersundar are
sudjact to our ability to cbaln and maintain any and &' required
govarnmertal llcenses, petmits or other asthorizations, and our ability to
comply with any and sl lews, regulations, orders and other
governmental directives which may be Imposed related to tha Clover
Security Servicea, We may terminate any or all of the Clover Sacurlty
Sarvloes at any tima f2r any raasen,

GENERAL TERMS

1. Fees.

1.1.  Saryices Fees, Yo. shall pay Processor the faes for Services as
sel forth (a) on the firs® pape above, (b) In the Merzhant Processing
Application, or {c) In the lease agreemant or eguipment purchase
agresmant, Bs apglicabls. Procassor may Ingrease your fees for the
Sanices as provided In your Agresment.

1.2, #voceas!ng Fges, Processing foes for transactions processerd In
connscllan with the use zf the Servces are tha same as for nar-
Services transact'ons, whch are se: forth in the Application.

2.  Term_.and Termination. This Adtendum shall becoms
effaclve on the day we begin providing the Services to you and shail end
when terminaied as sat forth herein. For the aveidance of doubt, except as
sat foth below, terrinaiicn of this Addendum wiil mot {enminats 1he
Agreament. This Addendum may be tsminated atany time by sither party
upen thiry (30} days' viritter notite to the olhef party, Notwithstanding the
foregaing serisnce, upen 88 much advance natlcs as is sommarsially
practicabis, we may suspand the Services crterminate this Addendum if i}
wo delermine that you are using Services for any fraudulent, llegal, or
unauthorlzes purpose, (it you violats the terms of this Addendum or an
Evert of De'aull occurs under the Agreement, (lli) we termrinate cur
agreement with any thinl  paries that are invelved in providing the
Services, or {iv) Processor gtherwlse decides to disconlinue providing
tha Servizes. You acxnowledgs and agree that an occurrence of (i) or
{ify above may be daemad sn Evant of Daefault under the Agreament,
*thereby afferding  Frocassor and Bank ail ights ang remedies as set farlh in
the Agraement triggered by such an Event of Dafaut, whish may inslude
Immediate termination of the Agreement (and this Addendum) witout
nofics. This  Addendum ‘will rminate  awtematically upos e
termiration of the Agresmsnt.

3. Netices. We may provide natices and othor information regarding
the Sarvizes to you via the method!s) cescribed in the Agreement or in
the E-Bign Censenl Agreement set fartn below.

4. Amandment. We have tha dght to changs er add to Ihe terms of
this Addendum atany s, anc to change, deleta, discortinua, o- impose
conditions on any faature or gspect of the Sarvices wilh notize provided to
you aa sot forth in the Nolices section of lhis Addendum. Any use of the
Servoes aftar our publication of any such changes stal! constitute your
aczepiance of [his Addendum ss modifled.

5, Third Party Beneflclaries. Frocessor's affillates and any

-

Persors Processar uses 0 providing the Clover Service are intendad third
parly Laneficlades of this Addendum, and each of them may enfore its'
provisiens as if It was a party hareo. Except a3 exprassly In this provided
In this Addendurn, nothing in this Addendum Is Intended to confer upon
any Persors any rights or remedies, and the parties do not Infend far any
Parsans to bo third-party bereficiaries of this Addendum,

6. Ratification, The termz of this Addendum shall serve fo
supplermeant tha tems of your Agreement. Nothing contained herain aters
any existing cortractual obligat'cns. Excepl 2s expressly set forh
herefn, the Agresrrent s hereby ralfied in all respects and shall remaln
In full force ane affest.

E-SiGN CONSENT AGREEMENT

Consent,

By ulgning th's Addendum, you consent and agree that;

al  Processor can provide disclosures required by ‘aw and other
Infomation akout your [egal fghts end dutfes to you zlectronicelly,

b} Where required or recquesied, your alestronic slgnature (va “click-
shrougn® ar other methed) cn egreements and doguments relating tc the
Serdces has tha same effect as iFyou sigred them inink.

¢j Processar, its affiiatas and i3 third party subcontractcts andior
agents, can send afl communicatians, biling statemants, arencments g
this Addendum, notices, and othier disclugures ar infarmation regarding the
Sarvices or your use of the Service or the Sarvices a3 defined hereln and
In the Agrsement (collectively defined as "Disclosures?) o you
alschronically (1) via e-mail, (2) by access to & wab slts that we deslgnate
in an e-mail "ollce wa send Lo you al the time tha Informatlen 1s avallzble,
(3] via SMS and text messageas, or (4) to the extert permissible by law,
by access to a website that we will generally deslgnere In advance for
such purpose.

dy If you want a papar copy, you can print a copy of the Disclosure or
downlaad the informatlon for your recerds.

e) You agreo thal Processor, its ailiiates and its third paily
subcontractors andfor agerts, may contact vou a telsphons, live or
arlificial, even if the number ycu pravidad is a celiuler or wiraless
number or if you have previously registered an a Do Not Gafl Ust or
requested rot fo be contacted for soiicilatian pumssa.

f)  This gonsent applies {o all futura Disclosures sent fo you in
connection with this Addendum, the Agreertent, ¢r your use of the Clover
Sarvica or the other Sarvices 25 defined hareln and in the Agreemant.

2. Legal  Effect. By consenting, you agree that elactronic
Disclosures have lhe same meaning and effect as il Processor provided
paper Oisclosures to you. When Processor sends you an small or other
elzctronic natification  alerting you that the Disclasu® is available
alacironically and makes it avellable onling, thai shal! have the same
meaning anc effect as If Processor provided a paper Disclosure to
you, whather or net you choase to view or priné or download the
Digclogure. .

I The terms of this TransAmor Data Protection and Clover Sceurity Bervices Participation Addendum {the “Addendum"? shall serve to
suppiement the terms of your Merchant Processing Application and A?raement ’(.the "“Agracment”}). By SLgn
acﬁnowled e that you have read, understand and agree to comply with the terms and fe his Add

dqthat the above fees ma{ be modified from time to time in accordance with your Agreement. Except as expressly sat forth
ifled In all regpects and shall remain in full force and effect.

BY SIGNING BELOW, YOU SEFARATELY CONSENT TO THE E-SIGN CONSENT AGREEMENT ABOVE, WHICH YOU ACKNQWLEDGE
I3 REQUIRED FOR YQUR ACCEPTAMCE QF THE CLOVER SERVICE AND PROCESSOR'S ACCEPTANCE OF THIS ADDENDUM,

understan C
herain, tha Agresment is hereby ral

i Client:

\ By:

Title: —

\ Data: _

rtg helow, yau
ndu

es, as sat farth in ¢ endum. You also

First Dala Merchant Services LLG;

Title:

Diate:
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Exhibit A

Clover Equipmant Detalls

Natwork: "Ix ]Dmahé I i'Nasﬁﬁi-Iie B
¢ band

Pﬁ:icahn::;tgd &1 Unit \ leeF:long.l:?tt 4§ Totat Swap Feet* Equipment Type Q%éR%L

$ $ $ $
8 $ $ - I ! |
: : ; ; '
$ ) $ 3
$ g $ $
§ 3 15— 1% - -
5 5. 3 R | | i
5 ; 5 $ |
$ 8 5 %
$__ oo s 5 |

._ $T__ T $_A—£‘ ] s s Restocking Fes (Statlon/Flex/iin) | ‘
s ‘$ .: $ g ] Reslocking‘Fee {Perlpherais) | m___j
s J L - $ DoploymentFee |
[ “'ﬁ' — Injectior. Fes i

+Swep Tee applles for a device swap that nocum after the demn 5 warrantg,,r has E)(p|r6d

** Device can be orde-ed for replacemant purposes only. Either the Clover Staticn Due or Station So'o bundies sholi d ha selected if marchant s requesting as all
scempenents are raguired to operate the devics.
= Restauran!;, QSR = Quick Service Restaurant

***R = Retall; RE
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