Create a New CDX Account - CDX

o ¥
. \"EPA United States Environmental Protection Agency
Go to the CDX website: . ' :

https://cdx.epa.gov/ i i i b b
CDX% Central Data Exchange & Contact Us

. Log in to CDX
Click on the “Register . User ID
with CDX” button A ||

Forgot your User ID?
Warnina Notice and Privacy Policy

CDX Transition to
Login.gov: ServiceNOW

Login.gov Transition FAQ Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.



https://cdx.epa.gov/
https://usepa.servicenowservices.com/oeca_icis/en/cdx-login-gov-transition-faqs?id=kb_article&sys_id=90753f701bbfcad09ee5404fe54bcbe4
https://usepa.servicenowservices.com/oeca_icis/en/cdx-login-gov-transition-faqs?id=kb_article&sys_id=90753f701bbfcad09ee5404fe54bcbe4

CDX: Terms and Conditions

<EPA
o
\’ United States Environmental Protection Agency

R ead T e r m S an d CO n d I t I 0 n S : Home About Recent Announcements Terms and Conditions FAQ Help

- The access and use of
CDX Registration for the
electronic submittal of
environmental information
require the creation of a
user ID and password that |
must maintain and keep
confidential. | will review
the following steps
concerning the creation and
maintenance of a user ID
and password.

= Confact Us

CD)s Terms and Conditions

The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a user =
ID and password that I must maintain and keep confidential. I will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully
understand and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal,
civil, administrative, or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4, you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored
on U.S. Government information systems; @

I am the original registrant and owner of the User ID requested

WARNINC: It is a federal crime to submit identifying information for anyone other than yourself, or to use or share
information with or without another user’s consent. Accordingly, by checking the box, above, you attest that you are
the named account holder and sole registrant to whom account information belongs.

Click “Proceed” to continue

Proceed Cancel




Core CDX Registration

N
e Search net ms4 in Active Program Services A

LI St Home About Recent Announcements Terms and Conditions FAQ Help
| | | | |

Contact Us

CDX: Core CDX Registration

e Click Net NPDES eReportin Tool (11)

() Cl ICk NETMS4: NeT Munici pal Se Pa rate Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).
Storm Sewer System

Active Program Services List

net I
|

IEPB: Exchange Network Grant Semi-Annual Reporting Forms

NeT: NPDES eReporting Tool (11)

NetDMl' Network Discharge Monitoring Report (38)



CDX: Selecting Role

Select a role from the drop-down
list

Role # ©

Select a role...

Select “Request Role Access” to

continue Select a role...

Preparer
Signatory

For MS4, only the Signatory and
Preparer role will be available.




CDX: User Information

“EPA
K
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

Create a “User ID”

% Contact Us

CD)¢ Core CDX Registration

1. Program Service 2. Role Access ¥ 3. Identity Credentials 4. User and Organization

Please fill out all required fields marked with an asterisk(¥*)

14

Type in the “Email Address
you’'d like associated with | 7
your CDX account Part 1: User Information

User Id * ] |
Im
Email Address: * | Je@example.com |

Select “Continue
Registration” to continue

CDX Help Desk: 888-890-1995 | (970) 494-5500 for international callers

EPAHome | Privacy and Security Notice | Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us § 3




CDX—> Login.gov Registration

After entering User Information, you will receive the following message stating you
will be redirected to set up a Login.gov account.

Login.gov is a secure sign-in service used by the public to sign in to participating
government agencies.

= This streamlines your process and eliminates the need to remember multiple usernames
and passwords.

Click “Process to Login.gov”

United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help
| | | |

CDX: Central Data Exchange = Contact Us
Leaving CDX

You are being redirected to Login.gov to either set up or login to an existing account. Once you've logged in successfully, you will
return to CDX to continue your registration process.




Create a Login.gov Account

B Anofficial website of the United States government Here's how you know

Click on “Create an account”

EPA CDX is using Login.gov to
allow you to sign in to your account

Type in the email used when registering il e

to CDX
m‘ Create an account I

Create an account for new users

Enter your email address

Select email language preference [ . |
I

Select your email language preference
You will receive emails from Login.gov in the language you
choose.

O English (default)

Read “Rules of Use”. Click box when :
done s

O /R (@)
u | read and accept the Login.gov Rules of Use i3

Click on “Submit” to continue |m I

Cancel

Security Practices and Privacy Act Statement @

Privacy Act Statement 3




reate a Login.gov Account

Check your email for a link from Login.gov ***Make sure to check SPAM folder
to confirm your email address.

Click the link to continue creating your
account.

Confirm your email D S «

e Login.gov <no-reply@identitysandbox.govs
DLoGIN.GOV  SEPA L

Why is this message in spam? It is similar to messages that were identified as spam in the past.

Check your email

We sent an email to . ‘@gmail.com with a link to [%:Login qov logo

confirm your email address. Follow the link to continue

creating your account, Confirm your email

You can close this window if y(}u're done. Thanks for submitting your email address. Please click the link

below or copy and paste the entire link into your browser. This
ﬁ link will expire in 24 hours

Having trouble? Here's what you can do:

hitps:/fidp.int identitysandbox gov/sign_up/email'confirm?®
) ) _request_id=2d8638d7-07a8-454a-addb-
Resend the confirmation email > 60600372 1dcS&confirmation_token=2ziDg5Jsve7PevuStaPU

Use a different email address




Create a Login.gov Account

DU LOGIN.GOV

After Confirming your emaill you’” Create a l & You have confirmed your email address

password
Create a strong password

Your password must be 12 characters or longer. Don't use
common phrases or repeated characters, like abc or 111.

Password must be 12 characters or longer ——

I 1

. . ] Confirm passwor@
After confirming password, click
Hcontinue” [0 Show password

Password safety tips &=

- " Lesg ecnni il eRl ol e




Create a Login.gov Account

DLociNGov  SEPA

Authentication method setup

Add an additional layer of protection to your Login.gov
account by selecting a multi-factor authentication method.

Auth e ntication m eth Od setu p : ‘We recommend you select at least two different options in

case you lose one of your methods.

Add an additional layer of protection
to your Login.gov account by selecting
a multi-factor authentication method.

O G Authentication application

Download or use an authentication app of
your choice to generate secure codes.

O % Text or voice message
Receive a secure code by (SMS) text ar

phone call.

We recommend you select at least 0 gy swicone

Alist of 10 codes you can print or save to

two different options in case you lose o e

we will generate a new list. Keep in mind

One Of your methOdS. backup codes are easy to lose.

O & Security key

Connect your physical security key to your
device. You won't need to enter a code.

Click “Continue”

O Government employee ID

PIV/CAC cards for government and military
employees. Desktop only

I ——— I —




Add an authentication app

Set up an authentication app to sign In using tempaorary

Authentication options

o Give it anickname

If you add more than one app, you'll know which one is
which.

Authentication application: Q Openyourauthentication app
e Scan this QR barcode with your app

Download or use an authentication app of
your choice to generate secure codes.

Or enter this code manually into your authentication app

R24ZZJ7ZRAVUONJIJNG6ZTKTM7SK62504H)

o Enter the temporary code from your app
Example: 123456

Remember this browser




Authentication options

« Text or voice message:

» Receive a secure code by (SMS)
text or phone call.

DLoGIN.GoV G EPA

Add a phone number

We'll send vou a one-time code each time you sign in.

Message and data rates may apply. Do not use web-based
(WVOIP) phone services or premium rate (toll) phone numbers.

Phone number

How you'll get vour code
0O Text message (SMS) () Phone call

You can change this anytime. If you use a landline number,
select “Phone call”

Mobile terms of service

« Choose another authentication method




Authentication options P oo

Save these backup codes

If you lose your device, you'll need these codes to signinto
® BaCkup COdeSZ Lo!:gin.gov. }S‘;aveor printihem and putthemsomewhegresafe.
ESGA-VHRK-JVRS 2VN3-0F7F-Nev]
o Alist of 10 codes you can print VRG5-APV9-ZKW1 KCBJ-4NRO-NYKS
or save to your device. When D3FS-PYKM-FTW1 8GAG-FSKD-28CC
you use the last code, we will ENZZSERTRSt X ROGI-9PQ6-VHRS
generate a new list. Keep in RS e
mlnd baCkup COdeS are easy to Each code can only be used once. We'll give you new
Iose codes after you use all ten.
* Download | ‘ & Print | ‘ 0 Copy ‘

[ I've put my backup codes in a safe place.

- .
P




DLociNGov SEPA

Authentication options

Insert your security key

Use your physical security key to add an additional layer of
protection to your Login.gov account to prevent unauthorized
access. Learn more about security keys s

€ Giveitanickname

(]
(]
® Secu rlty key0 If you add more than one security key, you'll know which

one is which.

L4 COnnECt your phySicaI Secu rity key to e Insert a security key into your device
your device. You won't need to enter a

L
code. n
n

e Set up your security key

Click “set up security key” below and follow your
browser's instructions.

Remember this browser

Set up security key

« Choose another authentication method




Return to CDX Core Registration

DLoGinGOov  SEPA

Once backup codes are added, .

. . Backup codes were added to your account.
click on “Agree and continue” " ’
You’ll be redirected to ‘ ! \
complete your Core CDX @
Registration

Continue to EPA CDX Smoke Test

We'll share your information with EPA CDX Smoke Test to
connect your account.

& Email addresses on your account
« test mendozaspa@gmail.com

Agree and continue




Return to CDX Core Registration

EPA
o
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions 1 7.00] Help

% Contact Us

Complete Core Registration CL0E: Core:CDX Reghtrazion Lo 53 DENDOZA PR (L0 )

1. Program Service ¥ 2. Role Access ¥ 3. Identity Credentials v 4. User and Organization

Registration Information

U ser I n fo rma ti on Program Service EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN-NV
. . . . Role Permittee (signature)
= Fillin all required fields

(] M a ke sure to type i N fu I I Please fill out all required fields marked with an asterisk(*)
Iega I name Part 1: User Information

. The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
" EX . RO be rt ) n Ot BO b option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.
User ID * DMENDOZA_PROD
Title * -Please Selefy- j
-Please Srle
First Name * Dr
| Miss
Middle Initial | mr
Mrs
* Ms
Last Name o
Suffix ’ -Please Select- Vﬁ‘
Security Question 1 * | _piease Select- v

Security Answer 1 * |

Security Question 2 *

-Please Select- v




CDX: Security Questions

Choose 3 Security
questions, and enter an
answer

o Case Sensitive

Security Questions are
used for helpdesk
verification

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is

entered on this page.
User ID *

Title *

First Name *

Middle Initial
Last Name *

Suffix

Security Question 1 *

Security Answer 1 *

Security Question 2 *

Security Answer 2 *

Security Question 3 *

Security Answer 3 *

[J Show Answers

DMENDOZA_PROD

Ms v

-Please Select-
| What was your childhood nickname?
! What street did you live on in third grade? ‘
I What school did you attend for sixth grade?

In what city does your nearest sibling live?
In what city or town was your first job?
What was your dream job as a child?
What was your childhood phone number including area code (###-###-####)?
What was the last name of your second grade teacher?
What is the name of the college (or institution) you applied to but didn't attend?
What is your biggest pet peeve?
What was your favorite toy as a child?
If you could be any animal, what would it be?
What was the best gift you ever received?
. Who is your favorite cartoon character?

| -Please Select- n v‘|

: -Please Select- V‘




CDX: Organization Info

Search for your

organization Seoifihuswerd®  Tow
= ThlS B the ) Show Answers
organizationyou :
Work for (your Part 2: Organization Info
employer) EPA

Enter organization or organization ID

Organization ID Organization Name Address City State ZIP Code

Click on “Search”

Too many organizations found. Please refine your search using the advanced search below and try again.

Can't find your organization? Use advanced search or request that we add your organization.




CDX: Add Organization

If you cannot find

your organization:

CIICk On ”RequeSt Part 2: Organization Info

that we add your eneral foods —
organization” Enter organization o organization 10

TEER EEL me Address Crty State ZIP Code
Mo data was found matching your criteria.

Can't find your arganization? Use advanced search or request that we add your organization.




Continued

Part 2: Organization Info

Fill out the required Organization Name * | |
information for your Country * [UNITED STATES
organization Mailing Address * | |
Mailing Address 2 | |
Gity * | |
Click “Submit Request for State * [-Please Select- 2
Access” 7IP/Postal Code * | |
Email * @yzhoo.com

Phone Number * | |

Phone Number Ext | |

Fax Number | |

m-s it Request for Acces ]




Continued

Part 2: Organization Info

2 Select a Current Organization

Se|eCt your ® Request to Add an Organization
Organization .
701 Poydras St
Mew Orleans, L4, US
70139
Enter phone Email * . {@gmail.com
number Phone Number * I |
Phone Number Ext | |
Fax Number | |

Wrong organization information? Back to Search Results, Use advanced search or reguest that we add vour organization .

Submit Request for Access




CO N t| nue d Contact Information

Enter required fields. Contact Information

Click SEND VERIFICATION Phone Number * Extension
CODE.

A green pop-up note will Emait -

appear on the screen

informing an email was

sent to this email. Re-enter Email *

Send Verification Code

You will receive an email
from CDX support with a
Verification COde Wlthln a A verification code has been sentto %

. \/ cathygfsign@gmail.com. Enter the
few min utes . Register m code below and select Continue to
finalize your CDX account setup.




Add OrganizatiOn - COntinued Email Verification

helpdesk@epacdx.net Today at 2:31 PM
To dianacdxns@yahoo.com

You are re the EPA Central Data Exchange (CDX). You will be able to add additional Program Services, including the NPDES eReporting Tool (MeT), to
meet any additional obligations that require electronic reporting to EPA.

In order to complete your registration and begin using the system, you will need to confirm your account by entering the following code in the registration form you are

53261172-b391-4ded-a162-245dc76dedcs
above, you may be required to provide additional information. Any additional information will need to be completed before

you are able to access your Program Service, Please do not respond to this message. If you have questions concerning this request, you may contact us by email at
helpdesk@epacdxnet or by calling the COX Technical Support Staff through our toll free telephone support on 888-890-1995 between Monday through Friday from 3:00 am
to 6:00 pm EST/EDT. For International callers, the CDX Help Desk can also be reached at (970) 494-5500.

Sincerely

CD¥ Help Desk

United States Environmental Protection Agency - Central Data Exchange

Reply Reply to All Forward Maore




CO N tl nue d Contact Information

After clicking “Send Contact Information

Verification Code” a

verification box will

appear 202
o Enter Verification Code

> You can COPY & PASTE
code from email ).com
directly into box.

Phone Number * Extension

Email *

Re-enter Email *

).COM Sen, Verification Code

Click Register Verification Code *

I 93a61172-b391-4ded-a162-a45dc76dedcd I




Organization Registration Completed

pop-up will appear confirming

completion S '
You have completed core CDX account registration. Click Continue to proceed. Depending
Click CONTINUE on your NetDMR role, you may be asked to complete Identity Proofing before your role is

activated.




CDX: Organization Info

If your organization

app
hyp

ears, click on ID
erlink

Make sure the address
and zip code are correct
before selecting an
organization as many

organizations have similar

names

Protection Agency

D D e e e — — Code
ENVIRONMENTAL
PROTECTION AGENCY
190676 NATIONAL VEHICLE & FUEL 2565 PLYMOUTH ROAD ANN ARBOR MI 48105
EMISSIONS LABORATORY
Office of Ecosystem
Protection, Air Quality
Environmental Protection Planning Unit
222332 Agency, Region 1 5 Post Office Square - P te bty
Suite 100, (Mail code
U.S. ENVIRONMENTAL 1200 PENNSYLVANIA
PROTECTION AGENCY AVENUE WASHINGION: | 'DC 20460
P.O. Box 22439 o GU 96921
Protection Agency o Barrigada
U.S. Environmental Protection " ;
953229 Agency Region III 1650 Arch St. Philadelphia PA 19103
Environmental Protection
952465 Agency Region 4 61 Forsyth Street, SW Atlanta GA 30303
Tllinois Environmental 1021 North Grand i 62794-
947081 Protection Agency Avenue East Springfield I 9276
e : 1021 North Grand Ave.
Tllinois Environmental s 62794~
978978 5 East Springfield IL
Protection Agency P.O. Box 19276 9276
Ohio Environmental Protection 43216-
978982 Agency P.O. Box 1049 Columbus OH 1049
1150019 Guam Environmental P.O. Box 22439-GMF Barrigada GU 96921




CDX: Organization Info

Part 2: Organization Info
H . H U.S. ENVIRONMENTAL PROTECTION AGENCY
O n Ce O rga n I Za tl O n IS 1200 PENNSYLVANIA AVENUE
selected, type in Phone WasANGION, b 16
20460
Number
Email * cdxtrain@gmail.com
Phone Number * I H |
Phone Number cxu l:’
Click “Submit Request =
q Fax Number | ]
” .
for Access” to continue
Wrong organization information? Back to Search Results, Use advanced search or request that we add your organization.

" Submit Request for Access I




CDX: User and Organization Info

After adding
organization, a
message will load
instructing you to
check the email
account that you
registered for a
confirmation
message with a link

to activate your user
account.

Core Registration Email Verification Request (TEST) nbox x e B
noreply-test@epacdx.net 556PM (1minuteago) v & &
» o -

You have successfully created an account with the EPA Central Data Exchange (CDX). In order to complete your registration and begin using the
system, you will need to confirm your account bycompleting either of the following options:

a) Click the following link. You may need 1o enter tne userlD (TEST2 ) and Password that were selected during the registration process.
https://test.epacdx.net/Registration/Email Validation ?code=pPbhDRT1 GyAt If you click the link and it appears to be broken, please copy and paste it
into a new browser window.

b) In your existing browser window, copy and paste the following code into the "Code" field on the web page: @

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be

RPN Py R [ MR SUp YRR 1) DU WP URPUTI o WURRURGY . PR JUP




CDX: User and Organization Info

EPA
Ny
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CDY% Confirmation = Contact Us

Logged in as (Log_out)

Enter the code from
the email and click on

n 1) 1. Program Service v 2. Role Access v 3. Identity Credentials v 4. User and Organization v
Create account’ to

continue account

A few more steps...

Creat|0 n You will soon receive an email confirmation message at | ’ @gmail.com] with a validation code. Enter the validation
code below or follow the link provided in the email to activate your user account.
Resend validation code

User ID: TEST2

[ereste Aceount |




CDX: Job Title

After entering the code,
you will have to enter your
job title

Click “Next” to continue

1. Program Service ¥

Registration Information

Program Service

Role

2. Role Access ¥

3. User and Organization v 4. Confirmation

EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN-NV
Permittee (signature)

Enter Your Job Title *

ol

EPAHome @ Privacy and Security Notice

(DX Help Desk: 888-890-1995 | (970) 494-5500 for international callers

Accessibility About CDX | Frequently Asked Questions | Terms and Conditions | Contact Us




CDX: Registration Process

At this stage, Preparers are finished and now have
access to NetMS4

Signatory must continue with Identity Proofing and

Electronic Signature Agreement (ESA)




CDX: Permittee Signhatory

(Identity Verification)

As a Signatory, you will have to
complete an Identity Verification
process via LexisNexis

" ldentity verification allows the EPA to
confirm applicants have provided
sufficient identity information in order
to conduct business safely and
securely.

" Your options are to use the electronic
identity proofing service for
Immediate access to your program
service or to print and submit a
signed form through U.S. Postal Mail
to the address on the Signature
Agreement.

NOTE: Signatory must enter their
legal name, personal home address,
date of birth, and last 4 of SSN

1. Identity Verification 2. ESA

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the electronic
identity proofing service for immediate access to your program service or to print and submit a signed form through U.5. Postal
Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis@ Information

LexisNexis(® Instant ID

Legal Name

[ I I

Home Address

|Address Line 1* |

|Address Line 2 |

[city* || state* | [Zip Code* |

Home or Personal Phone
|H0me or Personal Phone |

Date of Birth

Month*  » | Day* ~ || Year® v
Last 4 of SSN
[Last 4 of SSN* |0 Show SsN

ﬂ The name above is me. Please proceed with LexisNexis® Validation.

Y| Paper Verification Exit




CDX: Permittee Signhatory

(ESA)

Example of
Electronic Signature
Agreement (ESA)
option

Note: If you falil
electronic
authentication, you
will be required to
submit a paper
Signature
Agreement.

Home About Recent Announcements Terms and Conditions FAQ Help

&= Contact Us

CD)& CDX Registration: Additional Verification Logged in a5 TEST2. (Log.out)

1. Identity Verificationv 2. ESA

Electronic NetDMR Electronic Signature Agreement

The NetDMR electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any
questions regarding the NetDMR ESA, please contact the CDX Help Desk.

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other lawful action.

rs
U.S. Environmental Protection Agency
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement
In accepting the electronic signature credential issued by the U S. Environmental Protection Agency
(EPA) to sign electronic documents submitted to EPA’'s Central Data Exchange (CDX), and as a
representative for:
Electronic Signature Holder Company Information

Organization Name CDXTESTI

Address 777 BRISBANE

City, State, Zip HOUSTON, TX 77061

Province

Country Us

Phone Number (202) 555-3355

T amnmal A ddvann et anman Ao T s s ] e M

Gencal




CDX: Permittee Signatory

(Paper ESA)

If LexisNexis is unable to verify your identity — you
Must Submit Paper ESA

Identity Verification

We were unable to verify your identity with the provided information. Please print, review, sign, and mail your paper Electronic Signature
Agreement.

You have selected to perform identity proofing via the paper based cption. Please be aware that the paper based option requires you to mail a wet ink signed version of the
ESA and does take longer to process. You will not be able to access the NetDMR system until this document is received and processed.

Paper ESA

U.5. Environmental Protection Agency
Office of Enforcement and Compliance Assurance
NFPDES e-Reporting Tool Electronic Signature Agreement

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electronic
documents submitted to EPA's Central Data Exchange (CDX), and as a representative for:

Electronic Signature Holder Company Information




CDX: Permittee Signhatory

A pop-up will appear.

| certify, under penalty of law that the
information provided in this document is, to the
best of my knowledge and belief, true, accurate,
Read the notice and complete. | am aware that there are
significant penalties for submitting false
information, including the possibility of fines and

imprisonment for knowing violations.

If the information is
correct, click on Signing an electronic document on behalf of

"Accept" to Continue another person is subject to criminal, civil,
registration administrative, or other lawful action.




At the bottom right-hand o/ LR successiy shed

Electronic Signature Agreement

corner of the screen, two

notifications will appear. 7 Youhave successfull passed
Identity Proofing.

i
YO u h a Ve n OW f’ EPA United States Environmental Protection Agency
S u Cce S Sfu I Iy m a d e a Home About Recent Announcements Terms and Conditions Help Virtual Assistant
CDX Account and CD)Xs Central Data Exchange ﬁg%mmmmsr (Log_out)
can access N eT M 54 | Inbox | | My Proﬂle-‘ | Submission History | | Payment History |

by Clicking on your Services © Manage CDX Service Availability
hyperlinked role. Status ¢ Program Service Name * Role *

See the status for all program services

— NETMS4: NeT - NPDES Municipal Separate Storm 1
Signatory
Sewer Svstem

News and Updates
No news/updates.




Additional Registration Step Only for Signatory Role:

If your identity was unable to be verified (or if you opt for the paper form), it must be manually submitted. Click Print and
mail to the address listed. NeT MS4 will be accessible once the Electronic Signature Agreement is received and processed.

. = 2 )
Ide ntlty PI'OOfI ng o el w EPA United States Environmental Protection Agency

demity Venficaticn

Home About Recent Announcements Terms and Conditions FAQ

A We were unabls © verify your identity with the provided inforration. Please print, review, sign and rail your paper Electioric Sgrawrs
Agrwament (E5A) CD)% Central Data Exchange
You have selecled ic parfarm denlly prooing wa the gager based sgtion Plaae be anare that the pager based ophion requimes you to mad a wet ink signed veson olthe My{:Dx ‘ Inbﬁx | | My PrDﬂ |e | ‘ SubmisBlon HiStG'r':l" | | Pa‘fment HIStOr‘:.I’ |
Electonc Sgnature Agreamant ES4) anc does Bka bnger 1o process You will not by able to acass he MSGP systirr uibl this documen @ recerved and Jrocessec

Paper Elecrone Sgnature Agresmen: (ESA)
‘ US. Environmental Protection Agency = Services f Manage

ELECTROMNIC SIGNATURE AGREEVIENT
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The Electronic Sighature Agreement is as follows:

The electronic submittal of information to the United States Environmental Protection Agency (EPA) requires
the creation and maintenance of a CDX user account.

1. I have reviewed and agree to the following conditions for the access and use of my account.

2. lunderstand and agree that | will be held as legally bound, obligated, or responsible for any
electronically signed submission | make as | would be by making such submission in hardcopy form with
my handwritten signature;

3. | agree to maintain an email account. If any email sent to me by EPA is returned as undeliverable, | will
explain why this occurred when requested by EPA;

4. | agree to protect my username and password from use by anyone except me. | will not divulge or
delegate my username or password to any other individual. | will not store my password in an
unprotected location, and | will not allow my password to be written into computer scripts to achieve
automated login;

5. lagree to contact the EPA as soon as possible after suspecting or determining that my username and
password have become lost, stolen, or otherwise compromised, or of any other security incidents; and

6. | agree not to attempt to view, change, or delete data unless | have the authorization to do so. | agree to
behave in an ethical and trustworthy manner and to be alert to threats to applications and data.




Logging into your CDX Account to Access NeT MS4

Welcome to the NeT MS34 registration and log-in page. To sign in, please
use your Central Data Exchange (CDX) User ID and Password. If you do
not currently have a CDX account, you will need to create one by clicking

Go to the NeT MS4 Login Website:

If the NETIMS4 program service does not appear on your MyCDX page,
you can add it by clicking "Add Program Service" at the bottom of your

https://npdes-ereporting.epa.gov/net-

For additional information on creating a CDX account, refer to the User

ms4/action/login

For additional information on adding NeT MS4 to an existing CDX account,
refer to the Add Program Service Guide.

Signin

Links at the bottom if you forgot your username or
password.

or create a new account

* = required

User D #*

Password ¥

Fargot username? Forgot password?

NPDES eReporting Help Desk Email: NFDESereporting@epa.gov
NPDES eReporting Help Desk Phone: §77-227-5965 (9:00am - 8:00pm EST)
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NeT MS4 System Features

Internet Accessible
- Can use computers, laptops or tablets
- Can use Chrome, Edge, or Firefox

15-minute time out
- 15 minutes of inactivity will log the user out
- Make sure to save or press ‘Next’ every 15 minutes to avoid losing work

Related Questions

- For some questions, depending on the answer provided, additional questions
will appear






