
Create a New CDX Account - CDX  

Go to the CDX website: 
https://cdx.epa.gov/

Click on the “Register 
with CDX” button

CDX Transition to 
Login.gov: ServiceNOW
Login.gov Transition FAQ
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https://cdx.epa.gov/
https://usepa.servicenowservices.com/oeca_icis/en/cdx-login-gov-transition-faqs?id=kb_article&sys_id=90753f701bbfcad09ee5404fe54bcbe4
https://usepa.servicenowservices.com/oeca_icis/en/cdx-login-gov-transition-faqs?id=kb_article&sys_id=90753f701bbfcad09ee5404fe54bcbe4


CDX: Terms and Conditions

Read Terms and Conditions: 

◦ The access and use of 
CDX Registration for the 
electronic submittal of 
environmental information 
require the creation of a 
user ID and password that I 
must maintain and keep 
confidential. I will review 
the following steps 
concerning the creation and 
maintenance of a user ID 
and password. 

Click “Proceed” to continue 
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Core CDX Registration

◦  
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• Search net ms4 in Active Program Services 
List

• Click Net NPDES eReportin Tool (11)

• Click NETMS4: NeT Municipal Separate 
Storm Sewer System



CDX: Selecting Role

Select a role from the drop-down 
list

Select “Request Role Access” to 
continue

For MS4, only the Signatory and 
Preparer role will be available.
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CDX: User Information 

Create a “User ID”

Type in the “Email Address” 
you’d like associated with 
your CDX account 

Select “Continue 
Registration” to continue
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CDX→ Login.gov Registration

After entering User Information, you will receive the following message stating you 
will be redirected to set up a Login.gov account. 

Login.gov is a secure sign-in service used by the public to sign in to participating 
government agencies. 
▪ This streamlines your process and eliminates the need to remember multiple usernames 

and passwords.

Click “Process to Login.gov”
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Create a Login.gov Account 

Click on “Create an account”

Type in the email used when registering  
to CDX

Select email language preference 

Read “Rules of Use”. Click box when 
done

Click on “Submit” to continue 
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Create a Login.gov Account 

Check your email for a link from Login.gov 
to confirm your email address. 

Click the link to continue creating your 
account. 

***Make sure to check SPAM folder



Create a Login.gov Account 

After confirming your email, you’ll create a 
password

Password must be 12 characters or longer

After confirming password, click 
“Continue”
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Create a Login.gov Account 

Authentication method setup:

Add an additional layer of protection 
to your Login.gov account by selecting 
a multi-factor authentication method.

We recommend you select at least 
two different options in case you lose 
one of your methods.

Click “Continue”
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Authentication options 

Authentication application:

Download or use an authentication app of 
your choice to generate secure codes.



Authentication options 

• Text or voice message:

• Receive a secure code by (SMS) 

text or phone call.



Authentication options 

• Backup codes:

• A list of 10 codes you can print 

or save to your device. When 

you use the last code, we will 

generate a new list. Keep in 

mind backup codes are easy to 

lose.



Authentication options 

• Security key:

• Connect your physical security key to 

your device. You won’t need to enter a 

code.



Return to CDX Core Registration 

Once backup codes are added,  
click on “Agree and continue”

You’ll be redirected to 
complete your Core CDX 
Registration



Return to CDX Core Registration 

Complete Core Registration

User Information 
▪ Fill in all required fields
▪ Make sure to type in full 

legal name

▪ EX: Robert, not Bob



CDX: Security Questions 

Choose 3 Security 
questions, and enter an 
answer

◦ Case Sensitive

Security Questions are 
used for helpdesk 
verification 
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CDX: Organization Info

Search for your 
organization
▪ This is the 

organization you 
work for (your 
employer)

Click on “Search”
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CDX: Add Organization

If you cannot find 
your organization: 
click on “Request 
that we add your 
organization”
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Continued

Fill out the required 
information for your 
organization

Click “Submit Request for 
Access”
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Continued

Select your   
Organization

Enter phone 
number
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Continued Contact Information 

Enter required fields.

Click SEND VERIFICATION 
CODE. 

A green pop-up note will 
appear on the screen 
informing an email was 
sent to this email.

You will receive an email 
from CDX support with a 
Verification Code within a 
few minutes. 
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Add Organization – Continued Email Verification 
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Continued Contact Information 

After clicking “Send 
Verification Code” a 
verification box will 
appear

◦ Enter Verification Code
◦ You can COPY & PASTE 

code from email 
directly into box.

Click Register 
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Organization Registration Completed

After clicking on REGISTER, this 
pop-up will appear confirming 
completion

Click CONTINUE
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CDX: Organization Info

If your organization 
appears, click on ID 
hyperlink 
▪ Make sure the address 

and zip code are correct 
before selecting an 
organization as many 
organizations have similar 
names 
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CDX: Organization Info

Once organization is 
selected, type in Phone 
Number

Click “Submit Request 
for Access” to continue 
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CDX: User and Organization Info

After adding 
organization, a 
message will load 
instructing you to 
check the email 
account that you 
registered for a 
confirmation 
message with a link 
to activate your user 
account.
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CDX: User and Organization Info

Enter the code from 
the email and click on 
"Create account" to 
continue account 
creation 
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CDX: Job Title 

After entering the code, 
you will have to enter your 
job title

Click “Next” to continue 
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CDX: Registration Process

At this stage, Preparers are finished and now have 
access to NetMS4

Signatory must continue with Identity Proofing and
Electronic Signature Agreement (ESA)
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CDX: Permittee Signatory 
(Identity Verification)

As a Signatory, you will have to 
complete an Identity Verification 
process via LexisNexis
▪ Identity verification allows the EPA to 

confirm applicants have provided 
sufficient identity information in order 
to conduct business safely and 
securely. 

▪ Your options are to use the electronic 
identity proofing service for 
immediate access to your program 
service or to print and submit a 
signed form through U.S. Postal Mail 
to the address on the Signature 
Agreement.

NOTE: Signatory must enter their 
legal name, personal home address, 
date of birth, and last 4 of SSN
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CDX: Permittee Signatory 
(ESA)

Example of 
Electronic Signature 
Agreement (ESA)
option

Note: If you fail 
electronic 
authentication, you 
will be required to 
submit a paper 
Signature 
Agreement.
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CDX: Permittee Signatory 
(Paper ESA)

If LexisNexis is unable to verify your identity – you 
Must Submit Paper ESA
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CDX: Permittee Signatory 

A pop-up will appear.

Read the notice

If the information is 
correct, click on 
"Accept" to continue 
registration 
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At the bottom right-hand 
corner of the screen, two 
notifications will appear. 

You have now 
successfully made a 
CDX Account and 
can access NeT MS4 
by clicking on your 
hyperlinked role.
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If your identity was unable to be verified (or if you opt for the paper form), it must be manually submitted. Click Print and 
mail to the address listed. NeT MS4 will be accessible once the Electronic Signature Agreement is received and processed.

Additional Registration Step Only for Signatory Role:

Signatory



The Electronic Signature Agreement is as follows:
The electronic submittal of information to the United States Environmental Protection Agency (EPA) requires 
the creation and maintenance of a CDX user account. 

1. I have reviewed and agree to the following conditions for the access and use of my account.

2. I understand and agree that I will be held as legally bound, obligated, or responsible for any 
electronically signed submission I make as I would be by making such submission in hardcopy form with 
my handwritten signature;

3. I agree to maintain an email account. If any email sent to me by EPA is returned as undeliverable, I will 
explain why this occurred when requested by EPA;

4. I agree to protect my username and password from use by anyone except me. I will not divulge or 
delegate my username or password to any other individual. I will not store my password in an 
unprotected location, and I will not allow my password to be written into computer scripts to achieve 
automated login;

5. I agree to contact the EPA as soon as possible after suspecting or determining that my username and 
password have become lost, stolen, or otherwise compromised, or of any other security incidents; and

6. I agree not to attempt to view, change, or delete data unless I have the authorization to do so. I agree to 
behave in an ethical and trustworthy manner and to be alert to threats to applications and data.
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Logging into your CDX Account to Access NeT MS4

Go to the NeT MS4 Login Website:

https://npdes-ereporting.epa.gov/net-
ms4/action/login

Links at the bottom if you forgot your username or 
password. 

https://npdes-ereporting.epa.gov/net-ms4/action/login
https://npdes-ereporting.epa.gov/net-ms4/action/login
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CDX Home Page

Once you have 
logged in, you can 
enter NeT MS4 by 
clicking on your 
hyperlinked ROLE.



Internet Accessible
◦ Can use computers, laptops or tablets

◦ Can use Chrome, Edge, or Firefox

15-minute time out
◦ 15 minutes of inactivity will log the user out

◦ Make sure to save or press ‘Next’ every 15 minutes to avoid losing work

Related Questions
◦ For some questions, depending on the answer provided, additional questions 

will appear
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NeT MS4 System Features




