STATE OF TEXAS

§
| §
COUNTY OF FORT BEND §

ADDENDUM TO FOCUS MERCHANT SERVICES PROGRAM GUIDE

THIS ADDENDUM (“Addendum”) is entered into by and between Fort Bend County,
(“County”), abody corporate and politic under the laws of the State of Texas, and Focus Merchant
Services, LLC, (“Contractor”), a company authorized to conduct business in the State of Texas
(hereinafter each referred to as a “party” or collectively as the “parties”).

WHEREAS, subject to the changes herein, the parties have executed and accepted Focus
Merchant Services Program Guide, Merchant Processing Application and Agreement, and
TransArmor Data Protection and Clover Services Participation Addendum (collectively the
“Agreement”), attached hereto as Exhibit “A” and incorporated fully by reference, for the
processing of court fees, parcel services fees, district clerk fees, and miscellaneous fees
(collectively the “Services”); and

WHEREAS, County desires that Contractor provide Services as will be more specifically
described in this Agreement; and

WHEREAS, Contractor represents that it is qualified and desires to perform such Services;
and

WHEREAS, County has determined that this Agreement is not subject to competitive
bidding requirements under Section 262.023 of the Texas Local Government Code because the
Agreement does not require an expenditure exceeding $50,000 by the County; and

WHEREAS, Section 262.011 (d) of the Texas Local Government Code authorizes the
County Purchasing Agent to make purchases that are not subject to competitive solicitation; and

WHEREAS, the following changes are incorporated as if a part of the Agreement; and

NOW, THEREFORE, in consideration of the mutual covenants and conditions set forth
below, the parties agree as follows:

AGREEMENT

1. Scope of Services. Subject to this Addendum, Contractor will render Services to County as
described in Exhibit A,

2. Payment; Non-appropriation; Taxes. In consideration for providing County with Electronic
Payment Services, Contractor will charge to Payors a convenience fee, processing fee, or
service fee, as set forth in Exhibit A, Credit Card Processing Terminals & Fee, of the
Agreement. All persons making electronic payments will be advised that payment with a
Card, E-Check, or authorized E-payment method may be subject to a convenience fee,
processing fee, or service fee for use of the Electronic Payment Services, as well as the amount
of such fee or charge. Payment shall be made by County within thirty (30) days of receipt of



invoice. Contractor may submit invoice(s) electronically in a form acceptable to County via:
apauditor@fortbendcountytx.gov. If County disputes charges related to the invoice
submitted by Contractor, County shall notify Contractor no later than twenty-one (21) days
after the date County receives the invoice. If County does not dispute the invoice, then
County shall pay each such approved invoice within thirty (30) calendar days. It is specifically
understood and agreed that in the event no funds or insufficient funds are appropriated by
Fort Bend County under this Agreement, Fort Bend County shall notify all necessary parties
that this Agreement shall thereafter terminate and be null and void on the last day of the fiscal
period for which appropriations were made without penalty, liability or expense to Fort Bend
County. County is a body corporate and politic under the laws of the State of Texas and claims
exemption from sales and use taxes. A copy of a tax-exempt certificate will be furnished upon
request. Interest resulting from late payments by County shall be governed by Chapter 2251,
TEXAS GOVERNMENT CODE. County reserves the right to withhold payment pending
verification of satisfactory work performed.

Limit of Appropriation. Contractor shall provide Services to County at no cost to County.

Public Information Act. Contractor expressly acknowledges that County is subject to the
Texas Public Information Act, TEX. GOV'T CODE ANN. §§ 552.001 et seq., as amended, and
notwithstanding any provision in the Agreement to the contrary, County will make any
information related to the Agreement, or otherwise, available to third parties in accordance
with the Texas Public Information Act. Any proprietary or confidential information marked
as such provided to County by Contractor shall not be disclosed to any third party, except as
directed by the Texas Attorney General in response to a request for such under the Texas
Public Information Act, which provides for notice to the owner of such marked information
and the opportunity for the owner of such information to notify the Attorney General of the
reasons why such information should not be disclosed. The terms and conditions of the
Agreement are not proprietary or confidential information.

Indemnity. The parties agree that under the Constitution and laws of the State of Texas,
County cannot enter into an agreement whereby County agrees to indemnify or hold
harmless another party; therefore, all references of any kind to County defending,
indemnifying, holding or saving harmless Contractor for any reason are hereby deleted.

Applicable Law; Arbitration; Attorney Fees. The laws of the State of Texas govern all
disputes arising out of or relating to this Agreement. The parties hereto acknowledge that
venue is proper in Fort Bend County, Texas, for all legal actions or proceedings arising out of
or relating to this Agreement and waive the right to sue or be sued elsewhere. Nothing in the
Agreement shall be construed to waive the County’s sovereign immunity. County does not
agree to submit disputes arising out of the Agreement to binding arbitration. Therefore, any
references to binding arbitration or the waiver of a right to litigate a dispute are hereby
deleted. County does not agree to pay any and/or all attorney fees incurred by Contractor in
any way associated with the Agreement.



7.

10.

No Waiver of Jury Trial. The County does not agree that all disputes (including any claims
or counterclaims) arising from or related to this Agreement shall be resolved without a jury.
Therefore, any references to waiver of jury trial are hereby deleted.

Certain State Law Requirements for Contracts. The contents of this Section are required by
Texas Law and are included by County regardless of content. For purposes of Sections
2252152, 2271.002, and 2274.002, Texas Government Code, as amended, Contractor hereby
verifies that Contractor and any parent company, wholly owned subsidiary, majority-owned
subsidiary, and affiliate:

a. Unless affirmatively declared by the United States government to be excluded from its
federal sanctions regime relating to Sudan or Iran or any federal sanctions regime relating
to a foreign terrorist organization, is not identified on a list prepared and maintained by
the Texas Comptroller of Public Accounts under Section 806.051, 807.051, or 2252.153 of
the Texas Government Code.

b. 1f employing ten (10) or more full-time employees and this Agreement has a value of

$100,000.00 or more, Contractor does not boycott Israel and is authorized to agree in such
contracts not to boycott Israel during the term of such contracts. “Boycott Israel” has the
meaning provided in § 808.001 of the Texas Government Code.

c. If employing ten (10) or more full-time employees and this Agreement has a value of
$100,000.00 or more, Contractor does not boycott energy companies and is authorized to
agree in such contracts not to boycott energy companies during the term of such contracts.
“Boycott energy company” has the meaning provided in § 809.001 of the Texas
Government Code.

d. If employing ten (10) or more full-time employees and this Agreement has a value of
$100,000.00 or more, Contractor does not have a practice, policy, guidance, or directive
that discriminates against a firearm entity or firearm trade association and is authorized
to agree in such contracts not to discriminate against a firearm entity or firearm trade
association during the term of such contracts. “Discriminate against a firearm entity or
firearm trade association” has the meaning provided in § 2274.001(3) of the Texas
Government Code. “Firearm entity” and “firearm trade association” have the meanings
provided in § 2274.001(6) and (7) of the Texas Government Code.

Modifications and Waivers. The parties may not amend or waive this Agreement, except
by a written agreement executed by both parties. No failure or delay in exercising any right
or remedy or requiring the satisfaction of any condition under this Agreement, and no course
of dealing between the parties, operates as a waiver or estoppel of any right, remedy, or
condition, The rights and remedies of the parties set forth in this Agreement are not exclusive
of, but are cumulative to, any rights or remedies now or subsequently existing at law, in
equity, or by statute. S

Human Trafficking. BY ACCEPTANCE OF CONTRACT, CONTRACTOR
ACKNOWLEDGES THAT FORT BEND COUNTY 1S OPPOSED TO HUMAN
TRAFFICKING AND THAT NO COUNTY FUNDS WILL BE USED IN SUPPORT OF
SERVICES OR ACTIVITIES THAT VIOLATE HUMAN TRAFFICKING LAWS.



11.

12,

13.

14.

15.

16.

17.

18.

19.

Use of Customer Name. Contractor may use County’s name without County’s prior written
consent only in any of Contractor’s customer lists, any other use must be approved in advance
by County.

Conflict. In the event there is a conflict between this Addendum and the Agreement, this
Addendum controls to the extent of the conflict.

Understanding, Fair Construction. By execution of this Addendum, the parties acknowledge
that they have read and understood each provision, term and obligation contained in this
Addendum. This Addendum, although drawn by one party, shall be construed fairly and
reasonably and not more strictly against the drafting party than the nondrafting party.

Captions. The section captions used in this Agreement are for convenience of reference only
and do not affect the interpretation or construction of this Agreement.

Electronic and Digital Signatures. The parties to this Agreement agree that any electronic
and/or digital signatures of the parties included in this Agreement are intended to
authenticate this writing and to have the same force and effect as the use of manual signatures.

County Data. Nothing in this Agreement will be construed to waive the requirements of §
205.009 of the Texas Local Government Code. Nothing in this Agreement will be construed
to waive the requirements of any record retention laws applicable to County.

Compliance with Laws. Contractor shall comply with all federal, state, and local laws,
statutes, ordinances, rules and regulations, and the orders and decrees of any courts or
administrative bodies or tribunals in any matter affecting the performance of this Agreement,
including, without limitation, Worker’s Compensation laws, minimum and maximum salary
and wage statutes and regulations, licensing laws and regulations. When required by County,
Contractor shall furnish County with certification of compliance with said laws, statutes,
ordinances, rules, regulations, orders, and decrees above specified.

Contractor in providing all Services hereunder agrees to abide by the provisions of any
applicable Federal or State Data Privacy Act.

Independent Contractor. In the performance of work or services hereunder, Contractor shall
be deemed an independent contractor, and any of its agents, employees, officers, or
volunteers performing work required hereunder shall be deemed solely as employees of
Contractor or, where permitted, of its subcontractors. Contractor and its agents, employees,
officers, or volunteers shall not, by performing work pursuant to this Agreement, be deemed
to be employees, agents, or servants of County and shall not be entitled to any of the privileges
or benefits of County employment.

Third Party Beneficiaries. This Agreement does not confer any enforceable rights or
remedies upon any person other than the parties.



20. Severability. If any provision of this Agreement is determined to be invalid, illegal, or
unenforceable, the remaining provisions remain in full force, if the essential terms and
conditions of this Agreement for each party remain valid, binding, and enforceable.

21. Insurance.

A. Prior to commencement of the Services, Contractor shall furnish County with properly
executed certificates of insurance which shall evidence all insurance required and provide
that such insurance shall not be canceled, except on 30 days’ prior written notice to
County. Contractor shall provide certified copies of insurance endorsements and/or
policies if requested by County. Contractor shall maintain such insurance coverage from
the time Services commence until Services are completed and provide replacement
certificates, policies and/or endorsements for any such insurance expiring prior to
completion of Services. Contractor shall obtain such insurance written on an Occurrence
form from such companies having Bests rating of A/VII or better, licensed or approved to
transact business in the State of Texas, and shall obtain such insurance of the following
types and minimum limits:

1. Workers Compensation in accordance with the laws of the State of Texas.
Substitutes to genuine Workers’” Compensation Insurance will not be
allowed.

2. Employers” Liability insurance with limits of not less than $1,000,000 per
injury by accident, $1,000,000 per injury by disease, and $1,000,000 per
bodily injury by disease.

3. Commercial general Hability insurance with a limit of not less than
$1,000,000 each occurrence and $2,000,000 in. the annual aggregate. Policy
shall cover liability for bodily injury, personal injury, and property damage
and products/completed operations arising out of the business operations
of the policyholder.

4. Business Automobile Liability coverage applying to owned, non-owned
and hired automobiles with limits not less than $1,000,000 each occurrence
combined single limit for Bodily Injury and Property Damage combined.

5. Error and Omissions/Professional Liability with limits no less than
$2,000,000 per occurrence and $2,000,000 in the aggregate.

B. County and the members of Commissioners Court shall be named as additional insured
to all required coverage except for Workers’ Compensation and Professional Liability (if
required). All Liability policies written on behalf of Contractor shall contain a waiver of
subrogation. in favor of County and members of Commissioners Court. For Commercial
General Liability, the County shall be named as an Additional Insured on a Primary &
Non-Contributory basis.



C. If required coverage is written on a claims-made basis, Contractor warrants that any
retroactive date applicable to coverage under the policy precedes the effective date of the
Contract and that continuous coverage will be maintained or an extended discovery
period will be exercised for a period of 2 years beginning from the time the work under
this Contract is completed.

D. Contractor shall not commence any portion of the work under this Contract until it has
obtained the insurance required herein and certificates of such insurance have been filed
with and approved by Fort Bend County.

E. No cancellation of or changes to the certificates, or the policies, may be made without
thirty (30) days prior, written notification to Fort Bend County.

F. Approval of the insurance by Fort Bend County shall not relieve or decrease the liability
of Contractor.

County and the members of Commissioners Court shall be named as additional insured to all
required coverage except for Workers” Compensation. All Liability policies including
Workers’ Compensation written on behalf of Contractor shall contain a waiver of subrogation
in favor of County and members of Commissioners Court.

If required coverage is written on a claims-made basis, Contractor warrants that any
retroactive date applicable to coverage under the policy precedes the effective date of the
contract; and that continuous coverage will be maintained or an extended discovery period
will be exercised for a period of two years beginning from the time that work under the
Agreement is completed.

Contractor’s or Contractor’s subcontractor’s insurance will be primary to any insurance
carried or self-insurance program established by the County. Contractor’s or Contractor’s
subcontractor’s insurance will be kept in force until all service have been fully performed and
accepted by County in writing. Approval of the insurance by Fort Bend County shall not
relieve or decrease the liability of Contractor.

(Execution Page Follows)

{Remainder of Page Intentionally Left Blank)



IN WITNESS WHEREOF, this Addendum is signed, accepted, and agreed to by all parties by
and through the parties or their agents or authorized representatives, All parties hereby
acknowledge that they have read and understood this Addendum and the attachments and
exhibits hereto. All parties further acknowledge that they have executed this legal document
voluntarily and of their own free will.

FORT BEND COUNTY, TEXAS FOCUS MERCHANT SERVICES, LLC
e Takir Bhatts
]aMovar, Purchasing Agent Authorized Agent - Signhature
7| mi%f Tahir Bhati
Date ' Authorized Agent- Printed Name
CEO

Title

03/25/2024

Date

AUDITOR’S CERTIFICATE

[ hereby certify that funds in the amount of $_0 _are available to pay the obligation of Fort Bend
County within the foregoing Agreement.

Robert Ed Sturdivnt, County Auditor

Exhibit A: Focus Merchant Letter dated 01/26/2024, Focus Merchant Services Program Guide,
Merchant Processing Application and Agreement, and TransArmor Data Protection
and Clover Services Participation Addendum

i:\ agreements\ 2024 agreements\ district clerk \ focus merchant (24-dclk-100444) \ addendum to focus merchant
services program guide (kej - 2.20.2024) v2 3.6.2024 v3 3.13.2024



Exhibit A

Focus Merchant Letter dated 01/26/2024,
Focus Merchant Services Program Guide,
Merchant Processing Application and Agreement, and
TransArmor Data Protection and Clover Services Participation Addendum



Exhibit A

Ms. Jaime Kovar

Fort Bend County, Purchasing, Purchasing Agent
301 Jackson St.,

Richmond, TX 77469

P:281-341-3724

lamie Kovar@fortbendcountytx.gov

Dear Ms. Kovar,

Credit Card Processing Terminals & Fee:

MC / VISA / Disc / AMEX Credit
MC / VISA / Dis/ AMEX Debit
Clover Mini Swivel| Stand (16)

Clover Flex wireless (7)

$2.95 per transaction
$1.95 per transaction,
$0.00

$0.00

These terminals can be replaced as needed at no cost to Fort Bend County.

Fort Bend County may communicate any transaction related inquiries on the next business day,
excluding county holidays.

Focus Merchant Services’ dedicated customer service professionals wili be available to assist Fort Bend
County’s staff with any inquiries 24/7. In addition, an en-line reporting tool will be made available to
the County that will provide the necessary information to complete daily, weekly, and monthly

reporting requirements.

Tahir Bhatti

Focus Merchant Services
CEQ

Date: 01/26/2024

Jaime Kovar

Fort Bend County
Purchasing Agent
Date:

9703 Richmond, Suite 110 sHouston, TX 77042 «Tel: (713) 435-8400  Fax: (713) 952-4476
www.focusmerchants.com
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Processor
Information:

Part 1: Confirmation Page

Name: Focus Merchant Servicss, LLC

Address: 9703 Richmond Avenue, Suite 100, Houston, TX 77042

URL: www .focusmerchants.com

Customer Service #:  1-713-435-8400

Please read the program guide in its entlraty. It describes the terms under which we will pravide merchant processing Services to you. From timeato
tima you may have questions regarding the contents of your Agreement with Bank and/or Processar or the contents of your Agreement with TelaGhetk,
The following information summarkzes portlons of your Agreement in ordar to ass|st you in answaring some of the questions we are most commonly

asked.

1. Your Discount Rates are assessed on transactions that guality for 5. The Agreemantiimits our liabitity to you, For a detalled
ceitain reduced interchange rales imposed by Mastercard, Visa, description of the limitation of labllity see Section 27, 37.3, and
Discover and ParPal. Any transactiona that fall to quailfy for these 36,10 of the Card General Tarms; or Sectlon 17 of the TeleCheck
radliced rates will be charged an additianal fee (see Section 25 ufthe Solutiens Agreetnent,
Program Guide). 8. We have assumed certaln risks by agreeing to provide you with

2, We may debit your bank account (also referred to as your Card processing or check gervices. Acrordingly, we may take
Settlement Account) from time to ime for amounts owed to us under certain actions to mitigate our fsk, incfuding termination of the
the Agreement, Agreement, and/or hold monies otherwize payable to you (see

3. There are many reasons why a Chargehack may occur. Card Processing General Terms in Section 30, Tarm, Events of

When they occur we will deblt your settlement funds or Sattlement

Default and Section 31, Reserve Account; Securlty Interast), (see

TeleGhack Solutions Agreement in Section 7), under certain
cirsumstances,

By executing this Agraement with us you are authorizing us and
ourAfiiliates to obtaln finanelal and credlt information regarding your
buginessand the signers and guarantors of the Agreement unti] af
your cbligations to us and our Affiligtes are satisfied.

Aceount, For a more detallad discusslon regarding Chargebacks see
Section 14 of the Your Payments Acceptance Guide or see the
applicable provisians of the TeleChaei Selutions Agraement, 7.

4, In consideration of the Services provided by us, you shall be
charged, and hereby agree o pay us any and all fees set forth in this

Agreement (for the purposa of clarlly, this Includes the Applleation and 8. 'The Agreement contains a provision that In the evenl you
any additional pricing supplements or subsequent communicaiions), ferminate the Agreement priot to the expirafion of your Initial 3
all of which shall be caleulated and payable pursuant to the terms of %rear tarm, yeu will be responsible for the payment of an early

this Agreement and any additional pricing supplements or subsequent armination fee as set forth In Parl 4, A.3 under “Additional Fee

fnfermation” and Section 16.2 of the TeleCheck Solutions
Agresment,

9. For quastions or concerns regarding vour merchant accouni,
contacicustomer service at the nurmber located on your Marchant
Sarvices Statement,

communications. If you dispule any charge or funding, you must natify
us within 60 days of the date of the statement whesg the charge or
funding appears for Card Processing or within 30 days of the date of &
TeleCheck franbsaction,

10, Payment Network Disclosure

Visa and Mastercard Mamber Bank Information: Wells Fargo Bank, N.A.
The Bank's mailing addrass is P.O. Box 6078, Concard, CA 94524, and lis phone number is 1-844-284-5834.

lmportant Member Bank Responsibilities: Imporiant Merchant Responsibilitios;

a) The Bank ig the only ently approved te exlend acceptance of Visa a)  Ensure compliance with Cardholder data security and storage
and Mastergard products diractly to a merchant, requiraments.
b) The Bank must be a princlpal (slgner) to the Agreement. by Maintain fraud and Chargebacks below Paymant Network thresholds.
¢} The Bank Is responsible for educating merchants on pertinent Vl_sa c) Review and undarstand the terms of the Merchant Agreement.
and Mastercard rules with which merchants must comply; but this d)  Comply with Card Organization Rules and applicable law and regulations,
information may ba provided to you by Procossor. )
) e} Retaln a slgned copy of thls Disclosure Page.
d}  The Bank is responsible for and must provide settlement funds to the ’ . .
merchant. f}  You may downioad Visa Regulations from Visa's webslte at;
) . httpsi/iusa.visa,com/dam/VC d faboutvisaiisa-rulas-
&)  The Bank is responsible for alf funds held in reserve that aradarived puhlic.pdf
from seftlement, =
g) You may dowrload Mastercard Ragulations from Mastercard's website
f)  TheBankis the ultmate authority should a merchant have any 9) at: y downioa 9
problems with Visa or Mastercard products (however, Processor slso www.mastercard.us/sontant/dam/mecomyglobaldocuments/mastereard-
will asslst you with any such prablems). rues.pdf.
h)  You may downioad Amarican Express Merchant Operating Gulde from

Amarican Express’ website at: www.amerisanexpress eom/us/merchant.

Print Client's Business Legal Name: Fort Bend County

By its signature below, Client acknowledges that it has received the Merchant Processing Application, Program Terms and Conditions consisting of 54
pages Including this Confirmatlon Page and the applicable Third Party Agreement(s).

Chent further acknowladges reading and agreeing to all tarms in the Program Terms and Conditions. Upan receipt of a slgned facsimile or arlginal of this
Gonfirmation Page by us, Cllent’s Application will be processed.

No alterations or strike-outs to the program terms and conditions will be aceepted.

Client’s Principal Signature:
{Pleasa gign below)

X

Title Date

Plaasa Print Name of Signer

Page 2 of 54
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Part 1; Card Services

A.  Your Paymants Acceptance Guida

Payment acceptance solutions are an essential part of your business. As
your pariner, wa want o make accepting payments as simple as possible
far you. That's why we created the Your Payments Accoptance Gulde.
it's your quick reference to the guidelines for processing transactiona. You'll
alao find recommendations and tips to help you preveni fraud, reduce
chargebacks ard properly handle payments, refunds, exchanges and most
othar situations you'll gncounter in your day-to-day business.

To help you navigate mora easiy and find the information you need when
you need it, we've organized the guide into three parts. At the end of the
guide, you'l also find Information speolfic to processing WEX, Vioyager,
American Express, Discover, PayPal payments.

If you have guestlons about processing payments or any of your oiher
businzssa services, please contact Customer Service at the number listed
on your Merchant Services Siatement. Your Customer Service leam is here
to make things easier, so let us know what we can de to help,

Amerlcan Express amerlcanexpress, com
Discover Financlal Sarvices discovernetwork.comymerchants

Mastersard Worldwides
mastereard. us/content/dam/imecomiilebalidocumants! mastetcsrd-
es

Visa Ine.
usavisa.com/damVCOMIdownlcadiabout-visalvisa-rulas-public. pdf
PayPal

pavpal.comiusiwebanps/mop/accepti-payments-aniing

Part 1

The first slep of a transaction begins before & customer even decides to
make a purchase. This part ¢f the Yaur Payments Acceptance Guide
reviews steps that you'll need to take to ensure customers are Informad of
thelr payment options and understand the terms of sale, You'll also find tlps
and important remindars for valldating cards In order {o reduca the risk of
fraud. Finally, specific procedures for accepting debit and EBT payments
are autlined. If you hava questions about anything discussed in this guide,
please contact Customer Service at the numbiear Incated on your Merchant
Services Statement,

1 Use of payments networks' brands
Do's
» Da prominently display relevant trademarks of tha payment networks at

aach of your locations, in catalogs, on websifes and on other
promotional material

s Do only use the official trademarks of ours and of the payment networks
in the official farmat

Dont's

o Dontindicate that we or any payment network endorses yeur goods or
services

v Dan'l use the trademarks of any payment network afler your right to
accept the cards of that payment network has ended, or that payment
network has notified you te stop using their trademarks

« Don't use the trademarks of curs or of the payment natworks In any way
that Injures or diminishas the goodwill associated with the trademarks

« Don't use our trademarks or the tradamarks of the payment networks in
any manner, including in any advertisements, diaplays, or press
releases, without our prior written consent )

Far spacial rules applying o the freatment of the Amerlean Exprass brand,
please refer to Appendix 2.

2 Point of Sale (POS) reminders

You must ¢learly and conspleuously:

» Disclose all material terms of sale prior to obtalning an autherization

+ At all points of infaraction Inform cardholders which enfity s making the

sales offer, so that the cardholdars can clearly distingtish you from any
other party invelved in the interaction

» Disclose any discountincentive/surcharge for cuistarmars to pay with
cash, check, credit card, or debit card, ate. Any such discount/incentive
must be offered to all customers with no special freatmant for any
Payment Network or card issuing bank

1¥ you accept orders via the internat, your webslte must Include the
following Information In a prominent manner:

+ Disclose the existence and amount of any Surcharge as & merchant fee
and clearly alert consumers to the praciice at the POS ~In stors and
onling —and on avary receipt

A complete description of the goods or $ervices offerad

+ Detadls of your (1) dellvery policy, (2) consumer data privagy policy; (3)
cancellation policy; and (4) returns policy

The trangaction currency (S doliars, unless permission is ofherwise
raceived fram Servicers)

The customer gervice centact, Including emall address and telephone
number

Your addrass, Including country

+ The transaction security used on your website

« Any applicable expon ar legal restrictions

« Your identity at all points of Interaction with the cardholder
# The date an which any free trlal pariod ands

If you limit refundfexchange terms or Impose other apedific conditions for
card sales, you must clearly print (In 1/4-inch leiters) tha words "No
Exchange, No Refund” on the sales draft.

During a liquidation or elosure of any of your outlets, locations or
businesses, yol must post signs clearly visible to customers stating that
"All Sales Ara Final," and stamp the sales draft with a tctice that "All Sales
Are Final."

3 Validating the cards

Transactions where the cardhelder is present - Card Present {or GP}
transactions

» You must check the card if the cardholder i present at the POS
= Verify that the card I8 legitimate and vaild
» Verlfy that the card Is not visibly altered or mutilated

« Capture card data using the. POS device by swiping the card (magnetic
stripe) tapping/waving the sard (contactiess) or Inserting the card (chip
card)

Ensure that the cardholder enters their PIN using the keypad, i
prompled or providas thelr signature unless you are participating In the
'No Signaturs Required' or PiNless programs

Varify the card's valld from date (if applicabls) and the expiration date

Verlfy that the card number and expiratlon date on the card are the
same as on the transaction receipt and the number displayed on the
POS device

Verfy that the name on the transaction recelpt is the sarme as tha name
on the front of the card (If applicable}

Ensura that the cardholder appears to be the parsen shown in the
photograph (for cards with a photograph of the cardholder)

Transactlons where the cardholder is not present = Card-Not-Present
{or CNP) transactions

This section applies to any transactlon where the cardholder Is not present,
suich as mail, tefephong, Internet, and eCommerce,

You may ondy conduct internet franaactions if you have notified us in
advance and received approval,

Bo's
+ Do obtain the ¢ard account numbar, name as i€ appaars on the card,
expiration date of tha card, and the cardhoider's statement address

¢ Do use the Address Verificatlon Servica {AVS). If you do not have AVS,
contact Customer Sarvice Immediately

« Do clearly print the following on the sales draft, and previde a copy to
the cardhelder at the time of delivery:

The tast 4 digits of the cardholder's account number
Tha date of transaction
A desaription of the goods and services

The amount of the transaction {Including shlpping, hendling,
Insurance, ete.}

~ The cardhclders name, hilling address, and shipping address

-

-

-

L
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-~ The authorlzation code
~ Your name and address (city and state required)

Da chtain praof of delivasry of the goods or services to the address
designated by tha cardholder

Da riotify the cardhelder of deiivery time frames and special handling or
cangeilation pollciss

Do ship goods within 7 days from tha date on which authorizatlon was
obtalned, M delays are incurred {for example, out of stock) after the order
has bean taken, nolify the cardhalder and obtain fresh authoerlzation of
the transaction

Do use any separate marchant [denification numbers providad te you

for Internet orders in all your requests for authorization and submission
of charges

Bo provida at least 1 month's prior written notice to your acqulrer of any
change In your internet address

DRon'ts

it
o
o

Don't exceed the parcentage of your fotal payment card volume for
Card-Not-Present sales, as set out In your appiication

Bon't submi a transaction for procassing untl] after the goods have bean
shipped or the service has been provided to the cardhelder - the only
axception to this is where the goods have been manufactured to the
cardhoider's spesifications and the cardholder has besn advised of the
billing details

Don't accept card account numbers by ailectronic maif

Don't raquire a cardhelder to complate a posteard or other docurnent
that displays the cardholder's account number In claar view when malled
or send any mailing to & cardhelder that displayz personal Infarmatian In
clear view
is also recommended that, If feasible, you obtain and keep a copy on file
f the cardhglder's signature authorizing you to submit telephone and mai
refer transactions.

AVS (and other fraud mitigation tools such as Verifled by Visa, Mastercard
8ecure Code, Card Validatlon Codes and Card identfication) does not

8

uarantee against chargebacks; but, If usad properly, it assists you in

redueing the risk of fraud by confirming whethar certain elements of the

b

iling address provided by your customer match the billing address

malntained by the card-Issuing bank, AVS alsc may help you avoid
Incurring additional interchange expenses. AVS Is a separate precess from

Q

btaining an authorlzatlon and will provide a separate response. It Is your

responsibility to monitor the AVS respenses and use the informatlon

p

rovided to avoid accepling high-risk transactions.

If a disputed charge arises for a transaction conducted over the Internat or
electronically, a chargeback may be exarclsed for the fuli amount,

For Discover Natwerk transactions, please refer to Appandix 3 for the
Discover Network protocol for internet transactions,

Customer-activated terminals and self-service terminals
Tranzactions procassed at customer-activated terminals and self-service
terminala have apecific requirements for processing. You must contact
Customer Servite for approval and further instructions befors conducting

G

ustamer-activated terminal transactions or self~ service terminal

fransactions,
4 Transaction guidelines
Ro's

»

Do oniy present for payment valid charges that arise from a fransaction
with a bona fide cardholder

Don’ts

Don't set & mirimuim transaction amount of mare than $10 for any credit
cards or of any amount for debit cards or Alipay transactions

Don't set & maximum fransactlon amount for any credit cards
Don't establlsh any speclat condilions for accepting a card

Den't make any cash dishursements or cash advances {o a cardhelder
as pari of & transaction with the exception of the Discovar Network Cash
at Checkout service

Den't accept any direct payments from cardhelders for goods or services
which have been included on a sales draft

Don't require & cardholder to supply arly persenal Information for 8
transaction (for examplg, phone number, address or driver's license
number) unless: (1) instructad by the Volce Authetization Centar (2)

presented an unsigned card; or (3) processing & Card-NokPresent
transactlon

Den't submit any transaction representing the refinance or transfer of an
existing cardholder obligation which Is deemed uncellectitie, for
example, a transaction that has been previously charged back or to
cover a dishoncred check

Ron't submit sales drafts or cradit drafts transacted on the personal card
of an awner, pariner, officer, or employee of your business establlshment
or of a guarantor who signed your application form, unless such
transaction arises from a buna fide purchase of goods or services in the
ordinary course of your businass

o Don't sarry out fagloring, that Is the submission of suthorizatien raquests
or sales drafis for card transactions transacted by another business

5 SBecurity

You are responsible for maintaining the securily of your POS devices and
for instituting appropriate contrals to prevent employees or others from
submitting credits that do not reflact bona flde returns or reimbursements of
earlier fransactions.

Please comply with the data securlly requirements shown below:

Do's .

+ Do install and maintain a secura firewall configuration to protect data

» Do protect stored data, and do encrypt transmissions of data sent
across openfbublic netwarks, Lising methods Indicated In the Payment
Card Industry Data Security Standard (PGl D88} which is available at:
pelsecuritystandards.org

+ [Do use and regularly update anti-virus software and keep secuity
patches up to date

Do restrict access to data by business "need to know”. Asslgn a unigue
ID to each person with computer access to data and track access fo
data by unique D

Do regularly test security systems and processes

+ De maintaln a pelicy that addresses information sacurlty for smployess
and contractars

« Do restrie! phyeical access to cardholder information

s Do destroy or purge all media contalning abaoleie transaction data with
sardholder information

Do keep all systems and rmedia containing card account, cardholder, or
fransaction information (whether physical or electronic) in a secure
manner so as to pravent aceass by, or disclostre 1o any unaultherized
party

« Do use enly those services and devices that have been cerlified as PCi-
D8S compliant by the payment networks

Don'ts

* Dont use vendor-supplied defaulta for systerm passwords and other
secLirity parameters

« Don't fransmit cardhalder account numbers to cardhoiders for internet
transactions

+ Don't siore or retait card verliication codes (3-digit cadas printad on the
back of mosat cards and a 4-digit code printed cn the front of an
American Express card) after final transaction autherization

» Don't store ar retain magnetic stripe data, PIN data, chip data, or AVS
data — arily cardholder account number, cardholder name, and
cardholder expiration date may be rafained subsaguent fo transaclion
atthorization

For Intarnet transactions, coples of the fransaction records may he

dalivered to cardhalders In elther electronic or paper format,

8 Deblt cards

When accepting deblt cards, you'll need fo follow the specific requirements
for each debit network, as well as the general requirements set out in this
agetlon,

Do's
» Do read the account number electronically frem the magnetic stripe/chlp
for transactions authenticated with a PIN. [f the magnetic stripe/chip is

unreadabie, you must request another form of payment from the
cardholder

Don'ts
« Don't process 4 credit sard transaction in order to provide a refund on a
debit card tranaaction

-
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» Don't complete a debit card fransaction without;
- Eniry of the PIN by the cardhoider (and no one else}
-~ Signaturg by the cardholder (and no one eise)

Unlass the fransacticon ts a “no-signature” deblt transaction or a "PINIass”
FIN debit transacticn specifically supperted by the dehit network:

+ Don't aceapt the PIN from the cardholder verbally or In written form

= Don't manually enter the account number for PIN debit transactions,
Signaturs debit transactions may be key entared if you-are unable to
swipe, dip, tap, or wave the card

The debit network usad to process your debit transaction will depend upon,
among other things, our own business conslderations, the availability of the
debit natwork at the time of the {ransactlon, and whether a paricular debit
card is enabled for a particular debit network.

The dehit netwark used to route your transaction may or may not be ths
lowest cost network available. We may In our sole diagration;

- Use any debit network avaitable fv us for a given fransaction
(including any of our affilistad PIN debit netwarks)

~ Add or remova debil natwerks available to you based on a varlety of
factors, Including availabiiity, featuras, funconality and our own
business considerations

You are responsibla for securing your POS devices and implementing
eppropriate controls to prevent employees or others from submitting cradits
and volds that do not reflect bona fide returmns or reimbursements of prior
transactions.

You may offer cash back te your customers when thay make a PIN debit
card purchase. You may set a minimum and maximum amaun, of cash
hack that you wlll allow, If you ars not eurrently offering this service, your
POS device may require additional programming e begin offering cash
back as long as it is supported by the debit network,

Yorl must reconcile your accounts for eash location daily and niotify us
within 24 hours of any issues.

An adjustment s a transacticn that s Initiated to correct a debit card
transaation that has been processed in etror. For signature debit
transactions {that s, “ne-signatire” debit transactions), the cardhalder and
card-asing bank have the right to guestlon or dispute a trapsaction, If
these quastions or disputes are not resolved, a chargeback may ceoeur, You
are respansible for all adjustment and chargeback fees that may be
charged by a debit netwom

An adjustment may be initiated for many reasons, including:

~ The cardhelder was charged an incorract amount, whether teo Iittle or
too much

~ Tha cardholder was charged more than once for {he same iransaction

- A processing error may have occurred that caused the cardhelder fo
be charger even though the transaction did not complete normally at
the POS

— A cardholder Is disputing the goods or services provided

All partles involved In processing adjustments and shargebacks are
regulated by timeframes that are speclfied in the operating rules of the
applicable debit network, the Electronic Funds Transfer Act, Regulation E,
and other applicable taw.

7 Electronic Beneflt Transfer transactions

We offer electronic interfaces to Electronic Benefit Transfer (EBT) nelworks
for the pracessing, seftlement and switehing of EBT tranasactions initiated
through the use of a state-issued EBT card at your PQS terminal(s), so that
EBT recipients may receive EBT benefits.

EBT bonefiis may comprise:

= United Statas Depariment of Agriculture, Focd and Nutrltion Service
(FNS)

» Supptemental Nutiiticn Assistance Program {SNAP)

« VWomen, Infants, and Children Beneflts (WIC Benefits)

» Government dellvered cash

If you accept EBT transactions or provida EBT benefits:

Do’s

+ Do provide EBT beneflts to EBT recipients In accordance with applicable
law and the proceduras set out in the Quest rules, In the amount

authorlzed threugh your terminal, upon presentation by an EBT reciplent
of an EBT card, and such EBT recipient's entry of a valid PIN

+ Do use POS Terminals, PEN pad, and prinfer, er othar agulpment that
mest required standards (including thoss set out In the Quest rutes)
during your normal business hours and In a manner consistent with your
norral business practices

« Do comply with the procedures set out In the Quaest rules for
autherization of EBT benefits if your tarminal fails {o print EBT banefit
Issuance tnformation as approved and validated as a legitimate
fransaction

+ Do provide a recelpi for each EBT transaction to the applicabie EBT
reciptent

+ Do provide EBT banaflts for EBT raciplents from ail siates

+ Do notify us promptly If you plan to stop accepting EBT cards and
providing EBT benetits or if you are unabie to comply with this sectlon or
the Quest rules

Do adequately display any applicable state's service marks or athar
lleensed marks, incliding the Quest marks and other materlals suppliad
by us in accordance with the standards set by the applicable state

Do use any marks only to indicate that EBT beneflts ara isaued at your
locatlons)

Do malntain adequate cash on hand Lo issue EBT service provider
authorized cash benefils

« Do igsue cash benefts to EBT recipients in the same manner and to the
same extent that cash is provided to your other customers

Ban'ts

+ Don't accept EBT cards ar provide EBT benefits at any time other than In
compllance with this section ur the Quest rules

¢ Don't designate and direct EBT reciplents to special checkout lanes
restricied to use by EBT reclpients unless you also daskynate and direct
other customers to special checkout lanes for deblt cards, eredit cards,
or ather payment methods such as checks other than cash

Don't resubmit any EBT card transaclion, except as specifically
permitted by the applicakle Quest rules and procedures

Don't accept any EBT card for any purpose other than providing EBT
benefils, including without limitation accepting an EBT card as security
far repayment of any EBT raecipient obligation to you, If you vialate this
requirement, you will be obligated to reimburse the stata or us for any
EBT benafits unlawfully received by either you or an EBT recipiant fo the
extert permitted by law

Don't dispense cash for FNS, 8NAR, and WIC Benefits

Dan't disclose individually ldentliable informatlen relating to an EBT
reciplent or applicant for EBT benefits without prior written approval of
the applicable state

« Dan't use the marks of any EBT sarvice provider withcut prior writlen
approval from such EBT service provider

« Don't indlcats that we, any state or s EBT service provider endorse
your goods or services

« Don't require or In your advertising suggest, that any EBT raclpient must
purchase goods or services from you as & condition to receiving cash
benefits, unless such condltlon applies to other customers as well

You must take sole responsibility for the provision of any EBT benefits
other than In accordance with authorizations racelved from the EBT service
pravider.

If an authorlzed tarminal is not working or the EBT system is not avallable:

Do's

s Do manuaily accapt ERT cards and manually provide EBT benefits in
the amount autherized threugh the applicable EBT service provider to

the EBT raciplents at no cost to the EBT reciplents Upon presentation by
an EBT racipient of their EBT card

Do abtain an autherlzation number for the ameunt of the purchase from
the appllcable EBT service provider while the respective EBT tecipient is
prasent and hafore you provide the EBT recipient with any FNS, SMNAF,
and WIC baneflts or cash benedlis, as applicable

Do properly and leglbly enter the specified EBT recipient, cfeik, and
salas information, Including the telephone authorizatien number, on the
manual sales draft

Do clear all manual vouchers authorlzatlons on yeur POS temminal within
14 days after the date of applicable voice authortzation. If & voucher
expires before it has been clearad by your terminal for payment, ne
further action ¢can be taken to obtain payment for the voucher
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Don'ts

Pon't attempt to voice authorize a manual EBT fransaction if the EBT
recipient is not present to sign the voucher. The EBT recipient must sign
the voucher. You must give a copy of the voucher to the EBT recipient al
the time of authorlzation and retain one copy for your recards

Dot't resuibmit & manual sales draft for payment for g ransaction if you
have not received an authorization number

Don't mail vouchers requesting payment

You must take sole responstbility for (and you will not be relmbursed In
respect of} a manual transaction, if you fall o obtaln an authorization
number from the applicable EBT service provider In accordance with this

S

ection or ctherwise fail o process the manual transaction in accordance

with the Quest rules, except as specifically provided In the Quest rules,
8  Surcharging requirements

A Surcharge Is an additienal fes that you add to relevant transactions as
permitted by Payment Nelwork Rules and applicable laws (togethar,
Applicable Laws). Merchants must recelve prior approval from Processor
before assessing a Surcharge.

If you participate in Surcharging the followlng terma and conditions apply:
Do's

[

Provide notice to the merchant’s acquirer/Payment Networks before
beginning to Surcharge, as applicable based on Fayment Network rules

Digclose the exlatance and amount of any Surcharges on a stand-alone
basis in locatlona that the consumer Is likely to see prior to commiliting to
a transaction, incltiding sigrs or postings, webpages, advertising
materlals, catalegutes, or mehus

Provide disclosuras that ara prominent and easlly vislble to customers

~ Place disclosures prominently on websites and the information should
appear, at a minimur, befora proceeding to checkout, in additlon to
other pages

- If a POS register Is baing used for the transaction, the sign should be
located near the reglster such that a customer would see it prior to
initiating the checkout process

-~ 0n a sign prominerdly near an entrance or other high-iraffic part of the
faclity

- Dn a receipt, the disclosure must be broken out as its own line ilem,
shawing a dollar arount and how that dollar amount Is added Into the
tolal cost

Use the word "Surcharge” to describe the fee, accurately reflect the
reason for the Surcharge and describe it as a Surcharge you are
assessing for accepting relevant fransactions as permitted by Appitcable
Laws

If the Surcharge Is calculated as a percentage of the transaction
amount, clearly disclese in writing the dollar and cents amount of the
Surcharge prior {o processing the charge. In the ¢ontext of a card not
present transaction, the dollar amount of the Surcharge must be
disclosed prior to processing the transaction

Provide full refunds for the exact dollar amount of the original transaction
including tax, handling charges, and any Surcharges

For partiai refunds relating to Surcharge transactions, the Surcharge
amount must be prorated

Don'ts

-

Do not Surcharge for dabit, prapaid card or cther transactions as
prohiblted by Applicable Laws

Do not Surcharge on dehbit card transactions for which the cardholder
uging a debit card chooses “ored®” on the POS terminal

Do not characterize the Surcharge in a way that suggeasts it iz not keing
imposed by the business itself {such as calling It “mandatory” or that it
is being imposed solely to cover credit card costs

Part 2

This part of the Your Payments Acceptance Guide reviews assential
elaments of a transactlon, Including autherizatiens, issuing refunds and
exchanges, and handling special transactions like recurring payments,
You'll also find Information about chargebacks and pracesses to put in
piaca to avoid chargebacks, Feef free to contact Customer Servlce with
any questions that arlse as you review this information.

9  Authorizations
General

» You must obialin an authorization appreval code from us for afl
transactions

¢ A positive authorlzatlon responsa remains valid for the fime frame sel
outin Section 13

+ An authorization approval code only Incllcates the avallabllity of funds on
an account at the time the authorization Is requesiad, it does not
indicate that the person presenting the card is the rightful cardholder, nor
Is it a promise or guarantee that you will not be subject to a chargeback
or adjustment

You musl not alfempt to obtain an authorization approval code from
anyone other than us, unless we have authorized you to use a third-
party authorization system as set out In Section 9, An authorization
approval code from any other source may not he valld

If you usa AVS, yoau must review the AVE response separately from the
authorlzation responge and malkea your own decislen about whether ta
accept the transacilon. A transactlon may receive an authorlzation
approval code from the card-issting bank even if AVS is unavallable or
reflacts that the addresa provided to you does nat malch the billing
address on file al the card-lssuing bank

If you racelve a referral response to an atlempted autharization, you
musl not;

~ 'Submit the transaction without calling for &nd raceiving a voice
authorization

-~ Aftempt anether authorization on the same card through your PGS
device

« You must not attempt to abtain muitiple authorizations for a singla
trengaction. If a sale |s declinad, do not take alternative measures with
the same card to obtain an approval of the sale from other authorization
sources. Instaad, request another form of payment

» |f you fall to obtaln an authorfzation approval code or if you submit d
card transaction after recelving a decline (even If a subsequent
authorizatlon attempt results in an authorization approval code), your
transaction may result in a chargebask and it may be agsessed fines or
faes by the Payment Netwerks for which you will be responsible, Fees
currently range from $25 to $150 per transaction

You will be charged for a request fer an autherizatlon approval code
(where applicakle), whether or not the transaction Is approved

For Card Prasent transactions, it Is kighly recommended that you use
your electronic authorization device to swipe {magnetlc stiipe), tapivave
{contactiess) or insart (chip} cards

GNP transactions

# ia highly recommendad that you obtain the 3-digit card verification code
on the back of the card (or the 4-dlgit verlfication code on the front of
American Exprass cards) and that you Include this code with each CNP
authorization request unless the transaction is a recurring transaction,

For racurring transactions, submit the card veriffication code anly wilh the
firat autharlzation request and not with subsequent authorization raguests,

For American Exprass CNP transactions, plaase also refer to Appendix 2.
For Discover Network CNP transactlans, please alse refer to Appendix 3,
PayPal and Alipay do not allow CNP transactions.

Authorizatlon through telephene (otheor than terminalielectronic
device usears)

» You must call your designated Voice Authorlzatien Toll-Free Number and
enter the authorizailon information into the VRU using a toueh-tone
phone ar hold for an autherization represantative

s |f the Voice Autherizatlon Cenier asks you to abtaln identification from
the cardholder befare Issuing an approval code, you must clearly wrile
the approptiate identification source and numbers In the space provided
oh the sales draft

» [f the Volee Authordzation Genter asks you to confiscate a card, do not
take any acfion that will alarm or embarrass the ¢ard presenter and send
the card {o Rewards Deparitmient, P.O. Box 5019, Hagerstown, MD
21740, You miay be paid a reward for the return of the card

» [f1he sale |5 daclined, plzase ramember that our operators are only
relaying a message from the card-issuing bank, The fact that a saie has
been declined must not be interpreted as a reflecion of the cardholder's
creditworthiness, You must instruct the cardholder to call the card-
Issuing bank

-

-
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Authiorlzatlon via electronic devices )
= [fyou use an electronic terminal to obtain autherization approval codes,

you must obtain the autherization approval cades for all salss through
this equlpment

If your tarminal maffunctions, please refer to your Quick Reference
Gl or ¢ail the POS Help Desk. Please remember to check your
terminal periodically because most terminal problems are temporary in
natyre and are qulckly corrected

If & termminal is moved or if wires are disconnected, causing malfunction,
calt the POS Help Desk Immediately and follow thelr Instructions. You
may be respensible for any service charges incurred for reactivation of
the terminal

Until the terminal becomes operable, you must call your designated
Volee Authorization Toll-Free Number and entar authorization
information into the VRU using a touch-tone phone

Third-party autharization systame

If yau have contractad to use one of our authorization services, you must
ot use another third-party authorlzation systam without notifylng Customer
Service, Otherwise, we will be unable to successfully research and defend
any authorization related chargebacks on your bahalf, This delay will
significantly decrease your tlime to research and provida proof of
authorization, thus reducing your cpporiunity to reverse a chargsback,

If you uss another autharization network:

L]

You will be reaponsible for the dewngrade of any fransactlons to a higher
cost Interchange that result from any mismatch of information to our
systems and thusg of third-party authorization networks

Liability resulting from discrepancies with that natwork must ba resolved
between you and that netwerk, We will not research chargebacks
resulting from authorization approval ¢odes obialned from ancther
autharization service organization. Such chargebacks will be passed
through to you for resolution. If an authorization provided by a third-party
authorizalion system is challenged In a chargeback, you must oklain
proof (for exampls, third-party authorlzation logs) from the authorization
source and subrrit [t to us within the time frame speciiled ontha
chargeback documentation

Call the followlng for other card types, each of which is avallable 24
hours/day; 7 daysiweek;

American Express Direct
JCB, Intarnationat {For YEN and GAD currency only)

1-800-528-2121
1-800-522-9345

TeleChack 1-800-366-5010
Voyager 1-800-987-8585
WEX 1-800-842-0071

You must enter manually all approved sales that have been authorized in
this manner as "post authorization” fransactions Into the terminal, ence the
terminal becomes operational. You must enter all credlt transactions intg
the terminal for data capture, If yau recsive a referral and subsequently
recelve an approval, you may be subject to a chargaback,

» For Discover Network transactions, partial authorizatlon support is
optlonal for GNP transactions. If you support partial authorizations, a
partial authorlzation indieater must be included In 2ach authorizatian
request

You megt submit an authorization ravarsal if the autharizatlon is no longer
nesded, a partlal amaount of the total authorized is submitted for the settled
transaction or the cardholder elects not to complete the purchase, The
transaction sent for seitlamant must be no more than the amount approved
In the partlal authorization respense. Jf you wish to support partial
autharization functionality, yeu must contact Custorner Servioe for
additlonal rales and requirements,

10 Special types of fransactions

Payment by installments

if d cartholder makes a deposit toward the full amount of the sale price

and pays the balance on delivery, nlease follow the procedures sel out In

iftis section,

Do’s

+ Do executs two separate sales drafts and obtain an authorizstlon for
each sales draft on each transaction date

» Do indicate on each sales draft:
- Wheather [t is for the dapesit or the bafance of payment
— The authorization date and approval code

¢ Do submit and seek authorization of each delayed delivery transaction
under the same merchant identification number and treat deposits on
the card no differently than you traat deposits an all ether payment

- products

« Do complets Address Verlfication for each "balance” authorlzation

« Do obtain proof of dellvery upon delivery of the servicas/merchandise
purchased

Don'ts

= Don't subnit sales data to us relating to the “balance” until the goods
have been completely delivered or the services fully provided

i delivery accurs after the time frames set out In Sactlon 19, you mist
obtain a new authorization for the unprocessed padion of the transaction
prior to delivery. If tha transaction is declined, contact the cardholder ang
request another form of payment.

For exaryiple: On January 1, a cardhoider orders $2 200 werth of furnitura
and you retelve an authorizatlon for the full amovnt; however, only a $200
daposit is processed leaving a $2,000 balance remaining on the furniiure,
An autharlzation reversal must be processed for $2,000, Whan the goods
are avallable to ship, the 2,000 transaction balance must be reauthorzad.

Advance payment charges

If you permit or require cardholders to make advance payment charges for
the following types of goods or services, please follow the procedures set
out in this section;

« Custorn orders (for example, orders for goods te be manufactured to a

For spesific procodures on alactronie data capture, refer to the Terminaf
Operating Instructions/Users Guide, If the terminal maltunctions for
more than 24 heurs, cenfact Customer Service for further instructions an
processing your transactlons,

Automated dispensing machines

You must produce records for all transactions originating with automated
dispensing machines or limited-ameunt terminals. Such records must
include the last four digits of the cardholder account number, merchant's
name, terminal location, transaction date, |deniificaticn of transaction
curency, transaction type (purchase), authorization code, and amount.
For Discover Network transactions, please refer to Appendix 3 for
instructions on kow to cancet an autherlzation, For PayPal transactlons,
please refer to Appendix 4 for lnstructions on how to cancel an
authorization.

Partial authorization amd authorizatlon reversal

Partial authorizatlon provides an alferative to a declined transaction by
permitting & card- lssuing bank fo return an authorization approval for &

partlal amount. This amount is less than the fransaclion amount requested
because the avallable card balance is not sufficient to approve the
transaction in full. The cardholder s abfe to use the funds remaining on the
card o pay far a pertion of the purchase and select another form of
payment (In other words, another payment card, cash, and chack) for the
remaining balance of the fransaction,

customer's specifications)

Ticketing for events or entertainment (for example, sporiing events or
Gungerts)

Tultien, room, board and other mandatory fees (for example, library or
ather students services fees at universities)

Tickets for airlines, ralf [ines, cruige lines, lodging and other travel-
related services (for example, taurs or guided expeditions}

Vehicle rentals

In-store merchandize not Immedtately avaitable {for example,
merchandlse prepurchased for an upcoming sale event or merchandise
on fayaway) .

Far all advance payment transactions:

L]

Do state your full cancellations and refund pollcies
De clearly disclose yeur intantion fo receiva advance payment
Bafore you reguest an authorization, do obtain writlen consent from the

cargholder to bill the card for an advance payment charge

The cardholder's consent must inelude: (1) a detailed description of the
goods or servicas o be provided and (2) his or her agreement te all of the
terms of the sale (ncluding priee, any cancellation or refund policles) and
the expected dellvery date of the goods or services,
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» Do obtain an authorization approval
* Do complete a sales draft

= If you cannot dallver the goods cr services (for example, because
clstom-orderad merchandise cannot be fulfiile) and cannot make ather
arrangemants, da Immediately issue a oredlt for the full amount of the
govance paymen! charge

For GNP transactlons Involving an advance payment:
» Do ensure that the sales draft nontains the words “Advance Payment”

+ Within 24 tiours of the advance charge being authorlzed, do provide the
cardholder with written confirmation that advance payment charge has
been made, the written confirmation must inelude (1) & datalled
description of the goods or services to ha provided; (2) the ameount of
tha charge; {3) the confirmation number (if applicable); (4) the detalls of
any cancellation or refund polleles; and (5) the expected delivery date of
the goods or services

Recurring transactlons

If you procass recurring transactlons and charge a sardholder's account
periodically for goods or services (for example, yearly subscriptions, annuai
mambershlp fess, ste.), please follow ihe procedures set out in this
seclion,

Do’s
* Do obtaln wiitten cardhelder appraval far goods or services o be

charged on a recurring basla 10 the cardholder's aceount. Approval must
at leas! specily: )

The cardhalder's name, address, sccount number, and expiration date
The {rangactien ameunts
The timing or frequenty of recurring charges

Far Discover Network and PayPal kransackions, the total amount of
recurring charges to be billed to the cardholder's account, (that s,
taxas and tips) and your merghant identification number

Do obtal an authorization for each transaction

Atleast 7 days befere a recurring transaction, notify the cardholder
threugh emafl or other agread methor of communication it any of the
following:

- Atrial period, introdustory offer, or profotional perlod Is going to end.
include in the communication the transaction amount and transaction
date of subsequent racurring transaciions and 4 link or other simple
mechanism to enable the cardhalder ta easily cance! fransactions
cniine or through SMSitext message

Do include the racurring payment Indicator In each autherization request
and as applicable, each bateh submlssion entry

Do indisate on the sales draft “Recurring Transaction” (or "P.Q." for
Mastercard fransactions)

» For Discover Network and PayPal recurring transactions, do Include a
toll-free customer service number that the cardholder can call to cancel
his/ hter approval for the recurring transaction or to abtain ather
assistance relating to the recurring transaction

Don'ts

« Don'tinclude partial payments for goods or services purchased In a
single transaction

= Don'timposa a finance charge in connection with the recurring
transaction or preauthnrized order

Don't commplete a racuring transaction after receiving a cancollation
nalice from the cardholder or card-lssuing bank or after a request for
authorization has been denled

« Don't store a payment credential if either the first payment franzaction or
acgount verlflcation Is declined

It is highly recommended that you obtain the 3-digit card verlfication code
on the back of the card (or the 4-diglt verification code on the front of
American Express cards), include the number with the first autharlzation
requast, This is not required for subsequent authorization requosts.

Apogitive authorizatlon response for one recurring transaction is not a
guarantee that any future recurring transaction autharization raquest will be
approvad or paid.

if tha recurring fransaction is renewed, you must oblaln from the cardhalder
a new writtan request for the continuation of such goods or services to be
charged to the cardholder's account.

i

+
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If you or we have terrinatad your fight to accept cards, you must not
submit autherizaticn requests or sales data for racurring fransactions that
ara due after the date of such termination.

For American Express transactions, pleasa also see Appendix 2.
Stored payment credentlal transactlons

If yau store Information (including, but not limited to, an account number or
payment token) to progass future purchases on behalf of the cardhalder,
fotiow the procadures set out In this section,

Do's
« D¢ include the appropriate data values when a paymant credentisi |s
belng storad for the first time

Do include the apprapriate data values when a payment credential ls
heing Used to fnltiate & stored cradential transaction

Do Include the appropriate data values when a payment credentlal is
being used ta identify an unscheduled credentlals on file ransastion

» Do submit a vaild authorization i an amount is due at the time the
payment credential Is being stored

» Do gubmit an authortzation verificatlon If no payment is due at the time
the payment cradential is belng stored

Don'ta
« Don't store a payment credential, If alther the first payment transaction
or account verification Is declined

Card checks

If you accept card checks, yau must treat checks from afl the payment
networks thal you accept equally for example, If you accept Mastercard
and American Express, your check accaptance pelicy muat treat cheeks for
both of theae payment networks aqually). You should handle these card
checke like any other persenal chack drawn upen-a bank in the Urited
States.

11 Salss drafts

Do’y

+ Do prepare a sales draft for each fransactlon and provide a copy of the
sales draft or transaction recelpt to the eardholder at the time the card

transaction {s completed; an exception Is ellgible transactions
participating in any of the 'No Signature Required’ programs

Do only collgct transactlon data provided dirgetly to you by the
cardholder

Da Inelude alt of the following information on a single page document
conatituting the sales draft:

- The cardholder's account number

— Cardholder's algnature, unless you participate in any of iha 'No
Signature Required' programs, For the 'No Signaturs Required’
programs, Visa, Mastercard, Discover Network, and American
Express do not raguira you to obtain signatures at the PCS for credit
cr debit fransactions unlass requirad by law

= Date of the transactian

The total amount of the transaction, including any taxes to be
collected, in the aporoved currency of the sala

- Description of the goods or serviges involvad in the transaction - if
thera are too many ltems, combine them a single description; (for
example, "clothing”) to ansure that all information s contalned on a
single page

— Dascripfion of your merchandiae return and creditirefund policy

— Avalld autherlzation code

- Merchant's Doing Business As (DBA) name and location (elty and
state required) and merchant identification number, The merchant
identification number (s optional but if provided for Discover Network,
include only the last 4 digits .

Ruon’ts

+ Doninclude the card expiration date or any more than the last 4 digits
of the card number In the copy of the zales draft which you provide to
the cardholder

+ If you are EMV-enabied, you may elect fo participate in the "No
Bignature Required* programs. For tha 'No Slgnature Requirad’
programs, you ara nof required to;

- Provide a transaction recelpt, unless requested by the cardholder

L3

-

-

I
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- Obtain the cardholdar's signature previded you transmit the full track
data/full chip card dats In the authorization request regardiess of fhe
sale amount

12 Refunds

De's

+ Do ohtain an authorization on refund transacticns. For American
Express transactions, please rafer te Appendix 2

Do provide clear Instructions fo your customers regarding returns,
including the following;

- Customer sarvice telephone rivumber
— Reference number for the return
— Expescted processing time for the credlt

Refurn address, preferably on a preformatted shipping label (If
applicable)

¢ Do document yeur cancelation polley and terms and conditions on the
contract the cardholder signs or oh your website, as appilcabis

» Do create a credit drafl contalnirg the fellowing Informatlan for every
refund:

- The asctount number
~ The cardhoider's name
- Your name, clty, state and merchant identiflcation number

- Merzhant identification number is opticnal but if pravided for Discover
Nelwork, anly include the last 4 digits

- Transaction fype

- Adescription of the goods or services
- Ths transaction date of the cradit

- The tatal amount of the credit

~ For Discover Network transactions, the approved curmrency usad and
the signature of your authorized representative or employes

- For PayPal transactions, the approved currency used and the
signature of your authotized representative or empicyze

Pa submit all credIt drafts to us within the imeframes set out in Section
18

Do submit each credit under the establishment where the cradit
eiiginated

Do provide full refunds for the exact dollar amount of the original
transaction including tax, handling charges, Surcharges, etc. and under
ne circumstances provide a refund amount for more than the origina
card sale amgount

For partial refunds relating to Surcharge transactions, ihe Surcharge
amount must be prorated

Do write clearly all amounts and othar handwritten information - stray
marks on the credit draft will render it illegibie

& Do ansure that the cardhelder signs the gradit draft, give the cardhoider
the appropriate copy and deposit the credit draft immediately

Don'ts
« Den't circle or underiine any information on the credit drait

« Don't credit an account that differs from the account usad for the original

fransaction

Don't include the card expiration date or any mors than the last 4 digits

of the card number In the copy of the credit draft which you provide to

the cardholder

¢ Don't give cash, check, credit refunds, or other conslderation for card
sales, with the exception of the following:

~ {fthe card used to make the purchase is not available or the refund
transaction authorization request Is declined

- Visa Rasy Payment Service Transaction or if EMV-enabled and
pariicipating in Visa's "No Slgnature Required” program

- The recipient of the gift s not the cardholkder

- Visa prapaid card transaction if the cardholder states that the Visa
piepaid card has been discardad

« Don't Infentionaily submit a sale and an offseting credit at a later date
gsokely for the purpose of debiting and ¢rediting your own or a customer's
aceount

-
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» Don't process a credit fransaction after a chargeback has besn received

‘Your webslte must communicate your refund pelicy to your custarners and
require your customers tc select a “click-to-aceept” or another affirmative

. button to acknowledge the policy. The tarms and conditions of the

purchase must be displayed on tha sama scraan view as the checkout
scraen that presents the fotal purchase amount or within the saquence of
wabsite pages the cardholdsr accessas durlng the checkout process.

For Amarizan Express transacllens, please also refer to Apperitix 2.
13 Exchanges

For an even exchange, no addltional paperwork is necessary, and you may
simply follow your standard company poticy.

For ar uneven exchange, you must complate a credif draft and follow the
procedures cutlined in Secfion 12 far the total amount of goods returned.

The cardholder's account will be credited for {hat armount. Then, complats
a new sales draft for the total amount of any new goods purchased.

14 Chargebacks, retrievals, and other deblts
Chargebacks

Both the cardholder and the card-lssuing bank have the tight to question or
dispute & transaction. If such questions or disputes are not resolved, a
chargeback may occur. You are respansible for all chargebacks, our
chargeback fees and related costs arising from your transactions. As a
resulf, we will dekit your sattlement account or settlement funds for the
amount of each chargeback.

iJue to the short time frames and the supporting documentation necessary
to successfully (and permanently) reverse a chargeback In your favar, we
strongly racommend that:

» You adhers to the guidelines and procedures outlined In this guide

+ Ifyou do receive a chargeback, Investigate and [f you dispute the
chargaback, submit the appropriats documentation within the requirsd
fime frame

+ \Whenaver possible, contact the cardholder directly to resolve the
dispute (except with respect to a Discover Network cardholder with
whom direct contact ragardirg the dispute Is prohibited by Discover
Network Payment Network Rules)

+ If you have any guesticns, call Customer Service

You must not process a credit fransaction orce a chargeback Is recelved,
evan with cardholder authorization, as the ciedlis may not be recoverable,
and you may ba financially responsible for the cradit as well as the
chargeback. Instead, the card-issuing kark wilt credit the cardholder's
ascount.

Chargeback precess

If the card-lssuing bank submits a chargeback, we wilt serd you a
shargeback notification, which may also include a request for transactlon
documentation. It Is Important that you respond to a chargeback notlfication
and fransaction documentation request within the fime frame a2et out In the
notificaticn.

Upon raceipt of a transactlen documentation reguest, you must
immediately relrieve the requestad salas draft(s) using the fallowing
guidelinas:
- Maks a laglile copy, centarad on 8-1/2 x 11-inch paper (only 1 sales
draft per pages)
- Write the 'case number’ from the raquest for transaction
documentailon on each copy/page

— If appllcabie, make copies of a hotel falio, car rental agreement,
mallphone/internet order form ar ather form of receipt

— If a credit fransaction has baen processed, make a copy of the credit
_draft

- Letters are not accaptable substitutes for sales drafts

We strongly recommend that you aiso include a detalled rebuttal lefter
along with all pertinent decuments when responding fo a transaction
request or a chargeback notification (for exampte, rental agreament, the
porticn signed by the cardholder; and the area where the authorlzation
codes, with amouria and dates, ave located).

If the Information you provide Is both timely and, in our sole discretion,
sufficlent to warrant a re-presentmant of the transaciion or reversal of the
chargeback, we will do so on your behalf, However, a reversal is uitimately
canlingent upon the card-issuing bank and/ or cardholder accepting the
transaction under applicable payment network guidelines. Re-presantment
or reversal is not a guaraniea that the chargeback has been resolved in
your favor,

Page 9 of 54



i we do not recelve a clear, legible, and completa capy of the transaction
. decumentation within the lime frame speclfisd on the regquest, you may be
sublect to a chargeback for "non-receipt” for which thera Is no recourse,

If you do not dispute the chargeback within the applicable time limits as set
by the payment network rules and regulations, you will forfelt your reversal
rights.

The card-Issuing bank may charge a handling fee which will be debited

* from your setement account or settlement funds If a transaction
documentatlen request resulis from a discrepancy between the sales draft
and the transmitted record regarding any of ihe following:

- The name of your business
~ The clly, stata, or country llsted for your buslness
- Tha fransactlon date

Visa: |f we reversa the chargeback and re-present the transaction to the
sard-issuing bank, the card-lssulng bank, at its sole discretion, may elect io
-submit the matter for arbltration before Visa, Visa currently charges & filing
“fee and a review fee. Whelher or not a decision Is made In your favor, you
wiil be responsible for all such fees and charges and any cther applicable
fees and charges imposed by Visa, Sugh fees and charges will be debited
from your settlerment account cr settlament funds, in addiiion to the
chargeback,

STAR.: If we reverse the chargeback and re-present the transaction to the
card-lssuing bank, the card-issulng bank, at its acle discretion, may elect to
submit the matter for arbitration before STAR. Whether or not a declsion is
made in your favor, you will be responsible for all fees and ¢harges relating
1o that arbitration and any other applicable feas and charges Imposed by

- 8TAR. Such fees-and charges will be debited fram yaur setilement account
or settlement funds, In addltlon to the chargeback.

Mastercard: If wa reverse the chargeback and re-present the transaction
fo the card- Issulng bank, the card-Issuing bank, at its sole discration, may
eleot to rasubriit the chargeback. In such an event, at our discratlon, we
will debit your settlement account or setflemeni funds for the chargeback.
However, If you fzel strongly that It Is an Invalid chargeback, we may, on
.your behalf and at your request, submit the matter for arbitration hefore
Mastercard, Mastercard surrently charges a filing fee and a review fee.
Whether or not a declsien is made in your favor, you will be responsible for
all such fees and charges and any other charges Imposed by Masteroasd,
%uch fees and charges will be debited from your seiflement account or
settiement funds, [n addition {o the chargehack.

Discover Network: If Discover Network rejécts our te-presentmant
request aid you feel strongly that the chargeback is invalid, we may, at our
discration and on your behalf and at your request, submit the matter for
dispute arbitration hefare Discover Network. Discover Network charges
acguirers faas for re-presentment requests and malters submitted to
Discover Metwork for arbliration. We, fn furi, may charge youl fees for
these items.

PayPal: If PayPal refects our re-presentment request and you feel strongly
that the chargeback Is invalld, we may, at our discretlon and en your behalf
. and at your request, submit the matter for dispute arbitralicn before

* Payiral. PayPal charges acqulrers fees for re-presentment requests and
matters submitted to PayPal for arbitratlon. We, In turn, may charge you
faes for these tems.
American Express: You may request a chargebacx reversal if the
chargeback was applled In error, provided that {1} you have respended to
the original inquiry within the specified ime frame set out in your dispute
notification and (2) you have provided all supporting documentation to
substantlate the error. .

Alipay: Refer ta Appendix 5.
Chargeback reasons

The following seclion oullines the most common types of chargebacks.

This list is not exbaustive, Within each group, we have Ineluded

recommendations on how to reduce the rigk of chargebacks. These are

recemmendations only and do nct guarantee that you will efiminate
.chargebacks.

Chargebacks due to authorization Descnptmn

Proper authotization pmceduras were ot followed and valid autherization
was net obfained.

Likely scanario
« Authorizafion not nbtained
» Authorizafion was declined

» Transaction processed with an expired cafd and awthorization was rot
obtained

+ Transaetlon processed with an Invalld account number and authorization
was not cbtalnad

» Card Recovery Builetin (CRB) or Exception File was rot checked
(transactlons helow fioor limit)

Recommendations to reduce risk of chargeback
¢ Obtain valid authorizatlon on the day of the transaction
+ if you receive the following responses:
- Decline — Requesi ancther form of payment from the cardholder

- Referral — Foilow the volce procedures to obtain a valid authorization
and obtair an imprint of the card

- Plck Up — Means that the card-issutng bank Is asking for the card to
be returned—you must not accept the card for payment and, In
additions, you may retain the card and send it to us so thal we gan
arrange for lts raturn to the card-issuing bank

» You must not exceed any predetermined threshelds for specifle POS
device types a3 specifled by each payment network

» You must ship goods within the timeframe sef out in Section 19, afler
youl have obtained authorizatien

Chargebacks due to cancelfation and returns

Description

¢+ Cradit was not procassed properly, or the cardholder has canceled or
raturned items

Likaly scenaric

» Cardholder received damagad or defective merchandise

s Cardholder continued to be billed for canceled recurring transaction

» Credit transaction was nof processed

Regommendations 1o reduce risi of chargeback

« Issue credit to the cardholder on the same account as the purchase In a
firmaly manner

o Do not issue credit to the cardholder in the form of cash check, of -
store/merchandise credit as we may not be able to reccup your funds if
tha transaction is chargad hack

For recurring transactions ensure cusiomers are fully aware of the

condltions: .

— Cancel recurring transactions as scon as notification is recelved from
the cardhelder or as & chargeback and issue the approptiate credit as
needed tc the cardholder In a timely manner

— Notify the cardhoider within 10 days (demeatis) and 15 days
(intemational) in advance of each billing, 1o allow the cardhalder ime
ta cancel the transaction

Provide propar discleaure of your refund policy for retumed/canceled
merchandise or services to the cardholder at the time of {ransaction.
Card present, cardhaldet signed the saies draft containing disclosure

If applicabie, the words "No Exchange, No Refund”, ete, be clearly
printed In 4/d-inch lettering on the sales draft:

- aCammerce, provide disclosure on your website on the same page as
check cut. Require the cardhelder to click to accept prior to
completion ‘

— CNP, provide the cangallation policy at the time of the transaciion

¢ For any Travel and Entertainment (T&E) transaction, provide

cancellation numbars to cardholders when the services are cancelad

Ensure delivery of the merchandise or services ordered to the

cardholder

s Rarticipate In recommended fraud miigaticn tools

Chargebacks due to fraud

Description

Transactions that the cardholder claims are unauthorized; the account

number 15 no fenger ihuse or is fictitioys, or the merchant was identffled as

“high rigk.”

Note: For Visa transactiong, to ensure that you preserve your chargeback

rights, you must:

« Complete a retrleval request and provide a sales slip fhat contalns alt
requlred data elements

+ Respond to all retrleval requests with a clear legible copy of the
transactlon decument that contains all required data elaments within the
speclfied timeframe

*

-
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Likely scenario

+ Multiple transactions were c.ompietad with a slngie card without the
cardholder's permission.

¢ A counterfelt sard was used and proper acceptance procedures were
ot followed

» Authorization wegs obtalned; howaver, fult track data was not tranamitted

s The cardholder states that they el not authorlze or participate In the
fransaction

Recommendations to reduce the rlsk of chargeback Card Presont
Transactions:

s Obtain an authorization for all transactions

* Far recurring transactions ensure customers are fully aware of the
condltions:

- Cancel recurring transactions as soon as notification Is recelved from

the cardholder or a8 a shargeback and issue the appropriate cradit as

neeaded to the cardholder in & timely manner
— Noiify the cardholder within 10 days (domestic) and 15 days

{international) In advance of each billing, alowing the cardhalder time

to cancel the transaction

- Amerlcan Express customers have the optlon to receive written
netification of the recurring transaction at least 10 days prior to
submitting or any time the charge amount exceeds a maximum
amount that has been set by the cardholder

» Ifyou are utilizing an electronic device Lo capture card data, swipe, dip,
orwave all card transactions threugh your electronte authorlzatlon

. device to capture cardholdsr Information. When applicable, snsure the
displayed cardholder number matches the number on the card

e You should avoid keying the card data Into your eiacironle autharlzation

+ device unless you are unable 1o captura the card data through one of
the above methods, If you do key the card data into your electroble
authorization device, it1s highly recammended that you alse key in the
3~ or 4-digit verification code

If you arg not participating in the “N¢ Slgnature Required” program:

¢ QOblain the cardholder signature for all transactions; ensura the signature

on the,sales diaft matehes the signature cn the back of the card

» PFrocess all transactions one time and do hol bateh out transactions
T multiple times

» Educate staff on prl:}caclures to eliminale PDS fraud
" CNP Transactions:

v Ensure dellvery of the merchand\se or services ordered to the
cardholder

« Particlpate In recommended fraud mitigation loo[s
- Verlfied by Visa Program
- Mastercard SecureCode
- ‘Address Verlficatlon Services (AVS)
- Use of card verification code

* Note: Whila transactions ulilizing these teals may still be disputed, the

sarvice may assist you with your declsion to accept cerain cards for

‘paymeant.

« Ensure you ship ta the AYS confirmed address (bill to and ship to must
match}

» Obtaln authorization for all transactions

» Ensure merchant desariptor matches the name of the business and s
- disptayed correctly on the cardhalder statement

» Ensure descripior includes correct business address and a valld
customer service number

« Please refer to Appendix 2 for American Express fraud mitigation tools
Chargebacks due to cardholder disputes
Desctiption

Goods or services net recsived by tha cardhclder, Merchandise defeciive
or not as described.

_ Likely scenaric,

» Services were not provided, or merchandlse was not received by the
cardholder

- o Cardhoider was charged prior to merchandise belng shipped or
merchandise was not received by agreed upon delivery date or location

» Cargholdar recelved merchandise that was defective, damaged or
unaulted for the purposa sold or did not match the desciiption onthe
transaction documentatron.’verhetl desaription- preaenied at the flme of .
purchase v

» Cardholder pald with &n alternate means and !helr ceird was also bifled -
for the same transaction

+ Cargholder canceled service or merchandrse and thelr, card was brlled

o Cardholdar billed for a transactlon that was not part of thé nrrgmal
transaction document |

¢ Cardhclder claims (o have been snld counterfelt gccﬂs
+ Cardhoider claims the merchant misrepresentad the tetms of sale
Recommendatlons to reduce such Hsk of chargaback

+ Provide Services or Merchandlss as agreedupon and described to the

cardholder; clearly Indicate the expecfed dallvery date on the sales

Tecalpt or invoice

Centact the cardhalder In wrltlng if the merchandrsa or service cannot ba

provided or 13 delayad and offer the cardholder'rhe optlan to cancel if

your internal pulicles allow

If the cardholder recelved defactive marchﬁndlse or the merchandrse

_ received was not as described, resolve the issue with the cardholder at
first contact

+ If the merchandise is being plcked up by the cardholdsr, have them s\gn
for the merchandise after inspecting that It was ecelved in good
condltion

+ Do not charge the cardholder urdll the merchandrse nas been shlpped
according to the agreed upon terma, and a slgned Proof of Dalivary from
the cardholder is obtaited

s+ {f unable to provide services or merchandise. fBaue a aradit o tha
cardholder in 4 imely manner

» Accept only cne form of payment per transactlon and ensurs the
carghelder s only billed once per transaction  ~ + :

« Do not bill cardholder for ioss theﬂ or damagas Unlass authorrzed by the ’
cardhelder .

« Ensurethata desunptlon of the aervice or merchandrse pruvided Is .
clearly definad .

Chiargebacks due to pronessmg arrors
Description S

Ermror was mada when transactson was processed orit was bliffed
incorractly, .

Likely scenarin

» The transaction was not deposrted withir the payment network specifi Pd
time frame

» The cardhelder was lssted & credrt dratt, however the frapsaction was
processed as a sale ’

« The fransaction wes to be processed ina currency other than the
currency used to settle the transaction. ‘

v The account number or transaction amount used In the transactlon was
incorratly enterad .

» A single transaction was processed more than ones ta the cardholder‘s

account

The cardholdar initially presented the card as paymentfor the :

transaction, however, the cardhoidar decrded to use an alternate form of

payment

+ Alimited amount or self-service terrminal transaction was pmcessed for
an amount over the predetermined Hmit

Recommendations to reduce risk of chargeback

» Process all transactions within the payment network épeclﬂed tlme
frames

« Ensure all transactions are pmcessed accurately and only one time. |

« [f a lransaction wag processed more than once, immediately lssue voids,
transaction reversals or credlis

+ Ensure that credit transaction recelpts are processed as credits and sale
transaction receipts are processad as sales

¢ Ensure all fransactions recelve a valid autﬁanzatlon approval coda prior
to processing the transaction and cbtain a legible magnetic swlped
dipped, tapped or waved sa[es draft that is slgned :

&
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+ Do not alter transaction documenitation or make any adjustments unless
the cardhaider has been contacted and agrees to modificatiens of the
transaction amount

« Ensure imited amount, seif-sarvice and autemaited fuel dispenser
terminals are set properly to conform to the predstermined imits

Chargebacks dug to non-receipt of information
Description

Fallura to respond to a reirieval raquest or the cardholder does not
recognlize the fransaction.

Llkely scenario ]
» The transaction decuUmentation waa not providad to fulfill the retrieval
request

The retrigval request was fulfiled with an tHlegibte sales draft or was an
Invatid fulfillment {incarract sales draft or the sales draft did not contaln
requlred Informatlon that may indlude signature if you are not
participating In the “No Signature Required” prograrn}

+ The cardholder does not recognlze or ls unfamiliar with the transaction
due {o the merchant name or location not matching the name or location
where the fransaction took place

Recommendations to reduca such risk of chargeback

« Provide a clear and legible copy of the sales draft that contalng ali
required data elements within the regulred time frame that is specified
on the retrigval requast

» Ensure that the most recognizable merchant name, location and
cUstamer sarvice phone number Is provided on all transactions

« Ratain coples of all transaction documentation for the reguired time
frame that is specified by each payment network

» Davelop effisient methods to retrleve fransaction decumentation to
maximize ability to fulflll requests

15 Suspect/Fraudulent transactions

If the card being pre%ented or the behavicr of the person presentlng the
sard appears to be suspiclous oryou otherwlse suspect fraud, you must
immediately call the Voice Authorization Center and ask to speak to a Code
10 operator. Answer gl thelr gquestions and follow thelr instructions.”

While net procf that a transaction s fraudulent, the following are some
suggestions o agsist you In preventing frauduient trensactions that couid
result In a chargeback:

Does the cardholdar:
» Appaar nervous/agitatad! huried?

« Appaar to be making indiscriminate purchasas {for example, does not
care how much an item costs, the size, ste.)?

« Make purchases substantially greatsr than your usual customer (for
gxample, your averags transaction is $80, but this transactlon Is for
$360)7

v |nalst on 1akmg the merchandlsa ;mmedlaiely (for example, no matter
how difficult it is to handle, is not interestad in free delivery, altarations,
efe.)?

» Appear to be purchasing an unusual amount of expensive tems ar the
same items?

« Take an unusual amount of time te sign the sales draft or look at the
pack of the card as he signa?

» TJake the card from a pocket instead of a wallet?

. Rapeatédly ceme back, In a shart amount of time or right befors closing
time, to make addltlonal purchasas?

« Cause an uniisual, suddan increase in the number and average sales
transactions over a ona to three day period?

» Tell you ha has baen having some problems with his card-issuing bank
and requeat that you cail a number that he provides) for *special”
handling or authorization?

» Have a previous history of disputed charges?

= Place ordars to be shipped to an address nther than the bllling address
of use anonymous/free amall domaihs?

« Place orclers sent to ZIP codes or counirles where you show a history of
fraudulent claims?

Does the card:
+ Have characiars the same size, helght, style and all within allghment?

+ Appesr to be re-embossed (the original numbers or lellers may be
delected on the back of the card)? S

+ Have a damagad hotogram?
+ Have a Magnetlc Stripe on the back on the card?

» Havevalid from (effectlve) and vahd thlu (expirallon) tates consistent
with the sale date?

We also resommend that you are vigilant for. any cardholder whe behaves
as follows, sp‘aciﬂcaily In relation to prepald cards:

+ Frequently makes purchases and then returns the goods for cash
s Uses prepald cards to purchase ofher prapaid cards
+ Usaes large numbers of prepald cards to make purchases ’

Glit Cards, jewelry, video, stereo, semputer and camera equipment, shoes
and men's clothing are typloally fraud-prone because they can easlly be
resold, Also be susplcious af high dellar amaunts and transactions with
mera than one fraud-prone item, (for axample, 2 laptops, 3 gold ¢haine,
etc).

Part 3

In this part of the guide you'll find helpful Information about whatto doifa
card Is leff at your buslness, how long you must retain coples of records,
how 1o return equipment, and important transaction fimeframes. This Is
also where you'l find addltional guldelines for specific induatiies |nc|ud1ng

+ Lodging

+ Vending machines

+ Travel & Enterfainment .

+ Telecominunicaticns L
o Restaurants

= Petroleum

If you'd like addiflonaf Information about anything you've read In the Your ‘
Paymants Acceptance Guide, please contact Customer Sewic_e

16 Lost/Recovered cards

if a card Is left behind and remains unclaimed, you should caII the
appropriate payment network's Custormer Service team via the number
below and they will instruct you on how fo andle It:

Visa 1-800-335-8472
Mastercard -800~826-2181
. Discover -BDD-DISCOVER [1-800-34?-2633)
AMEX 1-500-082-3404
PayPal 1-877-569-1113

17 Raetentlon of tecords

You must securely retait legible capies of all sales drafts and credif drafts
or any offier transarilon records for the failowing perlods:

‘Mastercard, Visa, and STAR: 13 menths from the transaction dale. 8

years for healthcare sales drafig and credit drafts.

Discover Network: The Yanger of {1) 365 days or (2) fhe resolution of any
pending or threatened disputes, claims, disagresments or fitigation
involving the card fransaction. You must also keep Images or olher coples
of sales drafts for no less than 3 years from the date of the Discover
Network transaction, ‘
FayPal: The longer of (1) either {A) 1 year from the transaciion date, or (B)
If the transaction date wag sublect o dispuie, 2 years from the transaction
date or{2) the time perlod required by applicable law, ‘
Amarican Express: 24 manths from (he date cn which you submitted the
sales deaft or credit draft to us, You must provide all sates drafts and credit
drafts or other transaction records requested by us within the shortest tirme
limils established by payment network rules.
18 Return cf equipment
To return point of sale (POS) equipment that you do rot own, you must call
Cuglomer Service for the address of the fogation to send the device
You must includa the following informaticn in the shipsing box:

- ‘Your riame, address and phane number

- The name of the person fo contact if there are any questions

~ Yolr merchant identification number

~ The lease number (If applicable)
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4
~ The serigl number of the POS device {found on the underside of the
PQ8 davice)

You must return the O3S device In a manner that can be tracked.
Refersnce the lease number (F applicable) on the return packaging.

19 Time frames

Authorizations

A posltive (approved) authorization response remalns vatld for:
» 7 days for Mastercard electronic processed transactlons

« 10 days for Visa, Discover, and STAR slacironie processad transactions
subject to the following exceplion:

- 30 days for Visa, Discover and PayPal, 20 days for STAR for the
foHowing' Industries

o Carrental

o Alline and passenger raliway

o Lodging

o Qthar Trave! and Entertainment (T&E) categorlas

» 7 days for American Express elactronle processed transaction subject to
the following exception:

— 30 days for the Travel and Entertainment {T&E) Indusiries
Delayed deliveries
If delivery ls more than:
+ 7days (Mastercard, Visa, American Express, and STAR transactions)
¢ 10 days (Discover Network and PayPal transactions)

¢+ After the origina! trahsaction date and the Initial authorizatlon request,
you must reauthorize the unprecassed portion of the transaction pricr to
delivery

Refunds

Your must submit &l credit transactions to us within 5 days of determining

that a credit is due.

20 Additional provisions for spasific indusirias

Merchants in the lodging industry

There are additional rules and requirements that apply to merchants in the
lodging industry for practizes Including, but not fimlted o, guaranteed
reservations and charges for ne shows, advance deposits, overbookings,
and prierfty checkout.

i you are a ledging merchant and wish to paricipate in the payment

network lodging servieas programs, please contact your sales

representative or refatlanship manager for details and the appropriate

payment network requiramants,

You must provide the cardholder with written confirmation of a guaranteed

reservation. The confirmation must contain;

+ Cartholder's name as It appears on the card, if present

¢ Card number, truncated where required by applicable law to you or us
and card expiratien date if present, unless prohibited by applicable law
to you or us

+ Raservation conflrmation number
+ Anticlpated arrival date and length of stay

* The cancelfation policy inits entirety, incluslve of the date snd time the
cancellation privileges expire
» Any other pertinent detals related o the reserved accommodatlons

If a cardhoider raquests a cancellation In accordance with your canceliation
policy and specified time frames, you musi provide the cardholder with a
cancellation number and instructions 1o retain a record of it

If a cardholder requests a written confirmatlon of the canceilation, you must
pravida this canfirmation to the cardholder within 3 business days of such
request. For tha purposes of this sectlon, a business day means Monday
through Friday, excluding Bank holidays.

The cancellation conflrmation must contain:

# The cardholder's reference that charges were placed on the card, f
appiicable or a guarantee that a "no-show” charge will not be placed on
the card

» The cardhalder's name as it appears on tha card, if prasent
s The gard number, truncated as required by applleable law to you or us

The card explration date, if present, unless prohibiied by applicable law
1o you or us .

» The resarvation cancellation number

* The date of cancellation

« The name of your employee that processed the cancellation

» Any other pertinent information related to the reserved accommedaticns

Preauthorization for Traval and Entertainment (TRE) and restaurant
merchants

i you are a business engagad In providing frave! and entertalhiment
senvicas (for example, car rertals, haotels, motels, ate.} or a rastaurant
business and engage In the practice of "preauthorization” you must comply
with the following general procadures:

* Ahotal, motel or car rentai merchant may obtain an estimatad
authorization at the time of check-in

Restaurants must not add an estimated tip amount {6 the authorization
requast beyond the valus of the goods provided or services renderad,
plus any appilcable tax

You must notify the cardhelder of the dollar amount you Intend to
“preauthorize”

¢ it the customer decides ta use another form of payment (for example,
cash, check, etc,) you muat promptly call the Volce Authorization
Response Untt {o deleta the authorizatien hold, Pravide the eardhalder's
account number original dellar amount, date of ihe transactlon, and the
authorization code. If a new transaction takes place, 4 new signed sales
draft for the exact amount arwl a hew authorization code for that amount
must be obtalhed

* Vehicle rental providars may netinclude potential vehicle damage or
insurance deductibles in any pre-authorizations

« [f you racsive a decline on a transaction, you must wait 24 hours befare
attempting to reauthorlze. If you reauthorize prior to this the frame and

. recalve an approval, you may be subjéct to 8 chargeback and g fine
impossd hy the payment networks

+ Hotgls, motels, and car rentel merchants are aflowsd up to a 15%
varlance above the amourt authorized. If the final amount charged to
the cardholder exceeds the orlginal esiimats by more than 15% abova
the preauthonzation, you must autherize any additianal amounts and all
incremental autharization codes must be written in the authorizatlon
area along with the date of authorization and the ameunt authorized

Preautherization for cerlain ¢stablishments' services, are allowed up to a
20% (instead of 15%) variance above the amaunt authorized, If the final
ameunt exceeds the amoutt "preauthorized” by more than 20%, you
must authorlze the additional amaunt, Estimating the autharlzation
amount to include a tip is prohlbiled, The authogzation request must
inciude only the amount assoclatad with the bill presented to your
customer :

+ You must abtain an authorization for the inltlal estimaled charges andl
then manltor the charges to ensure that the actual charges made do not
excead the estimated charges, If the actual charges exceed the amount
of the Inltfal estimated autharization (and any subsequent estirmated
authorizatlons), than you must securs a positive authorlzation for the
additienal amount. Subseguent authorizations must only be for the
addittonal amount of total charges and must not include any amounts
already autherized

+ The estimated amount of any preauthorization for lodging
accommodations must be based on:

- The intended length of stay

- The room rate

~ Applicable axes and sarvice charges

~ Qther miscedlanenus charges as dictated by experience

If an authorization request is declined, no charges orcurting aftar that
data will be acceptad for that cardholder

» Yol do nol need to obtaln a final authorization if the total sum of tharges
{the final amount) does not exceed 20% of the praviausly authorized
charges. You must record the dates, authorized amounts and thelr
respaciive authorization approval codes on the sales draft(s)

Merchants operating vending machines

For Mastercard, if yau are operating vending machines under MCC 5499
{Miscellaneous Food Stores - Convenlence Stores, Markets, and Spoclalty
Steres), you need not provide a recelpt 3 the time 2 transaction Is
conducted, Hewever, If a vending machine cannot provide a printed
recelpt, you must disclose and post instructions advising cardholdars how
a recelpt may be obtained.

-
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Telecommunigation service providers

You must contact Customer Service for approval and further instructions,
ruies and requirements before conductling telecommurication transactions,

.

Telecommunicatlon card sales vceur whan a telephone service providar
Is pald directly using a card for Individual leeal or long-dlistance
lelephone calls, with the exception that prapaid telephone service cards
are not and do not give rige 16 telecommunication card sales

Petroieum industry

For Visa, Mastercard, STAR, American Express, Digcover Network, and
FayPal fransactions, merchants operating In the patroleum industry that

c
c

orduct card sales af Automated Fuel Dispensers {AFDs), may stibmit a
ard authorization request for $1 to verlfy the validity of the presented.

Under such circumstances, you must submit an authorlzatlon advice
message for the actual amount of the card sale within 80 minutes of
completion of fuel delivery regardless of whether you previously received a
partial authorization respense or & positive authorlzation response for ahy
other amount. If you do nat complete the card sale followling receipt of an
approved authorization responsa for any amount, a request to cancel the
authorization request must be submitted within 8¢ minutes of the

c

omplatlon of fuel delivery.

Appendices

Appendlx 1
Speclai Provisions for WEX and Voyager

WEX cards
If you participate in the WEX Full Sarvice Program, the following applies:
Do's

Do provide, at your own expense, all equipment nagessary to permit the
glgctronic ascepiance of the WEX cards, including the operation and
malntenance of the equipment, telecommunicatlon [ink, and pravision of
all natworking services

Do Include in any request for authorization ihe following information:
WEX cardholder accourt nurmber

- Vahicle number

— Card expiraticn date

Driver identification number

The amount of the transaction

The date and time of the fransaction

The guantity of gotds sold, unit price, and product code (the
Authorization Request Data}

- An awthorizatlen number or other approval code from WEX for all
manual WEX card sales (in other words, sales facllitated by & card
imprinter)

Do aensure that the product detail of each {ransacticn ls accurats,

including:

~ The type of goods sold

- Quantity of goods sokl

— Uit price/price per gatlon (if applicakle)

— Taxas

- Any coupons presentad

Do ensure that the product detail outlined equals the total amount of the
sale whan calculated (for axample, product quantity multiplied by the
unlt price must equal the product amount. The sum of all preduct
amounts, including taxes minus any coupons must equal the total
transaction amount)

Do complate a WEX ¢ard sale anly upen the receipt of an authorization
approval massage

Do provide a copy of the recelpt for a WEX card sale upon the request
of the cardnholder, to the extent permitted by applicable law, The receipt
must notinclude the full aceaunt number or driver identification number
De require the cardholder to sign a receipt when a WEX card safe is not
compieted by an Isiand card reader

Do take alf commerclally reasonable efforts to protect manual WEX card
sales data from fraud or misuse

f

|

Do securely maintain a record of all WEX eard sales {Including the
authortzation request data) for a pariod of one year, You must produce
such records upon the reasonable request of WEX

« Do notify us of any errors contained in a settlement report within 45 days
of recelpt of such report, Wa will not accept reprocessing requests for
WEX transactlons cider than 80 days

Do ailow WEX to audit records, upon reasenable advance natice,
related to the WEX Full Service

+ Do retransmit WEX card sales daia when raasonably requested to do so
Don'ts

» Don'tsubmit a WEX card sale for processing unless a WEX card is
presented at the time of the sale

¢ Don't accept a WEX card if an expired card/decline message is recelved

+ Don't submit a WEX card sale for progessing untli the goods have bear
deliverad or servieas performed

Don't acoept a WEX card If it appears to be Invalid or expired or there is
reasonable belief that the WEX card I3 counterfelt or stolen

Don't divide the price of goods and services purchased in a single WEX
card sale armong two or more sales recelpts

Dan't parmit a WEX card sale when only parfial payment is made by Lse
of the WEX card and the balance iz pald with another benk card

« Don't remove fuel tax at the POS Is not permitted. For all payment
system product codas that are taxable, the transaction dollar amount
and Price per Galion (PPG) must cantain the sum of the fuel cost and
PPG Inclusive of all applicable Federal, State, County, Local and other
fuet taxes

You acknowledge and agres that your sole remadles with respact to the
WEX Full Agguiring sarvices will be against us and not WEX, except to the
extent that WEX knows of any fraud ralated to the WEX cards ang falls to
provide notice of such fraud or WEX commits fraud In respect to the WEX
Fult Acqulring Services.

VYoyager cards
+ You must chack Fieet Cards for any printed restrictiors at the POS

+ You must establish a fair policy for the exchange and return of
merchandise

o You roust promptly submilt sredits to us for any returng that are 1o be
credited to a Voyager cardholder's account

You musat not glve any cash refunds to any Vayager cardholder in
connection with a sale, unless required by law

In additlon to the Informaticn set out in Section 11 {Sales Drafts), you must
Include the following Information on a single page document constituting
the sales draft for Voyager transactions:

« Al authorization request data for Voyager card sales must include the
following:

- Voyager cardholder account number

- Card expiration date

Driver identificaticn number

The amount of the transacticn, date and tima of the fransaction

Quantity of goods sold, unit price, and product code fhe
Authorizatioh Request Data}

Al manual Veyager card sales {in other words, sales facilitated by a card
imprintar) must include:

- The Authorization Request Data
- An authorization number or other approval code from Voyager

~ The iypa of goeds sold, quantiy of goods sald, unit price /price per
gallon (if applicable), and taxes

— Any coupons presented within the product

The preduct detall outlined must equal the total amount of the sale when
calcutated, in other words:

— Produet quantity multiplled by the unit price must equal product
ameount

— The sum of all preduct amounts Including taxes minus any coupons
musi equal the total transaction amount

You must not ramova fuel tax at the POS, For all payment system product
codes that are taxable, transaction deflar amount and PPG must cantain

i

1

{

£ ]

>

Page 14 of 54

O_WF_W,_2510

FMS2510



the sum of the fuel cost and PPG Inclusive of all applicable Federal, State,
County, Local, and cther fuel taxes.

tf there [ an Increase of 15% or more compared to the pravious month in
the numbar of Voyager transaction authorization calls that are not due to
qur or Voyager system outages, we may, 8t our discretlen, daduct
talephone charges from the setflemant of your Vioyager transacticns. Fees
will not exceed $0.26 per cajl.

settlement of Voyager transactions will generally occur by the fourth
bariking dey after we process the applicable card fransactions. We will
raimburge you for the dollar amount of salas you submit for a given day,
reduced by the ameunt of shargebacks, tax exempfions, discounts, credits
and the faas set out In tha Agresment, You must notify us of any erors
contained with the setitement reports within 30 calendar days of racelpt of
such repott. Nelthar wa nor Voyager wilt be requirad 1o relmburse you for
gales submitted mara than 60 calendar days from the date of purchase.

For dally transmisslon of sales data, you must securely malntain true and
complete records for a period of not leas thar 36 menths from the date of
the generation of the data, You may store records on electronie media, If
secura. You are responsible for the expensa of retaining sales data records
and sales draifts.

Appendix 2
Special Provisions for Amorican Express

For marchants participating in the American Express OptBlue Program,
you should reviaw the operating guide made avallable to you at
amearzanexpress comimerchaniopguide

Troatment of the American Expross marks

Whenever payment mathods are communlcated to customers or when
customars ask what payments are accepted, you must indicate your
acceptance of the Amerlcan Exprass card and display the American
Exprass marks {Including any card application forms provided to you) as
prominently and in the same manner as any other payment products,

You rmust not use the American Express marks in any way that injures or
diminlshes the gocdwill associated with the mark, ner {witheut eur prior
written consent) indicate that Ametican Express endorses your geads or
services,

You must only use the Amerlcan Exprass marks as parmitiad. You must
cease using the American Express marks upon termination of your
acceplance of Amarican Exprass cards.

For additicna! guidelines on the use of the American Exprass marks,
please contact Customer Service,

Treatment of American Express cardholder Information

Any and alt cardholder information i confidential and the sole property of
the card-issuing bank, American Express or lts affiliates. Except as
otherwise specifled, you must net dissloae cardholdsr Information, nor use
or stere it, other than to facilitate transactions at your establishments in
acconrdance with the terms on which you are authorized to accept American
Exprass cards,

Authorization for Card Not Present trangactions

If you process a CNP fransaction you must ebtain the following infermation;
¢ The card number ar token

« The card number or token explration date

+ ‘The cardhoider's name as it appears an the card

¢ The cardholder's billing address

« The delivery address if diffarent from the billing address. In addltion, for
internet transactions you must;

- Use any separate merchant identification numbers (Seller ID)
established for your internet orders in all of your requests for
authorization and Submission of charges

- Provide us with at least 1 meonth's prior wrlitan notice of any change Iy
your internet address

—~ Comply with any additional requirements that American Express
provides from time to time

Amerlcan Exprass hag the right to chargeback for any CNP fransaction that
the cardholder denies making or scthorlzing. Howaver, American Express
will not chargeback for any GNP transaction based salely upon a ¢laim by
a cardholder that he or she did not recelve the disputed goeds if you have:

« Verified the addiess to which the goods were shipped was the
cardholder's full billing addrass

» Providad proof of delivery signed by the cardhelder or an authorized
signer of the card indicating the delivery of the goods or services to the
cardholder's full billing address

Americat Exprass wifl not be lfable for actual ¢+ alfeged fraudulant
transactiong ovar the Internet and will have the right to chargebagk for
thase charges.

If a disputed transaction arises involving a CNP fransaction that is an
Internet elestronic delivery transaction, Amarlcan Express may axercise a
chargeback for the full amount of the transastion and placa you in any of it
chargeback programs,

Charge records {also known as sales drafts)
For each fransaction submitted:

+ Elacironically - you must create an electronically reproducible charge
record

+ On paper (under exiraordinary circumstancss only} - you must create a
charge record contalning alt of the following required data;

~ Full card number, expiralion date, and, if avallable, cardholder name
~ The date the transaction was Incurred

~ The amaunt of the transaction, which must be the total price for the
purchase of goods and services (pius applicable taxes and gratuitles)
purehasad on the card

- The authorizatlon approval

A cleav description of the goods and services purchasad by the
cardholder

The words “No Refunds® If you have a no refund poliey, and your
return and cancallation policles

The gardholder's signature (if a CP transaction and you are not
paricipating in the “No Signature Required” programy} or the words
“alaphione order,” "mall order,” internat arder,” or “signatura on file,”
as applicable (If a CNP fransaction)

In the charge record (and a copy of tha customer's receipt) you must:
e Includa your raturn and cancelatior: policies

¢ Mask fruncated card number digits with reptacement characters such as
g oe " and not blank spaces or numbers :

If the cardholfder wants to use more thar ene card for payment of a
purchase, you may creale a separata charge record for @ach card Usad,
However, if the cardhoider is using a single card for payment of a
plirchase, you must not divide the purchase Intc mare than one transaction
and you musl ot create mora than one charge record. ‘

Refunds
To issue a refund you must:

+ Compare the last 4 digits on the charge recard against the card
nresented (when applicable)

lssue the credlt In the currency in which the original transaction was
submiited to us

Issue the aredit to the card used to make the original purchase. if the
credit Is for the return of a gift by semecne other than the cardholder
who made ihe original purchase, you must apply your usual refund
polley

If the cardholder ndicates that the card on which the purchase was
orlginally made Is no jonger active or available:

« Far all cards axcept prepaid cards - advise the cardholder that you musl
Issug the credit to that card; and If the cardholder has questions, advise
him or her to call the customear service number on the back of the card in
question

+ Far prepaid cards - epply your usual refund pelicy for retums

in the credit draft delivered to the cardholder, you must mask truncated

card number digits with replacement charactars such as "x,” ™ or “§" and

not biank spaces or numbers,

Your refund policy for card transactions must be at ieas! as favorable as

your rafund pelicy for purchases made with other payment products or

other payment methods.

If you issue a credit, American Express will not refund the discount or any

cther faes or assessments previously applied to the corrgsponding

transactlon. The discount on chargebacks willt not be refunded.

Fraud mitlgation tools

American Exprass offers fraud mitigation tools for GP and CNP
transactions to help verify that a transaction Is valid. Theae {ools help you

1
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mitigate the rlsk of fraud at the POS, but are not a guarantes that &
transactlon is, in fact, valid or bona fide or that you will nol be subject to a
chargeback. For oplimal use of the tacls, please visit Amerlcan Express’
Fraud Preventlon Information at; amerleanexpress.comyfraudinio

Recurring transactions

Far recurring transactions, you must offer the cardhelder the option to
receive written netification for the recurring fransaciion(s) at least 10 days
prior to submitting or any time the transaction amount exceeds & maximum
amount that has baen set by the cardhalder. You must clearly and
consplclousty distlose all material terms of the option, including, if
applicable, the fact that recurring bifling will continue untll the aption s
canceled by the cardhoider. If the material terms of the option changs after
submisslon of the first recuriing transaction, you must promplly nofify the
cardhaider in writing of such change and obtain the cardholder's express
written congent to the new terms prier to submitting another recurring
transactlon.

For recurring transactions you must:

= Periodically varlfy with cardholders that thelir infarmation (for example,
card number, expiration date and biling address) is siill accurate. This
will improve the Jikelihood of obtaining approval far an authorization
raguast

» Retaln evidense of consent to recelve updated card account Information
from the card-lssuing bank for 24 manths from the date you submit the
laist recurring transaction

» Ensure that your process for cancetlation of recurring transactions fs
simpie and expeditious

+ Within 24 hours of ineurring the first recurring billing transaction, provide
the cardholder writien confirmation of such transaction, including all
material terms of the aption and detalls of your cancelation/tefund policy

If your recurting transastlon ameunts vary, you must offer the cardhalder
the right to recaive written notificatlon of the ameunt and date of each
recurring trangaction;

» Atteast 10 days before submiiting each transaction

e Whenever the amount of the Iransaction exceeds a maximum recurring
transaction amount spegifled by the cardholder

Far more Infermatian about processing prepaid cards;

= Call the customer service number on the back of the card in question

o See Amerlean Express Card Payment Network Rules regarding
“additional authorization requirements”

No Signature Required Program

You ay paricipate in the ‘No Signature Required program under which

you are not requiret to request a signature from cardholdars on the

transagtion recard provided that:

« Your business js classified in an indusiry that accepts in-persen charges,
with the exception of the following categories:

- Merchants wha do nel conduct in-parson charges (that is, internet,
mail order, or telephone orden

~ Prohibited merchants or probiblted transactlons (or both) as défined In
American Express Payment Network Rules regarding "tisk avaluation”

Higherisk Merchanis (for example, internet electronle services or
nightclubs/ lounges) as defined In American Exprass Payment
Nefwork Rules regarding *high-risk merchants”

Merchants placed in our Fraud Full Recolrse Program. See American
Express Fayment Network Rules regarding “chargeback programs”

« Inrelation to the transaction:

~ The transaction armcunt must meet the theeshold established in
American Express' codntry-specific policy

The {ransaction must include the appropriate indicator to raflact that
the card and the Cardholder were present at the POS

Tha transaction must include a valid approval

Under fha Amerlcan Express 'No Signature Requirad' program,
chargebacks will net be exercised for such charges based solaly on your
fallurs 1o obtain the cardholder's signature at the POS.

If a disproportionate number of disputed charges under the "Ne Signature
Reguired” program oceur, you mus? ceaperate to reduce the number of
disputed eharges, i such efforts fail, you may be placad In American
Express chargeback programs or your participation In the ‘Mo Signature
Required' pregram may be modified or terminated.

!

t

1

Travelers cheques

Travelers cheques are available In varlous denomminations and currencies.
The denominatiens in U.S. dollars range from $20 fo $1,000.

You must exerclse caution when presented with a travelers cheque ina
denomination of $500 or greater. The higher denaminated travelers
cheques ara rarsly s0ld and so more likely to be counterfait,

To accent a travelers cheque, watch your sustomer countersign n the
lower-taft comer of the travelers chaque and compare the countersignature
to the signature In the upper teft comer of {he travetars cheque.

+ Ifthe signature and countersignature are a reasonable mateh (they look
altke, but may not be [dentlcal), you may acespt the cheque and there is
ne naed to obtaln any identification )

» 1f you suspeci that the counterslgnaiure may be false or you did not
watch the customer countersign, ask your customer to turn the cheque
ovar and sign again across the lefi-nand slde (in the same manner one
typioally endorses a check); then take the cheque and fold up the bottom
right-hand comer so that you can cempare the original signature with the
new one

if the signatures are not the same or yeu have any questions regarding
the validity of the cheque, call Customer Service

it you suspect that the travelars cheque may be fraudulent, verify that
the cheque s authentle by

~ Performing the smudge test, Turn the cheque over (hon-signature
slde), Wipe a maistenad finges auress the denomination

On the right side of the cheque, the ink shoutd not smudge
- Onthe lelt side of the cheque, the ink ghould smudge

Obtalning online Authorization at anierlcanexpress.comfverifvgmextc.
You are not required fo obtain autherization before accepting &
travelers cheque

High Charge Volume (CV) Merchants

You acknowledge that you will be converted frem the American Express
U.8. Enhancad Acquisitiery Program to a direct card asceptance
relationship with American Express if and when you become a High ¢V
Merchant in accordance with the American Express Payment Network
Rules. As part of this acknowladgment, you agree that upon canvarslon: (1)
You wdll be beund by Amarican Express' then-current agreement for card
acceptance; and {2) Ametican Express will set pricing and olher fees
payable by you for card acceptarice.

AHigh CV Merchant is a Program Merchant with Estimated Anaual
Charge Volume (ECY) of graater than {1) $1,000,000 {USD) In the United
States excluding Puerts Rigo and the U.S, Virgin Islands or {2) $1,000,000
(USD) in Puerto Rico ant the U.8. Virgin islands. Where a Program
Merchant Prospect has more than one Establishment, then the ECV of all
Estabiishments operated under the same tax identification number {TIN) In
a reglon shall be aggregated or alf Establishmenls operating under
diferent TINs but as a unified business snterprisa in a reglen shall be
aggregated. For clarification purposes, a “unified business enterpilse” shail
include Establishments that are cwned, cperated, or affliated to a gingle
business entfy.

Marketing Opt-Outs

You agrea that when providing your contact informatlon to us that you may
recelve messages from Amarican Express, Including Imporant information
about Amerlcan Express products, sefvises and resources avaiapble to
your business. These messagaes may be sent to the phona numbers, email
addresses or fax numbers that you provide. If you provide a wireless phone
number, you agree that you may be contacted at that number and the
communications sent may Include auto-dlaled shart message service (SMS
or text) messages or automated or pre-recorded calls, Amarican Express
may otherwlse use and share your information for business purpeses and
as permitted by applicable law, American Express uses reascnable
admiristrative, technical, and physical security measures to protect yaur
information conslstent with the sensitivity of the Information.

You may apl-out of newsletters or messages about products, services and
resources for different forms of communications by contacting us, thraugh

inbound telephone, emall, wabsite and any other means idertified by us or
by exercisirig the opt-out opticns that may be dascribed or offerad In
emalls, 3MS messages, or other communleatlons. if you opt-out, you may
stilf recelve messages from Amerlcan Exprese regarding services and
programs deslgnad fe enhance the valua of the Amerlcan Expross
Network,
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Protecting American Express Card Mamber Information

These merchant data securtly requiremeants apply to all of your equipment,
systems and networks on which ancryption keys, cardholder data and/cr
sensitive authentication data are slored, processed or fransmitted.

Standards for protection of cardholder data and sensitive
authentication data

Yol must and you must ensura that all of your employees, agents,
representatives, subconiractors, processers, service providers, providers of
POS squipment or systems or payment processing solufions and any other
party to whom you may provide card member Informallon access, will:

+ Store American Express cardhelder data only fo facilitate fransactions
for your acceptance of Amerlcan Express cards

» Comply with the current varsion of the PCE D88, ne later than the
effective date for implementing that version

+ Use, when deploying new or repfacement PIN-entry devices o payment
applications (or both), only these that are PCl-approved

You must protect all charge records and credit records retained Irs
accardance with these dala securlty provisions, You must use these
records only for purposes of your acceptance of American Express cards
and you must safeguard the records accordingly.

Data tncldents
If you discover a data incident, you rust:

v Notify us immediately and in no case Jater than 24 hours after such
tiscovery

+ Conduct a thorough foransic investigation of each data incidant; this
mus! be conducted by a FCI forensic investigator (PRI) if the data
Incident invalves 10,000 or more unique card numbers {or otharwlae at
our reguast) '

+ Promptly provide fo us all compromised card numbers and the forensic
investigation repon of the data Incident

« Work with us to rectify any Issues atising from the data Incldent,
including cansliiting with us about your cammunlcationa to card
members affected by the data incldent and providing {and obtaining any
waivers nacessary to provide) td us all relevant Information to verify your
ability to prevent future data incidents

» At our requesl, provide valldation by a quallfied security assessor (QSA)
© that the deficlencles have been remediated

Forensic Investigation raports must:

= Include forensic reviews, reports en compliance and alf other informatien
refated fo the data incident

ldentify the cause of the data incident

Confirm whether or not you werz in compliance with the PCI DSS at the
time of tha data incident

« Varlfy your ability to prevent future data incidants by providing a plan for
remedlating all PCI DSS deficiencles

American Express hag the right to disclose information about any data
incident to card members, lesuers, other partictpants on the Americar
Express network, and the general public as required by applicable law, by
Judictal, administrative or regulatory order, decrae, subpaena, request, or
ather procass; In order 1o mitigata the risk of fraud or other hatm; or
otherwise {o the extent appropriate to operate the American Express
natwork,

Petiodlc validation of your systems

You must take staps to valldate under PCI DSS annually and quarterly the
status of your equipment, systems and networks (and thelr compenents)
on which cardholder data and sensltive authentication datz are stored,
processed or transmitted. ‘

Step 1 - Enroll in a Compliance Program

You must submit appllcable perfodic validation documentation to us.
Please contact us far more Infermation regarding data securlty compliance
requiremenits,

Step 2 - Determine Merchant Lavel and Validation Requirements

Most merchant levels are based on the volume of transactions submitted
by establishmants. You will falt info one of the merchant levels specifled in
the foltowing table: .

Annudl on-site

Mandatory ‘

1 2.5 milion -
transactions or " gecurty
more per year; or . assassment
any merchant that repert and
Amarican Express  quarterdy netwark
otherwise deems a sean
Levei 1 merchant )
2 50,0000 2.5 ‘Annual geif- Mandatory
milfion trangactions assessment
per year questlonnaire
{5AQ) and
quierterly network
scan
K Less than 50,000 Annual SAQ and Strongly
transactions per guatterly network  recommended
year scan
4 Less than 60,000 Annual SAQ and Mandatory
transactions per quarterly network
year and scan
designated a Level
. & merchart by

Amertean Express

*As designated by American Express.

American Express may raguire ¢arlain Level 3 merchanis to anrall In
American Express' compliance program, Such merchants must enroil no
tater than 90 days foliowing receipt of such notice from us, Al other Levei 3
marchants need not submit valldation documentation but must comply with
all other provisions of these data security provisions,

The validation documentation which you must send |
2] T o, L ope 2 s

SN

This is 2 detailed
onhslte examination of -
yaur aguipment,
systems, and

netwarks {(and their
corponents) where
cardnoider data or
sensitive
authentication data

(or both) are stoved,
processed, or
transmitted.

You must;

-enaure that the
annual onglte seaurity
assessment is
performed by (1} a
QSA, or

{2} you and certified
by your chief
executive officer,
chief financial officar,
chief information
security officer or
principal;

-submii the AOC
section of the SAQ
annually to us, and
include copies of the
fult SAQ upen
requast; and
-enaure that the AOC
certifies complianee
with all requirements
of the PCIDSS.
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This is 8 p

rocess
using the PCI DSS
salf-azsesament
questionnalre (BAQ)
that allows galf-
examination of your
equipment, systoms,
and networks {(and
their componants)
where cardholder
data or sensitive
authentication data
{or heth) are stered,
processed, or
transmitted.

You must:

~ansire hat the SAQ
is perfarmed by you
and cerlified by your
chief executive
officer, chief finangiai
officer, ghief
information security
officer or principal;

-submit the AQG
sactlon of the SAQ
annuaky to us, and
include copies of the
full 8AC upen
raquest; and

-ensura that the AOC
af the SAG certifies
compliance with all
regulrerments of the
PCI D&S,

t

0 us s as follows:

A e
The quarterly network
scan s a process that
remotely tests your
internet-connected
computer networls
and web servers for
potentlal weaknesses
and vulnerabilities,

You must;

-ansure that the
quarterly networl
scan s performed by
an approved
scanhing vendor
(ASV);

~camplete and submit
the ASV scan report
attestatlon of scan
compliance (AOSC)
af executive
summary of findings
of the s¢an (and
capies of the full
scan, on request)
quarterly to us;

-ansure thal the
AOSC or execullve
summary certifies
that (1) the results
satisfy the PCI DSS
scanning procedures,
{#) no high rlsk issues
are Identlfied, and (3)
the scan i passing or
compliant,



Step 3 - Send the validation documentation to participant

Campliance and valldation are completed at your expense. By submitting
validatien documentafion fo us, you reprasent and warrant fo us that you

+ are authorized to disclose the informatlon contained in it and are providing
tha valldation decumentation witheut viclating any other party's rights.

Merchants not compliant with PC| DS
If.youl are not sempliant with the PGI DSS, then you must:

+ Complete and submit an AOC Ineluding “Part 4. Action Plan for Non-
Compliant Status” to us

= Deslgnate a remediation date, not fo excesd 12 months following the
dale of the AOC, for achieving compliance

* Provide us with periodic updates of your progress foward remediation
under the "Action Plan for Non-Compliant Status®

Non-validationt fess and tarmination of right to accept cards

Wea have the right to Impose non-valldation fess an you and terminate your
right to aceept cards [f you do not fulfill these requirements or fails to
provide the mandatory validation documentanon to us by the applicable
deadline,

We will notify you separately of the applicable deadlina for each annual
and quarterly reporting perlod. If we do net receive your mandatory
validation decumentatfon, then we have the right to terminate your right to
accept cards and to impose nen-validation fees on you.

Periodic validation of level EMV merchants

Your merchant level may be classified es EMV If you submit 3,000 (or
more) American

Exprass card transactlons per year, of which at east 756% are made by the
card mamber with the physical card present at 8 POS system compliant
with EMV spacifications and capable of processing contact and contactless
fransactions on & chip-enailed devigs.

I you are classified a3 marchant-evel EMY, you may submit the annual
EMV altestation (ABA) instead of sther valldation documentation, in which
case you must submit the AEA snnually to us, Even if you fall into
merchant Lavel 1 or 2, If you are classified as merchant-level EMV, you
only need to submit the AEA and not the other merchant Level 1 and 2
validation documentalion.

The AEA invoives a process using PCE DSS requirements that allows seff-
examination of your equipment, systems and netwerks (and their
componants) where cardholder data or sensitive authentication data (or
both) are stored, processed or transmitted.

The AEA must:
+ Be performed by you

« Be cerilfied by your chief executive officer, chlef financial officer, chief
information security officer, or principal

« Cerilfy that you meet the requirements for merchant-level EMY

4

Appendix 3
Special Provislons for Discover Network
H you accept Discover Network Transaction, tha followlhg appiles:
Discover Network protocol for intérnet transactions

Each Internet Discover Network card transaction accepted by you and
submitted to us must comply with Discover Nelwork standards, Including,
withaut imitation, Discover Network standards governing the formatling,
transmission and encryption of data, refered fo as fhe designated
protocol.

‘You are permitied fo accept only those Internet Discover Network card
transactions that are encrypied in accordance with the designated protocol.
As of the date of these proceduras, the designated protosal for the
encrypilon of dala Is Secure Sacket Layer (85L).

We may, at our discretlon, withhold Settlement until security standards can
be verified. However, the designated protocol, including ary spacifleations
with respect to data enerypllon, may changs at &y time uper 30 days
advance written notice, You are not permitted to accept any Intemat
Discover Network cérd transaction unless the fransaction is sent by means
of & browser that suppaorts the designated prntonol

Authorizatlons
CNP Transactlons

For Discover Network CNP transaciions, you must also verlfy the name
- and billing address of the Discover Network cardholder using the AVS.

Discover Network proc@dure for request for cancellation of
authorization

If a Discover Network ar PayPal card saie is canceled orthe amount of the
transactien changas following your recelpt of authorization for the sale, you
must process an authorlzatlon reversal through your POS device of, for
voice-approved authorizations, call your Authotlzation Center dlrectiy and
request a cancellation of the authorlzatlon An authorizetlon may be
cancelad at any time within 10 days$ of yaur receipt of the authorizatlon, but
rnust be canceled bafors the sales data relating to the {ransaction Is
submitted to us, efter which the authorlzation cannot be chahged. For an
autherizatien cancellation, you muet provide us with the Tollowing
information, in this order:

* The Discover Network merchant number used In the authorlzat[cn

« The card number

« The criginal amount of the autherization helng cancelad

+ The new amount af the fotal transaction (if any)

« The original althorization code for the authorization being ¢anceled
The expiration date of the card

» A brief reasen for the authorization cancellation

Discover Network Cash at Checkout transactions

Caan at Checkout trahaactions are only available for Discover Network,
You may Issue Cash at Checkoud in connaction with a Diacaver Netwaork

card sals, provided that yau comply with the terms on which you are
authorized to accept cards, heluding the following requiraments:

+ You must deliver to us a single autharizatlon request for the aggregate
total of the gooads/services purchase amount and the Cash at Chackout
armaunt of the card sale, You may not submlt separate authorization
requests for the purchase amount and the cash over amount

s The sales draft must include both the purchzse amount and Cash at
Checkout amount and you may not use separate sales drafts for the
purchase amount and cash over amount

« Cash at Checkout may only be offered with a card present card sale that
Includes a purchase of goods or services by the cardholder, You must
rot issue Cash at Checkout as a stand-alone transzction. If you offer
Cash at Chackout, you may require tha total amourt of a card sale with
& credit product, inciuding Cash at Checkout, to meet aminimum
transactian amount of up to $18. You must not aasess or charge fees of
any type or amount, including any surcharges, on Cash at Chackout
transactions, You must not include In Gash at Chackout tansactions any
of ihe fees or charges applicable te cash advances

Cash at Checkout may not be dispensed in connection with credits, cash

advances, or any card sale for which you are unable to electronﬁcally

capiure Track Data using the POS davice

+ The maximum amount of cash that you may issue as Cash at Checkout
ls $100

Cash at Checkout may not be available in certain markdts. Contact us

for further information,

Appendix 4
%paeial Provisions for PayPal
If you accept Payal, the following applies:
PayPal does not permit the following transaction types:

PayPal doss not permit Interriet (eCommaree), mai order, manually key-
entered, cash type transactlons (including, cash over, cash advance or
quasl-cash transactions} or international /non-U. 3. curreney transactions.
Contact us for further information related to these transaction types.,

Autharizations
PayPal procedure for request for cancellation of autherization

If a PayPal card sale is canceled or the amounit of the fransaction changes
followlng your receipt of authorization for the sale, you must proeess an
authorization reversal fhraugh your POS davice.

PayPal Sublicense to Use PayPal Marks

You are prohlolted from using the PayPal Marks, as defined below, other
than as expressly authorized in wrlting by us, PayPal Marks means the
brands, embiems, trademarks and {ogos that iderdlfy PayPal accepiancs.
You may use the PayPal Marks only to promote PayPal products, offers,
services, processing and acceplance, Your usa of the PayPal Marks is
restrlcled o the display of decals, signage, advertising and marketing
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materials provided or approved by PayPal in writing pursuant to the
process set forih in the PayPal Payment Network Rules. You ara not
parmitied to use the PayPal Marks In such a way that PayPal Account
Holders could helieve that the products or services offered by you are
sponsored or guaranteed by the owners of the PayPal Marks. You
recognize that you have no ownership rights in the PayPal Marks, You arg
not permitted o assign to any third party any of the rights to use the
PayPal Marks. You ars prohibited from using the PayPal Marks, not
permitted above, unless expressly authorized In writing by PayPal.

Appendix &
?pecial Provigicns for Alipay
What is Allpay

Alipay Is & paymer!t processing platform offering a vartety of services to
Chinegze Natlonal ¢engumers. Alipay offers consumers the ablity to make
payments using prepald funds stored In a digital wallet account estabiished
between Alipay and the Allpay eonsumer.

State Restrictions

If you elact to accept Alipay services, Processar may provide ther to you
in the States where legally permitted.

Alipay Funding Scheduls
Alipay transactions are seilled and funded In China Standard Time.

Alipay recognizes certaln days as Chinese Nafional halidays which can
cause funding delays. The holidays can be as long a8 5 consacutive days,
Authorizations are net impacted during these holldays.

Refunds and Transaction Adjustmants

Alipay consumers have B0 daya from the {ransactiondate to request a .
refund. After 90 days, all refund raguests will be declined. Merchants will
receive netificatien and will have the authority to determine If they wish to
process the refund or refect the reguast {In accerdance with your stated
palicy(fes) and any applicable laws). .

Appendix 6 )
Specht Provisions for PayPal and Venmo QR Codaes
PayPal and Venmo Marks
You must cispiay PayPal branding at the point of sale irs compliance with

PayPal's standard trademark and brand guidelines {available atthe
fallowlng lIink: paypal.com/cZiwebapps/mpn/togos-butlonsPlacate x=en C2)

and must train your sales staff to promote the use of PayPai and Venmao
QR Codes,

Complaints

You will be responsibla for the complaints by PayPal and Venmo QR
Codes users solely regarding your goads and/or servicas, If wa ot PayPal
become awars of complaints by a PayPa! and Venmo QR Codes user, you
will werk In good faith with the PayPaf user fo reselve such complaint,

Ptess releases

You will not, with respect te the PayPal and Varmo QR Codes, issue any

prass release or make a publle announcement pertaining to PayPal or the
PayPal and Venmo QR Codes without the prior written consent of PayPal
or us,
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Part 2: General Terms and Conditions

Card Ganeral Terms, [n addition to the praceding Your Payments
Acceptanca Guide, our Agreement with you Includes the following General
Terms. 1T you fall 1o follow any of the provisions of the Yaur Payments
Accaptance Gulde Froceduras or General Terms, you may ineur certaln
liabilities snd we may terminate our Agreement.

21 Sarvices

Sublect te Card Organlzation Rules, Services may be performead by
us, aur Affiliates, our agents, or other third parties we may designate
from time to time in connection with this Agreement.

22 Your Payments Acteptance Gulde; Card Organization Rules and
Compliance

You agree to follow all regulrements of this Agreemant in connection
wiih each Card transaction and to comply with all applicabla Card
Crganization Rutes, Including without limitation, the data securlty
requiramants deserlbed In Part /, Sectfon 5, From time to time, we
may amend the General Tarms, by praviding you with at lkeast 20
days' priar written notice, and those pravisions will be deemed

23.6  You acknowledge and agree that transfers to and from the
Settlernent Accournt shall be based an the acoount number
and routing humber supplied by you, We ara not responsible
for detecting errors In any Settlemert Accaunt information you
provide, ineluding the account numbers and rouling numbers,
even If any of thase numbers do not correspond to the actua!
account or financlal Institution Identifiad by name,

23.7  This Agreement is a aontract whershy we are extending
financial accommadations to you within the meaning of
Saction 385(c) of the .S, bankrupley code, Your right to
recalve any amounts due or to become due fram us is
expressly subject and subordinate to Chargaback, setoff, lien,
security interast and our rights to withhold setilement funds
under this Agreement, without regard i whether such
Chargeback. setoff, llen, security interest and the withholding
of setllernent funds rights are baing appliad to clalms that are
liquidated, unliquidated, flxed, contingent, matured or
unmatured.

incorporaled Inte this Agreement. However, for ¢hanges in the Card 24 Exclusivity

Organizatlon Rules or for securlty reasons, cerain changes in Card
procedures may beccme effeclive on sharter notice. If there are any
inconsistencies between the Gareral Terms and Your Payments

During the term of this Agreement, you shall use us as your exclusive
provider of all Sarvices.

Acceptance Guide, the Ganeral Terms will govern, Yeu are 28 Fees; Ad]ustments; Collaction of Amounts Due

respensible for staying apprised of all applicable changes o the Card
Organlzatien Rules and maintaining compilance with the Card
Organlzation Rules, Card Qrganization Rules may be avallable on
web slies such as hitp://usa. visa.gom/merchants/merchant-

support/idernational-operating-recutatlons jsp and

hita/Awww, mastercard, com/us/merchant/supoortirules . himl.
These links may change from time to time.
23 Settlement of Card Transactions

23,1 We witl only be required to settle Card transactions for Card
types specified in your Application, Pramptly after presentrent
of Sales Drafts pursuant to Your Payments Acoeptarice Guide,
we'wlli Initiate a transfer of the appiicables satflement funds to
you,

232 Unless otharwise agread to It writihg 16 the contrary, all
diseourt fees are dedudiad dally, All seftiements for Visa,
Mastercard, Discover Netwark, PayPal and American Express
Card transactiens will be net of Credits, Summary
Adjustments, applicable discount fees whan due,
Chargebacks znd any other ameunts than due frem you, We
may alsa set off from any payments otherwise dus, any
amounts cwed to any of our respective Affiliates, whether or
not arlsing out of or related fo this Agreement,

23.3  All credits to your Settlemeni A¢cuunt or other payments (o
you ara provisional and are subject to, among other things,
our rlght to deduct our fees, our final audit, Ghargebacks
(inctuding our related lossas), and foes, fines and any other
charge impasacd on us by the Card Qrganizations as a result
of your acts of emissions. You agree that we may deblt or
cradit your Setllement Account for any deficlencies, overages,
fees, pending Ghamebacks and any other amourits owed to
us or any of our respective Affillates, or we may deduct such
amolints from settlement funds or other amounts due to yau
from us, or our respective Affliiates. You further agree we can
offset any arounts owed {o us or our Affiliates related to
activity In other accounts maintained in the name of or
guaranteed by you, any of your princlpals, guarantors or
authorized signars. Alternatively, we may elect to nvolee you
for any such amounts, net dug 30 days after the involce date
or oh such earller date as may be specifled.

234 We willl not be liable for any delays in raceipt of funds or errors
In debit and eredit entries causad by you or any Person,

235  In addition to any other remedies avallable to us under this
Agreement, you agree that should any Event of Default (see
Seetion 30.4) oceur, we may, with or withaut notles, change
pracessing or payment terms andfor suspend credlts or other
payments of any and all funds, money and amounts now due
or hergafter to become due to you pursiant to the terms of
this Agraement, untll we have had reasonable opportunity to
investigate such evenl.
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28.1  in consideratlon of the Services provided by us, you shall be
charged, and heraby agree to pay us any and all fsos set forth
In this Agreament (for the purposes of clarity, this Includes the
Application and any additional pricing supplements or
subsequent communications), all of which shall be calculated
and payabfe pursuant to ths terms of this Agreement and any
additlonal nricing supplemants or slibsequent
communications. [f a transaction fafls to qualify for your
ardicipated interchange levals or you Inadvertenty or
Intentlonally accept & transaction cther than the type
anticipated for your account (Including a differant Card lype},
ther, as applieable to your pricing method, you will be eharged
a higher interchange, Discount Rate or Non-Qualified
Interchange Fee, as well any applicable surcharge for that
transaction, all as further described In Section A.3 of Part 4 of
thiz Agreement and in the Agplication. With respect to
inadvertant or Intentlenal accoplance of a fransaction other
than the type anticipated fur your account (including a diffarent
Card type), you will alsc be subject to payment 1o us of our
then-current fransaction fee(s) with respact to such Card and
/or transaction and be liable, obligated and responsible under
this Agreement for any such trangaction to the same extent as
you would be if it was of a Card type elected and approved,

For more informatlon on Visa's and Mastercard's intarchangs
rates, please reach out to your designated Independent Sales
Organization (ISG),

282 All authorization faes will be charged for each transaction that
you attempt to authorize, All caplure fees will be charged for
each transaction that you transmit to us for sattlement, 1f you
are belng billed a comtiined fee for both the autherization and
capture of a transaction, the autharization and capture must
be submitted as a slngle transaction, otharwise the
autharization and the capture will each be charged separataly.
You are responslble for ulllizing software or servicos that will
corractly submit these transactions to achieve the comblned
billing.

25.3  The fees for Services set forth In this Agreement are hasad
upon assurptions assoclated with the anticipated annual
voluma and average transaclion size for all Sarvices as set
forth in this Agraement and your method of doing business. If
the actual voluma or average transaction size are not ag
expecied or if you sigrificantly alter your methed of dolng
business, we may adust your discount fee and transaction
fees without pricr notice.

254  The fees for Servises sat forth in this Agreement may be
adjusted to reflect increases, or new fees imposed by Card
Organizations, including without imitation, interchange,
assessments ard ofher Card Organization fees, or lo pass
through Increases or new fees charged {o us by other Persons
related to the Services, All such adjustments shall be your



25.5

256

287

25.8

2510

2511

rasponsibility fo pay and shall become effective upon the date
any such change or addition s implemented by the applicable
Card Organization or other Persen as spegified in our notlce
toyou.

Subjact to Sackon 30.3, we may also increage ourfeés ar add
new feas for Services for any reason at any time, by nofifying
you 30 days’ prior to the effectlve date of any such change or
addition.

If you reeelve setttement funds by wire ransfer, we may
charge a wire fransfer fee per wire,

To the extent the Automatad Cleering House (ACH) setilement
process is used to effect debits or eredits fo your Seftlement
Account, you agree to be bound by the terms of the operating
rules of the Natianal Automated Clearing House Assoclatlon,
as In efiect from Hime to time. You hereby autherize us to
initiate credlt and deblt enfrles and adjustmenis to your
account through the ACH netwerk and/or threugh direct
instruetions to the financlal institution where your Selflement
Arcount is maintained for amounts due under this Agreement
and under any agreements with us or our respactive Affitlates
for any producis o services, as well as for any credit entries In
error, You hereby authorlze the financlal institution where your
Sattlament Account Is maintalned to effect ail stich debits and
credits to your account, This authorlty will remain in full force
and affect unllt we have given written notice to the financial
institution whara your Settlement Account is maintained that
alt monies due under this Agreemant and under any other
agreements with us or our respective Affiliates for any
products or services have been pald in full. You are solely
responsible to inform us ih writing if you want any fees or
other adjustments lo be debited from an account other than
your Settlement Account,

You agree {o pay any fines imposad on us by any Card
Organization resulting from Chargebacks and all fees, fires
and other sharges imposed on us by a Card Organization with
respect lo your acis ar omigsions, You are alse responsible for
all fees, fines, agsessments, and other llabilitles imposed on
us as a resull of acts or omisslons by your agents or third
parties.

If your Chiargehack parcentaga for any line of business
exceads the estimated indusiry Chargeback percentage, you
shall, in addifien to the Chargeback fees and any apglicable
Chargelrack handling feas or fines, pay us an excessive
Chargeback faa for aff Chargebacks otsurring In such menth
in such line(s) of business, Each estimated industry
Chargeback percentage g subiect to change from time 1o time
by us in ordar to reflact changas in the industry Chargeback
percentagas repotted by Visa, Mastercard, American Express,
Dlscover Network, or PayPal, Your Chargeback Parcentage
will be calculated as the largar of {a) the total Viga,
Mastercard, Amerlcan Express, Discovar Network, or PayRal,
Chargeback items in any line of businass in any calendar
month divided by the number of Visa, Mastercard, American
Express, Discover Network, and PayPal transactions in that
line of busirees submilted that month, or (b) the tatal dellar
amount of Visa, Mastercard, American Express, Discover
Network, PayPal, and Chargebacks in any line of business
received in any satendar month divided by the tofal dollar
amount of your Visa, Mastercard, Amerlcan Express, Discover
Network, or PayPal transactions In that ine of business
submitted n that manth,

Iri the event the State of Washington charges us business and
occupation tax ot the fees or amounts Imposed by Card
Qrganizations, interchange, and any other fees of
assessments passed through to us assoclated with or charged
to your transactions {Pass«Through Fees), you wilt pay us an
acditiona monthiy fee equal 1o the then-current rate of fhat tax
multipled by all Pass-Through Fees for all of your locations In
Whashington State for that month,

You agree to promptly and carefully review your mershants
statements or other decuments provided or made available to
you {physlcally, electronically, or otherwise provided by Us or
others) reflecting Card transaction activily, including, activity in
your Setitement Account, If you bellove any adjustments
should be made with respect to your Settlement Account, you
must notify us in wiiting within 60 days after any debit or credit

2512

26.13

is of ghollg have been effectsd or such shorter period as
provided in the terms and conditions that govesn such
account. If you nolify us after 60 days, wa shall have no
obligation to Investigate or effect any adjusiments. Any
voluntary efforts by us to assist you In ihvestigating suich
matters shalf not create any obligation to centinue such
investigation or any future Invastigation.

If you de nat pay us all fees and any other amounts due under
this Agreament within 30 days of the daie of our merchant
statemant or other statement selting forth the amount dug,
theh we may, in our sole discretion, charge you Interast, for
such tima that the amount and all accrued interest remain
ottstanding at the lesser of (1) 12% APR, ar (2} the maximum
rate permitted by applicable law.

Other Dabits, We may alsc debit your Settlement Acoount or
your setfiemant funds In the event we ate required to pay
Gard Organization fees, chargas, fines, penaities or cther
assessments as a consequence of your sales activitles. Such
debits shal not be subject to any Imitations of {ime specifiad
elsawhere In the Agreement, including, withaut Emitation the
following, which we may add to or delets from this llst as
changes octur in the Card Qrganization Rulss or our Your
Payments Acteptance Guide pursuant fo Seetlon 22:

» Card Organization fees, charges, flnes, penaities,
registration fees, or other assessiments including any fees
fevied agalnst us or any amount for which you are obligatad
to indernnlfy us.

» Cumency conversion was Incorrectly calculated.

NOTE: For Discover Natwork transactions, you are not
permitted to convart from your local Discover Network
approved currency info another curency, nor may you guote
the price of a transaction In U.&, Dollars If completed In
another approved currancy.

= Discount Rate not previously charged.

« Reversal of deposlt postad to your account in error,

« Debit for Summary Adjustment not previously postad,
» Raversal of Cradlt for deposit previcusly posied.
Debit for Chargeback never posted to your account,
Debit for EDG Bateh error fee.

Card Organization Merchant Chargebacl/fraud monitoring
fees - extessive Chargeback handling fees,

Failure of transaction to meet Member Controller

Authoslzatlon Service (MCAS) - Gardholder account

number on exceptlon file,

+ Orlginal transaction currency {forelgn) not provided.

+ Travel Vaucher exceeds maximum value.

s Dehit and/or fee for Investigation and/or Chargeback cosis

related to this Agreement, or fer costs related to our

collection activities in an amount no less thar §100.00.

Cosis arising from replacement or damage to equipment
rent

-

L3

'+ Payment of curtart or past due amounts for any equipmant

purchase, rental or leasa.

Incorract merchant deseriptor {name and’er city, state)
submitted.

tncorrect transaction date submitted.

Shipping and handling fees.

Costs or expenses associated with responding to any
subpoena, garnishimant, levy or other legal process
assoclated with your acgount In an amount no less than
$180.C0.

-

26 Chargebacks

2614

28,2
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You shall be responsible for reimbursing us for all transactlons
you submit that are charged back, See Your Payments
Acceptance Guide for additional information regarding
Chargebacks and Chargsback procedures,

You shall relmburse us for any Chargebacks, return ltems, of
other lossas resulting from your fallure fo produce a Card
transacticn racord requested by us within the applicable time
[imi¢s.



27 Representations; Wai'ranties; Covenants; Limitatlons on
Liabllity; Exclusion of Consequentlal Damages

any security interest or llen in the Raserve Account,
Settlement Account or transaction proceeds to any
Parsen without our censent;

271 Without limiting any other warranties hereunder, you
represent, warrant to and covenant with, us, and with the 27.2  This agroement Is a sorvice agreement. We disclaim alf
submission of each Sales Draft reaffirm, the following representations or warranties, express orimpfied, made
reprasentations, warrantles andior covenants: to you or any other person, including without imitation,
2711 each Card transaction Is genuire and arises from a any warranties regarding quality, aultabiiity,
bana fide transaction permissible under the Card merchantability, fitness for a parffcuiar purpose, non-
Organization Rules by the Cardhalder directly with Infringement ar otherwise of any services or any goods
youl, represents a valfid obligation for the amount provided incidental to the services provided under this
shown an the Sales Draft, preaulhorized order, of agreement, mc!qd’.’ng without limitation, any serviees or
Credit Draft, and does not involve the use of a Card any goods provided by a third party.
for any other purpose; 27.3  inno event shall we or our affiliates or any of our or their
27.1.2  each Card transaction represents an abligation of respective diractors, afficers, empioyees, agants or
the rejated Cardholder for the amaunt of the Card subcontractors, be llabie unar any theory of tart,
transastien: contract, strict llabilly or other legal theory for lost
profits, fost revenues, fost businass cpportunities,
27.1.3  the amount charyed for sach Card transac'tlo‘n Iz net exempiary, punitive, special, incidental, indirect or
subjeat o any dispute, setoff or counterslaim; consequential damages, each of which Is heraby
27.1.4  each Card transacilon amount is onfy for respective excluded hy agreement of the pariies, regardless of
merchandlse of services (ncluding taxes, but whether such damages were foreseeable or whether any
without any surcharge) sold, leased, or ranted by party or any entily has been advised of the possibility of
you pursdant to yeur buslness as indicated on the such damages. Client acknowledges and agrees lhat
application and, except for any delayed detivery or payment of any early termination fae or fquidated
advance deposlt Card transactions axprassly damages as provided eisewhere in this agreement shal!
authorized by this Agdreement, that mel;?handise or not be prohibited by this paragraph,
servica was actually deliverad to or performed for 27.4  Notwithstanding anything in this agreement to the
the Cardholder entering intc that Card fransaction contrary (fncluding but not flimited to Section 33), our
simultaneously upon your acceptl\ng.and auhmitting cumulative abitity for all losses, claims, suits,
that Card transactlon for processing; controversies, breaches, or damages for any cause
27.1.8  with respeci to each Card fransaction, you have no whatsoever {including, but not limited to, those arising
knowladge of nofice of any fact, elreumstance or out of or refated to this agreement), regardless of the form
defense which would indicate that such Card of action ot legal theory, shall not uxceed, (1) $50,000; or
{ransactlon !s fraudulent or not authorized by the {2) the amount of fees recelved by us pursuant to this
related Cardholder or which would atherwise limpalr agreement for services performed in the Immediately
the valldity or collectabllity of that Cardholder's precading 12 months, whichever Is less.
obiigation arising from that Card tiansaction or 275 Notwithstanding anything in this agreement to the
relieve that Cardheider from liability with respect contrary, aur liablilty for any delay in funding fransactions
thereto; to you for any reason, other than for any reason
27.1.8  each Card transaction is made In accordance with described int Sections 22.4 and 23.6, wilf be {imited to
these General Terms,; Card Organization Rules and interest computed from the date that you submit the
Your Payments Acceptance Gulde; transaction to the date that wa fund the fransaction at the
2717 each Sales Draftis frae of any altemation not rate of the federal funds as set by the federal reserve
authorized by tha ralated Gardholder; bank of New York, New York, from lime-fo-time, less 1%,
2718 you have completed one Card transaction per saie; 276 Notwithstanding anything in t{u’s agreament to the
or one Card transactlon per shipment of goods for contrary, Bank Is not re_spongtble, and shall have na
which the Cardholder has agraed to pariial ”abi{ity, o you I any way with respect fo non-hank
shipments; sesvices.
27.1.8  you are validly existing, in good standing and frae to 28  Confidentiality
anter into this Agreement; 28.1  Unless you obtaln witten consents from us and sach
27.1.10  each statement made on the Application or othar applicable Card Organization, lssuer and Cardholder, you
Informatior provided to us In suppart of tais must not use, disclose, sters, sell or disseminate any
Agreemant s true and correct; Cardholder information: obtained in connection with a Card
271,41 ) i transactlon (including the namas, addresses and Card
.31 you are not doing businass under a name or slyle accourt numbers of Cardholdars) except for purposes of
not previously disclosed ta us; authorizing, compleding and settling Card transactions and
27112 youhave not changed the nature of your buslness, resolving any Chargebacks, Retriaval Requests or simifar
Card acceptance practices, delivery methods, return Issues involving Card transactions, cther than pursuant to a
policles, ar types of produsts or services scld court or govesnmental agency raquest, subpoena or order.
requiting a different MCC under Gard Organization You shalk use proper conlrals for and limit aceess te, and
Rulss, in a way not previously disclesed 1o us; rander unreadable prior to dlscarding, all records containing
27413 you will use iy for Cardholder account numbers and Card imprints. You may not
1 Eusiness puﬁggsiﬂiﬁg m{n nﬁ re}grg;flr;\:;r:ﬁ;oger retain or store Magnetle Stripe data or Card Validation Codes
indiractly, any part of the Sarvices te any Person; after a transaction has baaen authorized. if you store any
(Note: Factoring is prohiblted,) electronlcally captured signature of a Cardnolder, you may not
reproduce such signature except upon our specific reguest,
27.1.14  youhave not filed a bankrupley petition not ) ) _
praviously disclosed to us; 28.2  You acknowledge that you will net pbtam ownership rights in
27118 vous d control the Sellsment A t and any informalion relating 1o and derlvad from Card
e you awn ana contral the E’i" "f ceount, and no trangactions, Cardholder ccount rumbers, personal
third p.laﬂy security interest or fien of any type exists information and othar Card {rangaction information, including
regarding the Seftlement Account or any Card any databases containing such information, may not ba sold
transaction. or disclosed t0 a Persen as an asset upon a bankruptey,
27.1.16  you will not at any tima during the ferm of this insolvency of fallure of Client’s business, Upen a bankruptey,
Agreement, or untif ail amounts due ynder this ingolvency of fallure of Client's business, all Card transaction
Agresmeant have been paid in full, grant or pledge information must be returned to Servicers or acceptable proof
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of the destruction of all Card transaction information must be
provided te Servicers.

28.3  You will reat this Agreement, the Card Organization Rules
and any Information supplied cr otherwise mads accessible by
us of oLir agenis as confidential, including without limitation,
{1) information abeut the products, services, operations,
procedures, customers, suppliers, sales, piicing, business
plans and markéting strategies of Servicers, their respective
Affillates and the customers, clients and suppliers of any of
tham; (2) any seientlfic or technical Information, design,
procass, procedure, formula, or Improvernent that is
commerclally valuable and secret in the sense that its
canfidentiality affords Servicers a competitive advaniage over
Hs competitors; and (3} all confldential or proprietary concepts,
documantation, reports, data, specifications, computer
software, source code, ohject oode, flow charts, databases,
Inventions, know-how, show-how and trade secrets, whether
ar not patentable or copyrightable and will not disclose the
same to any third parties, provided, however, thet these
rasirletions do not apply to information: {a) rightfully obtained
on a nen=confidential basls from a Parson and your agents
and raprasentatives, which Person was not subject to a duty
of sonfidantlality, (b} nghtiully and Independently known by
you on a non-cenfidential basis prier to its disclosure or {c}
generally avaifabie ta the public other than through any 29
digclosure by or fault of you, your agents or representatives.
28.3.1  Our confidential infarmation shall e used by you

enly to exarciaa your rights and to perform your
obligations heraunder. Cllent shall recelve cur
canfidential Infermatlon In confidence and not
dizclose the ¢onfidential infermation to any third
parly, excepl as may be agreed upon in writing by
ug, Cllent ehali safeguard all of our confidentlal
Information using a raasonable degree of care, but
not legs than that degrea of ¢are used by It in
safeguarding ita own similar information or material,
Unon requast by us or upon tarmination of this
Agreasmant, Glient shall return to us or destroy alf of
our confidential |rafoxmatl0n It fts possession or
contral,

28,32  The obligations of cunﬂdenlldllty and restrictions on
uge in this section shall not apply ta any confidential
infarmation that; (1) was in the public domaln pricr
1o the date of the Agreerment or subseguently came
into the public domain thraugh ro fault of Client; (2)
was received fram a third party free of any
ohligation of confidence of Cllent o the third party
and which third party, to Clieit's knowledge, was not
under an chiigation te keep the information
confidential; (3) was already In Client'a possasslon
prior to recelpt from ug; {4) i raquired to be
disclosed by law, ragulation er court erder aftar
giving us a8 much advance notice as practical of the
passibility of disclosure; or (8) is subsequently and
indapendently developed by Client's employees,
consultanta or agents without use of or reference to
our confidential infarmation.

2833  Except as specifically providad for herein, this
saction dees not confer any right, license, interest or
tile in, ta ar under our confidential information to
Cllant, Excent aa specifically provided for harein, no
license Is hereby granted to Client under any patent,
traderark, copyright, trade secrat or other
proprietary fights of aurs.

28.3.4  Client acknowledges that breach of the restrictions
on use or disclosure of any our confidential
information weuld rasult in immediate and
irraparable harm to us, and money damages would
be inadequate to compensate for that ham. We
shall be entitled te equitable relief, In acdition to all
other available remedies, to redress any breach.

284 We may use data collected as part of performing payment

' processing or other transaction-relatad saivicas for you

(Transaction Data) for the purpoge of providing additlonai

preducts and services to you, other merchants, or third

partles. This Includes collecting, using, and de-identifying
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28.5

28.6

28.7

cardholder information, dates, amounts, and other Trangaction
Data to provide you with analytic products and services as
well as collecting and using Transaction Data anonymized and
aggregated with other merchants' transaction data to provide
you, other merchards, and third paltles with analytic products
and sarvices.

You shali net assign to any Person, the nqhis to yaa the Markas
of Servicers, our agents or the Card Organizations,

All rights, title, and Interast in and te all intellectual property
retated to the Services {Including without limitalion, the
content of ary materlals, web scresns, layouts, processing
tachniques, proceduras, algerithms, and metheds), owned,
developed or licensed by us prior to, during tha term of, or
after the Agresment, or employad by us In connectlan with the
Services and any updates, changes, alteralions, or
modifications to or derivailve works from.such intellectuat
property, shall be and remain, as among the Parties, our
exciusive property.

Cliant agraes that we may obtain relevant informatlon from
any applicable telecommunications provider Utlllzed by Client,
as necessary to Investigate any ailegation of fraud, suspected
fraud of other actual or alleged wrongful act by Client in
sonnection with the Services.

Assigninents

29,1

292

29.3

29.4

Any transfer or assignment of this Agreemem by you, wihaut
our prier written consent, by operation of faw or otherwise, is
voldable by us, Any transfar of voting control of you or your
parent ghall be considered an assignment or fransfer of this
Agreement. Furthermore, you shall indemnify and hold us
harmlass from alt llabillties, Chargebacks, expenses, costs,
feag and fines arlslng from such transferse's or assignee's
Submission of Card transactions to us for processing. For
purposas of this Section 29, any transfer of voting cenirei shall
be consicerad an agsignment or ransfer of thia Agreement,

The payment Services provided by us require access o a
single bank account in which we may initiate both credits and
debils. You may not enter into any agreermient thal would
requlra, In any ciccumstance or event, the transfer of any
payments or procaeds from Gard fransactions covered by this
Agreement to the custody or control of any Person. You may
not asaign any rights, including the right of payment under this
Agraemant, to any other person. In the event that you maka
an assignment {or provide a security interest) of receivables
caverad by this Agraement, then we may, at our aptlon, elect
1o (a) refuse to acknowledge such assignmert unless
accompanied by an Authorizatlon to both initlate debits or
oredits to the bank account of the assignee, (b) terminate this
Agresment immadiately, or (¢} charge for any transfers that we
ara cailed Lpon to make manually fo fulfill such an assfghment
at the rate of $100 per transfer.

Anocther Viga and Mastercard member may be subatituted for
Bank inder whase sponsorship this Agreernent Is peiformed
with respect {c Viaa and Mastercard transactions. Upon
substitution, such other Visa and Mastercard member shall be
responsibla for alt obligations required of Bank for Visa and
Mastercard fransactions, including without limitation, fuli
responsibiiity for its Gard program and such other cbligations
as may he expressly required by applicable Card Crganizatioh
Rules.

Subject to Card Organization Rules, we may asslgn or
transfer this Agreement and our tfights, dutfes and obligations
hereunder andfor may defegata or subcontracl our rights,
duties and obilgations hareunder, in whele or in part, 1o any
Persen, whether in cennection with a change In sponsorship,
as sei forth In the preceding paragraph, or othenrvlse without
notice to you or your consent.

Except as set forth elsewhers in this section and as provided
in the following sentence, this Agreermaent shall be binding
upon successors and assigns and shalfinure to the benefit of
the parliss &nd thelr respective permitted specassors and
assigns. No assignee for the benafit of creditors, custodian,
receiver, frustee in bankeuptcy, debtor in possession, or other
persen charged with taking custedy of a party's assets or
businass, shall have any right to continue, asgume ar ‘assign
this Agreement.



- 30  Term; Events of Default .

a0A

30.2

30.3

0.4

This Agréemént shall becoms efféctive upan the later of the
tiate this Agreement Is approved by us or the date this
Agraement has been accepted by Pratassar and Bank. -

Accaptance by Processor and Bank will sceur upon the sartier -

of axecution of this Agreement by Processor and Bank, or the

- commencement of the provision of the Senvices by Processar
.and Bank. You acknowledge that we maintain a list of

business types that are unquallfied for.our Services, We
reserve the right to Immediately terminate your account if it
has been inadvartantly boarded, .

The inltlal term-of this Agreement shall commenca and shail
continue In force for three years after It becomes effective.
Thereafter, It shall continue until we or you ferminate this
Agresment upon written notice to the ather, or as otherwise
authorized by this Agreement. Should you fail to notify us in
writing of your requaat to terminate you acknowledge and
agree you will sertinue e be charged fees pursuant to this
Agreamant notwithstanding non- use of your account.
Notwithatanding the abobe or any other broviglons of this

Agreement, we may terminate this Agreement at any fima and
for any raason by providing 3C days' advanca natics to you,

* Wa may tertinate thia Agreement Immedlately or witn shorer

hotice upen an Event of Befault as provided under Sectior
30,4 of this Agreement. In the event we provide notice to you

© of any new fees orincreasds In existing fees for Servicas,

pursuantio Sectlon 25,6, you may terminate this Agreement
without further causa ar panalty by nolifying us that you are
terminating this Agraement prior to the effective date of such
new fees or increasas, However, maintalning your merchant
account, or your continued use cf the Sarvices after the

effective date of any such fee changes shall be deemed your

acneptance of such fea changes for the Services, thraughout
tha tarm of this Agreement.

lf any of the following evants shiall oesur {each an Event ot

'Default)

30.4.1 a‘,matterim adverse change in your business,
“financial canditfon, or business prespacs; or

30.4.2 . any assigrment or tranafar of voting control of you
. oryour pareni;er
30,43 asale of altor a substantiad portion of vour assets;
ar

30.4.4  irregular Card sales by you, excessive

‘ Chargebacks, honcompllance with any applicable
data security standards, as determined by
Sarvloers, or any Cavd Oryanization, or any other
Person, or an aciual or suspected data security
breach, or any other sircumstances which, in our
sole discretion, may ihcrease our exposure far your
Chargebacks or otherwise presant a financial or
sacurity rlsk to us; or

30.46  any of your representatiens, warranties or

covenants in this Agressnent are breached in any
respect; or

30.4.6  youdefaull in any material regpect in the
performance or oheervance of any term, cendition
or agreement contained In this Agraement,
Inefuding, without fimitation;, the establishment or
maintenance of funds In 4 Reserve Account, as
detalied In Section 31, or

30,47 youdefaull in any matarial respect in the
" performance or ohservance of any term, covenant
of condition contalned in any agreemant with any of
our respective Affiliates; or

"30.4.8  you defaull in the paymeni when due, of any

material indebtedness for berrowed maney, or

30.4.5° youfile a petition ar have a petltion filed by another
. party under the .S, bankrupicy cede or any other

laws relaling to hankruptcy, ingolvency or simiffar
arrangement for adjustment of debis; consent to or
fail to contest in a timely and appropriate manner
any pelition fifed against you in an involuntary case
undar such faws; apply for or gonsant to, or fail to
contest in a timaly and appropriate mannar, the
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30.5

30.6

307

30.8

309

appaintment of, or the taking of possesslon by, a
racalver, custodian, trustee or lquidator of you or of
a substantlal part of your prepeny; or make a
general assignment for tha benefit of creditors: or
fake any action for the Rupose of aulharlzlng any of
the foregolng; or - .

- 30410 your independent cetlifled accountanis shail lefuse

to deliver an ungualified opinian with respeact to your
annual fnanclalstatemerts and your cohsolldated
suhsaidiarles; or

30.4.11  a viclatlon by your of any applf icable iaw or Card
Organization Rulé or aur razsanably ballef that
tarmination of th 4 Agreeme nt or suspenglon of
Services Is natessary fo comply with any |&w
Including withart limitatich the rules and raqulatlcns
promulgated by the Ofiice of Forelgn Assets Control
of the U.S. Department of the Treasury or your
braach, as determined by Bervicers, of Section 43.2
(Compllanca with Laws), then, upen the dceurrence
af {1) an Event of Defsult specified in subsectlons
30.4.4,30.4.9, or 30.4.11, we may congider this
Agreement to be termlnated mmediately, without -
notice, and all amounts payabie heraunder shall he
immediately due and payable In fuil without demarid )
or ather natice of any 'kind, all of which are o
axpressly waived by you, and (2) any dther Everit of

~Defaull, this Agraement may be terminated by us
giving not less than 10 days' notice to you, and
upen such notlee all ameunts payable hereunder -
shall be due and payable o demand.- -

Neilher the expiratich nor termination of this Agreement ahall
terminate the obligations and dghts of the parties pursuant io
provisions of this Agreement which by their terms are Intended
to survive or be perpetual or Irrevotablg, Sugh provislons shall -
survive the explration of termination of this Agreement. Al
obligatlons by you to pay or reimburse us for ary obligations
assoclaied with transastions you have submltted tous will
survive termination of this Agreement unt!l ﬁnally and
irevocably pald in fufl and settled.

If any Event of Default ocours, regardiees of whethar stich
Event of Default has been cured, we may, in our scie
dlscration, exercige all of aur rights and remedles under
applicable law, and this Agresment including, without
limitation, exercising our rights under Section 31,

In the event you file for protection under the U.S, bankruptcy
code or any other (aws relating to bankruptey, hisolvency,
assignmant for the benefit of cradifors or slmilar laws, and you
continue to use our Services, if is your rasponsibility to open
riew aceounts to distingulsh pre and post flling obiigations.
You acknowledge that as long as you uliize the accounts you
established prior to such filing, we will not be able to
systematically segragate your post-filing transactlons ar
arevent set-off of the pre-exlsting obligations, In that event,
yau will be responsibie for submitting an ageounting
supporting any adjustments that you may claim,

The Card Organizations often maintaln merchant fists such as
the Member Alar{ To Control High-risk Merchanis (MATCH)
who have had their merchant agreaments or Card Acceptance
rights terminated for cause. If this Agreemant fs terminated for
cause, you acknowledge that we may be required to report
yaur business name and the names and other infarrnation
regarding Its principals to the Card Crganizations for inclusion
oh such list{s}. You exprassly agree and consent to such
reperting If you are terminated a3 & result of the oecurrance of
an Event of Default or for any reasoh specified as cause by
Visa, Mastercard, Discover Netwark, PayPal, or American
Express, Furitiermore, you agree fo walve and hold us
hamless from and against any and aif clafms which you may
have as a result of such reporting,

After termination of this Agreement for any reason

whatsoever, you shall continue lo bear lotal responsibility for
all Ghargebacks, fees, Card Organizat on fines imposed on us
a & resLit of your acta or omisslons, Credits ard adjustments
resulting from Gard transactiens processed purauant to this
Agreement and all other amounts then due or which thereafter
may bacome due under this Agreament,



31 Resérve Account; Securlty Interast
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You expressiy authorize us to establish a Reserve Account
pursuant to the terms and conditions set forth in lhis Section
31, The amount of such Raserve Acgount shall be set by us; in
our sole disoretion, based upon your processing history and.

the potential risk- of loss-to us as we may determine from tlme B
-to time, v
“The Reserve Account shall be fully fundad upon 3 daya notice

“to you, or In Instangés of fraud orauapected fraud ar an Event

of Default, Reserve Agcourt funding may ba immediate, Such
Regarve Account may be finded by all or any combination af

~ the following: (1} one or mere dsbits to your Saitlament

Account or any other accounts held by Bank or any of ts
Affliates, at any financidl institution malntained In the name of
Client, any of Its principals, or any of its guarantors, or if. any of
same are authorized slgners on such ascount; (2) any
paymenis otharwise due fo you, Including any amount due
from TeleCheck; (3) your dalivery to us of a letter of cradlt; or

(4) If we so agree, your pledge to us of a fraely transfarable

© and negotiabie certificate of deposit. Any such Istter of credit

or certlficata of deposit.shall be Issued or established by a
financial Institutlon acceptable tg us and siall ba'In a form

} satisfactory to us. I the evert of termination of this
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Agraemert by any party, an immediate Reserve Account may
be established withoui naties in the manner provided above.
Any.Reserve Account will be held by us for the greater of 10
menths after terminedion of this Agreement or for such longer

‘pariod of time as 1 consistent with our iability for your Card

transactlons and Chargebacks in accordanca with Card

Orgarizatlon Rules, We will hald funds pursuant lo this
Section 31 In master account(s) with your funds sflocated to

separate sub accounts. Unless spacifically ragulred by law,

: you shall not pe entitled to |nterast on ary funds hald by us in

& Reserve Account.
[fyourfunds In the Resenre Account are not sufficient to cover

-the Chargebacks, adjusimsnts, feas and other charges and
samounts due from you, or if the funds in the Reserve Account
. have heen released, you agree fo pmmplly pay us-such sums
‘upen reqliest.

Tosecura your obligations to us and our respective Affiliates

‘under this Agreement and any sther agreament for the
. prevision of aquipmant, products or services (including any -
obligations for which paymants on account of such obligations

are subsequently Invalldated, declared to be fraudulent or
preferentlal, set aside or required o be repald fo a trustee,
recelver or any other party Under any bankruptey act, state or
federal law, comrion taw or aquitabiz cauge), you grarnt to us
a first prioriy llen and security nterast in and to (1) the
Reserve Account and (2) any of your funds pertaining to the
Card transaciions contemplatad by this Agreement now ar
hereafter in our possession, whather now or hereafter due or
to become due to you from us. Any such funds, money or
amaunis now or hereafler in our possession may be
commingled with other funds of ours, or, In the cage of any
funds held pursuant to the foragolng paragraphs, with any
other funds of other custemers of ours. In addition to any
rights now cr hereafter granted under applicable law and not
by way of limltation of any such rights, we are heraby
authorized by you at any time and from time tc time, without

" netlce ar demand to you or.to any other Persen {(any such

rofice and demand belng haraby exprassly walved), to set off,
recaup and to appropriate and to apply any and all such funds
agalnst and on account of your ol:llgations to us and our
raspective Affillates under this Agreament snd any othar
agreement with us our respective Affiliates for any related
aquipment or ralaisd semvices (including any check services),
whether such obligatfons are liquidated, unliquidated, fixed,
confingent, matured or unmatured. You agres to duly executa
and deliver to us such inatruments and documents as we may
reascnably request to perfect and confirm the lien, securlty
interest, right of sét off, recoupment and subordination set
forth In this Agreement.

For seke of clarification and notwithstanding anything in the
Agresment to the contrary, In the event Sendcers deduct,
holdback, suspend, off set or set off any settiement monles of
amounts otherwise dua you pursiant to the terms of this
Agresment (collectively Set Off Funds), you acknowledgs
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thal such Set Off Funds willba hald in'a commingled Reserve
Acecount(s) of Servigers,  « .- Vo

It In replacement of or in addition tothe ﬂrst prlonty lian and
security Interest In the Resaerve’Account, you grantte . -

Servieers a first priority lleh and: security Irnterast in ard tocne- - -

or imore cerlificates of depostt, the certificates of deposit shall
ba uncertificated and shall be subject to anAcknowledgement' -
of Pladge of Certificate of Depcslt and Control Agreemant (the

Certificate of Deposit Contral Agreement) by, batwesnand© .~ .

amang Customers, Servicars and the financlel Institution that
has astablished and Issued the certffivate df-depasit, The form
of the Cerlificate of Depostt Contral Agreement and the | ]
financlal inatitution that will establish and jssue the gertificate .
of depostt shall be satisfactory and, acceptabla to Sewlcers, .

32 Financial and Cther Information'»~ . -~ . Wit
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Unen request, you wil pruvlde us and ourAfﬂIIates quarterly
financial statements withiri 48 days after the erd of each ﬂScaE
quarter and annual audlted flnancfal statements wiifain 90

days after the end of sachflscal yaar. Steh findrcial
atatements shall be- prepared in accordance with generally -
aecepted accounting principies. You will alsa provide such
other financial statements. and other Information cancérning
your business and your complianes with the terms and
provisions of this Agreement as we may reasénably reguest.
You autherize us and our Afflliates Lo obtain from third partiss
financial and credit Information redating te-you in canhedtion
with our detarmination whetherte decept this Agresmant and
our centinuing evefuation of your financial and credit siatus;
We Inay also access and useinfarmation which-you have -
provided to Bank for any other raason: Upon request, you
shall provide, and/or cause to ba provided, to us and- éur
Afflliates, or our representatives: or.reglilators {as well as those
cf the Card Organizations) reascnable access to your oryour:
providers’ facilittes and recerds for the purpose of parforming
any inspection and/or copying of booke and/or records |
deemed appropriate. In such gvent, you shall pay tha costs
Incurred by us or aur Affiliates for sugh Irapagtion, mclualng

but nat limited to, costs incuyfed for alrfam and hotel "
accommodat[ans

You will provide us with ertten nutma ot iy ]ucigment wrlt
wairant of aftachment, execution or levy ‘against any

substantial part (25% or more in value) of your total assets not -
latef than 3 days after you becoma aware of same,

33  Indemnification
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You agree fo indemnify and hold us’ and the Gard

damages and expenses: (a) result! ng from the inaccuracy or -
urdruthfulness of any representation o warranty, breach of
any covenant or agreement or any mlsrepresentatlon by you
under this Agreement; (b) arlsing out of your or your :
employees’ or your agents' negligence or wiliful miscongudt, n
connection with Card fransactlons of otherwise arising frorm
yourpravision of goods and services to Cardhoklers; (c)
arising out of your use of the Services; ar () arlsing out of any
third party indamnifications we are obligatad to make as a
rasult of your actions {including Lndemnifc‘aﬂon ofany Card
Organtzation or lsgusas). :

Subject to the [Imitations set forth in Secﬂon 274 wer agree to ’
indamnify and hald you hammless fron and agalnst all losses,
liabilities, damages and expenses resultling from any breach of
any warranty, cevehant or agreemeant ar any
misreprasentation by us under this Agresment or arlsing aut of
our or our employeed’ groas negligence or willful misconduct -
In cennection with this Agreemeant; provided, that this Indemnity
obligation shall not apply to Bank with respect to Nen-Bank
Services.

34 Special Provisions Regarding Non-E!ank Cards

341
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Non-Bank Card transacilons are provided to you by Processor
and net by Bank gnd Inciuds transactiens made using
Discover Network, PayPal or Amarlaan Exprass Voyager and
WEX Card typas. The Services provided, trangactions . .
proceased and other mallers contemplated under this Section
24 are subject to the rest of this Agreement, as spplicable,.
except to the extent the tarms of this Section 34 diractly
conflict with another provision of this Agreement, in which
case the terms of this Section 34 will control; provided,

e
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however, that {1) Bank is net a party to this Agreermant insotar
as It refates to Nen-Bank Card services, and Bank is not llable
to you In any way with respect lo such Servicas and {2y you

agree to pay Processor any per liem processing, autherization

ard other fees described.in the Application for any non-
acquired trangaction services you recelve from Processor, For
the purpases of this sectlon, the words we, our, and us refer
only {0 the Processor and not'td the Bank, You authorize us to
‘ghara Information from yaur Application with American
Exprass, Discover Network, PayPal and any other Non-Bank
Card QOrganization, . .. ‘

It you accept- Ameriean Express, you urnderstand that if,
based upon your anflcipated Card transastion voluma you o

* not qualify for our full service program but have otherwige

been approved for accepling Amerlcan Express fransactions,
your authorlzafions will be oblained from and funded by
American Express, American Express will provide you with its
own agrgement that governs those transactions. You
understand and agree that we are nol responsible and
assume absalutely no tabllity with regard to any such
transactiorig, Inaiuding but not limited to the funding and
setifement of Amerlcan Express transactions, and that
Amarican Express will charge addltlonal fees for the services
they provide.

If you aceept Discover but do not qualify for our Discover fuill
service program, Discover vill provide you with its own
agreement thal gaverns thase transactions, You understand
and agree thal we are not responsible and assume absolutely
no llability with regard to ary such transactions, Including but
notiimited 1o the awthorlzation, funding, and settlement of
Discaver transactions, and that Discover may charge
additfcnal fees for the services thay provide,

If you accept PayPal Cards you understand that the -
following requirermeris apply to PayPal Card transaciions in
addition to the information reduired In this Agreement:

* Only in-store, Card prasent transactions are elighls for
processing under this Agreement. Card not preseantionling,
cash aver, cash advance, quasi cash transactions,
international transastions or manuglly entered fransacilons
are not efigible for progassing. You must contact s or
PayPal for Information related to servicas that are nat
covered in this Agreament.

- You will previde us with Information about the Card
transactions you conduct; including, data related te your
Autherization requests,- Card transactions, and transaction
disputs responses.

+ You wilt provide us with aggregate and Individual
informatlon about the Card transactions you accept;
including, the number, type and kind of transactions you
conduct, your disputes, your business operations, yaur
raerchant category code information, and any othet
information you are required to provide under this
Agresment.

« You will not use, stere, retaln or otherwise disclose any of
PayPal's corfidential Information, Cardhoider data,
magnetie sripe track data, or PayPal Card transactlon data
{othér than as necessary to complele a fransaction).

Yaou will hot use PayPal Cardhofder's personal Informastion
for marketing and/or other purposes without explicit consent
from the Cardholder,

If you accept JCB, Diners Glub International, UnionPay,
BCeard, and Dinacard, you agree to be haund by the

-

. Discover Network pravisions of this Agreement. You also

acknowledge and.agree that JCB, Diners Club Intarnaticnal,
UniorPay, BCcard, and Dinacard fransactions wifl ba
processed under and subject to Discover Network Card
Crganizatien Rules, -

If you accept Voyager andior WEX Cards, you agree fo be
bound by the WEX aru/or Voyager rules. You also agree to be
bound by all other provisions of this Agreement which are
appiicable to WEX andior Voyager.

If you execute a separate WEX Merchant Agreement (WEX
Non Full Service Program), you understand that we will
provide such agreemment to WEX, but that neither we nor WEX
shall have any ubligation whatsosver ta you with respect to

34.8

processing WEX Cards unless and until WEX exaciies yolr
WEX Merchant Agreement. if WEX execules your WEX
Merchant Agreement and you accept WEX Cards, you
understand that WEX transactions ars processed; authorfzed |
and funded by WEX, You understand thal WEX lssolsly. .
responsible for all agreements that govern WEX transactions .
and that we are not responsible and assume apsolutaly no
{lability with regard to any such agreements or WEX
transactions, including bt net lImited to the funding and
seftlement of WEX transactions. Yois understand that WEX will
charge additional fees for the services that it provides. | -

in addition to tha Infarmatlon statsd in Part 1, Appendix 1
of the Your Payments Acceptance Guide regarding ;. -
Vayager Cards, the follawing terms apply .. o

+ Under Saction 27 (Representations; Warrarilas; -
Govenants; Limitatians of Liakility; Exclusion of
Consequentlal Damagas) of the General Terms, Inne event
shall our cumulative liabifity i you for losses, claims, suits,
controversies, breaches ordamages for any cause
whatsoevar In connection with Voyager transactions exceed
the lesser of §10,000.00 or the Voyager trarisaction fees
pald by you {o us for the two months prior to the action
glving arise to the cfaim. : s

« Notwithstanding anything In this Agresment to the contrary,
our obligatlon to provide services to you relating lo any
Fleat Gard will terminate automatically without penalty to us
or the refated Card Grganization upon the earliér of (1) the ‘
termination or expiration of our agresment with such Card
Organizatlen, (2) at least 20 days prior written rotles by us
to you; (3) your fallure to comply with materlal terms relating
to such Fleet Card trangactions, or (4) wrillen notice, If a
Card Organization dissontinues Its Card.

35 SBpeclal Provisions for Deblt Card.

The special provisions outiined In this Section 35 apply only to those ‘
Debit Card transactions that are processed by a Cardhalder entarlng

a PIN unless the transactlon is a.nstwork supported PINless o
transaction, A PINless fransaction s a.Deblt ¢ard-transaction that a
merchant submits tu us for settiementfundlng iransactions with
neither a FIN nor Signature, The Servicas provided, transastions
processed and other mailers contemplated under this Section 36 are
subject to the rest of this Agreement, as applicdble, except to the
extent the terma of this Sectfon 35 directly conflict with another
provision of this Agreement, in which case the terma of this Section 35
will conirol,

36.1
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Debit Card Acceptance. Most, but not all, ATM Cards (Debit
Cards) can be accepted at the peint of sale at participating
locationa, Examine the bagk of the Debit Card to determine if
the Card parilcipates In a PIN Gakit.network that you are
authorized to accept. PIN Debit network Mark(s).are usually

‘printed on the back of the. Card. If the Deblt Card is valid and

issuad by a financial institution lssuer participating In 2 PIN
Debit network, you must comply with the folowing generat
requirements for all participating PIN Debit networks, in .
addition to the specific requirements of that PIN Dehit.
network: - :

« You must henor all valid Dabit Cards whan presanted that
bear authorized PIN Debit network Marks,

+ You must treat fransactions by Cardlwdlders'frpm all Issuers
in the same manher,

+ You may not establish a minimurh or maximum transaction
amount for Deblt Card accaptance. ‘ e

« You may not require additional information, basides the
PIN, for the cempletion of the transaction unless the
sircumstances appear suspiciods. A slgnature is not
raquirad for Deblt Card transactions. -

+ You shall not disclose transaction refated informaticn te any
party other than your agent, a PIN Debit netwadk, or |ssusr
and then cnly for the purpose of selllement or atraor .
resclution. .

Transaction Processing. The.following general requirements

apply to all Debit Gard transactlons: ‘

* All Deblt Card transactions must be authorized and ‘
processed electronically. There Is no Voice Autharization or
frprinter procedurs for Peblt Card transactions.
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+ You may not complete a Debit Card transastion that has not
heen autherized, If you cannat oblaln an Authorizatlon at
the time of saje, you should request another form of
paymant from the Cardholder or process the transaction as
2 Store and Farward or Restbmisslon, In which case you
asaume the risk that the transaction fails to authorize or

otherwlse daclines, The Cardholder should b instruclad o

sontact the lssuer to find out why a transaction has been
declined.

» The Deblf natwork usad to procass your debit transaction
will depend upon, amang other things, our own bugingas
considerations, the avallability of the Debit network at the
tima of the transaction and whether a particular Deblt Card
15 enabled for & particular Deblt network. The Debit network
tsad to route your transaction may or may not be the
towest cost network available. We may, in our sole
discration {1) use any Debit network available to us for a
given transaction (including any of bur affiliated PIN Debit
networks) and (2) add and Jor remove Deblt networks
available to you based on a variety of factors including
avallability, features, functionallty and our own business
considerations.

» You must issue a receipt to the Cardholder upen successiul
‘oempletion of a iransaction and effsct PAN Truncation on i,

+ You may not manually enter the acceunt number for PIN
Deblt transactions. Signature Debit transaction may be key
entered if youz are unable {¢ swipe the Card, The account
nurnber must be read electrenically from the Magnetic

- Stripefchip for transactions authenticated with a PIN. If the
Magnetic Stripe/chip Is unreadable, you must request
anather forr of payment from the Cardholder, Do chlain a
signature If PIN authenticatien s net supported or available.

Any applicable tax must be Included in the tetal tranaaction
amount for which Authorization is requested. Tax may not
be collected separalely In cash,

s You are responsible for socuring your POS devices and
for Implementing appropriate controls to prevent
empioyees or others from submitiing credits and voids
that do nol reflect bona fide returns or reimbursements
of prior fransactions.

Cash Back From Purchase. You may offer cash back to your
customers when they make a PIN Deblt Card purchase, You
may set a minimum and maximum ameunt of cash back that
you will allow, If you are not currently offerlng this service, your
POS device may require additicnal programming to begin
offering cash back as leng as It is supported by the Debit
Network.

Settlement. Youl must reconcile your aceounts for each
tocation daily and notify us within 24 hours of any issues.

Adjustments, An adjustment {s a transaction that is initiated
1o corract & Debit Gard fransaction that has been processed in
error, For signature deb¥ fransactlons (Including "no signature”
signature debit transactions), both the Cardholder and the
card issuing bank have lhe right te question or dispute a
transaction, If thesa questions or disputes are not resolved, a
chargaback may ccour, You are responsible for all adjustment
and Chargeback fees that may be chargad by a Debit
natwaric. There are several reasons for adjustments being
initiated:

« The Cardhoider was charged an incorrect amount, whether
too litile or too mugch,

s The Cardhoftder was chargad more than cnce for the same
transaction.

« Aprocessing eror may have cecurred that caused the
Cardhoidear to be charged even though the fransaction did
not complete normally at the palnt of sale.

« ACardholder Is disputing the goods or services provided.

« All partles Involved In processing adjustments and
Chargebacks are regulated by time frames that are
specifled in the operaling rules of the applicable Deblt

. network, The Electronic Funds Transfer Act, Regulation &,
and other applicable Jaw.
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Speclal Provislons Regarding EBT Transactions

if you elect fo accept EBT Cards and engage In EBT transachions, the
terms and conditions of this Sactlon 36 shall apply.

EBT transactions are provided to you by Processor ang not by Bank.
The Services provided, transactions processed.and ofher maiters
gontemplated under this Section 36 are sublect to the rest of this
Agrezmant, as applicakle, except to the extent the terms of this
Seoctlon 36 diraclly conflict with anofhar section of this Agresment, In
which case lhe terms of this Section 36 will control; providad,
hawever, that Bank ls not a party to this Agreement msafar as it
relates to EBT transactions, and Bank is not liable to you in any way
with regpact fo such Services. For the purposes of this seclion, the
words we, our, and us refer only to the Pracessor and not to the

- ‘Bank.

We offer electronic Interfaces to EBT netwarks for the processing, .
settlemant and switching of EBT transactians Initlated through the use
of a state~iasued EBT card (EBT Card) at your POS Terminal(s} for
the provision of United States Department of Agricufture, Food and
Nutrition Service (FNS), Supplemental Nutrition Assistance Program
{SNAP) and Woman, Infants and Children Benefits (WIC Benefits)
and /or governmant dellvered Cash Benefits (Cash Benefits, togethar
with FNS, SNAP and WIC Benefits, collectivaly are referred to as the
EBT henefits) o EBT benafit recipients (EBT customets), subjact fo
the terms below.

351  Acceptance of EBT Benefits. You agrae ta ac:capt EBT
: Cards and provide EBT benefits to EBT customers through

the use of a FOS Terminals, PIN pag and printer or other
aquipment that maet standards as sat- forth In the EBT Rules
(Authorized Tarminal) applicable to such EBT benafits during
your normal business hours, in & manner consistent with your
normal busingss practices and in accerdance with the EBT
Rules,

You will provide EBT benefits to EBT cus!omers in
accordance with the progedures set forth in the EBT Rules, In
tha amount autharized through your Autharized Terminal upan
presentation by an EBT customer of an EBT Card and such
EBT cusiomer's entry of a valid PIN, The EBT Rules means
{1 ali procedures that we estaklish and pravide to you from
time-to-tima regarding your acceptance of EBT Cards and
provision of EBT benefits to EBT customers; (2} the Quest
Rules, as amendad fram ime-to-time, issuad by the National
Automated Clearing House Association and as approved by
the Financial Management Service of the U.5, Treasury
Department, as necassary (and any rules that succaed or
replace the Quest Rules); and (3) cther such laws, rules,
reguiations and procedures that are appilcable to the
acceptance of EBT Cards and the provision of EBT benefits
by you under this Sectian 38, including without limitation, laws
nertaining Lo delivary of sarvices to ERT customers and EBT
custemar confldantiality, the federal Civil Rights Act of 1964,
Rehabilitation Act of 1673, Amerlcans with Disabiliies Act of
1080, Clean AlrAct, Clean Water Act, Energy Palicy and
Ccnservation Act, immigration Reform and Controd Act of
1985, regulations issued by the Department of Agricuiiure
pertaining to Food Stamp Prograr, and, any additional
procedures spacified by the state regarding lost EBT Cards,
forgotten PiNs, discrepancies In benefits authorized and
similar matters by providing EBT customers with information
such as telephione numbers and addresses of the state or
other appropriate agencies. The Food Stamp Program is the
government benefiis prograrm operated under the authority of
the Food Stamp Act of 1964,

| the Authorized Terminal fails to print EBT benefit issuance
informaticn as approved and validated as a leglimale
transaction, yoli will comply with the procedures sat forth in
the EBT Rules for authorization of EST benefits in such
Instance. You are solely respenslble for your provision of EBT
henefits other than in accordance with authorizations Hmely
recalved from EBT service provider. You will net resubimit any
EBT Card transaction except as speciically parmitted by the
EBT Rules and procedurss applicabls to such EBT Card
transaction, You must provide a racelpt for each EBT
trangaction to the applicakle EBT custcmer

You will not accept any EBT Card for any purposs othar than
providing EBT Benefits, iriiuding without limitation accepting
an EBT Card as securlty for repayment of any EBT custemear
obligation to you, in the avent of any viofation of thils provislon,
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. you wifl be obligated to relmburse the state or us for any EBT

benefits unlawfully raceivad by either you or an EBT customer
to the extent permitted by law, Cash should never be

- tispensed for FNS, SNAP, and WIC Benefits.
- Manual EBT Youchers. In accordance with the proceduras

set forth In this Ssetion 3¢ and the EBT Rules, you will
manually accept EBT Cards during periods of lime whan your
Autherized Terminal Is.not werking or the EBT system in not
avallabie; youwill manually provide EBT benefils in the
amount authorized through the applicable EBT sendca
provider ta the EBT custemera at no cost to the EBT
customers. upen presantation by an EBT cuslomer of his/ her
EBT Card. All manual veucher autherlzations must be cleared
an your POS terminal for payment of voucher to be made to
you. n addition to any procedures et forth In the EBT Rules,
the following limitations will apply to manual lssuance of F5
Benefits by merchani:

(1) An authorization number for the amcurt of the purchase
must be racelved by you from the applicable EBT service
provider while the respacilve EBT customer is present
and before yeu provide such EBT customer with any
FNS, SNAF and WIC Benefits, or Cash Benefits, as
appilcable. You must not attempt to voice authorlze a
manual EBT transaction if the EBT customerls not
present to slgn the voucher, The EBT custemer must slgn
the voucher. A copy of the voucher shauld be given to the
EBT customer at the tima of authorization and you
should rataln one copy for your records,

(2) Specified EBT gustomer, clerk and sales Information,
including the telephone althorlzation number, must be
entered properly and legibly on the manual sales draff.

(3) All manual vetucher authorizations must be cleared on
your Authorized Terminal before payment of voucher will
be made to you, Vouchers must be cleared within 10
Business Days after the date of applicabie voice
authorization, Vouchers sannot be claared by any
manner sxcept by your Autharlzed Terminai therafara you
should never mail vouchers requesting payment. if a
vaucher explres before It has been deared by your
Autharizad Terminal for payment, no further action can
be taken to obtain payment for the voucher,

{4} in the event that, due to EBT host failure, EBT benefit
avallability for an EBT customer cannot be determined at
the time you request authorization, the maximum
authorized manal transaction and benefit ancumbrance
will be $40.00 or such ather state specifle floor limit as
set forth In the most currant version of the applicabie
EBT Rules.

(8) Except as specificaily provided i the applicabie EBT
Rules, you will not be reimbursed and will be solely
responsible for a manuat transaction when you falt to
obtain an authorization number from the applicable FBT
service provider as set forth In this Section 35 or
otherwise fail to process the manual transaction In
accordance with the EBT Rules,

(8) Myou have not racelved an autherization number In
accordance with paragraph 37,1 above, you may not "re-
submit" a manuai sales draft far payment for the same
transaction.

Acceptance of Cash Benafits. If you agree to accept ERT
Cards and to provide Cash Benefits, you agree to maintain

- adsgquate cash on hand to issug EBT servica provider

authorlzed Cash Beneilts and will issue such Cash Benefits to
EBT sustomers in the same manner and to the sarme extant
eash is provided o your other customers, You may nat
ragulire, and may not in your advert;slng suggesi, that any EBT
customers must purchade goods or services from you as a
condition to receiving Gash Benefits, unless such condition
applies to olher custornars as well, You may not designate
and direct EBT cuslomers to speclal checkout lanes restricted
to use by EBT customers unless you also designate and direct
other customers to special checkout lanas for Debit Cards or

-Credit Cards andfor other payment methods slch as checks

cther than cash.
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Interoperabllity, If yvou accepl EBT Cards and previde EBT:
benefiis (FNS, SNAP and WIC Beneflts and /or Cash
Benefits), you must do so for EBT customers from all states, -

Required Licenses, If you provide FNS, SNAP, and WIC
Beneflis under this Agreement, you represent and warrant to
us that you are a FNS authorized merchant and are nel
currently disqualifisd or withdrawn from redeeming food stamp
coupons or othewise disqualified or withdrawn by FNS, You
agres to secura and maintain al your own expense all
necessary licenses, parmits, franchises, or other guthorlties
reguired to lawfully effect the issuance and distributlon of EBT
banefits under this Agreamant, including without imitailen, any
applicabie franchise tax cerlificate and non-governmental
contractor's certificats, and covenart that you will not aceept
EBT Cards or provide EBT banefits at any time during which
you are not In compliance with the reguirements of any EBT
Rules.

Tarm and Termination. If you ars disqualified urwithdrawn
from the Food Stamg Program, your authority to lssue banefits
will be terminated concurrently therewith, Such disqualfication
or withdrawal will be deemed & breach of this Agreement with
raspect to your auihcrity to issue Gash Benefis and, inthe
avent of such disqualification, we have the right to
immediately terminate the provision of service undsr thiz
Section 36 or the Agreement In its entirety. With respact to the
lssuanca of Cagh Benefits only, your authority to issue Cash
Barefits may be suspended or terminated Immediataly at the
sole discretion of us, the state or its EBT service provicer,
effective upon delivery of a notice of suspension ar termination
spedifying the reasons for such suspension or termination If
there will ba (1) any sugpension, injunction, cessatien, or
termination of the ERT service pravider's authority to provide
EBT services to the state; (2) fallure by you, upon not less
than 30 days' prior written notlce, ta cure any breach by you of
these terms and conditfons, Including without fimltation, your
failure to support the issuance of EBT benefits during your
normal business hours conslstent with your normal business
practices, your failure to comply with EBT Beneflt issuancs
proceduras, your Imparmissible acceptance of an EBT Card,
or your disqualification or withdrawal from the Foud Stamp
Program; or (3) based on a state's or its EBT setvice
provider's investigation of the relevant facls, svidence that you
or any of your agents or amployees are commilting,
participating in, or have knowledge of fraud or theft in
connection with the dispensing of EBT benafiia, If you fall Lo,
oure any breach as set forth above, you may appeal such
suspensicn of termination to the appllcable state for
determination in s sole discration.

[n the event thaf your authority fo accept benefits is
suspended or terminated by a state or its EBT service
provider, and you successfully appeal such suspension or
fermination to the state or its EBT sendce provider, we shall be
under no obligation to rainstate the services praviously
provided under this Seection 36 ar the Agresment, as
applicable,

The provision of services under this Section 38 shall terminate
automatically if cur agreement or our service provider's
agrasment with any applizable sfate's EBT service provider
terminatas for any reasen,

You will give promgf notlce to us if you plan to stop acsepting
EBT Cards and providing EBT benefits orif you arg unabia to
comply with the terms of this Section 36.

Confidentlality of EBT 8ystem Information, All Infermation
relatad to EBT customers and for the issuance of EBT benefits
shall be considered confidential infarmation,

individually identifiakle Information relating te an EBT
custemer or applicant for EBT beneflts will be hald confidantial
and will not be disclosed by you or your directors, officars,
employees or agents, without prior wrliten approval of the
applicable state.

You will: (&) Implement appropriate measures designad to: (1)
ensure the securily and confidentiality of all non-public
personal information or materials regarding customars (NPPRI);
(2 protect against any antisipated thresis or hazards te the
sacurity or integrity of NPPY; (3) protect against unauthorized
access to or use of NPPI that could resuit in substantial harm
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or Inconvenlence to any customar and (4) ansure the proper
dispogal of NPPI; and (b} take appropriate actions to addsasy
incidents of unauthorized access to NFPY, including
notification to us as scon as possible.

.The use of Information obtained by you in the performance of
. your dutles under thig Seétfon 36 will be limited to purposes

diractly connected with stich duties,

EBT Service Marks. You will adequately display any
appilcabie state's servica Marke or other licensed marks,
Inciuding the Quest Marks; and other materlals suppiled by us
{collectively the Protectad Marks) in accordance with the
standards set by the applicable state, You will use the
Protected Marks only to indicate that EBT benefits are lssued
at your location(s} and will not indicate that we, any state or is
EBT service provider endorse your goods or services. Your
right to use such Protected Marks pursuant to this Agreement
will continua only so lang as this Section 36 remains in effact

" ar until you are notifed by us, any state or its EBT service

pravider to cease thelr use or dispiay. You will not use the
Marks of any EBT service provider without prior written
approval from such EBT servies provider,

Miscellaneous.

36.9.1 Errors. You will fully cooperate with Uug and any cther
participants in the EBT system In the rasolution of
errors and disputes regarding EST transactions
processed pursuant to this Seetian 36, You will
promptly notlfy us of any suoh arrors or digpites.

36.9.2 lssuance Records.

(1) You agree to make available such informational
materials as may be required by the state, its
EBT service provider or any applicabie
regulations pertaining to the Issuance of Benefiis.

{2) You wilt retain all EBT-related records {Including
but not limited o manual sales drafts or
vouchars) In the mannar required by the EBT
Rules or otherwise reasonably requestad by us
for & years following the date of the applicable
E&T transaction, or for such addltional perlod as
may be required by the EBT Ruies, Reccrds
involving matters In liigation will be kept by you
for & period of not less than 3 years following the
terminatlon of the applicable litigation. Copies of
any documertts in media other than paper {e.g.,
microfilm, ete.) relaled to this Sectior 36 may be
gubstituted for the orlgingls to the extent
permilied under applicabie EBT Rules and
provided that legible paper copies can be
reproduced within a reasonable time afler such
records are requested,

(3)  You will make all EBT.related records avallable
for audit upon request ta representatives of the
state or its EBT sarvice provider, or ather
authorized state or federal government agency
during normat business hours.

(4) To assure compliance with this Agreement,
including without Himitation this Sectfon 386, the
state, ils ZBT service provider, or other
authorized state or fadaral government agency,
will at all times, upon advance notlce execept In
the case of suspected fraud or other similar
actlvity, have the right to erter, during rermal
business hours, your premises fo Inspect or
evaluate any wark petformed under this
Agreement, or to cbtain any other informaticn
tequired 1o be provided by you or otherwise
relatad to this Agreement,

36.9.3 Training. You wikt train and permit your employaes 1o
receive training regarding the issuance of EBT
henefis,

36.2.4 Amendments. Notwlthslandmg anything to the
cantrary in this Agreenient, if any of these termns and
conditions are found to conflict with tha EBT Rulas or
fadaral or state policy, these terms and condiiions are
subject to raasonable amendment by us, & state or its
EBT sarvica provider to address such conflict upon
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wirritten notice to you and such amendment shall
become sifective upen such notice. -

36.9.5 State Action, Nothing contamed_herein shall preqlude

- a state from commencing appropilate adminisirative or
legal action Againgt you or for making any referral for
such actlor to any approprlata fadera! state. er !ocal
agency.

36.9.6 Reforence to Stata, Any rafatences tn state herain .
will maan the state in which you accept EBT benefits
purzuant to this Section 36, If you accept EBT bensfit
in more than ane state pursuant this Seetioh 36, then
the referance will mean sach such state severally, not
jointly.

36,97 Third Party Beneflclarfes, These ferms and
conditions, do not create, and will not be consirued as
craating, any rights enforceable by any person not
having any rights directly under this Agresment, except
ihat the state and Iis Issuer, as defined in e Quest
Rules, will be deemead third party benefleiaries of the
rapresantations, warrantles, covenants and
agreements made by you under the Agreament,
including without limitatien this Section 36,

37 Special Pravisions Regarding Wireless Barvice

If you elact to purchase the Wirsless Services frcm us. as Indmatad an
the Application, than the following terms and conditlons of this Section
37, referrad to as the Wireless Services Terms, shall apply. The
wirelass services are belng sold to you for use In business and
are hot being sold to you for household or personal use. Sale of
Wirgless Services la made by Progessor and not the Bank. The
Services provided, fransactions processed and other matters
contemplated under thiz Section 37 are subject to the rest of this
Agresment, as applicable, except to the extent the termia of this
Section 37 direclly conflict with another gection of this Agreement, in
which case the terms of this Section 37 will conircl; provided,
however, that Bank is nat a parly fo this Agresment Insofar as it
rolates to Wirelass Services, and Bank Is not liable to you in any way
with respeot to such services, For the purposes of this saction, the
words we, our, and us refer only {o the Procassor and nat to the
Bank.

Through ene or maore third party vendors (Wirelags Vendor(s))
selected by ug In our scle discretion, we have acquired the right to
resell certain wireless data communlcation sendces that use radio
base statians and switching offerad by certain cellular telephone and
data networks throughout the country (the Wiraless Networks) in
order to allow you to capture and transmit to Procassor and Bank
certain wireless Card Authorization transactions or fo fransmit other
communications 1o our system (Wiretess Services).

If you elect to purchase voice and/or data services directly from a third
pariy provider for use with the Wiraless Equipment as permitied by
Processor, you acknowledge and agrea that this Agreement dees not
address or govern thase voice and/or data servicas or your
relatlonship with that thied party provider, and Servicers are In no way
responsible for providing, maintaining, servicing or suppodmg such
third party volce and /or data services,

371 Purchase of Wireless Services. The prices that you will pay
for the Wireless Services are set forth on the Application. In
connaction with your purchase of Wirelass Servicas, you wil
recelve accass to a certaln Wireless Network(s),

« licenses. You agree to obtain any and all licenses, permits
or other duthorlzatlons required by the Fedaral’
Communications Commisslon (FGC) or any other
regutatory authotity, if any, for the lawful operation of
Wireless Equipment used by you In conhection with your
receipt of Wirelass Servicas, You will promptly provide us
with all such information as we may reasonably reguiest
with respect to matters relating to the rules and regulations
ofthe FCC,

Wirefess Equipment, You agree that in nrder to.acoess the
Wireless Services, you must use wireiess POS Terminals
and accessofies appmued for use with the Wireless
Sarvices by Processor fram time to time in lis sole
discretion (ihe Wireless Equipment). If Wircless
Equipmant Is purchasad by you fram us a3 Indicated on the
Application, then the tarms of this Agrasment apply ta your
use of such Wireless Equipment.
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+ Improvements/General Adrninlstration. We and the Wireless
Vendor(s) reserve the right to make changes, from time fo
tirne, In the configuration of the Wirsless Services, Wireless
Networks, Wirsless Equipment, Wirelass Softwars, rules of
operation, aceessibility perlods, (dentiflcation procedures,
type and location of equipment, allocation and quantity of
resources Utllized, programming languages, administrative
and operational algariinms and designation of the contral
center serving you at the panlcular address. [n addilon, we
reserve tha right te schedule, from fime to tims,
intarruptions of setvice for maintenance activilles,

Suspenaion of Wireless Services. We or a Wireless
Natwerk may suspend the Wireless Services to: (a) prevent
damages to, or degradatlon of, our or 2 Wireless Network's
natwork Integrily that may be caused by a third party; (b)
compiy wilh any law, regulation, court order ar sther
governmental request which requires immediate astior; or
{c} otherwise protast us or & Wiralsss Nelwork fram
potential legal liability. To the axtent commercially
reasonable, we shall glve notice to you before suspending
the Wireless Servicas to you, if not commerclally
reasonable to glve prior notice, we Will give notice to you as
soon as commercially practicable thersaftor. Availability of
the Wireless Services may vary due to events beyond the
control of us or our Wirelass Vendors, In tha svent of a
suspension of the Wireless Services, we or the applicable
Wireless Vendor will promptly restore the Wireless Services
aftar the event giving rise fo tha suspension has been
resolved,

Suftware Licenses. Processor herehy grants to you & non-
exclusive, non- transfarable, revecable fimited sublicense to
use any wireless software {Including any decumentation
ralating to or describing the wireless soflware) downloaded by
youl or your desfgnee from Processor's systems onto the
Wireless Equlpment in connection with your purchase and use
of the Wirgless Sarvices in ascordance with the tarms of hig
Agresment, including this Sectlon 37. Anything in this
Agreement o the cantrary notwithstanding, we or certain third
parties retaln all ownership and copyright Interest in and to al!
Wireless Software, related documentation, technology, know-
how and procssses ambodied i or provided In cannectlon
with the Wireless Software, and you shall have oniy a
nonexelusive, non-transferable fcense to use the Wireless
Software In your operatlon of the Wirelass Equipment for the
purpoges set forth in this Agreement. Nothing in this
Agreement confers any title or ownership of any such
Wirelass Software to you or shall be conatrued as a sale of
any rights in any such Wireless Goftware to you. You agree to
accept, agree to and be beund by all applicable terms and
conditions of use and other license ferms applicable to such
Wireless Software. You shali not reverse engineer,
disassembie or decompile the Wireless Scftware. You shall
not glve any Person access to the Wireless Software without
our prlor written consent. Your ohligations under this Section
37.2 shail survive the termination of this Agreament. You
acknowledge that the only right you ebtain to the Wireless
Software Is the right to use the Wireless Software In
aceordances with the terms in this section.

Limitation on Liability. Wg shall have no liability for any
warranties by any party with respect to uninterrupted Wirsless
Setvices, as set forth In Section 37,10, or for any Person's
unautharized access to Cllent's data tranamitted through
gither the Wireless Equipment or Wireless Services (including
the Wireless Software), or Wireless Networks, ragardless of
the form of action {whather In cantract, fort (Including
negligence), sirlet llability or otherwise), The foregoing
notwithstanding, for any other liabliity arfaing out of or In any
way connected with these Wireless Services tarms, Including
liablfity resulting sclely from loss or damage caused by parllal
or total failure, delay or nonperformance of the Wireless
Services o relating te or arising from your use of or inabilily to
usa the Wielzss Services, Processor's, Bank's, and Wirsless
Vendar(s)' liability shall be limited to your direct damages, if
any, and, in any evant, shalf not exceed the lesser of the
amount paid by you for the particular Wireless Services during
any period of fallure, delay, or nonperformance of the Wirelass
Services or §50,080.00, In no evant shall Servicers, Wiraless
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Vendor(s) or our respective Afflliates be liable for any Indirect
Incldenial, speeial, consequential or punitive damages., The
remedles available to you Under these Wirelass Serviges
Terms will be your sole and exclugive remedles with regpect to
the Wireless Services.

Indemnification. n addition to any other Indemniﬂcations L]
set forth In this Agreement, you will indemnify and hekd - -
Servicers, Wireless Vendor(s) and our respective officers,
diraclors, employeas, and Affiliates harmless from and agairst
any and all [osses, claims, lisbiities, damages, costs or
expenses arlsing from or related to: (a) the purchase, delivery,

- acceplance, rejection, ownership, possesslon, use condition,

7.8

37.6

377

37.8

3716

liens against, or retuin of the Wirefess Equipment or the
Wireless Equipment (Including the Wireless Software), as
applicable; (b) your negligent acts or omisaions; (c) any

hreach by you of any of your ohligations undsr fhls Section 37,
or (d) any Person's unauthorized access to Cllent's data

and/or unautherlzed financial astivity eceurring on your
Mzrchant Identification Number hereunder, except to the

axtant any losses, liabilities, damagaes or expenseas result from
our gross negligence or willful misconduct,

Contldentfality. All Information or materials which could
regsonably be considered sonfidential or competifively
sensitive that you access from or relate to either Wireless
Vendor(s} or Bervicers related to the sunject matter of these
Wireless Services Terms will ba considerad confidential
Infarmation, You will safaguard our confidential information
with at [aast the same degres of carg and securlty that you
use for your confidentlal Infoemation, but not less than
reasonable care,

Termination, In addition to any other provision in this -
Agreament, the Wireless Services being provided under this
Ssctlon 37 may terminate;

(a} Immediately upon termination of the agreement between
us {or our Affillates) and Wireless Vendor{s), provided
that we will notify you promatly upon our notica or
knowledge of termination of suck agresemant, provided
further that if ‘Mreless Vendor(s) loses its authority to
operate less than alt of the Wireless Services or if the
suspension of any autherity or non-renewal of any
license relates to less than all of the Wirsless Services,
then these Wireless Services Terms will terminate only
as to the porflon of the Wireless Services affected by
such loss of authority, suspension of non- renewal; or

(o) Immediately if sither we or our Affifates or Wireless
Vendor(s) are prevented from providing the Wireless
Services by any law, regulation, requirement, ruling or
notice lssued In any form whatsoever by Judicial or
governmental authority nclading without limitation tha
FCCY.

Effect of Termination, Upon fermination of thess Wireless

Bervices Terms far any reason, you wlil Immediately pay to us

all fees due and owing to us hereunder. If thase Wireloss

Services terms terminate due to a termination of the

agreement between us or our Affiliates and Wireless

Vendor(s), then we may, in our sole discretion, continus to

provide the Wireless Services thraugh Wireless Vendor(s) to

youl for & period of time to be determined as lorg as you
continue to malke timely payment of fees due under thesa

Wiraless Services Tarms,

Third Party Beneficlaries. Wireless Vandor(s} ate third party
beneficiaries of these Wireless Services Terms and may
ehforce s provisions as if a party hereto.

Other Applicable Provisions. You also agrea to be bound by
all other terms and condifions of this Agreement.

Disclalmer. Wireless Services use radio transmisalons, so
Wireless Services can't be provided unless vour Wireless
Equipment Is In the range of one of the availabile Wirsless
Networks' transmisslon sites and there Is sufficlent network
capacity available at that moment. There are places,
particularly in remaote areas, with no'service at all. VWeather,
topograpty, bulldings, your Wirsless Equipment, and other
candltions we don't eontrol may also cause Tailed
transmissicns or other problems, Processor, Bank, and
wireless vendor(s) disclaim all representations and
warranties refating fo wiraless services, We cannot



- promise uninfernupted or error-free wireless setvice and
de not authorize anyone to make any warranfies on our
hehalf,

38 Spocial Provisions Ragarding Clover Security Plus

Clover Securlty Plus consists of a POS sacurlly moniter, the
TransArmor Data Protection setvice, and tools that you can use to
help you meet your PCI DSS compliance obligations. Each of these
services is described in more datail balow. Ciover Security Plus is
provided to you by Procassor and not by Bank, Clover Securlty Plus (s
avallable only for Level 3 and Lavel 4 merchants, as defined by the
Payments Organizations, Clover Security Plus is not avallabte for
Level 1 or Leve! 2 merchanis.

381  The POS sacurity menitar offerg you monitoring, scanning,
and anti-virus software services for your paint of sale
computer systems. The TransAmeor Data Protection sarvice s
described In Sectlons 38.14 and 38.15,

38.2 Scanning Authorlty; Scanning Obligations. You represent
and warrant that you havs full right, power, and authority to
censent for Clover Security Plus to scan for vulnarablliies In
the IP address and/or URL and/or demain names identified to
us by you for scanning, whether electronlcally or by any other
means, whather during inltal enrcllment or thereaiter. If
applicable, you shall obiain all consents and authorlzations
from any thied parties nacessary for us or our venders to
parfarm the Clover Securly Plus servicas, Including, without
Umitation, third parly data centers, co-locations and hosts, We
will not be required to execute agreements with any such third
parfies. You agree to defend, Indemnify and hold us and aur
vandars harmieas fram any third party claim that such access
was ot authorlzed. You may use Clover Securlty Plug and
portals only to acan 1P addrasses, URLs and demain names
owned by and registerad fo you. You understand that your
failure to provide a complete st of and complete acgess to
your IP addresses will significantly impalr the scanning
services and may result in incomplete or inaccurate rasuits.
You agroe that the Clover Sacurlly Plus servlces hereunder,
including without fimitation thelr functionality and eontents,
constitute confidertlal Informatian, and your use andfor
access to the Clover Security Plua ls subject o the terims of
confidentialily set forth in this Agreement.

38.3 Data Cellection. In the course of providing the Clover
Security Plus, we may cellect information refating to activities
ch youlr networl (the Data) Including, but not limited to
natwerk configuration, TGP/ 1P packet headars and contents,
log files, maliclous codes, and Trejan horses. We retain the
right to use the Data or aggragatlans thereof for any
reasonable purpose.

384 Data Protection; Responstbilltles of Cllent, Data Protectiaon
applies only to card transactions sent from you fo us for
authorization and setflament pursuant to the Agreement, and
speciically exciudes electranic ¢heck fransactions. You are
responsible to comply with the following regarding your use of
Data Proteciion:

(a) Data Protection can only be used with an eligible POS
device, gateway, interactive volee respense system, or
similar system or aquipment sate device, gateway, that is
certffied by us for use with Data Protection. If you are
uncertaln whether your equipment is efigible or certified,
please contact us. It is your responsibility ta ensure that
you have eligible equipment & erdar to use Daia
Praoteation.

{b) You must demonstrate and malniain your current PCI
D38 compliance certification, Cempllance must be
valldated elther by a Qualified Security Assessor (QSA)
with corresponding Report on Complignce (ROC) or by
sLiceessful completion of the applicable PCI D88 Self-
Assassment Questionnairs (8AQ) or ROC, as applicable,
and If applicable to your business, passing quartery
network scang performed by an Approved Scan Vendar,
all in accordance with payment network rules and PCI
D38. Usa of the Data Protection will not, on its awn,
causs you to be compliant or eliminate your cbligations
to comply with PCl DES or any other Card Organfzation
Rule. You must also ensure that all third partles and
software that you use for payment processing comply
with the PCI DSS.
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{e) Youmust deploy Data Protection (including implementing
any upgrades to such service within a commercially
raasonable perlod of time after recelpt of such upgrades)
{hroughout your systems Including replacing existing
Card numbers on your systems with Tokens. Full Card .
numbers must never be rafained, whether in elactronic -
form ot hard copy.

(d) You must use the Token in lleu of the Card number for
ALL acllvities subsaquent to racelpt of the autharization
regponse including, seftlement processing, refrieval
processing, chargeback and adjustment processing and
transaction reviaws.

{e) Ifyou send or recelve batch files contalning completed
Card fransaction informatich to/fram s, you must use
the service provided by us {0 enable such files to contain
only Tokens or truncated inforrnation,

(H  You must use truncated report viewing and data exiract
creation within raporting tools provided by us.

{g) You are raguirad o follow rules or procedures we may
provide to you from fime to {lme regarding your usa of
Data Protection. We will provide you with advance written
notice of any such rules or procedures or changes to
stich rules or procedures.

(hY  You will use only unaitesed version(s) of Data Proteclion
and will not use, operate or combine Data Pretection or
any refated software, materials or documentation, or any
derivative works thereaof with other products, materials or
services in a marner Inconsistent with the uses
confamplatad in this sactien,

{I}  You will prormptly notify us of a breach of any these
terms.

Tokenlzatlon Limlied Warranty. Subject to the terms of this
Agreement, we (1) warrant that each token reurned to you
through Data Protection cannot be used ta Initiate a financial
sale transactlon by an unauthorized entity/person eutslde your
paint of sale systems and facilties where you process and/or
starg transaction data (the Limited Warranty); and (2) agree
to indemnify and hold you harmiess from direct damages,
Incluting third party claims, resulting from our breach of the
Limitag Warranty, This express remedy for our braagh of the
Limited Warranty eongifiules cur antire liability and your sole
and exciusive remedy for our breach of the Lindted Warranty.

The Limited Warranty Is vold f (2) you Use Data Protection in
a manner not contemplated by, or you are otherwise in
viotation of, this Agreement or any other agraement relating to
Cards eligible for Data Frotectlon; (b) you are grogsly
negligent or angage In Intentional misconduct; or (¢) you no
loniger have a processing relationship with us.

Disclaimer; Clover Security Plus Does Not Guarantee
Gompliance or Security.

38.6.1 Use of Clover Security Plus, Software or any
Equipment (including any Services, Software or
Equipment provided by or through a third party) is
at your own risk and lo the maximum extent
permitted by applicable iaw the clover securily
plus, equipment and any software is provided As
|s and we dfsclaim aff representations or
warranifes, express or implied, made to you or any
ofher person, including any warranties regarding
quality, sultability, merchamtability, fitness for a
particular purpose or that the Clover Securify Plus,
Equipment or any Software will operate
uninterrupted or error free or that the Clover
Security Plus, Equipment or Soffware are secure,
free of viruses or other harmful components, or do
not nfringe the rights of any person,

38.6.2 You must comply with all rufes or procedures
relating to Clover Security Plus (or any component
of Clover Security Plus) that we give you from fime
fo tfime, You must also implement afl updates to
clover security plus within a reasonable period of
time affer you receive them, You are solely
responsible for backing up and/or otherwise
profecting your data, sysfems, and service.



38.6.3

Use of Clover Security Plus does not (a) guarantee
compliance with any faws, Rules, or applicable
standards (Inciuding the PCI DSS), (b) affect your
obligation to comply with laws, Rules, and appficable
gtandards (including the PGt D8S), or (¢) guarantes
profection against a Data Ineident, Your use of Clover
Security Flus invelves Inherent risks, including system
parfoymance, avallability, and data cerruption. We
make no promise, and disclaim all warrantizs of any
kind, {hat the uge of Clover Security Plus will detect all
vulnerahilities on your systam, or that our vulnerability
asgessments, suggestad solutlons, information, or
advice lg erroi-free or complete.

387  Intellactual Property Rights.

BT

All right, thle, and intsrest I and to all confidantlal
Informatior and Intellectual proparty related to the
Clover Securlty Plus {Including the Marks, all Software,
the content of any materials, web scraens, layouts,
processing technlques, procedures, algorithms, and
mathods and any updates, changes, alterations, or
mmodifications to or derlvative works from such
intelisctual property), owned, developed or llcansad by
us prior ta, during the term of, or after this Agreement,
of employed by us in conneciion with the Clovar
Securlty Plus, shall be and remain, as among the
Parties or our Affiliates’, cur vendors’ or our licensorg'
(as applicable} sole and exclusive property, and all
right, fitle and Inferast associated with the Clover
Sacurity Plus, Equipment and Software not expressly
granted by us In this Agreement are deermed withheld.
You may not use our Marks In any manner, including in
any advertisements, displays, or press releases,
without our prior written consent.

38.7.4

If youi are acquiring any of the Clover Securlty Plus
services on behalf of any part of the United States.
Government (Government): any use, duplication, or
disclosure by the Govarnment is subiject fo the
restrictions set farth in subparagraphs (a) thraugh (d}
of the Commarclal Computer Software-Restricted
Rights clause &t FAR 52.227-18 when applicable, or In
subparagraph (c}(1)(ii) of the Rights in Teshnical Data
and Computer Software ¢lause at DFARS 252,227«
7013, and In slmilar clauses in the NASA FAR
Bupplement; (b} we are the contractar/manifacturer,
with the address set forth in this Agreement; and (o)
any use, modification, reproduction, release,
performance, display or disclosurs of Clover Securlty
Plus and/or the accompanying documentation by the
Government cr any of its agencies shall be govarned
solely by the ferms of this Agreement and shall ba
prohibited except to the axient expressly permitted by
this Agreement.

38.8 Software Updates, Maintenance and Changes,

38.8.1

38.8.2

We may perform malntenance on Softwara or Clover
Security Plus which may result in service interruptions,
delays, or errors, We will not be lable for any such
interruptions, delays, errors, or bugs. You agres that
we may centact you in order to assist you wilh the
Software or Services and ebtaln information neaded to
identify and fix any erors. Ve may, at our discretlon,
release enhancements, improvements or other
updates to any Software, or otherwlse make any
changes to the Claver Security Plus {or any pari),

You acknowledge and understand that certain
Software can automatizally inatall, download, ard/ar
deploy updated and/or new components, which may

38.7.2 You may net, nor may you permit any third party to de {nciude a new version of the Software Itsalf. You shall
any of the following: (a) decompile, disassemble, not, In any avent or in any manner, impeds the update
raverse englneer, or otherwise atternpt to reconstruct process. You agrea to agsume full respansibility and
or discover by any means any source code, underlying indemnify us for all damagas and losses, of any
Ideas or algortthms of the Clover Security Plus, nature, for all adverse resuits or third party claims
Software or Equipment {or any part), except to the arising frem your Impeding the update process.
extent Ihat suich restriction s expressly prohibited by 389  Aceessing Services via the Internet or third parties, You
taw; (b) modify, transiats, or alter in any manner, the agree that we shall not be liable to you for any claims,
Clover Security Plus, Software or Equipment (or any damages, losses, obligations, costs or expenses ar othor
part) or the Marks; {c) creata derivative works of or Ifabliity arfsing directly or indirectly fram or atharwise
based on the Claver Security Plus (or any part), concerning {a) any terminaflon, suspension, delay or
Software or the Marks; (d) except for backup and dlsruption of service (including billing for a service) by the
archival purposes, directly or indirectly copy the Clover intemnet, any commar carier or any third party service
Becurity Plus or any Softwarg (_or_ any part); (&) provider, (b) any faikure, disruption or malfunction of the
republish, uptoad, post, transmit, disclose, or distribute Claver Securlty Plus, the Internet, or any communications
(in any format] the Clover Sesurlty Plus or Software (or network, facllity or egudpment beyond our or a third party's
any part) except as parmitted Inthis Agreemant; or (f) reasonable control, whether or not attributable to ane or
remove, refocale, or otherwise altar any propriatary mare comman carrlers; or (d) any faliure to transmit, obtain
rights natices from the Clover Secusity Plus, Software or collect data or for human, machine or software errars o
or Dogumentation (or any part} or the Marks. faulty or erroneous input by you,

38.7.3 |f we provide you with copies of or access fo any 3810 Access and Use of Services.

Software aor Documentation, unless otherwise .

expressly stated In writing, that Softwara and 38101 Unless we ctherwise agree in writing, the Clover
Documentatlon is provided on a personal, non- Security Plus shali be for your Internal pusmess
exclusive, hon-transferable, nen-asslgnable, revocable use in the United States and LS tertories or
limited license far the perlod of your subscription to the possessicns only,

applicable Glover Security Plus service and solely for 38.10.2  You shall not and shall not permit any third party
you to access and use the Software and to: (a) access or attempt to access any of the
Documentation to receive the relevant Clover Security Clover Security Plus service that Is not Intended
Plus service for its Intarded purpose on systeims to be available to you; () access or use (in any
cwned or licensed by you. Software can enly be used format) the Clover Security Plus (or any part)
with cetain cemputer operating systems and it is your through any time- sharlng service, service
responsibility to ensure that yeu have the appropriate burgau, network, consortium, or other means; {(c)
hardware and software to use the Softwara. withaut our advanced written consent, use, ship

38.7.4 You shall not take any action inconsistent with tha or &ecess TransArmor (or any pa.rt) outside or
stated title and ownership In this Section 38. You will from autside of the United States; (d) perfarm or
not file any actlon, in any forun that challenges the at{te?pt ti{ﬁﬁ"fg’mr?}”-‘éfdgg? tha\f wauld ot
ownership of any part of the Clover Sacurity Plus or Intertare e P F‘pl working of any part o
any software, materlals or Documentaion, Failure lo the Claver Security Plus, preveni access to o
comply with this proviston will constitute a mater| use of any of the Clover Security Plus by other
breash of this Agreament. We have the right t Iuserm or dln our relasfonabletjudgment, iz;:puse a
immediately terminate your acoess to and use of the arge oad on our Infrastcture, networ
Clover Securlly Plus In the evert of a chatlenge by gi%i?;&wP?Jsb{a;d:l':yd?é:; gi)e;:?;mgrlxifﬁ; din
you. this Agreement.
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38.10.3  We have the right {o rely on user names,
pasaword, and other sign on credentialsfaccess
controls for the Clover Sacurlty Plus or any
Software (Including Federated Single Sign-on
credentiala) provided or approvad by us o
authenticate access to, and use of, {he Services
and any Software.

38.10.4" Your use of Clover Service is governed by
Clever's Terms and Condltlons of Ugse, which are
avallable at hitps:folover comdsrms and Clever's
Privacy Policy available at
httpe:Avww. clover comforivacy-paliay,

Indemnlffeation, In addition to other indemnifications
provided in this Agreement, you agree to indemnify and
hold us, cur Afflaies and third party service providers
harmiess from and agalnst all losses, llabllities, damages
and expensas arlsing from (a} your use of the Clover
Secuwrlty Plus, including any Software or Equipment
provided under this Agreement; or {b) any other person's
authorizad or unauthorized access and/or Lige of the
Clover Sacurity Plus (or any part), Software or Equipment,
whether or not Lalhg your unlque username, passwordg, or
other gecurity features,

Liability Waiver.

38.12.1  Subject to your subscribing fo the entire Clover
Securlty Pius bundle and to the terms of this
Agreement, we agree to waive liabllity that you
have to us under thls Agreement for Security
Event Expenses resulting from a Data incidant
flrst discovered by you or us while you are
receiving and utllizing the Claver Securlty Plus
{the Liability Walver),

38.12.2  The maximum amount of Liability Waiver for ali
Data Incident Expenses arising ouf of or relating
to your Data Security Events first discovered
during any Program Year regardless of the
numbar of such Cata Security Events is as

follows:

(a)  $100.000.00 maximum per sach MID you
have; and

{b) $500,000 aggragate maximum for all of your
MID's.

38.12.3  In addition to Sectfon 38.12 2, the maximum
amcunt of Llabllity Walver durlng any TransArmor
Program Year for EMV Uegrade Costs is further
limited as follows:

{a)  $10,000 maximum per each MID you have;
and

(b} 525,000.00 aggregate maximum for all of
your MID's.

These limitations apply during each twelve-
marith period from June 1 through May 31
ragardiess of the number of Data Incidants you
may experlence,

38.12.4 Al Data incident Expenses resulting from the
same, continuous, related or repeated avent or
facts will ba deemad o arise oul of one Data
[heidard for purposes of these limits. The Liability
Waiver Is available only whife you are using and
paying for Clever Security Plus,

38.12.6 The Liability Waiver will not apply to any of the
followlrig: {a) any Data Incident that began before
you started uslng Clover Security Plus or that is
reporied to us after you stopped using Clover
Sacudly Plus; (b} any fines or assessments
agatnst you that are not the direct result of a Data
Incident; (¢} any repeated Data Incldents, unless
between the repeated events a qualified securlty
assessor cerfified you as PCI-comaliant; {d) any
routine or recurring expanses for securliy
assegsments, regulatory examinations, or
compliance activities; (e} any Data Incident thal
occurs durlng any perlod of ime that (1) a
Payrents Organlzatlon has categerized you as a
Level 1 ar Leval 2 merchant, ar {2} you hava
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precassed more than 6 million transactions
during the 12-month peried before the Data
Incldant; (f any expenses (other than Data
Incidart Expensas) incurred to bring yeu Into
complignce with the PC1 DSS or a similar securlty
standard; or () any Data Incident Expenses that
arize out of an uncontrollabie event or any
intentional, reckless, ot grossly negligent
misconduct on your part,

38.13 Export Complianca
38.18.1  You agree not to expart or re-axport any Softwars

or Equipment er any underlyling informatian
except in full compliance with &l applleabls |aws
&nd regulations.

38,13,2 Mone of the Scftware or Egulpment or any

underlying Information may be downloaded or
otharwise exported or re-gxperted (a) to any
country to which the United States has
einbargead goods {or any natlenal or resident
thareof); {b) to anyonea on the United States
Treasury Department's ligt of Specially
Designated Nationals or the United States
Corrrerce Department's Tabla of Deny Orders;
or {&) In any mannar not In full compliance with
the raquirements of the United States Bureau of
Industry and Security and ail applicable Export
Administration Regulations,

38.13.3 I you have rightfully obtained Software or

Equipment or any undeslying Infermation autslde
of the Unlted States, you agrae not to ra~export
the same except as permitied by the Jaws and
ragulations ef the Unlted States and the laws and
regulations of the Jurisdiction in which you
abtalnad It. You warrant that you are hot located
in, under the conirol of, ar a national or resident
of any such cauntry or on any such ist.

38.14 Definitlons:

{a)

{c}

Card Organization Assessment means a monetary
agsessment, fee, fing ar penalty levied against you or
us by a Card Organization as the result of (1} a Data
Security Event or (2) a securlty assessment conducted
as {he result of a Data Security Event; provided, that
The Card Organization Assessment shall not excaed
the maximum monetary assessment, fee, fine or
penalty permitted upon the oocurrence of a Data
Securiy Event by the applicable rules or agreement In
effact a8 of the Inception date of this Agreement for
sueh Card Organization;

Cardholder Information means the data contained an
a Card, or otherwisa provided to Cllent, that Is required
by the Card Organization or us in order to process,
epprove and/or selfle a Card transaction;

Card Replacement Expenges means the costs that
the we ar you are requlred to pay by the Card
Crganlzaticn to replace compromised Cards as the
result of (1) a Data Security Event or (2} a securlly
assessment conducled as the result of a Data Securlty
Event;

Data Protection Is a Clover Security Plus service that
provides encrypticn of cardholdar data at your
payment snvironment and replaces the data with a
token or randomly generated numiber,

Glover Security Plus is the suite of sequrity services
provided by us and known as TransArmar,

Data Security Event means the actual or suspected
unauthorized access to or usa of Cardholcer
Information, arising out of your possesslor of or
access to such Cardholder (nformation, which has
baan reported (13 to a Card Qrganization by you or us
or {2) 1o you or us by a Card Organization, All Securily
Evant Expenses and Post Event Servicas Expenses
rasuliing from the same, continuaus, relaled or
repeatad svent or which arise from the same, related
or sommen nexus of facts, will be deemed to arise out
of one Cata Security Event;



v

(@) Documentation means any.documants, instructions,
. vweb soreer, ayotits. orany othermaterials provided by
» us relating to the Seftwars or the Clover Securlty Plus;

{h) Ecuipment merns equipment rented to or purchased
by you tnder this Agreement and any docurments
JBetting out additional terms on which Equipment ia
.. renied }a or purshesed By you; B
(i) EMVUpgrade Costs means cosi to upgiade payment
. gepaptanice and pracessing hardware and software to
enable you to ascept and process EMVegnabled Card
in @ manner compllant with PCI Data Security
Standards; ' :

() Forensle Audlt Expensaes meahe the cosls of a
sacurity assessment cenducted by a qualified securlty
assessor approved by a Cargd Organization or PCI
Sacurily Standards Coundll to determine the cause
and extent of a Data Seourity Event;

{k) Llability Walver has the meaning as ast forth in
Saclion 38.12.1 ahove;

{ly Marks means the names, lagos, emblems, brands,
© service marks, {rademarks, frade names, tag lines or
othar-propriatary designations;

{m) PostEvent Servicos Expenses means reasonable
fees and experises Incurred by us or you with aur orior
written consent, for any gervice specifically approved
by us in writing, Including, without Imitation, identity
theft education and assislance and credit file
monitaring. 8uch services must be provided by or en
behalf of us ar you within 1 year follawing discovery of
# Data Security Event to a Cardholder whose
Cardhelder Information I8 the subject of that Data
Security Event for the primary puroose of mitlgating
the effects of such Data Security Event;

(n} Pregram Year means the perlod from November 1st
throligh Cetoher 31st of aach year,

(o) Securty Evedt Expenses means Card Qrgarnization
-Assesamonts, Foransis Audit Expenses and Card
" Replacement Expenses, Securlty Event Expenses
afso includes EMY Upgrade Cosls you agree ko incur
Iti fleu of a Card Drganl_zat‘inn Assessment;

{p) Software mesns all software, computer programs,
related documentation, technology, know-how and
processes embodied in the Equipment {Le, firmwara)
or otherwise provided to you under this Agreement.
Faor the avoidance of doubt, the term Scftware shall
not Include any third party seftware avaitable as part of
a sarvice provided from somecne other than us or our
vendors of which may be obtalned by vou separately
from the Clover Security Plus {e.g. any applications
downloeded by you through an appileation
marketplaca); and

A{a) TransArmor PClis a Clover Security Plus service thal
provides access o online PGl DSS Self-Assassment
Quastionnalres (SAQ) ta validate PC! data standards,

39 TransArmor Data Protection Service

9.1

39.2

The TransArmor Data Protection service encrypts cardholder
daia at the point of transaction and replaces i with a unique
Identifier (a tokan) that is.returned with the authorization
response. Yol must use the token you recelva with the
althorizatlon respense Instead of the card number for all ather
aclivitles assoclated with the transaction, including settlement,
retrieval, chargeback, ar adjustment precessing as well as
transacfion reviews. If you fully deploy and use the
TransArmer Data Protection service, the token returned to you
with the authorization response cannct he usad to inifiate a
financial sale fransaction by an unauthcrlzed persen outside
your point of sale systems or the systems where you store

- your transaction data. The TransArmor Data Protection

service can anly be used with a point of sale device, gateway,
or service that we have certiffied as being eligible for the
TransAsmor Data Profection service, The TransArmor Data
Protectlon Service Is provided 1o you by Frocesser and not by
Hank, - : ‘

Lsa of the TransArmor Data Protectien Setvice does not (a)
guarantee compflance with any laws, Rules, or applioabie

standards (including the PCI D88, {b) affact your obligation to
comply with laws, Rules, snd.applicable standards-{including

tha PCI D38), er (c) guarantee protection agalnst a Data
Incident. - ’ .

40 Spdeial Provisions Regarding Payeezy Gatev&ay Sarvichs

If you efect ko utliza the Payeezy Gatewsy Services, the following
additional terms and conditions of this Section 40 shatl apply,

The Payeezy Gateway Servioes are provided ta you by Procassor
angl not Bank, Bank Is not a party ta this Agreement Insofar as it
applles ta the Payeezy Gateway Services, and Bank is not liabla to
youl it any way with respect to such services. For the purposes of this
Sseffen 40, the words we, our, and us rafer only to the Processor and
nat the Bank.

The Payeezy (3steway Services provided and ather matiers

cantemplated under this Section 40 are subject tc the rest of this
Agreement, as applicable, except to the extent the terms of this

Sectlion 49 directly conflict with another pravision of this Agrsement, in
whigh case tha terms of this Sectior 40 will corirol. .

40,1
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Deflnitions, Capitalized terms used in this Sectlart 40 shall
have the meaning given as defined In this saction or as
defined in the Glossary or elsewhere in this Agraement.

Claim means any arbitration: award, assessment, chargs,
oitatlon, ciaim, damage, demand, directive, expense, fine,
interast, joint or several liability, lawsuit or other itigation,
notice, inftingement er misappropriation of any intellactual
Property Right or violaticn of any law, and any sonseguentlal,
Indirest, special, incidental or punitive damages and any
atiorney's fees and expenses incumed In cennedtion therewlth,
For purposes of the foregaing Claim definition, a Claim shall
be consldered to exist even though it may be conditional,
eontingent, Indirect, potential, secondary, unaccrled,
unasserted, unknown, unliguldated, or unmatured.

Confidentia] Information means the Payeezy Gateway
Services, Decumentatlon, operational proceduras, the terms
and condltions of this Sectlon 40 (ncluding any schadute,
exhibit or addendumy, pricing or other proprietary business
informatlon, and any other Information provided to you by us,
whether or not such information ls marked as ¢onfidential:
provided, however, that Confidential Information will not
Include infarmation that: (a) is or hecomes generally known te
the publlc through ne faufl of yours; (k) was lawfully obtained
by you from a thied party free of any obligation of
confidentiallty; (c) was already in your lawful pessession prior
fo receipt thereof, direcily or indirectly, from the disclosing
party; (c) Is independently developed by you without the use
of the Confidentiat information; (2) ts disclosed with our
exprass writtien parmission; or (f) Is disclosed pursuant to a
lawful courl or governmental order, pravided you provide us
with prompt prior written notice of any poceeding that may
involve such an order, and an opportunily to contest any
disclesurs at such proceeding.

Custerer means your customer wha would fike to provide
paymant for your goods or services,

Documentation means any and all manuals and other wrilten
materials In any form provided for use with the Scftware, as
arnended by us from time to time, the terma of which are
Incorporatad in this Secton 44 as If fully set forth herein,

tntellectual Property Rights maeans any and all patents,
copyrights, trademarks, trade sacrets, service marks, and any
olher intellectual property rights, and any applications for any
of the foregoing, In all countrias in the werld,

Merchant Account shall mean an account set up far 8
merchart that requires a card processor, bank, merchant I,
terminal (D, merchant identification number, or otherwlise
named unique merchant number. Multiple physical or virtual
storefronts that process transactions under the same Unique
marchant number shall be deemed ag 1 Merchant Account.

Payeezy Gateway Services or Servlices means {he products
o sevices offered through the Platform including, but, not
limita¢! to payment processing services such as authorization
of transactions to the appropriala paymsnt processing network
or third party servlee provider, trangaetion responses
{approved, deciined), and the detalied reporting of those
transactions, and all related and applicabie Software.



- Ptatform moans our operated,.or approved, electronic - + .
- payment plaiform{s) andfer gateway(s) (also referad to as: the

Payeezy Gateway) through whichthe payment Services .

- wontemplated-under this Seation 40 .are provided.

Soitwars maane 4l applications, orotosels, software

© o+ coriponeits and otrer Irterfates and goftware provided. by us

40.2

" to you pursuant fo this:Section 40;"and any and alt Updates,
" Updates means an ambadireit of’ the Soiftwars that provldes L
' enhancaments andfor Imp!ovementa )

Your Syﬂtama maans any web uite(s) ar Interfaces to the

] ,Servlces that &re operated or maimalned by youl of on your
behalf through which fransactions ara submitted for
. processing, and all your other associatac! aystams

Feas. Client shall pay- Precessnr the fees for the Payenzy

- Gateway Services as set forth on the Application. A separate

. account with us for Payeezy Galeway Services shall be

40.3

required for sach saparate Merchant Account heid by you.,

Term; Termination. e, Payeszy Gateway Servicey shall
comimance as of the effective date of this Agreement and shall

- ramain In effect untll terminated by either party as provided

herelh, Either party may terrninate these Services upon giving
the other party at least 30 days prior writtan nofice. We may

-stspend or terminate your access to the Services without prler

notice, with or without eause. Regardiess of the reason for

.- termination, you shall be respongible for the paymarit of all

404

- feas dus up 1o and including the effeclive date of termtination,
- License Grand,

40,41 . License. Subject o the terms and conditions of this
Agreement (inciuding additional rights and licenses
granted In the Docurmantatldn), we hareby grant you
and you haraby accapt 4 hor-sublicensable. royalty
free, non-exclugive, nontransferabls, revotable

© imited license to Use the Sefvides, during the term
-of this Agreement, for the gole and lImited purposs
of submltting payment tratgactions to us for
 processing, and otherwise using our Services as set
forth heraln., F4r clarlty; all refarences to Services In
this Agreement $hall indlude the applicable
Boftwars. ‘

- 4042 - Ddcumentation Licanse: Subject to the térms and

condRions of this Agragment, we hereby grant, and

" you hereby ascept, a non-sublicensable, royalty
free, hon- exclusive, non-tranaferable, revocable
(imited llcense to use the Dogumentaticon during the
“term of thls Agregment for the aole and limited
purpose of stpporting youruse of the Services. You
shall strietly follow all-Documentation provided to
you, a8 |t may be amended from time to time by us,
in aur discretion. To the extent that there Is any
conflict betwaan the Décumentation and the lermis
of Agraement, the terma of this Section 40 shall
govern and control,

40.4.3  Usa Restrictions. You acknowladge that the
Services and Documentation conatituta our
Intellectual properly, therefare, you shall hai, and
shall not cause or permit any third party to: (1) use
the Senvices in any way, other, than in accordance
W|th this Agreement or the Docurnentatlon or as
otharwisa instruated by us in writing; (2) usa the
Services or Documeritation, either directly ar
indiractly, for benchmarking purbesas or fo develnp

~ any product or service that compstes with the
praduets and services provided under this Section
40; (3; disassemble, decomplla, decrypl, extract,
reverse enginéer or modify the Services, ar
" othigrwise apply any procedure or process 1o the
" Servloes i order to ascertain, derive, and for
‘ approprlate for any reason of purpose, the source
code of sourte Iistlngs for the Services or any
algarithm; ptocess, procedure or other information
canfaingd In the Sarvices, except as otherwlse .
" speaifically autherized in aceordance with this
Sectlon 40, (4) provide the Services or ’
" Dogumentation to ahy third party, ofher than to your
~ authorlzed amployees and contractors who are
* gubjett fo a writien confidentlallty agreement, the
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4045

40.4 8

4047

terms of whith are noless vestrictive than the :
confidentiality provisions of the:Agrasment; (5)-use, .. -

modify, adapt, reformat. copy'orrepreduce tha. » o0 0

Bervices or Docurnentation, or any portion, therenf
except a8 Is inaldantal 16 T urposa& ofthls..
Seetion 40, or for archwal putpose$ (an,y cqpieq

- made hersunder shall, aomain all appmp[laksz

proprietary notices); {6) ;ent teass, up\oad asslgn
sublognse, transfer, distribute, 4lloti acdesato, or -t
fime share the Services or Documentaiton O ‘
circumvent or atietnpt 1o sifsumvent’ anv applicabte

‘security measures of tha-Servigés; (8) attempt'ts

access or aclually access pdr{fons of the Platform or
Services not authotzed for yotr-use; and,/or (9) use
the Services In any uniawful mamer or for any
unlawful purpose.

Updates. From time to tlme we may. atowr
discretlon, ralease Updates or modify this Sofiware,
In the avent we netify you-of any. such Update, you -
shall integrate and install such Update info Your
Systerns within 30 days of your recelpt of such
notlce. You acknowledge that faliure to instalt
Updates In a timely fashicn may impdir the |
funeticnallty of the Platform or any of our Sarvices

provided hereunder. We will have na llability foryour

failure fo properly Instalf the most curfent verslon of
the Software or any Updats, and we 'wil have no”

ohilgaticn to provida suppnrt ar Serv{ces for any
cutdated versions. ‘

Licensors, The llcenses, granted hereunder may be
sublect to other Tioenses currently hefd by us gr our,
subcontracters. Should any liganse held by us to
vartain technology or sofiware he termtnated or. .
suspanded, the comasponding licensa(s) grantsd to
you hersunder may also be ferminated or
suspended in curscle and absclite dlseretion, You
acknowledge and agréé to sieh potentisl ’
terrnination or suspangion ard hereby walve any
and all damages, whetheractual, |nuldentai ar
aonseguential resulting therafrorm; -

Export Compliance. You agree Bt 1o export ofra-
export the Software or any undarlylng informatidin or
techinology except i full compliance. withwall
applicable laws and regutatiens. In particular, but
without imitation, none oithe Software or

undetlying information or technology may be
downloaded or otherwise exported or re-exported

{1) 1o any country to which tha United States has
embargeed goods (or any national or resident
theraof); (2) to anyone an.the United Stales -
Treasury Departmeant’s §ist of Specially Cesignated
Nationals or the United Statas Commarce
Cepartment's Table of Deny Ordars, or (3) in any
manner not In full compllance with tha requiremenls
of the United States Bureau of Industly and Security
and all applicable Export Administration .

Regulations, If you have r;ghtfully chtained the
Soflware outsidz 'ef tha United States, yoll agree

not to re- export the Software except as permitted

by the taws and regulations of the United States and
the laws and reguletions of the|urisdiction in which
you obifaines the Software, You warrant thal you are -
not located in, under the ¢antrol of, or a national or
resident of any such country ot on any such list,

Federal Acquusltmn Regulations If you are
acqulring the Software on behalf of any part of he -
Urifed States Gavarhmant (the Government} the
following proviglans apply: Any usa, duplication, of
disclosure by the' Government is slbléct to the
rasirictions set forth in subparagraphs (a) through
{d) of the Commercial Computer Softara-
Restrictad Rights clause at FAR §2:227.19 when®
applicabte, or It subparagfaph (1)), of the R\ghts
in Technical Data and Compuler Softwale claute at’
DFARS 252.227- 7013, aridin slmilaf clauses In the
NASAFAR Supplement. We ara the - :
contractor/manufaciurer, with the address.setforth

below. Any use, medification, reproduction, releasa, - .



. 404.8°

- 40.5

‘perfarmance, d
andfor the accompanying documentation by.the - -~

- permitted by the terms:of this Section 40, :
" Retura/Degtruction, Ugan termination or axplnaticn

Isplay or disclosure of the Software

Gievernment:or any of its agencies shall be
governed solely by the terms of this Agreement and
shall be prohiblied except i the extent exp(es%ly

“of this Agreément, all licensés granted hereundsr -
shall |mmedlately terminate, ang within 5 days

 thereof, you shall elthar return to us or deatroy the

4048

40.4,10

Flatform
40.5.1

40.6.2

40.5.3

40.5.4

4055

Software and the Documentatson and shailso '
certlfy to us In wrltlng

No other Licenses. Exc:epi as Bxprassly provlded
above, no license for any patents, copyrights,
tredemarks, frade secrels or any other intellactual
Property nghts exprass o mplied, are granted
hersunder.

Use of Transaction Data. As parmitied by .
applicable law and regulatlons, we reserve the right
to copy and distribute to third partles, any
information associated with your use of the Serwces
or your activilies on the Platform.

Matters -

Integration with Your Systems. While we provide
Softwars 1o yau, you acknowledge that the Software
itsalf Is Insufficient to altow Your Systems to function
with tha Platform, Pregramming, development and
malntenance of Your Systems and their functionality
are your solg' reaponsiblilty, You have the sole
responsgibility to select and employ any competent
programming agert(s) to ascomplish the
programming raguired to make Your Systems
functlon corectly with the Platform and the payment
services contempiated hereundar (Intagration). You
shall be respensible for all-technical support for Your
Systems and integranon related issyes. You agree
that you will ugé commercially reasonable effarts to
complete the Integration as soon as possible. You
will be responsible for all of yaur own development
and Implementation costs assoclated with such
Intagratlion, Notwithstanding any other provision of
this Section 40, you acknowledge that unless and
untll you complete the Integration, no Servicas need
be provided by us fo you purstant fo this

‘Agreement, except as otherwlse specifically

provided In Section 40.5.2 below. In addition, you
acknowledge and agrae that, even If you have
complated tntagration, if you have not entared'into a
valid mercharit processing agreement with an
authorized bank card procsssor, you cannol recelve
the Services through the Platform.

Set-Up Assistance Services, Subjact to Section
40.5.1 above, Lpoh your request to us, and upon
payment of any applicable Fees, we will provide you
with set-Up services to asslst with the Infegration,

Shut Downs. We reserve the right, from time to
tima, without priaf notice, to shut down and restart
the Platform for maintzanance andfor software
upgrates for reaaonable t;me periods of one minute
or mora,

Otdars by Gustomers. You are solely responsible
for accepting, processing, and filling any orders for
purchagses by your Customers, and for handling any
Inquirles arising therefrom. You shall use the highest
standards in the Industry In responding to
complaints by Custorners, We are not responsible
or Hable for any unalthdrized access to your data ar
‘Your Systems by any means or device.

Suspension of Access to the Platform and

Servlces. We may stispend your access to the
Plalform and Services, without prior notice, with-
cause. For purposes of this Sacifon 40 fhe térm

_ cause, In eddition to cause as defined undér the
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Agragmant, shall msan that significant activity by
you haslbaen detectad (which excludas a high
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40.7

40.8

40,9

volume of Iransactions) ot the.seaurlty orntegrityaf- -
the Platform is materially. compramised: Wewill - '. .

make commercially.reagonable efforts to, provlde
prier notiflcation to-yoy of any such.nroposed
suspanslon and provida you with, {# regsonable

apportiinity to cirs, provided juat yeu (and o other . 'jl" o

user) are affected, and provtded Aueh gjrre is’
allowed by the applicable lays orthe Card.. " .
QOrganization RuJes If priar notﬁﬂcailon 1o you| ls not
possible becalse siich significant’ actlvlty or securlly
© igsua would matérially and advarsaly affect o1her
users of the Platform and Seivices, ifen we will -

provids nolice of stieh suspension as promipty'as - -

possible theraafter with detalled information
regarding the suspected fraudulent activity or

security issue, as well as any other information that -
can assist you with.dentlfying the root gauss of the -

problem responsible for such suspension. Upan a

determination by Us that you are nat responslble for

the fraudulent activity or securlty Issue resditing in

the suspansion or any securkly ihreat as abated, the

Services and your licenge to the Software shiall be
prompily re-activated and the Services uinder this
Section 40 shall recomimenge. Regardless of the |
reason for such suspension, yeu shall be
responsitle for the payment of all fees due upta
and Inciuding the effeciive date of the suspa'nslon‘.

Securlty of Information. We will use commercially
raasonable efforts to malntain the security of the Services and
the Flatfarm. You will use comimerdially reasonable-efforts to

maintain the securlty of Your Systers. 8uch steps by youwill -

b laken at your sole cost and expense, ahd shall include,
without limitation: (1} creating frewalls to protect against
unauthorized access to Your Systems by youremployees, ©
gontractars, Customers, or by any other parsch; and {2}
fmplementing raasonable pretactive techni¢ues suggested by
us. You further agree that you will be beurid by andcofinply
with all of our and all Card Qrganization security rules and ™
regulations as they now exist or as each may be amended or
supplementad from time ta time. Notwithstanding the ¢
foregolng, the partles recognize that there ls o guaraniee or
absolute seeurity of infarmation lhat is communlcated overthe
internet,

Privacy. We have adopted online Privacy Statement(s) i
ihfarm Individuals as to cur onfine collection and use of -
parsonal Infarmation, You agree that, during the term of this
Agresment, you wilt adequatsly communfeate and comply with -

an appropriate privacy policy explaining your anline collgetion -

and use of the personal information of your Custarﬁere
Unless required by law, Card Organization Ruleg, o dane -
pursuant to this Agraement, you shall net, undar any

clreumstances, sell, purchase, provide; or otherwWiga diacloss -

any customer's ageount Informatien, transaction IRformiation,
or other personal information to any third parly, You shall store
all data securely. We may advise potential users. of the -
services thal we have a relatlonship with you,

Audit Rights. Upen notice to you, we may audit your usage
records and security of the Sarvices; your Customer's
payment processing informatlon, and the setvices provitded
hereunder to ensure (1) that you are’ using the Servicas in-full-
cempliance with the provisions of this Sectior 40, (2) that all
applicable fees have been paid; (3} that yau are-adhering to
your privacy policy; and; (4) that yourare in'full compliancer
with all applicable laws, regulations and rules (ncluding but
not limited to Card Organization Rules). Any such audit shall
be gonducted during regular business hours af your offices
and shall not intesfere unreasonably with yuUr buslness,

Indemnificatlon, You shall indemnify, defend and hald us,
olr subsidiares and afflliates and our and their officers,
diractors, employees, shareholders, agehts and attarneys -
fram any Claim(s} arsing fram the conduct ofyour business, |

any Transactions submilted through the Platiorm’ hereunder, L

for payment processing, any false ¢ inacourals, .
rapresentation mada by you or the regligenice, frau,
dizhpnesty or willful behavior of any of youir Bmpluyeas or
agents, or from your failure to strictly comply, in whale or i
part, with any: (1) terms and conditions pursuant to this
Agrzement and any addenda herato or Documertafion; o (2

A



40.10

appllcable faw, regufatlons or rules. Upon written notica from
us to yout, you ghall immediately underiake the defansa of
such Claim by rapresantatives of your own choasing, subject
to our reasonable approval, }

Limitation of Llability,

40.10.1 Processor is not liable for the merit and legitimeacy
of the orders forwardad by you, All liability for
valldity of orders remains with you, \We are not
responsible for any data entry arors, Customer-
misrepresentations, or raporting errers resulting
from your acticns. We shall not be liable 1o'yeu or'
your Customer for the accuracy of the Information
pravided by the Platform or our Services,

40,102 In no event shall we be liable to you, o to any other

parson or entity, Lnder this Section 40, or otherwlse,
for any punitive, exemplary, special, Incidental or
consaquentlal damages, including, without
[imitation, any loss or in|ury to earnings, profits or
goodwlll.

40,10.3  Notwithstanding any provislon in this Agreement to
the contrary, in no event shall our llabllity under this
Section 40 for all Claims arising under, or relaled fo,
this Section 40 excead, in the aggregate (nolusive
of any and all Clalms made by you agalnst us,
whether related or unrelatad), the (esser of; (1) the
total amount of fees pald by you for the our Services
durling the 12-menth perlod immediately preceding
the date the avent giving rise to such Claim(s)
ocourred; or (2) $580,000.00,

40,104  Notwithstanding provisicns et forth harein, we will
fof be lable for any Clalims under this Agreement
arlaing direclly or Indirectly from or ofherwise
concaming: (a) any farmination, suspanaion, delay
or digruptlon of service (including billing for a
service) by the Internet, any commen carrier or any
third party service provider; (b) any failure,
disruption or maifunation of the Services provided
hareundar or ihe (nternet, or any communications
network, facility or equipment beyond our
reasonable control, whether or not attributable to
ong ar mare common carrlers. or third party senvdce
providers; (¢) ary failed attempts by you or your
Customers to access any Systems ar to complete
processing transactions; or {d) any failure to
fransmit, obtain or collact data from Cusiomers or
for human, machine or sofiware errors or faulty or
your or your Customer's erronecus input. Except as
expressly agreed 1o by us in wrlting with respect to
any Separafe Product, we ara not llable for any
Excluded Products.

Disclalmer of Warranties. You acknowledge and agree
that the use of the Payeezy Gateway Services and
docwmentation are at your sole risk we make no
reprasenfation or warranty, express or implied, and no
implied at faw warranty shall arise from this section,
Payeozy Gataway Services, documentation, our
procedures, ather Services provided or performed by
us hereunder, including, without limitation: (a} any
impfied warranties of merchantability or fitness for a
particular purpose, (b) any warranties of
noninterference or non-infringement; or {c) any
warranties that any product or service provided
hereunder (including buf not lmited to the soffware)
wili {1) meef your raguirements; (2} operate according
to your expectations; (3} provide accurate dafa; or (4)
epeorate uninferruptad or error free. Any and all such
warranfies are expressly disclaiimed by us and waived
by you. We de nof warranf that any ¢rrors will be
corrected, Except as vtherwise specifically set forth
herein, the Payeezy Gateway Services, (including
withaut limitation the Fayeezy Gateway and Soffwara),

documentation and other services provided hereunder |

are provided on an As |3, With All Faults basis, This
disclaimer of warranties constilites an essenfial part
of this agreement. All decislons to reject any processing
teansaclion or payment for youy products or services are
salely your responsibility.

41
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40,11  Notiges, You agree to nollfy us of any change in your
name, type of business, or any other information requirad -
on your Marchant Processing Application at least 30 -
business days prier lo the effective-date of-change. Any ..
noflce or other communication required. or permitied to be ..

given hereunder shall ba in writing, addressed.fo FlrstData - -

Merchant Sarvices LLC, 4000 NW 120th Avenue, . .
MS/CON-8MB, Coral Springs, Fl 33065, Allenhon Legal
Dapt. E-malled nctices should be sentto, .
Iegalpapers@fisary,com. Notices shall be deemad to have
heen glven If sent by mail or gourier, upen the eafllef of 5
days after malling, or when actually raceived andfor
delivarad, Notice given in any ofher manner shall be
sifective when actually recelvad. Al such natices must
include your merchant name(s) and merchant identification
number(s). Failure to provide Notice 1o this address, or
Include this pertinent merchant Informiation, will be deemed
ineffactive. Notices to your last known acddreas (ncluding
e-meil gddress), as indicatad in our records, shall
constitute affeciive nofice to you under this Agreement. If
you change your address (Including ¢-mail address), you -
must notify us at least 30 days prior to the effective date.of
any such change, Faliure to provide us with a vaild
address (including -mail addregs) may rasult In the
terminatlon of the Agreement.

40,12 Subcontractors. Processor may subcentract all or part ofthe
Bervices using a variaty of providers globally, but, - : .
netwlthstanding any such subeontract, Processor shalk refrialn
fully responsible for performancs of the Services, including
ansuring the compllance of subcontractors with the terms of -
this Agreement applicable to such subcontractors. P

4013 Survival. Upon terminatlon or explration of this Sectlor 40 or
the Agreement, a party's obligations shall cease axcept for
those remaining or required to be performed following suich
terminatlon. For the avoidance of doubt, the parties egree that
those provisions of this section that fogically should survive its
fermination or expiration ir order to accomplish its
fundamental purposes will do so. All represenfations, =
warranties, indemnities and covernaits made herein shall
survive the termination of this section and shall remain
enforceable after such termination.

Special Provisions Regarding Maln Street lnsag his Senflca Terms |
and Conditlons .

If you elect to utilize the First Data Main Street Insights Sofution (Main
Street Insights) the terms and condition in this Section 47 shall apply
{Main Street Insights Terms and Conditions); and if you were
granted a First Data Maln Sireet inaights Temperary Demonstratlon
License, an election for Services under this Secticn 41 shall sarve to
supersede it. Main Street Inslghts is provided to you by Processor and
not Bank, Bank ls not liable to you in any way with respect io Main '
Street Insights. Maln Slreet Insights, transactions processed, and
other matters contemplated under Section 47 are subject to the tarms
and conditlons of the Agreemsnt, ag appiicable, axcept to the extent
the terms directly confilct with he Main Street Insights Tarms and
Conditions, in which case the Main Stroet lnslghts Terms and
Conditions in this secttcn will control.

41.1 Definltions. Capitalizad terms used herein shall hava the .
maanings glven to such terms as set forth in Section 41,7 or
as defined elsewherg in this Section 47, orthe-Agreemant,

Customer means a Parson who makes a'purchase of gbods
or servlces from yau, the transaction detall of Whtch is utilized
in Main Street Insights. !

Customer Information means information about yuur

- Custamers (e.g9,, name, maifing address, card acoount
number, e-malk address, telephone number} obtained In
connection with your use of the Bervices and may ba utliized
fn Main Street Insights.

Data means fransactlon data that may include procésang
data from First Data Merchant Barvices LL.C's cradit and debit
Information warehouse and other available sources that Firsh
Data Merchant Services LLG owns or has a contractual of
other right ta use In Main Street Insights '

[evice means a fablet, computer, amartphone or other mohile
devlce, or other device that you use tp access the Main Srreet

Inslghts website fo receive or io whick you recelve ’
communications fram Main Streel Insights.



Flest Data means First Data Corporation, which ia the parent
campany of First Data Merchant Services LLC.

First Data Matn Street Insights Marlks means the
frademarks or service marks related to Main Straet Ingights
and sLb-licensed to you by Processor,

Flrgt Data Main Streot Insights Solutlon or Maln Straet
Inglghts Solutlon means the wabsite or the application
associated with Main Strest Insights, the objest code verslon
of the Main Street Insights software applications and .
communications you recelve from the applications, Among
other things, Main Street Inslghts allows merchants 1o track
and visuallze Information regarding thelr own rovanue, ticket
size, and Customers contained in the Data and other ihirg
party data scurces, Main Street Insights may alsa permit a
merchant to compare its performance to groups of gimilar
businessas within thelr indusiry and/for certaln geograptie
areas using the Data and other third party data sources,
subject to cartain (imitations. The featuras and functionality of
Maln Street Insights may ba modlifled from time to time by
First Data or Its third party provider(s). For the avoidanca of
doubt, the term Softwara in this deflnltlon doas not Include
any soflware that may be obtalned by you separately from
Maln Strest Insights (e.4., any applicatlons downloaded by
you). The First Data Main Street Insights Solution Is deemad
part of the Servicoes, as defined in and provided under the
Agreement.

Main Street Insights Solutlon Fees means the fees charged
for your use of the First Data Main Street fnsights Solution,
which includes additional fees for multipla locations,

Third Party Servicas are the services, products, promations
or applications provigad 1o you by of through somecne other
than Processor.

User Documentation means that decumentation regarding
the operation, guldelines and features and functionality of
Main Street Ingights that Is made avaliabls to you from time to
time at the website, by internet link or otherwise, User
Documentation may be medified from e to time by First
Cata or its third pary provider(s).

License Grant, Subject to the Main Street Insights Terms and

Conditians in this Section 41, Processar grants you a
persanal, limited, non-excluslve, revecable, non-iransferable
sub-license, without the right fo further sub-license or assign

in any way, to electronically access and usa, solely in the
United States, Main Street Insights to managa your
astablishment(s) and analyze asscclated point of sale
activitias within the United States. For purposes of this Saction
41, "United States" does not include 1.3, Territortes or .
possessions. Main Streal Insights is for your Internai business
use only. This Section 41 does not grant you any rights to First
Data Main Street Insights Marks. Except for the license
axpressly granted hereln, all intellectual property and
proprietary rights in or related to Main Sireet Inslghts and First
Data Main Street Insights Marks are and will remain the scle
and exclusive property of Flrst Data or its affifiates, vendors, or
third party pravider(s) {as appticabla), and any and all right,
title and interest assoclated with Main Street Insights nat
expressly granted in this Section 41 is deemed withheld.

4.2
41.3
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Restrictions.

You may nct, nor may you parmit any third party,
ather than employeas and agents with a business
need, to do any of the following: {a) access ar
attampt to access Main Street Inslghts (or any part)
that Is nol expressly made available for public use;
(b) decomplle, disassemble, ravetse enginaer, or
otherwise aftempt to reconsiruct or discover by any
maans ary source code or any underlylng data,
ideas or algorithms of Main Straet [nalghts (or any
part}, except to the extent that such restriction Is
expressly prohibited by law; () madify, translate, or
alter in any manner, Main Street Insights {or any
parl), or First Data Maln Strae} Insights Marks: {d)
create derivative works of or based an Main Straet
Inaights (or any part) or Maln Street Insightas Marks,
(®) axcept for backup and archival purposes,
direetly or indlrectly copy Main Street Insights {or
any part), except screen shots may be copied and
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relained solely for Intemal business purposes; (B
rapublish, upload, post, transmit, disclose, of
distribute {in any format} Main Street Insights (or
any part) except as expressly permitted herelry; (g)
access or use (in any format) Maln Streel insights
{or any part) through any time-sharing gervice,
service bureau, network, consortium, or other
means; (h) rent, lsase, sell, sublicense, dssign, or
otherwise transfer your license rights to any thirg
parly, whether by operatlon of law or otherwise; (i)
use or ship Maln Sireet Insights (o any part)
autside of the United Stafes, or access Main Street
Insights {or any part) from cutside the United
States, without in any ¢ase obtaining our advance
written consent; () remove, relocate, or otherwlsa
alter any proprietary rlghts notlces from Maln Strast
Insights (or any part), or FIrst Data Main Street
Ingights Marks; {k) perform or attempt io perform
any actions that would inferfers with the proper
worklng of Main Streef insights, prevent actess to
or use of Main Street Insights by other users, orin
our reagonable judgmant Impeose an unreasonable
or disproportionataly large load on Maln Street
Insights' Infrastructure, netwerk capability or
handwldth; or (I} use Main Street Insights {or any
part) except as parmiited In Sectfon 41.2.

You shall not take any actlon incongistent with the
atated title and ownership in Sectior 47,2, You will
not file any action Ia any forum that challenges the
ownership of any part of Maln Street Insights, any
ralated software, materials or User Docurmentation,
Failure to comply with this provision witl constitute a
material breach of this Agreement and may restrict
Processar's abillty to sublicense Main Street
Inglghts to you. Processor has the right to
immadiately terminate Services under this Secfion
41, and First Data has the right to immediately
terminate your access 1o and use of Main Street
Insights In ke event of a challenge by you,

ot Insights Limitations and Requirements,

You may access Main Sfreet Insights through your
Device using a wired {ethernef) or wireless (wifi or
cellular) connection to the Internet, You are sclely
responsible far the payment of any fees lhat may be
Imposed by your Internet/data provider. Your uge of
Maln Street Insights may be subject to: (a) the
terms of your agreements with your Internet/data
provider; and (b) the avallabllty or uptime of the
sarvices provided by your Internet/data provider,

You may use Main Street Insights to conduct
analysis of the Data and third party data made
avallable through Malh Street Insights application
and/for other tools made avallable at the website of
In the application,

First Data may alter which Devicas and browsers
ara approved as compstible with Main Streef
tnsights In its discretion fram time-totime,

Flest Data may perform maintenance on Maln Street
tnslights from time to time which may result in
servics Interruptions, delays, or errors, Naither Flrst
Data nor Its affiliates, vendors, of third party
providar(s), will be lisbie for any such inferruptions,
delays, errors, or bugs, You agree thai First Data or
its affiliates, vendors, or third parly provider(s) may
contact you In order to assist you wih Maln Street
Insights and ebtaln information needed to identify
and fix any arrors.

You shall at all times comply with the User
Docurnentation,

Youl shall comply with the following requirements in
connestion with your use of Main Street Inslghts;

{1) Inthe event you are abie {o discern any
information about a parteular entlty or
individual from the infermaticn avallable from
Maln Stree! Insights, either alone or with cther
informatlon In your pessesslon, you



understand and acknowledge that the
information may be subjact to gertain privacy,
marketing, insider trading, or other applicable
faws and you will limit your use theraof in
accordance with all applicable laws.

(2) With respect to each Customer who desires to
racalve marketing material or other
communications from you vla text message or
emall, such Customear must chack the
appropriate congent or the consent must be
provided in writing; you are NOT permitted to
add or muadify a Customer's consent Indication
o his behalf.

(3} You (or your agents acting on your behaif) may
only send marketing materials er other
communications to the Customer's provided
phone number, street address, and for emall
address If the Customer has specifically
consentad In writing executed by the
Customer.

herein. For the avoldance of doubt, except as set forih below,
tarmination of Services under Section 41 will not terminate the
underlying Agraament. You may terminate your First Data
Main Streat Inglghts Solutlon services at any fime upon 30
days' notice by calling the Customer Service nuriber on your
statement, Notwiihstanding the foregoing sentence, upen as
much advance notice as.is eommercially practicabla, First
Data may terminate your aceess to, and use of Main Street
Insights if (1} it s determinad that you are using Main Streat
Insights for any fraudulent, llegal, or unauthorlzed purpose,
(2} you violate the Maln Street Insights Terms and Conditions
or an Event of Default oceurs under the Agreement, (3) First
Data terminates its agreement with any third parties that are
involved In providing Main Sireet [nslghts, or (4) First Data
olherwisa dacides to discontinue providing Main Sireet
Insighta. You acknowledge and agree that an eccurrence of
(1) or {2) ebove may be deamed an Event of Dafault undar the
Agreement, thereby affording Processor and Bank all rights
and remedies as sef forth In the Agraement triggered by such
an Event of Default, which may include immediete terminatlon
of the Services under Section 41 withaut notice,

(4) Notwithstanding the capabliity of Clover 41.7 Third Party Services, Maln Straet Irsights may be used in
Insights to collect and store custonter oornectien with Third Party Services that you obtaln
information, some states may limit your use separataly for your purposas (2.0., an accounting apslication
of such Information once coifected, even Iif on your Device), If you declde to use Third Parly Sarvices, you
the customer has provided its consent, will be respansible for reviewlrny and understanding the tarms
and/or your disclosure of such information and conditions assocated with Third Party Services (Inefuding
to third parties. You acknowledge and ubteining and malntaining any required third party hardware
agree that (1) your use of customer andior software that is required for the Third Party Services to
information cbtained in connection with wark with Maln Street Insights). Your access of any Third
Clover Insights may he subject to local, Party Services s at your own risk. Third Parly Sefvices ars not
state, and/er federal laws, rules, and governed by the terms and conditions of this Section 41 ar the
regulations, (2) you ara solely responsible Agraement, Any content dewnioaded or utheiwise
for kinowing such laws, rufas, and obtained through the use of third parfy services (e.g.,
reguiations, and (3) you will at all-tine accounting application} Is downloaded at your own risk.
strictly comply with all such laws, rufes, Neither First Data norits affillates, vendors, of third party
and reguations. provider(s), will ba responsible for any actions or any

41.4.7  You shal comply fully with the requirements of all failures fo act of any third party, and such lability related
applicable federal, state and local laws and to ail third party services is expressly disclaimed,
regulations related to your use of Maln Street 41.8  Account Reglstration, First Data may requirs you to register

Insights and provisicn and use of Customer at Main Streat Insighis website or through the application. If

information and point of sale data in cornection with and when proraptad by the ragistration process, you agree to

Maln Street Insights, Furthermare, yoll ar2 solely (a) provide true, accurate, current and complete information

responsible for monitoring legal developments about yourseif and/or your business, and () maintain and
applicable to Main Street Insights and the tperation update this Infermation te kaep it trus, aceurate, currant and
of your business, interpreting applicable laws and complete. If any information provided by you Is untrue,
regulations, determining the requirements for inacourate, nol current ar incomplate, First Data has the right
complianoe with all applicable laws and regulztions, to terminate your First Data Main Strest Insights account

and maintalning an on-going compliance program. (Account) and refuse any and all aurrent or future use of Maln

41.4.8  In cennection with Maln Street insighis, yau shall Sireet [nsighte, -
receive a usamame and password to accesa Main 41.8 Privacy and Data Use, All data collected from you In

Street Insights. You are responsible far sactirely connaction with the Services or in connectlon with your use of

storing and keeping the username and password In Main Street Insights, including Customer Information and
accordance with this Section 41.70 below. Yol wil information about your business and employees used with or
not permit anyone unautherlzed by you to use the storad in or by Maln Street Insights (collactively, Assaunt
username and password and you may cnly Data), s collacted by Firat Data, its affitiates, vendors, and/or
authorize your employees and agents with a third party provider(s) ; therefore, the use and sharing of such
business need to use the username and password. Ascount Data Is contrallad by the applicable Privacy Pollcy

Al such time as multiple usernames and passwords displayed and available at or through a knk on the Maln Street

are available, you shall restrict the use of‘ Insights wabsita. You acknowledge and agree that First Data,
usernames and passwords lo single Individuals and Its afflllates, vendors, and/or third party provider(s) may

you shall monitor use of Main Street Insights to access your Account Data, and our use of your Account Data

ensure compliance with tnis Section 4 by those to is governad by the Maln Sirest inglghta Terms and Conditions
whom you have provided usernames and and the Agreement. You also agree that First Data, its
passwords and you shall keep racords regarding affiiates, vendors, and for third parly provider(s) may access
who has access to which usemames and and use Account Data to provide or enhance Main Street
passwords at all times. Insights or the Barvicas.

41.5  Equipment. You must obtain all equipment necessary for you 41,10 Protecting Your Information. You are solely respansible for
to access gnd use the Main Stroet (nsights website. No ensuring that your account numbers, passwords, seturity
zommunication channel or device to access lhe website is guestions and answers, login detaflz and any ether sactrity or
included within the provislen of the First Data Main Strast access information used by you to use or access Maln Slrast
Insights Solutiory, and you shall be responsibie for all such Insights are kept safe and cordidentlal, You must prevernt
sguipment and communication channels, Including but not unauthorized access to and use of any Account Data, You are
imited to all devise or chapnel compatiblilily. responsible for all alestronic communications sent to First

41.6 Term and Termination, Main Street Insights Terms and. Data, lis affiliates, vendors, or third parly provider(s)
Conditions in this Section 47 shall become effective upon containing Account Dala, Whan Flrst Dala recelves
execulion hereof and shalt end when terminated as set forth communications cantaining Accaunt Data, It will assume you
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41.11

4112

41.13

-sert il to Firgt Data. You must immediately notify First Dala If

you become aware of any losa, theft or unauthorized uge of
any Account Data (seg Main Street Insights support center
contact infermation below). First Data reserves the right to
deny yolt access 10 Malrt Sireet Insights, In whole or in part, if
First Data believes thaf any loss, theft or unautherized use of
any Acoount Daté or access Informatlon has securred,

Accuracy of Information. You are solely responsible for

, ensLing the accuracy of alf Information and data regarding

your business that you provide to First Data, its affliiates,
vendars, and/or third narty provider(s) in connection with iMain
Street Insights {e.g., Customer Infarmatian}. First Data, its
affillates, vendors, and/or third party provider(s) diselalm any
and all iabilty arising out of any accuracies as a result of
use of such infarmation or data.

First Data Maln Street Insights Solution Bisclaimer.

41121  Asis. Use of Clover Insights is at your own risk.
To the maximum extent permitted by applicable
faw, Clover Insights is provided As |s and
neither First Data nor fts affiliates, vendors, or
third party provider(s) makes any
representations or warranties of any kind
(axprazs or Implled) with regard fo Claver
Insights, inciudling, without lmitation,
warrantles of accuracy, merchantabiliy, fitness
for a particular purpose or non-infringement, or
that clover insights will function uninterrupted
or errofrfree, or that.clover Insights is securs,
frea of viruses or other harmful components or
that any defacts or errors will be corrected,

Financial Advice. First Data Main Strest Inslghts
Solutien: does not provide any business, Investment
or finan¢lal advica and is not advocating any
businegs decision or the sale or purchase of any
real property, stocks, bands, or securities, First [ata
expressly states, and yout hereby acknowledge, that
Maln Street Insighis Is provided solely for
informaticnal purposses ard are naot to be used as &
substitute for Independent financlal investment
advice nor are they intended lo be rellad upon by
any person or entity, inciuding you or your
Customers for the purposes of Invesimant or other
financial decisions. Malrt Straet Insights is not to be
construed as providing business or Investment
advice and should not be used or construed, in
whele orin part, as a basis or recommendation for
an invesiment or business dacigion,

Accuracy. While First Data takes commercially
raasonable measires to ansure the accuracy of the
Information and content contained in Main Street
Insights, It makes no representation or warranty of
any kind with respect to Main Street Insights. You
acknowledge and agree that all use of Maln Strest
Insights by you and all other persans shafl be: (1)
based upon your own determinafian and evaluation
and (2) at your sole risk, At times the Data may
include third party data that is appanded o the Data
and First Data has not investigated and does not
make any representatlon or warranty with respect to
the accuracy of the third party data,

Indemnity, Without (Imiting your indemnification obilgations in
the Agreement, you agree to indemnify and hold First Data, its
affitates, vendors, and third party provider(s) harmlass from
and agalnst all fogses, liabilties, damages, and expenses
{Including reasonable attorneys' fees) arising out of or relating
ko

41.13.1

41.12.2

41123

Your failure to comply with all terms and conditions
In this Section 41, Including but nat limited to User
Bocumentation;

Your use (dloie or in combination with any othar
informatlon) of any Custorner Information, reperts,
infarmation or analytles obtained in connaction with
your use of Main Street Insights;

The content or defivery of any marketing messages
thal you send ar cause to be sent to any Customer

41.13.2

41.93.3

42
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41,14

4.18

41.16

4117

41,18

phone number or emall addrass coflected through
the use of Maln Street Insights; or

Any other party's access andfor use of Main Streat
Insights with your uniqua usemame, password, or
other approprials security code.

Notices. First Data, its affflates, vendors, and/or third party
provider(s) may provide noticas and other information
regarding Main Street Insights to you via the method(s)
desacribad in the Agresment,

Amandment. First Data has the right to! (1) reguire changes
or addltion to the Main Strest Insighis Terms and Conditions in
Saction 41 at any time, and (2} change, delets, discontinue, or
impose cenditlons on any feature or aspect of Maln Street
Insights with notice provided to you as set forth in the Notices
sectlon of the Section 47, Any use of Maln Straet Insighis afler
the publlcatlon of any such changes shall constitute your
accaptance of the Main Street Inelghts Terms and Conditions
as modifted.

ldeas. You may choose to, or First Data, s affiliates, vendors,
or third party provider(s) may invite you to, submit comments
or ldeas about Maln &lreet Insights, including, witheut
Ifmitatton, about how to Improve Main Sireet Insights (Ideas),
By submitting any [dea, you agrea that: (a) Firat Data
expressly disclaims any confidentiality obligations or use
rastriclions, exprass ar Implied, with respect to any ldea, (b}
your submission wiff ba non-confidentlal, and (c) Firat Data Is
free to use and disclose any |dea on an unrestricted basls
wiihout notifying or compensating you and without you
claiming any rights therein. You release First Data, ita
afflliates, vandors, or third party provider(s) from all liabftity
and ebligatlons that may arige from the racaipt, review, use or
disclosure of any portion of any Idea.

Third Party Beneficiaries, First Data, its affilates, vendars,
ar third party providar(s) used in praviding Main Straet Insights
are Intended third party beneficiaries of this Section 41 as
applicable, and each of them may enforce Its provislons as if It
wat a party hereto. Except as expressly provided in this
Section 41, nothing in this Section 41 13 intendad to confar
upen any Parsens any rights or retedies, and the parties do
nat intend for any Parsons to be third-party beneflclaries of
this Sectlon 41.

Limltatlon of Liability. The cumulative liability te you frem
First Data, its affillates, venders, and third party provider(s) for
any and all clalma arising out of or resulting from this Seation
41 shall not exceed the total for the Main Street Insights
Solulion Faes you pald to the Processor in the twalve months
immediately preceding any claim,

41.13.4

Special Provisions Regarding Clover Servica

if you elect to use the Clover Service, the following additional terms
and condllions of this Section 42 shall apply.

The Clover Servine i3 provided to you by Procassar and not Bank.
The Clover Service, transactions processed, and other matlors
sontemplated under this Section 42 are subject to the lerms and
conditions of the Agreamant, as applicable, except o the exient the
terms of this Section 42 directly comfllet with another provision of the
Agreement, In which case the lerms of this Section 42 will control;
wrovided however, Bank is not a parly to this Agreement ingofar as it
applios to the Clover Service, and you acknowledge that Bank is not
liable to you in any way with reapect to the Clover Service, For the
purpesas of this Sectfon 42, the words "we," "our” and "us" refer anly
1o the Procassor and not the Bank,

421

Definitions. Capitalized lerma usad herein shall have fhe
meanings given to such terms as set forth in ihis Section 42 or
as defined In the Glossary or elsawhere in thls Agreeman,
Clover means Clover Network, LLC

Clover Marks maatis the trademarks or service marks of
Clover, an affillate of Progesser,

Clovar Setvice means any ervices Glover provides to you, .
Customar means a Person who makes a purchase of goods
or serviges from you, the transaction for which utllizes the
Clover Servica,

Customer Information means information about your
Cuslemers {9.49., name, mailing address, e-mall address,



42.3

tetephane number) obtained in connection with your use of tha

~Clover Bervica, T :
. ‘Dovlde medns a tablét, smartphone, or other moblte or fixeg - -

form factor [dentifled by Processor from time to time as

' compatible with snd capabl pf supparting the Clover Service, - -
: Third Party Services e the services, products, promations
. or.applicalions provided by someone other than Processor.

License Grant, During the term of the Agreement, Procassor
granis you a personal, limited, non-éxclusive, revocable, non-
transferabis licerise, without the right to sublicense or assign

- In any way, to slectronically access and use the Clover

Service solely In the United States to manage your

" establishment and conduct assoclated polnt of sals activities

within the United States in accordance with the terms of this
Section 42, For purposes of this Seation 42, “United States”
dies not include U.S, Temritaries or possesslons. The Clover
Bervice is for your internal business use only. This Section 42
doas not grant you any rights'to tha Claver Marks, All
intellectual property and proprietary rights Irs or refated to the
Ciover Service and the Clover Marks are and will remaln our,
our affiliates’, eur vendors', or out licensars' (as applicable)
scle and exclusive praperty, and arty and all right, tile and
intarest associated with the Clover Servica not expressly
granted by Precessor in this Section 42 are deemed withheld.

Restrictions. You may not, nor may you permit any third party
to do any of the following: (a) access or altempt to aecesa the
Clover Bervice (or any part) that Is not Intended or mada
avallabie for public use; (b) decomplle, disassemble, raverse
arigineer, or ofherwlss attempt to reconstrust or dlscaver by
any means any sourca cads, underlying ideas or algorithms of
the Clover Service (er any part), except to the extent that such
resiriction Is expressly prohibited by law; (c) modify, ransiata,
or altar in any manner, the Glover Service (or any par!) or tha

- Clover Marks; (d) creale derlvative works of ¢r based on the

Clover Serviea {or any parf) or the Clover Marks; (e} except
for backup and archival purposes, dirsctly or Indirectly copy
the Clover Service (or any part); (f republish, upload, post,
transmit, disclose, or distribute (in any format) the Clover

" Service (or any part) except as permitted hereln; (g) access or

424

use (in any format) the Clover Service (or any part) through
any time-sharing service, senvice bureau, network,
consortium, or other maans; (f) rent, laase, sell, sublicense,
assign, or otherwise transfier your license Tights to any third
party, whether by operation of taw or otherwias; () use or ship
the Clover Service (or any part) outside of the United States,
or access the Clover Servica (or any part) from outside the
Unlted States, without in any case obtaining our advance
written consent; (j) remove, relacate, or ctherwise alter any
proprietary rights notices from the Clover Servica (or any-part)
ar the Clover Marks; (k) perform or attempt to perform any
actlons that weuld interfare with the proper working of the
Cluver Savice, prevent access to or use of the Clover Service
by ather users, or In our reascnable judgment impose an

- Unreasonabie or dispropertlonately large load on our

Infrastructure, natwark capabllity or bandwidth; or () use the
Clover Service (or any part) except as permitted in subsectian
42,2 above,

You shall not take any actian inconsistent with the stated title
and ownership (n subsectlon 42,2 above. You will not file any
aclian, In any forum that chaltenges the ownership of any part
of the Clover Sarvice, any related software, materials ar
dogumentation. Fallure to comply with this provision wilf
constilute a material breagh of thls Agreement. We have the
right to immediately terminate your acoess to and use of the

- Clover Senvice in the avent of & challenge by you,

Clover Service limitatione and Requirements,

42,41 Youmay rccess the Clover Service through your
Pevice Lsing a wired (ethernet) or wireless (wifi or
cellular) connection to the Internet. You are solaly
respensible for the payment of any fees that may be
imposed by your Internet/data provider. Your use of
the Clover Servica may be subjsct 10: (a) the terms
of your agreements with your Interat/data provider;
and {b} the availability or uptire of the services -
provided by your Internet/data provider ‘
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42.4.2

42.4.3

42.4.4

42.4.5

42.4.8

You may use the Glover Service 1o conductproint-of

sale activities offing; fransactions Inltlated] offling will: . ..

be queued and submitted for.authorfzatlon whan -
Internet connectivity o the Clover Systein is
restored. However, yeu assume all tisk,
responsibllity and llability assoclated with any
transaction that you choose to condugt while the
Clover Bervice Is ysad offline, . .. .

The Clover Service doga not function with every
mobile device, Procassar. may alter which Devicas
are approved as compatible.with the Glover Service
In our discretion fram fime-te-tima, ., -

We may perform malntenance on the Glovar
Service from time ta 1lme which may result In
sarvice Interruptions, delays, or errors, Wa will not
be Hable for any such interruptions, delays, errors,
or bugs. You agree that we may contact you In order
to assist you with the Clover Service and, obtaln .
information nesded to klentiy and fix any arrors.

You shall at all times comply with any eperating

procedurss, requirements, or guidelines ragarding
your use of the Clover Service that are posted on
the Clover websita or otherwise providad or made
avallable to you (zoflectively, Clover Ops Gulda).

You shall comply with the follawing raquirements in
connaction with your use of the Clover Service:

(@) With respect to sach Guatomer who requests
the delivery of transaction recalpts via taxt
mesgsage or emall, such Customer must enter
his phone nurmber or email addrass in the
appropriate space displayed on the Davice
himself; you are NOT permitied to add or
modify any Customer [nformation (including
hut not limited to phone numbar and email
address) on behalf of a Cus{omer,

{b) With respect to each Customer who desires fo
receive marketing material or other
cermmunications from yol via text message or
amail, such Customar must check the
appropriate consent check box displayed en
the Device himself; you are NOT permitted o
add or modify a Customar's consent Indication
on his behalf. o

© (e} You (or your agents acting on your behalf) may

only send markeling matetials or other
communications fo the Customear's provided
phone number, street address, andfor emal
address if the Customer has specifically
eonsented by checking (himself) the applicable
box displayed on the Davice.

(d)y Notwithstanding the capabfiity of the Clover
Service to coflect and stors Customer
information and to alfow your Cusfomers fo
efect to receive markating matarials from
You, some states may limit your use of
such information once collected, evern if the
Customer has grovided his consant, andior -
your dlseiosure of such information to thivd
parfles. You acknowledge and agroe that (1)
your use of Customer information obtained
inm connection with the Clover Service may
be subfect to local, state, and/or federal
faws, rules, and regulations, {2} you are
solaly responsible for knowing such laws,
rufes, and requiations, and (3) you will at alf
times sirictly camply with all such laws,
rules, and regulations, :

(e) 1 TransArmor software s residént on your
Device at the time we provide you with the
Device and therefore part of the Cléver
Bervice, it will be used fo parfarn such
encryptlon-and tokenization (TransArmor
Sarvice) and the additional terms sat forth In
Section 3§ apply. However you will enly
racalve the applicable TransArmor Sarvice



42.5

42,6

42.7

42.8

42.9

subscribed by you gs set forthin the . R

- Application.

() " You.are responiible fo provide ard obtain any-
disclosures and consanta related lo the &-
" SIGN Act that may be agilred in carnaction .

with your conimuinications and agreements

with your Gustomers

Faes You shafl pay Processor {he fees for Clover Servlce
ag set farth on the Appilcation.

Term ang Termination. The Clover Service may he
terminated at any time by either party upen 30 days' written

* notice ta the other party, Netwithatandlng the foregoing

gantence, upoan as much advance notice as (s commarcially
praciicable, we may suspend or terminata the Clover
Service if (a) we detarmine that you are wsing Clover
Sarvice for any fraudulent, illegal, or unautherized purposa,
(k) you viclate the terms of this Section 42 ar an Event of
Default oocurs under the Agreament, (c) we terminate our
agreament with any third parties that ara invelved in
providing the Clover Service, or (d} Processor otherwise
decides o disconfinue providing the Clover Service, You
acknowledge and agrae that an ocourrence of (a) or ()
above may be deemed an Evant of Default under the
Agreemant, thereby affording Processor and Bank all rights
and remedies as sei forth in the Agreement {riggered by
such an Event of Default, which may include immediate
terminatlon of the Agraement without notlee.

Third Party Services. Tha Clover Service may contaify
links to Third Party Services (8.9., &n application
marketplace). If you decide to use Third Party Services, you
wlil b responsible for reviewing and understanding the
terms and ¢onditlons assoclated with Third Party Services
{including ebtaining and maintaining any required third party
hardware and/or software that Is required for the Third Party
Services 1o work with' the Clover Service). Your access of
any Third Party Services is at your own risk, Third Party
Services are not governed by the terms and conditions ot

this Sention 42 or the Agreement. Any content
- downloaded or otherwise obtalned through the use of
"Third Parly Services (e.g., application markeiplace and

any appa avallable at such application markétplace} Is
Hownloaded at your own tisk. Processor will not be
respansible for any actfons ar any failures fo act of any
third party, and processor expressly disclaims any
liabiiity refated to all third party services. Processor
doas nof warrant, endorse, guarantee, or assume
responsibility for any third party service or produyct
advertised or offered through the clover service or any
hyperlinied websita or service, or featured in any
hanner or other atlvartising, and processor will nct be a
party to or in any way monitor any transaciion between
you and providers of third party services or products.

Account Registration. We may reguire you to register and
create 2 "member or "merchant’ account to use the Clover
Service, If and when prompted by our registration process,
you agree to (a) provide true, accurate, surrent and
complete Information abaut yourself andfor your business,
and (b) maintafn and updats this information to keep it true,
accurate, eurrent and complete. If any information provided
by you s untrue, inaccurate, not cuirrent of Incomplete, we
have the right to terminate your Clover Service account
(Aceount) and refuse any and all current or future use of
the Clover Service.

Privacy andg Data Use. Al data sollected from you at
wwwclover.com ar fn connection with your use of the
Claver Service, Including Custemer Information and
information about yeur business and employees used with
or stored in or by the Clover Serviees (sollectively, Account
Data), is coliected by Clover and rot Processor or Bank;
therefore, the use and sharing of such Account Data is .
contrelled by the Clover Privacy Policy {available at
hitpz:iwww.clovercemiprivacy_policy}. You acknowledge
and agree that we may acoess your Account Lata Lpon our
request to Clover, and-our use of your Account Data is
governad by the terms set forth in the Agreement.
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42.10

42.11

42,12

42,13

42,14

42.16

42.16

Protecting Your Informatlon, You are solely responsivle:
for ansurlng that your account numbers, passwords,
security questlons and answers, Jogin details ang any.other

seeurity or access Informailon useq by you to, use of, aﬁcass o

the Clover Service are kept safa and confidentiat., “You must

. prevent unauthorized access o and use of any Account

Data. You are responsiblé for all elec‘ronlc communications
gent to us or to any tiird party (includiig Clovery contaliing
Account Data. When we racelve communhications
gontaining Acceunt Data, we assums you sent it to us. You
must immediately notify'us if you begome gware. of any
loss, theft or unauthcrized use of any Account Data. We
reserve the right Lo deny.you access to the Clover Service,
in whole or in part, If we believe that any logs, theft or
unauthorized use of any Account Data or aacess
information has occurred.

Accuracy of Infermation; You are solaly rspons!ble for
ensurlng the accuracy of all information and dala regarding
your buginess that you provide to'us or our senvdee
providars In conneclion with the Clover Sarvice (e.g.,

menus loaded onte the Davice), In addition, you are solely

responsible for verlfying that all information and data feaded
onta a Davice by us or our service providars at your request

are aceurate prior to your business use of such Device, We -

and our service providers disclaim ary and all lablity
ariging out of any Inaccuractes with respact to such
Information or date,

Clover $srvice Disclaimer, Use of the Clover Service or
any Eguipment provided with the Clover Service Is at
your own risk. To the maximum extont permitted by
applicable faw, the Clover Service Is provided As Is and
Processor malces no representations or warranties ol
any kind (express or implied) with regard to the Clover
Servive, Including, without limitation, warrantios of
aceuracy, merchantability, fitness for a particular’
purpose or non-Infringement, o that the Clover Servica
will funetion uninterrupfed or error-free, or that the
Clavar Service Is secure, free of viruses or other
harmful componen ts or that any defects car arrors will
ha corrected.

Indemnity. Without iimlilng your Indemnification obligations

in the Agreement, you agree to indemnify and hold us
harmless from and agalnst all losses, liahllities, darmages,
and expenaes {including reasonable atforneys' fees) arlsing
out of or relating to:

{a) - Your failure to comply with all terrns and conditions in
this Section 42, mc!ucimg But not limited to the Clovar
Ops Guide;

(b) Your use of any Gustonier [nformation abtained in
connection with your use of the Clover Service;

{c) The content or delivety of any marketing messages
that you send or cause to be sent to any Customer
phone number or email addrass collegted through the
use of the Clover Service; or

(dy Any other party's access andior use of the Clover
Service With your unigue username, password, or
other appropriate security code,

Notices, We may provide notices and other information
regarding the Clover Service fo you via the-method(s} -
described in the Agreemant or In the E-8ign Consent
Agreement sei forih below,:

Amahdinant, We have the right to change or add to the
terms of this Sectien 42 at any fime, and fo changs, delste,
discontinue, or impose conditions on any featurs or aspaect’
of the Clover Service with netlea provided to you as set
forth in subsesifon 42.14 above. Any use of the Clover
Service after owr publication of any such changes shall
constituts your acceptance of this Agraement as modlf ad.

Ideas. You may chocge or wa may Invite you to submit
comments or ideas about the Clover Servics, Including, . -

without limitation, about how te improvesthe Clover Service |

{ldeds). By submitling any Idea, you agree that: (a) we. -
expragsly disclaim any confldentiality obligations or use

restrictions, express or imolied, with respectto any |dea, (b} -

your submission wiil be nen-confidential, and {¢) we are



free to use and disciose any ldea on an unrestricted basis

without notifying or compensating you, You release us from
alt iability and obligations that may arise from our recelpt, .
review, Use or disclosure of any pertion of any Ides,

4217 Third Party Beneficiaries. Processor's Affiliates and any -

Persons Processor uses in providing the Clover Semvice are
intanded third party beneficlaries of this Sectlon 42, and

each of them may enfarce Hs provisions as If It was a party -

hereto. Except as expressly provided in this subsection
42.17, nathing In this Section 42 is Infended to confer upon
any Persons any rights or remedies, and the partias do not
Interd for any Persons to ke third-party beneficlares of this
Section 42.

43 Speclal Provisions Regarding Clover Go Service (Mobile

Paymenis)

If you elect to use the Clever Go Service, the following adgitional
terms and conditions of this Seclion 43 shal apply.

The Clover Go service is pravided fo you by Precassor and not Bank.
The Clover Go service, transactions processed, and other matters
contemplated under this Secflon 43 are subject to the terms and
condittens of the Agreement, as applicable, except to the extent the
terms of this Secffon 43 directly conflict with another provision of tha
Agreement, In which case the terms of this Sectfon 43 will sontrol;
provided howevar, Bani fs not 2 party {o this Agraement insofar as it
applies to the mebils payments service, and you acknowiedge that
Bank Is not liable to you in any way with raspect to the moblie
payments service, For the purposes of this Section 43, the words
"we," "our" and “us" refar ohly to the Procassor and nct the Bank.

43.1

43.2

43.3

434

43.6

43.6

43,7

43.8

Your mehile payments service (Clover Go Sarvice) enables
you to accept card- based payments using (a) a smari phone
or other supparied moblle device thal you provide, (b} an
approved card reader you obtain from us (Clover Go
Reader), and {c) an application (Clover Go App) that you
downioad from the Apple App Stare or Googla Play. The .
Clover Go Service does not suppoert offline point of sale
activities and requires Internet connectivity for proper
functioning, We may update the Clover Go Service from fime
to time.

Only Apple 108 and Goaglé Androld operating systems ara
compatible with tha Glaver Ga Service, and only certain types
of mobite devices using Appls 103 and Google Android are
supported for the Claver Go App and Clover Go Servica.
Please contact us for information on whether a partlcular
mobile davice Is supportad for the Clover Go App and Clover
Go Senvice.”

Additional tertnis of use (Clover Go Terms) apaly to the
Clover Go Servics, From time ta time, Clover Go Terms will be
presented te you elestronlcally on an "In-application” basis,
and you will be required fo "click to agree" befare being
permitled te use the Clover G App, If we update the Clover
Go Terms you will be required to "slick ta agree" fo the
updated Clover Go Terms in order to use the Clover Go App
agafn,

To use the Clover Go Service, you must also be using, at
a minimum, the TransArmar Data Profection Service,
which Is sometimes referred to as TransArmor Tokenlzation
and Encryplian, You may also choose o use the Clover
Sacurlty Plus Soluticn Services, which includes the
TransArmor Data Protaction Service,

If you are aready using the singla-token version of elther the
TransArmor Data Profection Service or Clover Security Plus
Harvices, then no additional TransArmor produets are needed
for the Claver Go Service,

if you are using the Payeszy Gateway or if you acgept card-
rot-prasent payments (for example, Internet payments), you
may need a diferent TransArmer product. Pigase contact us
for information.

tf you are not already using a TransArmor product, then you
must first 8lgn an agreement for an eligible TransArmmor
praduct,

Ugse of Clover Go readers is at your own risk. To the
maimum extent permitted by applcable law, Clover Go
readers are provided As fs, and we make ho
represantations or warranties of any kind {express or

impiied) with respect (o clover go readers, including but
not limited to: (a) warrantles of quailty, accuracy,
merchantability, fitness for a particular purpose, title, or .
non-infringement, (b} any warranty that the clayeér.go .

readers will function uninterrupted or errorfres, (cjany ., .

warranty that any defecis or errors will be corrected, ar ..
{t) any warranty that the clover go readers arg secure,
free of viruses or other harmful COMmpoitents.

44  Special Provisions Regarding Clove,r.cafe

44.1

44,2

44.3

44.4

44.5

44.6
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If you purchase Clover Care, Included Equipment means
equipment fisted In the Equipment Detalls gectlon.of this,
Agreement. Clover Care replaces, at no additional charge to
you, Included Equipment that has falled during the Clover
Care Tarm dug to manufacturer defects In materlals or
workmanship, normal wear and tear from usa In your
business, and accldental damage from handling. Merchants
with Irigiuded Equipment located In New York: see below for
material lfmitations on Clover Care protection,

Clover Care protection begins when we ship you the Included
Equipment and continues for three years from that date, (fhe
Clover Gara Term). Clover Cara protection extends to
replacement davices for the remainder of the arlginal units -
Clover Care Term,

(a) During the Clover Care Term, Clover Care protactior is
imitadt 10 3 replacements per devica listed In this’
Agresment, ‘

(b} We reservs the right to replace Inciuded Equipment wiih
refurbished units. You acknowladge that Clover Care
protection extends only to the funcllonality of devices,
and not fo cosmetlc appearance or other non-functionai
matters. ‘

{e) If the model of unit to be replacad is no longsr in
Inventory, we resarva the right to replace that unit with a
model of the same or better functionallty, Under no
clreumstances wil we pay or cradil you with cash in lieu
of a replaced unit, ’

For assistance with a failed unit, contact Customer Service, ¢
we confirm that the unit Is edigible-for replacement, we wilt ship
you a replacemeant uhit at no addiijonal cost, We reserve the
right to replace each failed unit of your Included Equipment
with refurbished equipment. You may elect to purchase a new
unit at our then-current rates if vou do not want a refurbished -
unit, but we will not apply any credit to the purchase price of 4
new unit. : :

You must redurr gach falled unit and its refated accessories to
us within 46 days after receiving the replacemart Unit, The
package containing the replacement-unit will include a prapaid
shipping fabel for returning the failed unit. You must ship the
failed unit including any related unit accessorfas) in the same
container we Used to ship you the replacement unit. If you do
not return a faited unit (or any related accessorles) to us within
45 days, we will charge you our then-current rate for that unit
Or acceasory.

Exclusions, Clover Care does not:

(a) Replace or vtharwise protect Included Equipment in
casas of loss, theft, Intentional damage, or damage o
units incusred ineidentaily to fire or flood damage fo your
business premises. Clover Care is vold If you breach this
Agreement or your merchant processing agreement,
Clover Care Is not insurance nor a substitule for
insurance; or

{b) Apply to defects or damage resuiting from software,
interfaces, or suppliss we da not provide; loss or damags
in translt betwean your locatlons; your or your vendors' or
users' Improper site preparation; or fallure to foltow
writleh instructlons on proper use of the Included
Equlptnent,

(¢} Merchants with Included Equipment located In New York:
see Sectlan 44,7 for material additionat exclustons.

We may charge you our then-currént rate for any refumed unit
that: (1} the Agreement excludes from Clover Care, (2) has af
axpired Clover Care Tarm, (3) does rot mateh the serlal

numbar of a unit for which you purchaaad Clover Care, or {4)
resuits In a no-problem found clalm (an NPF Claim), An NPF
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Claim will result If & factory technlelan could not reproduce
your reported defect in the returned unit or the retumed unit
performs to specifications within the factory's automated.
guality assuranca tasting program,

New York Merchants, For Included Equipment located in
New York, Clover Care protectlon does ot include damage
arislng from normal wear and tear (except as arlsing from
product defect) or accldental damage from handiing.

(a) Subjectta the conditions and exclusions set forth in this
Agresment, Clover Care replaces, at no addHional
charge 1o you, Included Equipment that has failed due to
manufacturer defects in materlats or workmanship.

{p) In addition to the exclusions abova, Clover Care does not
repdace or otherwise protect Included Equipment arfsing
from causes other han manufacturer defects in material
or workmanship, including without limitation: demaga
resulting from smashed or crackad units or screens;
extranaous materials in the Interlor of the unit; contact
with liquida; miasing unit covers; meltad or burnt units;
caametle damage; your er your vendors' or users'
improper or Inadeguate malnienance; or ether visible
damage. Clover Care ia void if you breach this
Agreement, Clover Care i not Insurance nor a substitute
for Insuranue,

(c) You acknowledge that the Fees charged by us are not
reduced for Included Equipment located Tn New York,
aven though there are lessar protections provided and
broader exclusions,

45  Achitration; Ghoice of Law; Venue; Walver of Jury Trial

45,1

45.2

45.3

45.4

46.5

This arbitraticn provision shall be broadly interpreted, If you
hayve a DIspute with us that cannot be resclvad infarmally, you
ar wea may elect o arbitrate that Dispute In accordance with
the terms of this arbltration provision rathar than litigate the
Displite in court. In arkitration, there is no judge or jury, and
thara is less discovery and appellate review than in cour,

Notwithstanding Section 45.1, you and we agree that tha
following will mot be subledt to arhitration: (a) disputes relating
{o the scope, validity, or enforgeablity of this arbltration
provision; (k) any claim filed by you or us In which the amount
in gontroversy Is properly within the juriadiction of a small
claims court; and (c) any dispute refated to the validity of any
parly's intellectual property rights.

If you or we elect te resolve your Dispute through arbitration
pursuant to this arkitration provision, the party initiating the
arbitration proceading shall open a case with the American
Arbitration Assoctation - Case Filing Services, 1101 Laurel
Quak Road, Buite 100, Voorhees, NJ 08043, 877-485-41885,
www.adr.org.

Because the Services provided to you under this Agreement
concern interstate commerse, the Fedaral Arbltration Act
(FAA) will govern this arbliration provislen, including the lssue
of whather the Dispute is subject to arbitration. Any arbitration
will ba gaverned by the Commercial Arbitration Rules of the
American Arbitration Assoclation (AAA). If there I3 a conillct
hetwaen this arbliration provision and tha AAA Rules, this
arbitration provision shall govern. If the AAA will not administer
a proceading Under this arbltration provision as written, it
caniol setve g the arbitration erganization to resolve your
Dispute. If this situation arises, the partles shall agrae oh a
substitute arbitration organization, If the parties are unabla fo
agree, the parties shall mutually petlifion a court of appropriate
jurisdiction ta appoint an arbifration organlzation that will
administar a proceeding under ihis arbitration provision as
wiltten, Jf there is a conflict between this arbitration provislon
and the rest of this Agreement, this arbitratlon provision shall
gavern,

Aslngle arbitrator will resolve the Dispute. The arbitrator will
honar claims of privilege recognized by law and will take
reasonable sleps to protect your information and other
eonfidential or proprletary information, If the claim alleged In
the Dispute is for $10,000 or less, and the Dispute Is not
excluded based on Secion 28,2 above, you may chaoes
whether the arbitration wilt be conducted solely basad on
documents submitted to the arbltrator, through a telephonic
hearing, or by an In-person hearing under the rulas of the
selected arbiiration crganization. The arbitrator will maka any
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45,7

45,8

45.¢
4510

4511

45.13

4514

award In wriling bul nead not provide a statement of reascns
unless requestad by & party. An award renderad by the
arbitrator may be entered in any court having |ur!sdictlon ovar
the parties for purposes of enforeement.

I an award granted by the arbitrater exéeeds $50,000, efther
parly can appeal that award to a thrae-arbitratar panel
administered by the same arbitration organization by a written
notice of appeal fled within 30 days from the date of entry of -
the written arbitration award, The arbitration organization will
than nollfy the other party that the award has been appealed.
The membears of the three-arbitrator panel will be selacted
acoording to the AAA's Commeraial Arbitration Rules. The
three- arbltrator panel will 1ssue its decislon within 120 days of
the date of the appealing party's notice of appeal. The
declsien of the three-arbitrator panel shall be final and binding,
except for any appallate right which exists under the FAA.

All parties {o an arbitratlon must be Individually hamed, There
shall ke no sight ar authority for any claims to be arbitrated or
Btigated on a class action, joint, or consclidated hasis or on a
basis involving claims brought In a purported representative
capacity on behalf of the general publlc (such ag a private
attorney general), other clients, or other parsons.

The arbifrator may sward Injunctive or similar relisf only in
favor of the individually named party and only to the extent
necessary to provide rellef warranted by that individuai party's
claim. The arbitrator may not award fnjunctive relief applicable
to any claas or similarly situated indlvidual or groups.

The arbiiration will take place in New York, NY.

We will relmburse you for filing fees and arbitrator's costs and
expenses you nofify 1o us afler bringlng the claim at the time
the demand or claim is fited with the AAA, as noted In the
AAA's Commerclal Arbitraidion Rules and Mediation
Procedures (Amended and Effective May 1, 2018). You are
reapongibie for all additional costs that you incur in the
arbitration, including, but not limited to, fees for attarneys or
expert witnesses, If the arbitration fs resolved In our favor, you
shall raimbursa us for tha filing feas and costs paid up to the
extent awardable in a judicial proseeding, If the arbitration (s
resolved In your favor, you will not ba reguired to reimbursa us
for dany of the fees and costs paid by us, Metwithstanding
anything fo the contrary in this arbitration provision, we will
pay all faes and costs that we are required by law to pay,

if you do not wish to arbitrate disputes, you must nolify
ug in writing within 30 days of the date that you first
receive this Agreement by writing your name, address
and account rumber as well as a clear statement that you
do not wish fo rescive disputes through arbitration and
sanding that notlce elther (a) by s-maif to

arbitrationoptout@iiserv.com; or (b) by mailing to
Arbitration Opt Out Notice, 2975 N.W, 120th Avente,

ME/CON-ARB OUT, Coral Springs, FL 33065 (these
addresses are only for submiiting the notice describad In
this saction), Your decision to opt cut of arbitration will
have no adverse effect on your relationship with us or the
Sarvices provided by us,

if any part of Section 45,7 is found to be illegal or
unenforeeable, the enlire arbifration provision will be
unenforceable, and the Dispute will be decided by a court, i
any other clause in this arbiration provision ls found to be
ilegal or unanforceable, that clause will be severed from this
arbitration provigion, and the remainder of this arbifration
provisicn will be given full force and effect,

Choice of Law. Choice of Law. Our Agreement shall be
governad by and construed In accordance with the laws of the
State of Naw York {without regard to its choice of law
provisions).

Vanhue. VWe have substantial facllities in the State of New Yark
and many of the services provided under this Agreement are
provided from these facilities. The exclusive venua for any
actions or claims arlaing under or related to this Agreement
shall be irt the appropriate state or federal court located in
New York, New York,

Waiver of Jury Trial, You and we have agreed io waive the
right ta trial by jury,



46 Other Terms

48.1

46.2

46.3

454

46.5

Force Majeure. No party shall be llable for any default or
delay in the performance of its obligations under this
Agreement If and to the extent such default or delay |s
caused, directly or indiractly, by (1) fire, flood, earthquake,
elements of nature or other acts of God; (2) any terrorist
attacks or outbreak or escalatlon of hostitities, war, rots or civi
dlsorders in any country; (3) any act or omisslon of the other
party or any government authority; (4) any labor dispuizs
{whether or not employses’ demands are reasonable or within
tha party's power to satlafy}; or {5) the nonperformance by a
Person for any similar cause beyond the reasonable control of
such party, including without limitatlon, fallures or fluctuatiens
in telecommunications or other equipment. In any such svent,
the non-parforming party shalf be excused from any further
patiormance and observance of the obligations so affected
only for as long as such circurnstances prevall, and such party
cantinues to use commerclally reasenable efforts to
recommence parformance or coservance as soon as
practicabla. Notwithstanding anything to the contrary in this
paragraph, your faillure to recelve payment or furds from a
Pergon shall not excuse the peiformance of your obligations
to us under this Agrasmant.

Gompliance with Laws. [n performing its oblfigations under
fhis Agrearnent, each party agrees fo comply with aflt laws and
regulations appiicable to it You further agree to cooperate and
provide information raguested by Servicers, as Servicers
determine necessary, to facilitate Servicers compllance with
any applicatle law Including witheut Imitation the rules and
regulations premulgated by the Office of Foreign Assels
Control of the US Dapartment of the Treasury, You further
acknowledge and agree that you will net use your merchant
acceunt and/or the Services for illegat tranaactions, for
example, those prohibited by the Unlawful Intemet Gambiing
Enforcement Act, 31 U.B.C. Section 5361 et aeq, as may be
amended from time to tirme, or thogs Invelving any Persan
listed on the U.S. Department of Treasury, Office of Foreign
Assets Control, Specially Designated Nationals and Blockad
Persons List (available at wwwi.trags, gev/afag) orthe U5
Dapariment of State's Terrarist Exclusion List {(avallakie at
www.state.qoy), of for the processing and acceptance of
fransactions in certain jurisdictions plrsuant te 31 CFR Part
500 et seq. and other laws enforced by the Office of Foreign
Assets Control (OFAC) or in connection with illegal activily of
any kind,

Notices. Except as ctherwise specifically provided, all notices
and other commuinications required or permitted hereunder
{other than those inveolving normal operational matters relating
ta the processing of Card transactions) shalf be in writing, if to
you at your addrass appearing in the Agplication or by any
alactronic maans, including but not limited to the e-mai
address you have provided on the Application, If to us at our
address appearing in Section A5 of Fart 4 of this Agreement,
with a copy to First Data Merchant Servicas LLC, 4000 Ny
120th Avenue, MSICON-8MB, Coral Springs, FL 33065,
Aitention: Legal Dept., and Notives shall be desmed to have
been given if sent by mail or courler, upen the earlier of & days
after maffing, or when actually received and/or dellvered.
Notice given in any athar manner shall be effective when
actually received, All such nofices must includa your merchant
name(s) and merchant identification number{s). Fallure to
provide Motice to this address, or include this pertinent
merchant informaticn, will be deemead ineffective, Notlees to
your last known address (Including e-mail address), as
indleated in our records, shall constitute effective notice (o you
under this Agreement. If you change your address (Inclding
e-mail address), you must nottfy us at least 30 days prier to
the effactive date of any such change. Failure to provide us
with a valid address (Including e-mail address) may result in
the termination of the Agreement,

Headings. The headings contalned in this Agreement arg for
convenience of reference only and shall not in any way affect
the meaning or conatruction of any provision of this
Agreement,

Sevarahility. The parties infend every provision of this
Agrasment to be severable, |f any part of this Agreement is
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46.6

46,7

48.8

469

46.10

46.11

nat enforcesble, the remaining provisions shall remaln valid
and enforeeakia, :

Entire Agreement; Walver, This Agreement constitutes the
antire Agreement between the parties with respect to the
gubject matter thereof, and supersedes any previous
agreemants and understandings, A party's weiver of a breach
of any term or condition of this Agreemant shall not be
deemed a waiver of any subsequent breach of the same or
another term or condition. -

Amendiment, We may madify any provislen of this Agresmant
by providing wrllien natice to you. You may choose not o
accept the requirements of any such changs by terminating
the Agreament within 26 days of recelving nallce. I you
choose to do so, notify us thal you ars tarminating for this
reagon so that wa may waive any early termination fee that
might otharwlse apply. For purposes of this section, &n
electronic of "dlick-weap” notice intended to medify or amend
this Agreetnent and which you check f Aceept” or "l Agree" or
othenwise aceept through an electreriic process, shalf
constitute In writing as requlred herein, This Section 45.7 does
not apply to fee shanges, which are governad by Sections
25,4 and 25.5.

Third Party Beneflclaries, Our respectiva Afilliates and any
Persons we use In providing the Setrvicaa are third party
bensficlarias of this Agreemant and each of them may enforce
its provisions as It was a party hereto, Except as expressly
provided In this Agreement, nothing In this Agreement Is
intended to confer upon any Person any rights of remedies,
and the partias do not Intend for any Persons to be third-party
beneficiaries of this Agraement.

Card Qrganization Rules. The parties acknewledge that the
Visa, Mastarcard, Discover Netwaork, and PayPal Card
Crganization Rules give Visa, Mastercard, Discover Network,
and PayPal cartain rights to require termination or modification
of this Agreement with respect to fransactions lnvelving Visa,
Mastercard, Diszover Network, and PayPal and the Visa,
Mastercard, Riscovar Network, PayPal systems and to
investigate you, The pariies also acknowledge that issuers of
other Cards, for which we perform sanvices an your behalf,
may have similar rights under thelr applicable Gard
Organization Rules with respect to this Agreament's
applizability to transactions Involving such other Cards.

Publicity, Cliant may not use the logo, name, trademark, or
servica matk of Processor and /or Bank In any manner,
Inciuding withaut limitation, in any advenisements, displays, or
press releasas, without the prior written censent of Processor
and Bank.

E-Sign Consent Agreement
(1) Consent

{a) By signing the Gonfirmation Page, you sonsent and
agree that:

{b) Processar ¢an provide disclosures yequired by law
and other Information about your legal rights and
dutias to you elecironically.

{c) Where required or requested, your elecironic
signature (via "click-through" or other methed} an
agreaments and documants reiating to the Clover
Setvice hag the same effect as if you signad them in
ink.

(d) Processor can send all communicatlons, bllling
statements, amendments to the Clover Service,
notices, and other disclosures cr information
regarding the Clover Sarvice or your uge of the
Clover Service or fhe Services as defined in the
Agreement {colectively deflned as Disclosures) to
you electronically (1) via s-mall, (2) by access to a
web site that we designate in an e-mail nolice we
send to you at the time the fnformation s avallahle,
or {3) to the extent parmissible by law, by access fo
g website that we will genarally designalte In
auvance for such purpose, '

{8) f youwant a paper copy, you can print a copy of tha
Dizelosure or download the information for your
recards.
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() This consent applies to all future Disclosures sent to
yaul In sonnection with the Clover Service, the
Agresment, or your use of the Claver Service or the
Services a8 defined in the Agreement.

(2) Logal Effect

By consenting, you agres hat etectronic Disclosures

have the same meaning and effect as if Processor

provided paper Disclosures to you, When Processor

. ganads yeu an email or other electrenic notificalion
alerling you thai the Disclosure Is avallable siectronically
and makes It available online, that shall have the same
maaning-and effact a3 If Precessor provided a paper

Disclosure te you, whether or not you choose o view or

prirt or download the Disclosure,

Glcéaary
As used in this Agresment, the following terms meaan as follows:

Address Verification Setvics (AVS): A service provided through
which the merchant verifies the Cardhelder's adelress, In whole or In
parl, Primarily used by Mall/Telephone/ Intetnet order merchants,
Address verification is Intended to deter fraudulant transactions,
howsver, an AVS Match does not quarantes that a fransaction is valid,
An AVS raquest sholldl generally be submitted with an authorization
recuest. The AVS response, if avallabie, however will net impact
whether any asscclated authorization requas: ls approved or denied,
You may be charged an AVS fee for any AVS request vou suibmit even
If we are net able to provide a response to the request.

Afflilate: Person that, diraetly or indiractly, (1} awns or controls a
party to this Agreement or (2) is uncler ¢ommoen ownership or control
with a party 1o this Agreement.

Application: the Application for Services exacuted by you,

Authorization: approval by, or on behalf of, the Issuer to validate a
frangaction. An Authorization Indicates only that the Issuer has
confirmed thera fs suffictent avallability of funds on the Cardholder's
accourt at the time tha Authorizatlon 1s requested,

Authorization Approval Code: A number issuedtoa participating
rarchant by the Authorization Center which confirms the
Authorization for a sale or service.

Authgrization and Capture: Refers to the communication of
instructions from your POS davice or nfher systems o our computer
avatems, whether the communications are for authorization reguests
or any ather capture of information.

Authorization Center: A department that electronieally
commaunicates a merchant's request for Authorlzation en Credit Card
transactlons {o the Cardholder's bank and transmits such
Authorlzation to the merchant via slectronic eguipmant or by vaice
Authorization.

Bank: The bank identified on the Application sighed by you.

Bankruptcy Code: Title 11 of the Unlted Slates Code, as amended
from time te time. Batch: A single Submission to us of a group of
transactions (sales and Cradits) for settlement. A Bateh usuaily
represents a day's worth of transactions.

Business Day: Maonday through Friday, excluding Bank holidays,
Card: See either Credit Card or Debit Card,

Cardholder: Maans the Person whose name Is embossed on a Card
and any authorized user of such Card, also referred to as Gard
Member by American Express,

Cardholder Information: the daia contained on a Card, of otherwise
provided to you, that is required by the Payments Qryarizatlon or us
in‘order to process, approve and/or setile a Card transaction,
including the names, addresses and Card account numbers of
Cardhelders,

Gard Not Prasent Bale/Transaction: Alransaction that ceours when
the Card 1s not present at the polnt-of-sale, including Internet, mall-
order and telephone-order Card sales.

Card Verificatlon Codes: A three-digif vaiue printed in the slgnature
panel of most Cards and a four-gigit value printed ort ihe frant of an
American Express Gard. Visa's Card Verification Coda is known as
CVVZ, Mastarcard's Card Verifization Cotde fs known as CVG2; the
Card Verification Cades for Discover Network, PayPal, and American
Express are known &s a Card Identification Numbers (CID), Card
Verification Codes are used to deter fraudulent use of an account
aumber in a non-face-to-face enviroriment, (e.g., mall orders,
lelephene orders and Internet arders).

Card Verificatlon Value (CVV)/Gard Valldation Code (CYC)/Card
tdentification Data (CID): A unique value encoded on the Magnetlc
Sttipe of & Card used to validate Card irfarmation during the
Authiorlzation process.

Cardholder Verlfication Method (GVAM: A methed used to confirm
tho tdantity of a Cardholder and io signify Cardholder accaptancs of a
transaction, such as slgnature, Offine PIN, and Online PIN.

Cash Benefits: An EBT account maintained by an |sauer that
rapresents pre-funded or day-of-draw benefits, ar beth, administerad
by one of meie government entities, and for which the lssuar has
agread to provide aceess undar the EBT program. Multiple benefits
may be combined In a single cash benefit account,

Cash Over Transaction: Dispensing of cash by & merchant In
conngction with a Card sale, other than a PIN Debit Card transaction,
for the purchage of yoods or servicas.

Charge or Chargas: The fotal price, including all applicable taxes
and gratuities, for the purchase of goods or services at a merchant for
whish a Cargholder has signed a Sales Draft or otharwise indicated
infent to pay with a Card,

Chargeback: A Card transacticon (or dl2puied portion) that is returned
to us by the Issuer. Cllent Is responsible for payment to us far all
Chargehacks,

Chip: An Integrated microchip embadded on a Card containing
cardhalder and account Inforrmation.

Chip Card: A Card with an embedded EMV-compliant chip containing
memory and interactive capabilities used to Identify and store
addiflonal dala about a Cardhalder, an Account, or both,

Claim: Means any claim (Including initial claims, counterclaims,
eross-claims, and third party claims), dispute, or controversy batween
you and us arising from or relating to the Agreament or pricr Card
acceptance agraements, or the relationship resulting therefrom,
whetlher based in confract, tort {Including negligance, strict llability,
fraud, or otherwise), statutes, regulations, or any other theory,
inchuding any question relating to the existance, validity, performance,
construction, interpretation, enforcement, or termination of the
Agraement or prior Card acceptance agreements or the relationship
resulting therefrom,

Client: The party identified as Client on the Application, The words
Subseriber, you, and your refer to Client, Alsc, sometimes referrad
to as Merchant.

Contactlass Payment: Paymeni parformed In a Card-Present
Environment with a Contactless card or Payment Device (e.g., Mobile
phone) at the Peint-of-Transaction.

Credit: Arefund or price adjustment given for a previous purchase
fransactlon,

Credit Card: a payment account that i (a) presented to you in
various forms (Including cards, fobs, tags, mebile devices, or virtual
forms), (b) bears the Mark of & Payments Organization, and (¢}
enables the Cardholder to buy goods or gervices on credit.

Gredii Draft: A decument evidencing the retum of merchandise by a
Cardhalder to a Cllent, or ather refund or price adjustrent made by

the: Client to the Cardhalder, whether electronic, papar or some cther
farm, all of which must conferm to Card Organization Rules and
applicable law,

Credit Limit: The credlt line set by the Issuer far the Cardholder's
Credlf Card account.

Customer Activated Termlnal {CAT): A magnetic stripe terminal or
chip-reading davice (such as an automatic dispensing machine,
Limlted Amount Termihal, or Self-Service Terminal} that is not an ATM,

Data Incident: any actual or potential unautherized or fraudulent
access to (or Use, disclosure, or alteration of) transaction data,
whether consisting of a single event, a continuous course of events,
or a series of related svents,

Data Incident Expenses: means: (a) any obligations thal you have ta
us arising from a Data [ncident Including EMV Upgrade Costs; (b) the
costs of a securily sssessment conducted by a qualified security
assessor approved by d Payments Organization or PC to determine
the cause and extent of a Data Incident; and (c) any reasonablo faes
and expenses incurred by us, ar by you with our prior written consent,
for any Mitigation Services spacifically approved by us in writing but
only it the Mitigation Services are provided within 1 year following
discovery of the relevani Data Incident.
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Daty Usage Charge: Charged to you for ourprocessing of Sales

- Data 2amt-to us, Debll.Card: a payment account that is {a) presented

to you in varlous forms {including cards, fobs, tags, mobile devices, or

- Virtual forms), (b) hears the Mark of a Payments Oigarization, and (c)

enablesihe Cardholder to buy goods: or services by dablting the
Cardhiolder's bank seeount or stored value/prepald account.

Dial-ifp Tarminai; An Authorization devics. which, like a leleaphone,
tials an Authorization Center for validation of transacticns,

. Dlscount Rate: A percentage rate andfor amount charged to a

merchant for processing.its qualifying dally Credit Card and Non-PIN
Debit Sard frangactions, as set forth in the Appllcation. Transactions
Ihat fail to meet applicabls interchange requirements will be charged
adlditlonai amounts as sst forth in Section 25.1,

Electronlc Benefit Transfar (EBT): An Electranic Benefits Transfer
systemn used to deliver certalr government defivered banefits,
includlng without limitation Cash Benefils and FNS, SNAP and WIC
Benefls, to EBT customers, |

Electronic Draft Capture (EDE)? A process which allows a
merchant's Dial-Up Terminal to recaive Autharization and captura
transactions, and aelactronically transmit them to the Precessor. This
eflminates the need io submit paper for processing,

EMV Upgrade Gosts: {he costs you agree to incur to upgrade
payment acceptance and procassing hardware and software to
enable you o accept and process EMVeenabled Cards in a manner
comptiant wih the PCt DSS.

Entity: Meanz & corparatjon, parinership, sole propristorship, trust,
association, or any other legally recognized entity or organtzation,
Factoring: The submission of autharization requasts andfor Salas
Drafts by a merchant for Card sales or cash advances transacted by
ancther buslness, Factoring s prohlbited,

Fleed Acquirer Network Fee (FANF): Faa that applies to he
acceptance of all Visa branded products and is based on both the

slza and the number of marchant locations, The fee will be assessed

per merchant Taxpayer i, based on the number of merchant
facations, Marchant Category Code (MCG), and menthly Total Stoss
marchanit Sales Volume associated with each Taxpayer 1D,

Fraud Fuli Recourse; Ona of American Express's Chargaback
pregrams

General Terms: Parl 2 of the Program Gulda, Including any
amendments ar madifications.

Gross: When referred to in connection with ransaction amounts or
fees, refers 1o the tolal armount of Card sales, without set-off for any
refunda or Gredils,

Imprinter: A manual or electric machine used to physically imprint the
merchants nams and 10 number as well as the Cardholder's name
and Gard number on Safes Drafls,

Issuer: The financlal Instilution or Card Organization {of cther Entity
authorized by a Card Organuatmn) which has issued a Card tp a

- Perzon.

Limlted Amount Terminal: A Customer Acfivated Termina! that has
dlata eapture only capability, and accepts payment for #fems such ae
parking garage fzes, road folls, motion picture theater snirance, of
magnetic-stripe lzlephones.

Magnetic Stripe: A stripe of magnetic Information affixed to the back
of a plastic Credit or Deblt Card. The Magnatic Stripe centains

. assential Cardholder and account information,

Marks: Names, logos, smbiems, brands, service marks, trademarks,
trade names, tag Ines or other proprietary designations,

Mastercard Account Status inquiry Service Fee: Zero dollar
Account Status Inquiry Sarvice requests (Including AVS, CVC2 or
both).

Mastarcard CVC2 Fee: Afee assossed for transactions acquired in
the U.S. Ragion with the CvC2 (3-digit code an the back of the
Mastercard issued card) includad I the transaction for authorizaflon
and where the CVC2 response valug equals ‘M’ (Match) or 'N'
(Invalis/dld not match), The fee will not he applled to Account Status

i [nqulry (A8 requests.
Mastercard Dgltat Enab!ement Fee: Afae assessed by Mastercard

on select Card Not Present ransactions.

*-Maslercard Processing Integrity Fee: The Mastercard Processing

Integrity Fee is assessed In the event Mastercard cannat maich an
appreved authorization to a settled transaction (within 120 days from

the date the authorization was granted) or aToversal rsguest (within a
speciflc ttme frame), The Processing Integrity Fea can be avolded by -
geftling transacttons an!y with an approved authorization, If an
aulhorizatlon approvat is no longer needed, it must be alectronlcally
reversed within 24 hours for a card-present fransaction or within 72
hours for card not present transaction,

Media: The decumentation of monetarytransactaons (I 8, Saias ‘
Drafts, Cradit Drafts, comtputer priniouts, ete.) .. .

Merchant identification Card: A plastic smbossed card supplled ta
each merchant to be uged for imprinting infermationto be ‘submitted
with each Ratch of paper Sales Drafts. Embossad data includes
Merchant ldentification Number, name and soietimas merehant (D
code and terminal numbar, :

Merchant fdentification Number: A number that numericaliy
enlifies each merchant focation, autlet, or line of business to the
Processor for accounting and billing purpeses,

Merchant Processing Application: The Merchant Processmg
Application and Agreement executed by Client, which is one of the
documerits camprising the Agreemant,

Marchant Provider: Any Parson engaged by you to provide services
to yau invalving or refailng to (1) accass to Cardholder data;
transaction data or information related to aither Cardholder data or
{raneaction data or (2) PIN encryplion, including without I|m|tat|0n
Eneryption Service Organlzaticns (ES0s).

Mitigation Service: a service provided to a cardholdar whose
informatlon is the subjact of a Data Incident, where the primary

purpese of the service is to mitlgate the effects of the Data Incident,
Including identlty theft education and asslstance and ereclt
monitoring.

Non-Bank Services: Products and/er Services for which Bank {s not
responsible or to which Bank is rict a party.

Non-PIN Debit Card: A devicé with a Visa, Mastercard, or Discover
Network Mark that is lad to a Cardholder's hank account or a prepaid
account and which is procassed without the use of a PIN.

Mon-Guallfled Interchange’Fae: The difference betwaer the
interchange fee associated with the Antlclpated Intsrchange t.evel and
the interchange fee associated with the more costly mzarohange level
at which the transaction aciually processed, -

" Non-Qualified Surcharge: Asurcharge applied o any transaction

that fails to qualify for the Anticipated Interchange Level and is
therefore downgraded to a more costly Interchange level, The Non-
Quatified Surcharge (the amount of which I set forth on the Service
Fee Schedula) is in addition to the Non-Oualiied Interchangs Fee,
which |s also your responsiility (see above, Section 25,1)

PAN Truncation; A procedure by which a Cardholder's copy of a
Sales Draft or Crecit Draft, or as reqtlred by applicable [aw, the Sales
Draft or Credit Draft you retain, will only reflect the last four diglts of
the Card account number,

Payments Organization: aty payments association or payments
network we support whose cards or other paymen forms you accept
under your merchant pracesaing agreement.

Person: Athird party individual or Entity, other than-the CI|emt
Processer or Bank,

PIN: the personal ldentlﬂcatlon number asscciated with a Debit Card.

PIN Debit: a type of transaction using a Debit Card thal requires a
Cardholdar to enter a PIN for authentication. -

PiNless Debit: a type of PIN Debit transaction that, under applicable
Rules and for qualifying transactions, does not requlre the Cardholder
to enter a PIN for authentication,

Polnt of Sale (POS) Terminal; A devlce placed In a merchant location
which is connected o the Protessor's system via telephone lines and
is designed to autharlze, record and transmit setilement data by
elecironic means for all sales transactions with Prozessor.

Processor: The entity identifled o the Application (ather than the
Bank} which provides carfain sarviges undar the Agreement.

Program Guide (alse knowh as the Merchant Services Program
Torms and Conditions): The hooklet which contalns Your Payments
Accaptance Gulda, the General Terms, Third PartyAgreements and
the Confirmation Page, which together with the Application and the
Schedules thereto and documents ingorporated theretn, constitute
your Agreement with Processor and Barik, ) '
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* Resuriing Payt;nentindicator:AAvaiue used to Identlfy fransactions

for which a Cardhelder provides permigsien o @ merchant 1o/ blil the ce

. .Cardholder's Card account at.either a pradetarmined interval or gs
. agreed by the Cardhnlrjer for. racumng gaods or services,

Rofarral A (nessage received front an lasuarwhen an altempt for
Authoilzation requires a-call fo the Voica Authortzat[on Centeror
Volee Responge Unit (VRU}. o

Reserva: money we owe o you {nel.of any abligations you owe to us)
that we hold back in order to secure o fund your ebligations with us.

Reserve Acgount: An account established and fundad at our raguest
or an yoeut behalf, pursuant to Seckion 371 pfthe Agreament,

Retrleval Request/Transaction Cocumentation Request: A request
for documentation related to a Card transaction such as & copy of @
Sales Draft or other transaction scurce documents.,

Rulss: the rufes, regulations, standards, releases, interpretations and
other requirements (whether contraciual or atherwise) Imposed or
adopted by any Card Organfzation and related authorities, including
those of the PCI Security Standards Council, LLC, the Natlonal
Automated Clearing House Assoclaticn and (with raspect fo EBT
transactlons) the Guest Oparating Rules.

Sales/Credit Summary: The Identifying form uzed by a papat
Submission merchani te indlcate a Batch of Sales Drafts and Credit
Drafls (Usually one day's work), Nota Batch header, which I8 used by-
elecironlc merchants.

Sales Draft: Evidence of a purchase, rental or leass of goods or
sarvices by a Cardholder from, and cther payrsents to, Client using a
GCard, inciuding preauthorized ordars and recurring transaclions
(unless the context requires otherwise); regardless of whether the
form of such evidence is in paper or alectronic ferm or ctherwise, al
aof which must confarm to Card Crganization Rules and applicable
law.

Schedules: The atlachiments, addenda and other documents,
Including ravisicns thereto, which may ke Incorperaled into and made
part of this Agreement concurrently with or after the date of this
Agraement.

Salf-Service Tarminal; A Custemer Activated Termlnal that aceepls
payment of goods or services such as prepald cards or vidaa rental,
has electronic capabliity, and does net accept PiNs.

Servlcers: Bank and Processor colleclively. The words we, us and
our refer to Servicers, uniess clherwlse Indicated.

Services: the aclivities undertaken by us to authorize, process and
settle Card transactions undertaken by Cardholders at your

lonatien(s), and all othat sawlce's prtwfded by us unter 1hls o
Agreement . L IR
Setifsment Aceount: An account o acpmmt(s )at financial
Institution desigriated by ydu as the apcbint to be debited and
credited by us for Card !ransactlons fodg, Charqébacks anc{ other
amaunts due under the Agreemént or In cnrln*ewoh WIth the
Agrgement, R :

Signature Dehit: a type’ of tramsaction usiny a D‘eblt Card bt
requires the Gardholder to provide a signature fur authenticahon
rather than a PIN, .

Store and Forward: Atransactlon that has bean author!zad bya )
merchart when the merchant éannat’ obtam an Authorization while the -
custormar i presant, typleally due'to a communitations falure, The
merctiant will store the transaction electronlcally in their host system
and retransmif the transactioﬂ when cnmmunlcahons have been
ragtored,

Summary Adjustment: An adjustmeni to your Submlsswn and/or
Sattlameant Accaunts in order to correct errors,

Telecommunication Gard Sale? Individual Iocal or leng-distance
telephone calls, for which the lelephone sarvice provider Is pald
directly by use of a Card. These to notinclude, however, calls pald
for with pre-pald telephore service cards, Telecommunlcatlon C.-ard
Sales are ponsiderad Card Not Present Sales. -

Transaction Fees: Sarvice costs charged to 2 metchant en & per
transaction kasis. Transaction intagrity Fee: Fee assessed on Visa
Debit Card and prepald Card purchage !ranaamlnns lhat e\ther fail or
do not raquest CPS gualification,

Wireless Networks: cerain cellufar {elephone and data networks to
which we have actess though Wirelass Vendors.

Wirslass Sarvices: wireless data communication services that use
radio base stafions and switehing offered by Wircless Networks in
order to allow you to capture and transmit to us certain wireless Card
Autherization transactlcns or to transmit other communlcatlons fo our
system. :

Wirgless Software! ereIess ‘software (mcludlng any documentaion
relating to or describing the wireless sciware) downloaded by you or
your designee from our systerms orfothe Wirsless Equipment. ‘
Wireless Vendors: ona or more third parly vendors selected by us in
our scle diseretion through whom wa ha\.re acqulred Khe right to resell
Wireless Services.

3
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Part‘3;Tl‘1_ir-d Party Agraemerits RN g RN

) ) P
The following Agreements are Third Party Agreements enterad Into

. between Client and the Third Parties identlfied In the Third Party e
Agreements, . . . R

If Client desires to recelve the products and/cr servicas offerad under &

sk

Third Party Agreement, Client must check the appropriate box or ctherwlse

indicate such desirs inthe Merchani Frocessing Applleation, In which case
. the terms and conditlons of the Third Parly Agreement shafl be binding

upon Client. The Signature page in the Merchant Pracassing Application or
any Schedule thereto shafl also serve as a signature page to the Third
Party Agreements, ‘ ‘

Clisnt acknowledges that the Third Partles are relying upon the Information
centained on the Merchant Processing Application and the Schedules
thereto, all of which are Incorperated by refarence into the Third Party
Agreements.

TaleChack Solutions Agreemant

1 Sorvicos

TeleChack will provide Company with the services indicated in the
TeleCheck Bervices Application and Agresment (TelaCheck
Application) which may Include: (1) coded information that it may Lse
whan deciding whather to accept g check or elagtronic funds transfer
#tem (each an Itam, and together, ltems) when provided by Hs
consumers as payment, (2) settlement procesalng services and (3)
warranty or verificatlon services; all as desciibed in this Agreement
{tagether, Services), TelaChecik will be Gompany's exclusive provider
of the Services during the Term (defined below) of this Agreemant.
Company agrees te the terms of this Agreamant by signing the
TeleCheck Application; cficking "Accept” or "Install* when presented
via an App (as applicable and described below); or using any of the
Services. Company acknowladges that the Speclally Items
{settlemeant only) service doss not Include recelving coded
Irfermation, warranly or verification services. :

1.1

1.2

13

Delivery by Appfication. if the TelaChack Senvices are provided
through TeleGheck's theck acceptance application (App) that
resides an a Clovar point of salz device (a Device), Compary
agreas that this Agresmant will govemn Company's access to and
use of TelaCheck's Services on such App. Company's use of is
Device is subject to its agreement with the supplier of the Device
{and not TeleCheck), and this Agreemeant does not alter
Gompany's agreement with its Device sunpiler, Company will
comply with the terms of its agreement with the Device suppller;
and warrants that 1t is authorized to instal and use TeleCheck's
App on tha Device. ‘

Submitting {tems, Company will designate the types of ltems it
accepts and that i will submit to TeteGheck for precessing under
this Agreement as indicated an the TeleCheck Application.
Company must submit the liem o TeleCheck through the
appropriate service. For example, checks presented In person by
consumers at Company's point of sale can anly be submitted
through the In-person werranty {or verification) service, checks
sent through the mail to Company can anly be submitied through
the By Mail/ Drop Box service, Company will submit alt of its
designated Hama to TeleCheck for processing urder this
Agreement. Except for ltema pracessad through the By Mail/
Drop Bax sarvice, TeleChack will analyze each llem that
Company submits for processing and, In its dlseretion, provide -
Company with an approval cr decline code with respect to sach
ttemn. TeleCheck will glve Company operating guidelines and
speclfications, as applicabia, to assist Company with properly
accepting and submilting its Items for processing (operating
guidelines and speclifications ray be provided to Gompany
alectronically or made avallable via the interne),

Information Warranty. if Company has selected a warranty
service in tha TeleCheck Application, TeleCheck warrants the
accuracy of the Information given In its approval code (the
Information Warranty) when an ltem meets the warranty
reguirements described below. items that satisfy TeleCheck's
Information Warranty and meet the corresponding warranty
requirements are Eligible ltems. TelaCheck wilf purchase
Eligible ttems that are subseguently dishonored, returned,

_ reversed, or otherwise not pald by a consumer's financial

institution (these Items are Return llems), Company's sole

. remady for a breach of TelaCheck's Infarmaticn Warranty Is the

right fo require TeleCheck o purchage an Eligibla ltem that
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hecarme a Returmn Iterri.-;.TeleChg:ck;s’,Ilabil]{yjé Cbmbe‘!ny'f,or. e .
breach of Its Information Warranty will.not exseed the lesser of;

{a) the amount of the Eltible ltem, or (5) the Warranty Meximum =~

set forth In the TeleCheck Service Application anc Agresment,
Company may accept Iteéme that do riot recelve an approval
code or that do not meet the wartanty requirenients (ihese ltame:
ara laeliglble ltsms); howeve:, Ineligible liems arg not coversd
urder TelaCheck's Information Warranty and TeleChack:will not
purchasa them. : e e S :

Warranty Requirements, Company represents and werrants
that each Item 1 submilts to TeleCheck for processing and.

‘sovarage under the Informatlon Warranty meete the following

requiraments:

A, Qeneral Requirements. The following éphly to all lterms
uniess otherwise specified: . o

(1) the liem was submitted to TeleCheck for processing
according te TeleChetk's operating guidelines and
" specifications, and Compary obfained a single approval
code for it; . .

(2) the item is drawn on the consumers deposit account at a
Unlted States or Canadian financlal Institution (for example,
and without limitation, money orders, ceshler's chocks,
travelers checks, insurance ¢hecks, credit card checks, or
nan-first party ltems are Ingliglble ltama);

(3) the liem, or a clear image of the e ({If submitfed using &
mehile or other opticaf imaging device); shows the - '
consumer's name, address, check number, and routing and

- account numbers in the MICR line (not applicable I the
payment Is online or over the phone);

(4) ihe ltam is a properly completed first party Item that is
dated, payabla to Company, made out for the amount due
to Gompany for its gaads or serviees, and signed by the
consumer (hat applicatle If the payment Is online or over
the phene); : -

(5) e consumer authorizad debiting its account by electronlc
funds transfer or remotely created check for the amount of
the ltem (an Authorization) In accordance with
TaleCheck's aperating guidelines and specifications and the
rules of the National Automated Clearinghouse Association
{Nacha Rules), as applicable, for the services utillzed;

' {6) the Item represants the consumer's payment obligation to

Company for its goods or sewvices, and has not been ysed
I another transaction;

{7) the amount of the ltem (a) is for the prica of Company's
goods or services, (b) matehes the amount submltted ta
TeleCheck for processing, and.{s} does not exceed the
Warranty Maximum;

{8) the ltern was not submitted as a split sale or In ofher ways
to avold these warranty requirements or the VWarranty
Maximum;

(9) the ltem is not for cradif, cash, or payment on an account,
debt, or ltem already due te Company;

{10) the Item does not pra-date or post-date the date of the
transaction and corregponding inquiry to TeleCheck by
more than 1 calendar day;

(11} the transaction and corresponding Hem are nat subject to
any stop payment, dispute or setoff right;

(12) Company s not awara of anything that invalidates the Item,
pravents itz collaction, or relleves the consumer from
liability for it; and

{13) Company provided the notlces requlred by applicable Law
{defined In Section 21,1 belowsy, authorlzing TeleCheck to
process the liem aa an electronie funds transfer or remataly
created check and Imposing (and autherlzing such
pracessing ofy a fee for Return ltams,

B, Requirements For ln Ferson Payments. If a consumer
presents a paper check in parson at Company's point of
purchase location, In addition to those (n Section 1.4 A abovs,
the following requirements apply and must be followed In
aceordance with TelaCheok's oparating guidelines and
specifications: (a) the consumer signed an authorfzation ta debit



consumer's aceount and consumer's signature on the
authorlzation reasonably matches the name imprinted on the
[temn; (b} the authorization must be clearly and conspicucusly’
pogfed and a copy of the authorizatlen must be provided to the
consumer and {c) the [tem must be voided and returned to the
congumer after submission to TeleCheck for processing. If such
in-person paymant is approved as a paper check that cannet be
gettled as an eleclronic funds transfer, the addklonal
requirements n Section 1.4 £ below appiy.

€, Requlrements For Cnline Payments. If a consumer
rnakes an onling payment, the following requirements apply in
addition to those In Sectfon 1.4 A above: (a) tha consumer
electronically autherized the transaction In accordance with
TelaCheck aperating guidelines and speclilcations and (b) the
payment website sita authenticates the consumer's identity and
usas appropriate site security and Intermet session security
standards in accordance with the Nacha Rules.

bD. Requlrements for Mall/Drop Box Chacks. If the consumer
provides a paper check which was maited In or submilted in a
drap box to Company, the requirements in Section 1.4 A, abeve
apply, except (&) the check must be for payment that is not more
thah 80 days past due; (b) the check must not be post-dated or
dated earlier than 20 days from the date of Inquiry to TeleCheck;
and (d) Company must securely store the check for at least 60
days following the correspending payment transactlon at which
time [t must be destroved, Additionaily, the consumer must not
have notified Company that the check was net to be converted
into an electronic funds transfer. If such mailfdrop box cheok is
approved as a papar check that cannot be eattled as an
electronic funds transfer, the additional requirements in Section
1.4 £ below apply.

E. Requiraments for Mobile Checks or any Checks
Approved as Paper Only. If TeleCheck approves an ltem as a
paper check that could not be dettled as an electrenle funds
transfer (l.e. chack is to be deposited by Company) or the check
Is submiited to TeleCheck as an image threugh a moblle device
(either, & Paper Satflemant ttem), the following requirements
apply in addition to those in Section 1.4 A above: (a) the check
raust Include the consumer's nama (imprinted by the
manufacturer), physical addrass (mprinted by the manufacturer
or written on the check according o TeleCheck's operating
guidelnes - P.Q, Boxes will not be accepled), phane number
(with area code), identification type and number (imprinted or
written on chesk), Company's TeleCheck Subscriber Number
and TeleChack's approval cods; (b) the consumer's signature
must reasonably match the name Imprinted on the check and (c}
Company must send Paper Seltlement ltems that wera
presented In person at Company's point of purchase and that
become Return lters directly frem its financial institution to
TeleCheck within 30 days of the dale cn the check. if the Papar
Setllernant lem was malled In or submitted in a drop box by the
consumer fo Company, or If the ltem was presented by the
consumer to Gompany and submitted through a mobtle device
by Company to TeleCheck, and subsaquent to the transaction
TeleCheck instructs Company to deposit the check (due to image
quality lssues (a Redeposit Check ltem), Company must
deposit the Redeposit Check tem within 2 days of TeleCheck's
Instruction to do so and TeleChecl must recelve | for purchase
within 45 days of the date on the chack, Paper Setllament items
and Redeposit Check Items may cnly ke prasented once for
payment (TeleCheck will not accept Paper Setitement ltems or
Radeposit Check ftems that Company or its financial institution
presented for payment more than once). th additien, Gompany
must securely store the physical check for at least 80 days
following the correaponding payment transaction.

Electronle Images. |f the ltem Is submitted to TeleCheck by
Company as an image using a mebile device or other image
raader, the ability to settle imaged Efiglble ltams to the banking
system depands on (a) the quailty of the image and (b} the
banking system's ablity to accept the image for setllement
pregessing. Company will use a third party provider to capture
images of ltems using a mobile device (this third party, anfmage
Vendor) and submit those Images to TeleCheck. Company
acknowledges that its Image Vendor will requlre some of
Company's account information (including, without limitation,
merchant account number, contact name, email address and
davice identifies} to submit [tem images to TeleCheck; and

16

1.7

1.8

1.9

authorizes TeleCheck to provide the image Yendor with the
informalion necessary to allow It to submit tem Images to
TelaCheck on behalf of Company. TeleCheck i not responsible
far the image qualtty of Hems submitted-throLgh Company's
Image Yendor, or submission of the iméges by Company's

Image Vendor to TeleCheck. Company will destroy the physical
checks that were submitted as electronlc images after storing .- -
them securely for at least 60 days.

Authorlzatlon, Company wilt maintain a copy of each
consurner's Autherization for the longer of: (&) 2 years, or (b) the
perlod of time required by the Nacha Rules, Cormpany will
provide TeleCheck with lagible coples of Authorizatlons within 7
days of TeleGheelds request for them.

Assignment of items, Company assighs all if its right, title, and
intarast in each Eligikle tem that it submits to TeleCheck for
warranly coverage when the Item becomes a Return ltem.
Company will reasonably ald TeleGheck In Its enforcement of the
fights asaocialed with an assigned Eligible tem,

Processing Notices; Return Item Fees. Company will pesi,
and provide consumers with, notices at the point of sale that are
required te process [tems using the Services and o collect fees
on Return ltems, Gompany will assess the highest fes amotint
allowed by appiicable Laws on all Return ltems, which
TeleCheck may collect and retaln from gonsumers.

"Goodwill" of an [nellgible [tem, TeleCheck may elect to
provide warranty coverage for an Ineligible [tem that Company
submits for pracessing. Providing warranty coverage for an
Insliglble ttem will nol consfituta a course of deallng, walver of
rights, or prevent TeleCheck from rejecting warranty coverage for
any other Ineligible Hems,

1.10 Updating Information. Company will prompily notify TeleChack

if (2) a consumer makas any payment (o Company or returms
any goods In connection with a Return ttem that Is subjact fo
warranty coverage, or {b) Company cancels any services paid
for by an ltem that Is subdact to warranty coverage; both
representing a full or partlal satisfaction of the Return ltern.
Company's notice of payment or canceliatlon of servicas will
jdentily the consumer,

1.11 Chargeback, TeleCheck riay chargeback any Eligible Itern that

it purchased fram Company for coverage under the Infermation
Warranly if:

(1) the consumer returned the goods or services (in whole or In
part) that were paid for with the ltem;

{2y Campany has not defliverad the goods or senices that were
paid for using the ltem;

{3) the ltem is subject to any stop payment, dispuls, or seteff,

(4 the consumer makes full or partial payment to Company for
the Item, or provides any form of security to ensure its
payment;

{6) the goods or services were initially dellverad on credit or
under a lease;

{6) the purchase transaciion, the payment represented by the
ltem, or transferring the em to TeleChack (by assignment
or stherwise) Is vold or Invalld for any reason ather than the
consumer's kankruptoy;

(7} Company breaches the applicable warranty requirements
for Ellglbie tams,

(8) Cornpany submits mullinle ltems or duplicate ltems related
to the same transaciion for processing (e.q., deposits a
paper [tem previously submitted for processing as an
afectronic Hem without TeleCheck's direction to do so};

(8) Company does nof submit its Hems fo TeleCheack for
processing within 1 calendar day of the transaction date (for
batch processing, llems must be submitted te TeleCheck for
processing within 7 calendar days of the ransaction date);

{10) the consumer disputes authorlzing the ltem, Its validity, or
the ameunt debited for It (except in the case of third party
fraud committed with a consurmar's check);

{11} the consumer's Authorization is Incormplete or invalict;
Company falls to provide TeleCheck with a leglble copy of
an Authorizatlon within 7 days of a request for it; or
Company breachas this Agreement, elters an tern or
approval code, or submits an ltem with Krowledge it s
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lixely to become a Return ltem. Knowledge means facts or
clrcumstances which, if known, would cause & merchant,
using commercially reasonable Judgment, o Independently
refuse to accept an Item (including, without limitation,
spliting single transactions Into smafler components or
resubmitting ltems that were previousty denied).

Company will immediately notlfy TeleCheck if it has Knowtedge that
any of the above circumsiances ocour, Company will continua to be
responsible for its chargebacks aftar termination of this Agreement.
TeleCheck may chargeback any amounts that exceed the Warranty
Maximum for an Eligible Rem.

Non-Warranty Sarvices

2.1 If any of the verlfication services. or the Speciaity items
(seltlement onfy) services are salacted by Company in the
TeleChack Applicatien (Non-Warranty Services),
TelaChack wilt have na liabiiity for any Item that Is
processed using the Non-Warranly Services that Is
subsequently raturned, dishoncrad, reversed or otherwise
unpaid, and does not warranty the checls processed using
the Non-Warranty Services, There will be no payment to
Company for any loss from transactions precessed fhrough
the Non-Warranty Services, Company assumaes all rlaks
that ltems accepted by Company may result in Return
ltems. Company will be fully respensible and ligble 1o
TeleCheck for all Rafurn items, regardless of the reason or
timing. TeleChack witt deduct or offset all Return ltems
against any amounts lo be paild to Company for ltema
settlad under this Agreement or, alfernatively, TeleGhack
may initiate debits to Company's Sattlement Accourit
(defined in Section 3.1 below) for all such Return ltems,

22 Reprasentations and Warranties, Coempany represents and
warrants that each ltem submitted under any of the Non-
Warranty Services complies with the faliowing, (a) the temn
was submitted lo TeleCheck ik acsordance with the
TelaCheck's operating guidelines and spedfications, (b)
the consumer authorzed debiting its account by elactronic
funds {ransfer ar remotely created check for the amount of
the ltem In accordance with TeleCheck's operating
guidelines and specificetions and Nacha Rules including,
without limitation, providing any necessary notlces to
consumer (not appiicable to the Speclalty Hems
(sattlemant only) services) and (c) the requirements in
Sections 1.4. B, €, and D (aa applicable 1o the type of ltem
presentied) have been complied with.

Battlement

3.1 Company will identlfy one or more bank asceunts held In its
name {each, a Settlement Account) that TeleGhack will use In
cennectlon with the Services, Company autharizes TeleCheck to
(8} initiate credits to the Settlsment Account for procesds that
correspond to Company’s transactions; (b) Initlate deblts to the
Settlement Account for any amounts thal may be owead or are
ragulred to be paid under this Agreemeny; (c) Initlatg the
fransaction te # consumer's deposlt account on Company's
behaif for lfems that are owed toit; and (d) initlate adjustments
ralated ta the foregoing (Including, without limitatlon, adjustments
for chargebacks or parfial adjustments}. TeteCheck may Initlate
any transfar by Automated Clearing House (ACH) entry.

3.2 TelaCheck resarves the right to decline processing any ltem.
TeleCheck will initlate a funds transfer for Company's
transactions that were processed under this Agreament; less any
amounts due fram Cempany for faes, refunds, adjustments or its
other obligations. TeleGheck vill typlcally credlt Company's
settlement funds to its Settlament Account within 2 banking days
once the transactions are finalty submitted fo TeleCheck for
seftlement processing.

3.3 TeleCheck may recover amaunts associated with any
adjusiments for an ltem that ara mada to the Settlament Account
at Company's request or due to its error, TeleCheck may alse
recover amounts assoclated with any feas that # consumer pald
{o Its financial Institution because of these adjuaiments.

3.4 Company must promptly notify TeleCheck if it falls to recelve any
settlerment funds cr if there are any changes to the Settlemant
Account. Transfer of setllement funds may be delayed or
misdirected if Company provides inaccurate information about,
or fails to notify TeleCheck of changes to, the Settlament

Account, TeleCheck is not rasponsible for setilement errors that
arise if Company provides inaccurate Information about, or falls
fo nofify TeleCheck of changes to, the Setfliement Account.

Financial information

Company will premptly provide any financial or ather information
reasnnably requested by TeleCheck to perform credlt risk, securlty,
qualificatior, and other reviews related to providing the Services,
transactions submitted, futfillment of obligations to TeleCheck, or the
financial gondition of Company, Company authorlzes TeleCheck to
obtain informatien from third partles when performing credit rigk,
security, qualification, and other reviews.

Notice of Materlal Changes

Cempany will provide TeleCheck with reasonable advancs nolice of
any materlal change in the nature of Company's business (including,
without imitatlen, any change to Company's operations that would
maderially affect Its products sold, services provided, ar the
proceduras It follows for payments aceaptance). The failure to provide
TelaChack with this notice constitutes & materal bregch of this
Agreament,

Company's Payment Gbligations

Fees. Company will pay TeleCheck for: (a) all fees and charges for
the Services that are set forth in the TeleCheck Service Applization
and Agraement; (k) alf tems that are charged back; (¢} all
adjustments required In connection with Company's transactlons; and
(d) all costs, Tiabilifias, or other obligations imposed on TeleCheok by
third parties as a rasult of transactions submitted by Company, its
actlons, or Inactions.

6.1 Other Fees. Company will also pay TelaCheck for the following
fees and charges for the Services (a3 applicabie); (a) Customer
Requested Operator Call Fes (aiso called CROC or Voice
Authorization Fea), which is an additfonal $2,50 fee paer
operator or Interactlve Veice Response {[VR)-assisted call that
Company Initiates, but TeleCheck does not request; ()
December Risk SBurcharge, which is an addilional percentage
charge added to the inquiry Rate for each authorization inguiry In
the month of December; (¢) Funding Report Fee, which is a
$10.00 monthly fee to receiva dally funding or weekly funding
reports {the Funding Report Fee does not apply if TeleChack
provides the funding report monthly); {d) Inquiry Rate, which is
the percentage rate that applies to the face amount of each ltem
{up to tha Warranty Maximum) that Company submits to
TeleCheck for autherization (whether or not TeleCheck Issues an
approval code for the Ttem); (e} Menthly Minimum Fee, which Is
the minimum aggregate amolint of the inquiry Rate fees thal
Company must pay on a manthly basis {f the total Inquiry Rate
fees for Company's ltems submiited durlng any month Is less
than the Monthly Minimum Fee, than the Monthly Minimum Fee
will apply); (D Monthly Processing Fee Is a monthly fee for
handting Company's account; (g) Special Handling Fee, which
is a $5.00 fee appllied when the folowing occur, {1) a chargeback
of an Eligible ltem, (2) an ltem processead for payment must be
correcisd due to Subscriber's error or at Subscriber's request, or
(3) TeleCheck edects {In its discretion) to process an ltem that
fails to meet the applicable warranly requirements, or that is a
Return ltem, as a "Goadwlll' ltem; (h) Transaction Fee, which Is
the additional per transaction charge for each Item that Company
submits to TeleChack for authorization or processing (whether or
not TelaGheck issues an approval code far the Item); and {i)
Unauthorized Retuin Fee Is a fee applicabla to any ltem hat s
dishonored, returned, reversed, or olherwise not paid by the
Consumear's financial institution far the reason that such ltern ig
unautharized by the Consumer,

6.2 Early Terminatlon Foe. TeleCheck will suffer substantial injury,
for which It would be difflcult to determine damages, if Company
braaches thls Agreemant or terminates it early In viclation of the
Agreemant's tarms, TeleChack may recover damages equal o
90% of the aggregate Menthiy Minlmum Fees and Monthiy
Processing Fees that are payable for the unexpired portlon of the
then-cusrent Term as an accurate reflection of these damages
and realistic pre-estimate of TeleCheck's losses caused by an
early terminatien of this Agreement,

Reserve

7.1 TeleCheck may regulre Company to fund a cash reserve
{Reserve) in an amount thal reflects TeteCheck's assessmant of
risk, as it may detarmine In its discretion from time-to- time. The
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Reserve Is a payment obligation of TeleCheck, established by
hofding back trensaction preceads or debiting the Settlemeant
Agccount in order to potentially offset any obilgations that
Company may have to TeleChack, The Reserva Is nof a
segragated fund that Company may claim to own, TeleGheck |s
ubligated to pay to Company any amounts remaining from lhe
Reserve after all other then-current and confingent liabiiities or

: obligations.related to Cempany's payment transactions have
expired.

7.2 The olallgatlohs du to Company from the Reserve will not
agerue interast unless required by applicable Laws,

7.3 TeleCheck will notify Company If & Reserve is sstabiished
(including its amound) or if the ameunt of tha Reserve Is
modified,

7.4 TelaChack may gat off any abligations that Company owes to
" TeleCheck from the Reserve,

7.6 Alhough Company dcknowledges that the Reserve Is a general
obligation of TeleCheack, and not a specifically identifiable fund, if
any perscn claims that the Reserve is an asset of Company that
is hald by TeleCheck, Company grants and acknawledgeas that
TeleCherk has a security interest in the Reserve and, at
TeleChack's request, wili provide documentation to reflect this
security inferest,

Setoff and Priority

All funds that TeleCheack owes to Company under this Agreemant are
subject to Company's paymeni obligations under this Agresmant.
TeleCheck may setoff or recoup amounts Company owes to
TeleCheck agalnat any funds that TeleCheck owes to Company.

Statements, Reporting

TaleGheck wili provide Company with statements or electronic
repariing (together, Statements) reflecting the fees, sefflernant
amounts, and other information related to the Services, Company
must review the Statements and inform TeleCheck of any arrors within
60 days fallowing the date that the error was, or should have been,
regorted; provided, Company must repert setflameant or funding errors
to TeleCheck within 30 days (reporting srrors wilt enable TelaCheck to
recover amounts or prevent them from cottinuing), TeleCheck will
have ne abligation to provide refunds for errors that Company raports
more than 60 days or 30 days (as applicable} aftar the errors were, or
should have heer, reported, Company and TaleChsck will werk
together to reselve Issues or disputes that ariss in connection with the
Statements, or the funds cradited or debifed ta the Settlement
Acepunt,

Tarm

This Agreement begins on the ealler of tha dates when Company
slgns lts TeleCheck Servicas Applicafion and Agreement, submits Its
first Item for processing under this Agreament, or when Company
downloads the App (lhis date, the Effective Data), The length of this
Agraement's inltlal term Is deslgnaied in the TeleChack Services
Application and Agreernent (Inltial Term). This Agraerment wil
automatically renew for successive ong-year periads (each, a
Renewal Tarm), uniess TeleCheck or Company provides the othaer
with at least 30 days' written notice of non-renewal at the end of the
Initial Term. The Initlal Tarm togethar with any Renewal Term{g) is the
Term of this Agreemant.

Termination; Modification; Suspension

111 General Termination, Either Company or TeleCheck may
{ferminate this Agreement by giving 30 days' advance notice if
the other materlally breaches this Agreement and falls to
ramedy fhe breach within 30 days of recalving nolica of It,
TeleGheck may terminate this Agreement upan written notice
to Gompany for any reason (with or without cause) during its
Term. If the Services are deliveted through TeleCheck's App,

~Company may terminate this Agreement for any reason (with
or without cause) during its Term by uninsialing the App.

11.2  Modification, TeleCheck may maodHy this Agreerment's terms
{including, without imltatlon, its fees) upcn 30 days’ notica to
Company, during which notlce perlod Company may terminate
this Agreement by providing written natice of termination to
TeleCheck, Company's cortintiad Use of the Services after the
30 day peried contained in a notlee of madification from
TelaCheck will constitute Company's acceplance of the new
terms,
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11.3  Suspenston. TeleChack may suspend Its Sarvices or
satilement of any funds under this Agreament If it determines
that questlonable activily ocours with respect to Gompany's
payment fransactions (including, without limitation, if there are
axcessive Return kems associated with Company's llems,
Company braaches the Nacha Rules, or if requlred by
applicable laws. TeleCheck may alse suspend cr lerminate it
Services If requesied by its Criginaling Financlal Deposiary
Institution. :

Confidential Informatlon

121 Gonfidentiality. Nsither party will disclese non-publlc
information about the other party's business (including, without
lirritatian, the terms of this Agreement, technical
specifications, customer lists, or Information relating te a
party's operational, strategis, or flnanclal mattera} {together,
Confldential Informaticn). Confidentlal Information does not
Ineluda Infermation that: (1) is or subsequently becomes
publicly avallable {through ne fault of the reciplent); (2) the
reciplent lawfully possessas before its disclosurs; {3) Is
Indepandently developed without reliance on the discloser's
Confidenttal [nformallon; or (4) s recelved.from a third party
that is hot obligated to keep it confldential, Each parly will
implement and maintaln reasonabie safeguards to protect the
other party's Confidential Information,

12.2  Disclosure. The reciplant may disclose the other party'a
Confidentlal Information; (1) to lts direclors, officers,
persennal, and representatives (including those of its
subsidiaries, affiliates, subcontractors or vandors) that nead to
know it [N ¢onnection with the regipient's parformancs under
this Agreement, and are bound by confidentiality abligations
materlaily similar to those required under this Agreement; and
{2) In response fo 8 subpoena, court order, or as required
under applicabie Laws or Nacha Rules,

Data Use; Security

13.1  Data Use. TeleChack owns all right, title and interest in the
data [t obtains from providing the Services to Cornpany.

13.2  Data Security. Cormnpany will implement commerciatly
reasonable praclices, Including administrative, physicat and
technical safeguards, that are designed to: (a) maintain the
securlty and confidentiality of Consumer Information, (b}
protect agalnst reasanably anticipated threats {o the security
or integrity of Consumer tnformation, and () protect against
unauthorized acgess to or use of Consumer [nformation that
could result In substantial harm or inconvenlanca to the
consumer. Consumer Information s customer information
Company recelves In sonnection with any kransaction
rantemplated by this Agresment,

License o Marks

TeleCheck grants Company a limited, non-exclusive, han-
transferrahle, non-sublicansable, royaity-free lfoanse to use the
trademarks, service marks and leges (togethar, Marks) that
TeleCheck provides 1o Comipany during the Term of thls Agreement,
Gompany (a) may use lhe Marks only in the United Statas; {b) may
usa the Marks enly in connection with its usa of the Sarvices; (¢) will
follow the branding guidelines that TeleCheck provides or malkes
availalile from time-to-time; and () will not use materials contalning
the Marks without TeleCheck's prior wriiten permission. Campany will
not otherwise distribute, lease, sublicense, safl, modity, copy or create
derivative works from the Marks, TeleCheck reservas to itself &l right,
titte, Intarast or lcense {express or implied) to the Marks that are not
speclfically granted to Company under this Agraement; and may
suspend or terminate this license upon written notlce to Cempany.

Indemnification

Compary will Indemnify, defend, and hold TeleCheck harmtass for all
[osses, damages, costs, or expanses (Including reasonables attorney's
fees) claimed against It by 1hird parties, which arise from Gompany's

gross negligence, willful misconduet, or bregch under this Agresment.

Exclusion of Damages

TeleCheck wilt not be liable for lost profits, revenue, or business
appartunitles, nor any exemplary, punltive, special, indirect, incldental,
or conseguential damages (whether direct or indiract); regardless of
whether these damages were foreseeable or TeleCheck was advised
they were possible.
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Limitatlons of Lisbility

TeleCheok's aggregate Imbl!itv for any logses, damages costs, or
expanses (inciuding reasonable attornsys’ feas) arising from any

" cduse {regardless of the forny of action or legal theory) In cannection

with this AgrPement will be limitad to the izaser of (1} $50,000, or (2}

' I'the total faes paid to TeleGheck under this Agreement during the 12
‘months precading the event gwlng rfse to such [1hsil Iy, :

Notlces ‘ .
Whitten notleas (mher than normal operatlons) raquired under this

- Agreement wiil bs sent by certified ail or national courier {with

tracklng and dalivery confirmation), TelaCheck may alsa provide

- wiitten netlces required under-this Agreement by regular mail. Notices

19
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. will be effective upon recelpt. Notices to Company wilil be sent to the

address i provides on the TeleCheck Service Application and
Agreement. Notices lo TaleCheck wilt be sent io! TeleCheck Services,
‘LLC, 1600 Terrell Mifl Read, Marlelta, GA 30087; with copies to
TeleCheck Services, LLC, 4{100 NW 120th Aventie, MS/CON-SMB,

. Coral Springs, FL ’%30&1 Attentlon: Legal Dept and

legalpapers@fiserv.gom.
Third Party Benaficiaries -

There ara no third party beneficiaries'to thig A{;reamant other than
TeleGhack's subsidlarles and affiliztes involved in providing the
Bervicas ta Company, Each party is responsibls for the performance
of any third parties it uses In connection with the Sarvices, and thelr
compllance with the {erms. of this Agraement, TeleQhack is not
responsible or liakie to Company for any errors or breaches of this
Agreament that ocour because of Company's third party providers
{e.g., witholt limitatien, Issues that arfse from ACH networl
participanis, or if Comparty uses third party providers or applicalions
to capture elacironic images of [tema o submit {o TeleCheck).
TeleCheck may audit Company's compllance with this Agreement
upen reasonable notice, during normal business hours, and at
TeleCheck's expensa;-and as requirad by the Nacha Rules.

- TeleChaok's Originating Dapositary Financlal Institution may also

audit Company's compliance with this Agreement and the Nacha
Rules.

Waivers

A parly's deldy or fallure t0 EXErGise dny of its rlghts under this
Agraamant will not be a walvar of those rights,
Compilance with Law, Choice of Law, Waiver of Jury Trlal
211 Gompliance with Law, The perlies will comply with ait laws,
: regutations, and rules (Inclutling ACH'S network rules,
requirements, and standards; the Nacha Rules) (fogethet
Laws} that are applicabla to their raspective performance
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obligations under this Agreement, Company acknowledges
that It is The Criginator under the Nacha-Rulas with respact tu
Ilts transactions and agrees to comply with its. obligations as an
Originator, Gompany cerfifies that It has a lagitimate business
need, In connection with business transactions inltated by
consumers, for the Infofmation providad by TeleCheck, Client |
certifies that the infermation provided by TelsCheck will only
be used for permissible purpcses under the Falr Credit
Reporting Act, will not be used for empleyment purposes, and
will not be used by Client for any purpose ather than one - .
fransaetion between Cllant and a consumer, Cllert and iis
agents or employees shall not disclose the results of any
inauiry made to TaleCheck exaspt to the condumer about
whom such Inguiry is made, If Client rejects any item(in whole
or In part) because of the informafon obtainad from
TaleCGheck, Client shall provide to consumiers all information
raguired by applicable Laws.

212 Cholee of Law; Waiver of Jury Trial. Thig Agreament will ba
governed by New York law {without regard 1 its cholce of law
provigions), The courts of Naw York, New York will be the
proper venue for legal proceedings brought In dotinaction with
this Agreement. TeleCheck and Company each waive thelr
rlght to a fury trial for cfaims arising In connection with this
Agreament.

Entire Agreement, Amandment, Counterparts

The defined term Agreemant Includes Its schedules, addenda, and
any amendments (capitalized terms used In the schedules, addenda,
or amengdments without definltlon will have the meanings given to
tham In this Agreement), This Agraamant Is the entire agresment
hetwaen the partles and raplaces any prior agreements or
understandings {written or oral) with respect te its subject matter,
Except as set forth In Section 71.2, modifications {g this Agreement
must be in writing, executed by the parties, This Agresmeant and any
amendments may be exsculed electronically and In counterparts,
each of which constiiutes one agreement when takan fogether,
Electrenie and other coples of the executed Agreement are valid,

Asslgnment

Company may not assign this Agresment without TaleCheck's writtan
censant. TeleGheck may assign this Agreament upon notice 1o
Company, Thig Agreement wilt be enforceable agalnst a party's
parmitfed successors or assigns. This Agraement may not be
continued, assumed, or assigned In the avent of a bankruptey or ather
Insolvency evenl without consent from the noh-dankrupt or insolvent
parties.



Part 4 Additional Important Information Forcams e

v Al Blectronte Funding AuthorlZation.

“All payments to Cllént shall e § Hirough the, Autornated Clearing House.
(ACH) ard shall normally be electronically transimitted Birectly to the
Séttlement Account you have desigrated or any'successor ageount
deslgnatadto fecelve provismnal funding of Cliénts Card sales pursuant fo

“the Agraemant, Ckent agrees that any Settiement Avcouint demgna‘ted
pursLiant to the praceding sentence will be ah adeoint plimatily used for
husingss purposes. Nelther Welis Fargo Bank, N:A. nor Processor ¢an
guaranige tha tme frame in which paymant may be credlted by Cllént's
financlal Instiution whers the Settlernent-Accéunt is maintalned.

Client herebly autharizes Wells Fargo Bank N.A. and its althorized
*-répresentative, including Processaor, to access infermation from the .
Seltlement Account and-to Inltiate cradit and /or deblt entries by bank wire
“or ACH transfar and Jo authdrize your firlancial institution to block or to
initiate, if necassary, reversing entrles and adjustments for any original

© enfries made to the Settlement Account and lo authorize your financial
institution to provide such acoess and to crédit and/or debit or te Block the
same to such account, This autherization Is without respact to the source
of any funds in the Settlemant Account, is irevecable and cougled with an
interest. This autherlty extands to any equipment rental or purchase

* agreemants which may gxlst with Cllant as well as to any fees, fines and
assessments and Chargabark arriounts’of whaiever kind or nature-due fo -
Processor or Wells Farge Bank, N.A. under terms of this Agreement
whether arising during or aftar termination of the Agraemant. This authority
Is to remaln in full force and effect at all imes Unless and Processor and
Wells Fargo Bank, N.A. have conserted to [ts rmination at such time and
in such a manner as to afford them a reasonable epporiunity to act cn it. In
addition, Cllent shall be charged for each ACH which cannet be processed,
and all subseguent funding may be suspended Until Client sither (1)
notifies Procesgor that ACH'S can be processed o (2) a naw slectronic
funding agreemant Is signed by Client, Clisnt's Settlemant Adcount must ba
able to process or accept elaciionic {rahsfers via AC‘H

A.2. Funding Acknowletgemiant |

Automated Clearing Houss {(ACH). Your funda for Mastercard, Visa,
Ciscovar Network, PayPal, and American Express-transactions wiil
~ortinarlly be processed and transferrad to your financial instiiution within 2
Busingss Days from the time & bateh is received by Prosessor If your
financial instittion is the Bank. If your financial instiution is not the Bank,
your Mastercard, Visa, Discover Metwark, Paylal, and American Express
transactions will ordinarily be processed via the Federal Reserve within 2
Business Days from the lime a bateh I8 récelved by Processar. The
Federal Reserve wiil transfer such aimounis 1o your financlal Institution

A.3. Additional Fees and Early Tarmination

If Cllent's Mastercard, Visa, Discaver Network, PayPai, and Amerlcan
Express fransaciion(s) fail to qualify for the discount level conternplated tn

. the raies set forth in the Application, Client will be billed the fee Indicated In
the Mid-Qualified Discount field or Nen-Qualifled Discount field, If you are
utllizing the Enhanced Billhack Discount option, the Client will be charged
the Enhanced Billback Rate on the volume of satd transaction that faited to
ualify, in addition to the difference between the Mastercard/Visal Discover
Network/PayPal, and American Express Qualified Rate agraed {o on the
Service Fee Schedule ard the actual interchange rate assessed to the
downgraded fransaction.

{a) Any increases or decreases in the Intarchange and/or assessment
pordion of the feas,

(b} The apprepriate interchange level as Is consistent with the qualifylng
criteria of each transaction submitted by Client;

(c) Increases In any applicable sales or talecommunications charges or
taxes lavisd by any staie, federal or local authority refated to the
delivery of the servives provided by Processor when such cosis are
included In the Service or other fixed fees.

The discaunt fees showrs on the Service Fee Schadule shall be calculated
hased on the gross sales volume of all Visa, Mastercard/ Discover/ PayPal
and American Express velume,

A Monthly Minimum Processing Fee will be assessed immediately after the
date Client's Application is approved. (Refer te Service Fea Schedule, if
applicabla.)

In addition to the PIN Dehit Card transactlon fees set forth on the

- Application, Glent shall be respenaible for the amount of any fees imposed
upon a fransaction by the applicable debit network,

The patties further agree and ackuowledge that, Jn addit{on to any ', o
rarmedias contained herein or otherwlse avallable under appllc.’a’olna favy’

and, If {a} Cllent breaches thi sAgreement by Implopariy terminating it prior
o the explration of the Initlal term of the Agreemert, or (b this Agreement
is terminated prier to the expiration of the.initlal term- of the Agraement due |
to an Event of Default, then Servipers will suffer a substantial injury that I
diffisult or impossible to acourately.estimate. Accordingly, the parties have,.
agreed that the amount described belew ls a reascmable pre estfmate of .-,
Barvicers' probable fosa. L e R

In the avent thal Client terminates this Agreament within 2 years from the
date of approval by Processor and Wells Fargo Bank, N. Aror this N
Agreament is terminated by Servicars within 3 yests from the date of -
approval due to an Event of Default Client wilt ba eharged 2 fag for such
early tarmiration, If so indicatéd or: the Agplication'an the Service Fee
Schedule and as allowable under applicable {aws, -

Client's ebligation with respect to the Monthly Minimum’ Processing Fea wili
end simultanecusly with First Data Merchant Searvices" receipt of -
Tarminatlon Fee. .

A.4, 6050W of the Intornal Revenua GCode

Pursuant to Sactich 8050W of the Iraternal Revenue Cide, merchant
acquiring antiiiés and third party setilemeant organizationg re requirad to
flle an informatlon return for @ach calendar year reparting all payrnent card
transactions and third parly networls transactlans with-payses eceurdng in
that calendar year. Accordingly, you will recelve a Form: 1099-K réporiing. |
your gross transaction antounts fcr oach calendar year. Your gross
fransaction amount refers o tha gross dollar amount of the card .
transactions processed through your mercham accolnt with e addltmn, :
amounts reporiable under Sectlon GOJUW are subject to backup

withholding requirements. Payors will be requlred {6 perform bagiup
withholding by deducting and wlthhuldlng income tax from reportabla
lransactions If (a) the payee fails to pravide the payee's taxpayer
iderttification number (TIN) to the payor, or (b If the IRS notifies ihe payor
that the TIN (when matched with the name) provided by the payse Is
incorrect, Aceordingly, to aveid backup withhoiding; it is very Importantihat .
you provide us with the correct name and TN that youuse when filing your
terx return that incudes the trensactipns for your business. .

A.5. Addresses For Noticas

Processor: : .
Focus Merchant Services, LLC Impaortant Phone Numbers:
9703 Richmond Avenue ‘{see alsn Ssciiohs § and 16}
Sue 160

Customer Service
1-713-435-8400

Housatan, TX 77042

Banl:

Wells Farge Bank, N.A.
P.O. Box 6079

Concord, CA 4524
1-844-284-6834
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Sutes Office Focus N!ernhant ServIct print salas Rep Nams Tahn’ Bhattl

Marchant Numbey Sales Rap. Signature

Sales (D#

(F8cus’

ek

Phone #1 13-435-8400

FMSO2510 |

. BUSIMESS INFORMATION

Page 1 of 7 | FMSD2510

Ctient's Business Name (Dolng Business As):
Fort Bend County District Clerk’s Office

Client's Corperate/Legal Name {Use Also Far Headguarter's information;

Fort Bend County

Business Address:

1422 Eugene Heimann Circle Suite 31004

BlHing Address (If Different Thar Location Address):
301 Jackson St

City: State: Zip: Clty: Btate: Zlpy
Richmond TX 77469 Richmond X 77469
Lotation Phone #: Locatton Fax # Gootact Mame;

281-341-4515 281+341.4519 Laura McLean

Business E-matl Address:

distclerkAccounting@fortbendcountytx.gov

Contact Fax # / E-mail Addross:
taura.mclean@fortbendcountytx.gov

Business Websits Address;
www.forthendcountytx.gov

Contact Phone #

281-633-7621

Date Business Startet:

Sand Retrleval Meguests to: 1 Business Location X C
Send Marchant Menthiy Statement to: O Business Location & Corplegal Location

Custoner Service Phone #1

Customar Bervice E-mail Address:

Statement Delivery Mathod:
{choase one)

1 Print and Mail  [3 Onlne via AccessOne

HINDIVIDUAL/SOLE PROPRIEFORSHIP: State i which Gertiicate of W(TAX EXEMPT ORGANRZATION (501C) State: | % W GOVERNMENT (Federal, State, Local)
Assumed Name Filed; State: C1INTERNATIONAL ORGANIZATION
T LIMITED LIABILITY
1 CORPORATION ~ CHAPTER S, € - State: Location Filed: COMPANY State Plled;______
1 MEDIGAL OR 1EGAL GORPORATION State:___ [} ASSOCIATIONESTATETRUST Stato Filed: [I1PARTMERSHIP  State Filed:

-midilte Initialy

Fort Bend County

Name (as it appears on your lnactne lax return; if Sole Proprietor, muat include

FEGERAL TAX 1D #
{as # nppears an your incoma tax refurn)

74-6001969

{If checked, piease altach [AS Formn W-3,)

NOTE: Falfure to provide gccurate intormation may result in a withholding of mershant funding per IRS regulations, (See Part

*SICMCE: Final Auth, Indfcator:

1 0 (Fre Auth.)

03 1 {Final Auth.; IATA/ARC: {(MGC 4722 Qualy)

1ragistration for MCG 7841 B2 anly required for non-face-to-face adult content,
Zinlormation herein, Inglsding applivable MCCs, is subject to changs,

Nale: I your business o olsssiliad as High Risk and asalaned {or is fator aesigned based upen your businass activity) any of the following Merchant Categary Codes (MGC); 5968, 5867 and 7841 %, §
then registration is raquired with Viea andfor Mastercard within 30 days from whan your aveount becomes active, An Annual Registration Fee of 3500 may apply for Visa andfat Magtercard (fotat raqistrazinn feng
sould ve §1,000,00). Failure ta register gould rasult ih Fines In excesas of §10,000.00 for vialating Visa and/or Mastercard regulationis®,

Detaited Explanation of Type of Merchandise, Products or Scrvnces Seld:

Court feas, parcel services fees, District Clerk fees, misc fees.

2. ATDBITIOMAL CREDIT [ SITE SURVEY INFORMATIONM = ALL MERCHANTS

orp/begal Location

1 Leertity that Eam a toreign entity/nonresident alien.

WV, Sactlon A.4 of your Program Guide for further information.)

1. Zone; ¥ Buginess District £ Industrlal (3 Realdential 13. Bo you bave a refurid policy for Mastercard/Visa/
Discover Network- PayPal/American Exprese OptBlue $ales?
2. Location: £iMall X Office  ]Home [J Shopplag Area CiYes J{No if yes, check one: _
7 Anartment 1 Isolated 1 Beor-to-D 3 Exghange 1 Mastercard/VisaDiscover Network - PayPal/
partmes solate aar-ta-Door L1 Store Credit American Express Optttlue Credit
{1 Flea Market L1 Other I Mastercard/V/THscover Network - PayPal/American Express OptBlus Credlt, within how
100 - many days da you submit eredit transactions?
3. Howmany employess: 100 (303 (147 D814 [TOver 14
4, How many registers/Terminals; 23 14, Advertising Mathod [Attagh at least SR8):
_ {1 Catalog (1 Broghure 0 Dicact Mail L Tv/Radio
5. Is groper license visible? Xves }Silnlemet [3 Phone T Newspaper/Journals [ Other
Mariceting Materfats required for Mail Order, B o B, internet over
[ Nz, explain: &1 Miftion in annual volume, Altéch Web Page for Internet Merchant.
15. Pravious Processor: AC!
8. Where is the merghant name displayed at the site?
q . Fetad .
DWindow R boor ) Store Front 6. Chack Reason For Leaving: [J Rate £ Service [J Term X Other:
17. Does your business offer products and/or services to customers lhrough a mobite
7. Merchant Qcouptes: (I Ground Fleor 3 Other: application: [J Yes X No /A
+ N
8. #of Floors/Levels: 31 Ciad [1540 1114 If .su, list name of mehile appiication: :
9, Remaining Flaos) Ottupted by: Mail / Telephone Order / Business to Business | Internet Information
) (Al Quastions must be Answered)
L7 Residential ¥ Commercial {1 Combination (] None 1, What Is the thre frame from fransaction to dellvery? (% of orders defivered in):
10. Approximate Square Footage: 0.7 days 100 % + 814 days % +15-30 days Y% + 3180 days %h
91-180 days % + over 180 days % = 100%
[ 0-250 1 251-500 05012000  K2,001 plus ¥8 . 4 o= 1O
2. Mastercard/VisaMiscover Network- PayPallAmerican Exprass OptBlue sales are deposited
11, Are custamers reguired to leave a deposit? {check onaj:
. 3 e i . : :
W No ©IYes If Yes, % of deposit requirad: % B{Da. @ of order LI Dato ot delivary  [J OthGr (spaalty)
3. Does any of your cardholder billing involve automatic renewals or
12. Return Policy: [J Full Refund [ Exchange Only X None recurring transactions {f.e., cardhoider autharizes initial sale only)? ©1¥es X No

Q_WF_W 2510

Forus Merchant Services is a registerad SO of Wells Fargo Bank, N.A., Goncord, GA

Merchamt Initialg:




DBA Name: Fort Bend County District Clerk's Office

Merchant #: Paga 2 of 7
EM302510 | 3. OWNERS | PARTNERS | OFFICERS | FMS02510
Provide the following information for each individuat who cwns, directly or Indirectly, 25% or mote of the aquity Interest of your busingss,
or who otherwise has significant responaibitity to gontrol, manage, or direct your business,
CWNER / PARTNER / OFFICER 1 OWNER [ PARTHER / OFFICER 2

Nema: (First, M, Last) % Ownership: | Nawie: (First, MI, Last} % Ownership:
Beverley McGrew Walker 0 Ed Sturdivant 0

Tithe: Telephone #: Tite: Telephona #

District Clark 281-341-4515 County Auditor 281-341-3769

Home Address: (No P.O. Box} Home Address: (Na RO, Box)

1422 Eugene Heimann Circle Suite 31004 201 Jackson Street

City: State: Zip: Country; City: State: Zip: County:
Richmond TX 77469 USA Richmond X 77469 UgA

D.OB.: Social Security #: D.G.B.; Soclal Securlty #:

DL, #; Stata: oL State:

. OWNER / PARTNER / OFFICER 3 QWNER | PARTNER / OFFICER 4
Name: (First, M1, Lasi} % Ownership:| Name: (First, mt, Lazy) % Ownership;
Title: Telephone #: Title: Telsphone #:
Home Address: (No RO, Sax} Home Address: (No RO, Box)
City: Blate: Zip: Cauntry: City: State: 2ip: Gountry:
D.0.B.: Social Security # D.0.B.: Soclal Security #:
DL Stata: DL. #: State:
4, SETTLEMERNT INFORMATIOMN

Depush Bank: Cadence Bank
Transit/ABA & 084201278 Deposit Account & 5500273080

ACH Detall Flag: £ Individual

W combined

[1 Separate (defaufts to Combined If uptfon not selected)

5. TRAMSALT

TIOM INFORMATIDN

FINANCIAL DATA WHERE IS SALE
Gross YEARLY Sales Volume ' Avg. Mastercard/Visa/Discover Network- THANSACTED?
(Cash + Gredit + Debit + Check) $950000.00  paypal Ticket (Estimate ¥ Never Procassed in Pastf  $ 100.00 Must » 1005}
Avg. Amarican Express Store FrontSwipad 80
Average YEARLY Mastercard/Visa Volume §117588.60  OptBiue Ticket (Estimaie If Naver Fre dinpastt $__ 100,00 P ”
Average YEARLY Distover Network- 38791.00 5000.00 Internat —20%
PayPal Volume $ . Highest Ticket Amount . . Mail Order 0%
Average YEARLY Amerlean Expross
OptBlue Yolume ‘ $.88248.34 Telephone Order . D2
Seasonai? X No [ Yes High Volume Months Opan; Tatal 1002
6. GRID INFORMATION - INTERNAL USE ONLY
AUTHORIZATION GRID ID#: 0 USER DEFINED GRID I 0 MFC GRID ID: 0 truoo, AlpheMimerle
MestorcordTIERER. O wiaamemeb 0 pigcover NeTwoRK.Paypal 0 0
GRID | 8-pos. Alpha/Numerie GRID D &-pas. AlphaMumerle TIERED GRID (D .03, AlphaMNumeric g:‘lﬁﬂg#&f‘}é;ﬂms W
GRID D
Masteroard CREDIT _ 9 Vieacmsbrr 0 DISCOVER NETWORK -FayPal D
MEBG 2 B-poa. AlphaMumprie MPG ID 8-gox, Alphatkuerio CREDIT MPG ID 805, Alphaumerls
AMERICAN EXPRESS 0 _
Masteroard DEBIT O \taa pEBIY 0 MISCOVER NETWORK o OptBlua GREBIT &pos. AlphaNumeriz
MPG I 8-pos. Alpha/Numerie MPE: 1D #-pos, Alpha/Numeric DESIT MPG ID &-pan, AlphaNomeric

F. SERVICE FEE SCHEDULE

Masterveard
¥ Mastercard Credit Transactiona
X Mastercard Non-PIN Debit Trans.

¥ biscount Collected X Dally

Visa
¥ Visa Credit Transactions
¥ Visa Non-PIN Drabit Trans.

0 Monthly

Di
I Digoover Network Credit Transactions
! DIscover Network Non-PIN Debit Trans.

Biscover Network: PayPal

t

Accept all Mastercard, Visa, Discover Network and American Express OptBlue Transactions {rosumed, unless any selections balow are chiecked)

American Bxpress OpiBiu

I American Express Cradit Transactions

O Discover Network - PayPal Credit Transactions

O_WE_W_2570

Focus Morchant Sendees Is a regiatered 180 of Wells Fargo Bank, N.A., Concard, CA

Merchant Inltlals:




oea Nsme: Fort Bend County District Clerk's Office Merchant #: : Page 3 of 7
Fid802510 . 7. SERVICE FEE SCHERWULE (cont'd) FM302510

Discowit Fees (Based on Gross Sales Volums)

Diacount | MPG TXN Fe Diacount Dlscount | MPG TXN Fae Discoumt MG TXY Fao
Mastercard Visa Discovaer Natwark - American Expross
Cunl Gradit Ol 0 Quat Creait 0% 0| Pay?sl Qual Gredit 0%y 0| optBius Gual Credit 0% 3% 0
Maatercard . Visa . Discover Nelwork- American Express .
Mid-Qual Credit | - 0 %3 0} Mid-Gual Credit O3 0| payPa! Nid-Qual Credit 0o |4 0| ontBive Mid-Gual Credh By 0
Mastarcard Visa Discover Network - Amstican Express
Non-Qual Credit O0ais 0! Mon-Quar Cradit O 3 0! payPal Non-Qual Credlt Ol 0! OotBiie Non Gunl Creda 0g 14 0
Mastereard
Worlduerd Qual 0| 0 visa Rewards 1 0|3 0
w”fgmﬁﬂwd
orldear 3
Qual 09| 0! visa Rowarde 2 0ol 0
of|cfeard Non-
Gual Doty 0
Mastercard Viga Placover Network
tiual Debit 0ol O} Qual pesn 'K 0| Qual Deblt O3 0
Mustercard Visa Dlgcover Network
ickGual Deksit 093 0| Mid-aual Debit O 5 O mid-Qual Deblt Onls - 0
Mastercard Visa Dlacover Network
Non-Qual Deblt Owls 0[ Nan-cual Boiskt O%|5 - 0] Non-Qual et LEAE] 0
Mastercard
Regulated Debit o Vlsa Regulated 0 Discover Network
Diszount Bebi Iscc:Unt Regulated Debh
Nan-Qual Feas i sc0U -Quel Foas ; I choun Non-Gual Feas Non-QuaFee
Mastercard . Dlscover Netwetk - g 0 Amatican Expross .
Qual Credt | - i PayPal Qual Cradit % % | OptBive Gual Credit 0y 0y
Mastercard ) Digcover Network
| Guni el _ Guol Dobih Oy 0 %

Discount @uecd | Dlgeaumnt (Bamd Dlscount (Bared Digcount {Bussd
on Grose Salos Vol o0 Grosa Salesolj on Greas Salos Yo} on Gross Sales Vol

Mastercard Cieal
Credit
Mastercard Qual
Beblt

Amerlcan Exprega OptBiue Qual Credis

Amerleain Expraos QptElue has Program Pricing and not
Interchange and aro auh|ect to chang

Discount Fee MPG Rate MPG Per fiem

Mastercard Gualified Credit’ 0.00 % ‘0|50 '
Mastercard Qualified Dehit 0.00 % ‘ 0%[s0

Visa Qualitiod Credi ‘ 0.00 % Do (50

Visa Gualifled Debit 0.00 % 0%|50

Piscover Network - PayPal Qualified Credit 0.00 % 0%150

Discover Networl - PayPal Qualified Dobit ‘ 0.00 %  0%ig0

American Expresa OotBlue Gualified Credit ‘

Disgover Nnt\vork~ |

American Exprags

Mastercard Gredit | § 0 | visa credit § 0 PayPal Gredit. $ 0 OptBlue Credit
Discover Natwork

Mastercard Dabit Vise Debit | Detit $ 0
Discnuer Neiwcrk- Amerlcan Express
09, | PayPal Credit 0o | optBiue Credit
Diacgver Network

Debit

Maatercard Credit 0 % | Visa Cradit

Maatercad Dehit Visa Debit

Other Itam Rate 0 (per ytem) Othier Volume Percert . 0,002 {per fam)

Voyager: Qual 0% Other lkem Rate
TeleCheck R -

0 (per ﬂ‘em}
10 n-Parson Wnrranty O Mall Ovdar Warrastty O Slngle Hold Chegk Warranty O Multiple Hold Check Warranty 1 In-Petsan Paper Warranty 0 C.0. D Warranty

SE# __ e . Inquiry Rate 0% Per TXANFea § 0 Stmt/Processing Fee  § Dec. Risk Surcharge %o
Monthly Minimum Fee § O (per Locaiion) Cuslomer Requested Operator Call (CROG)  §, ! i Unauthorized Return Fao M‘gﬂ:
N R N . . Miscellaneous Fees : _ o : _ _
[ Dues and Assesaments Y/Mastercard ' ViMastercard Retrieval Raturn Trans.
Chargeback Fea  (Per ltem) § 0 |Feo (128 Lettery (Peritem)$.__- 0 | Fee {Per ltom} §_ 0
Sales Transaction Other:
Fee {Per llam) § D | Bateh Fee (Per lom) $ 0 | eiDS Access Fee (Flat Rate) § 0 0
EBT - EBT - ,
Food Stamps {Par tam) $ 0 #0 Cash Benefits (Per ttem) § 00 3 0
Manthly Statement Fee Pass Visa
Minlmym Menthly Fes $ 0 | (Acct on Fite) 8 O | ACH Reject Fee  (Par ltem) § 0 | Trans Intearity Fee [ Yes O No
Q_WF_W_2510

Foous Merchant Services is 2 reglstared I50 of Wells Fargo Bank, N.A., Concord, CA Merchant Initials:



pea Name: Fort Bend County District Clerk's Office

Marchant #: _ Pagad of T

FM502510

Mastercard Licensza Foe

7. SERVIGE FEE SCHEDULE (cont'd)

- L . FMS02510
Miscellaneons Febs {cont’d} D

o Monthly

{Per Sales ltem) § 0 {Sales Voluma) 0+ ‘ (Flat Rate} § L Annually In December

Mastercard ’ Mastercard )
Viga Proc Fee (Per ltem) § 0 Proc Fee {Per itam) § 0| Visa BIN Fee {Per ltem) § 0 [ icAFee (Per tam} § )
Pass Viea Fixed Acquirer
Network Fae (FANF) Cl Yes ¥ Na| Visa FANF Card Present Upcharge (FlatRate)§___ 0| visa FANF Card Not Prosent Upcharge  (Fiat Rate) § 0
Pass Visa Pass Viaa Pass Visa Pass Vigh . -
Acquitar Processing Fee ] Yes JX(No! Misuse of Auth Fae O Yes X No| Zero Floor Limit Fea D Vas X No | Int'l Agquiter Fae U Yas ®No
Pass Mastercard Pass Mastercard Paes Diseover Pass Visa ‘
Acquirar Support Fes O Yas [ No| Cross Border Feo [ Yes & Mo| Data Usage Charge 0O Yas X No | Acq ISA Fes [Yes X Na
Pags Discover Pasg Discover Pass Discover Pass Mastarcard Nat'| Acquirer
lnt | Processing Fea [ Yes M No | Int'l Service Fee M Yos W No | Network Auth Fes [1.Yes [ No | Brand Usaga (NABU) Fee [ Yes E Nc

Aukkiorization & Capture Teansaction Foes

First Data Payeezy Gateway Servicoy |

Panezy Gateway
TalaCheck Auth Fye &

0 {per ftam)

Debit Access Fen

Annual Fee

i Manth 0

Mastgreard/Visa Auth & Capture Fea; § 0 (per itam) L Payeezy Galeway Particlpation

Discover Network PayPal Auth & Capture Fee:  $_____ O (por itemy :ayee‘zy ga:away Eﬁaci:-:va D;te: F 8 0 t
American Expross OptBlue Auth & Capture Fee: $_____ 0 (ner ttem) P:::::: Git:::: M:lm;:: T’ej p Fee $“— ) 5:::,,”:?;)
Amatican Exprass Pass Through (existing) 5E # 0 Payeezy Gateway Auth Feé : ) (.!.JE" itemn}
Voice Authorlzatlon S 0 (oeritem) Payeezy Gateway AVS Fee § 0 (per item)
Electronic AVS Foe 3___9_ (per itam) Payeezy PayFal Auth Fea 8 Qyperitem)
Voice AVS Fee $— 0 (poritery Payeezy PayPal Salo Feo . L {per itom)
ARU Fed ‘$ 0 (rer itam) . Payeezy PayPal'Retumn Foa - B R

. 'First Data Payeezy Gateway Services Telocheok

* User Doefined Grid Feos .

‘Wireless Monthly Service Fee $ 0
AccessOne Fee 5 0
Customer Sarvice Fee 3 0

% -0

Payeezy Qaleway
TalaCheck Deposlt Fea §__ A

- Payaczy Gateway
TeleCheck Adjustment Fee §_ TNVA

TIN!TFN & Rngulatm‘y Prnduct Fees

N/A {ar itewn)

N'fA (war Ham)

Supplle;: g § Rep. Product Fee (Momhly) S_____.E
Other; $
othor: 0 g TITFN Invalid " (Monthiy) $_°_

. {Per Hem} $_‘-——0

other: 0 Website Usage

Commetcial Card Interzhange Service Fee

0 %  (See Program Guida for detaily tegarding Commercial Cara {nterbhange' Bervice)

Pass Visa BINACA Fee ‘

{Note; ihis fea can ke used lor Shared Systams Only) OYes S No | Visa BINICA Fee Upoharge (Per ftem) 5___ U]
Pass Visa Staged Digital Wallet Fee O Yes = Na | Visa Staged Dlgital Wallet Fes Upcharge {Per ltam) § 0
Pass Visa B2B Virtual Service Fees O Yes X No

‘Pass Visa File Transmission Feg O vas Mo | Visa Flle Transmission Transaction Fee Upcharge * (Per item) § 0
Pass Visa Acquirer Credit Voucher Data Processing Fee [1¥Yes W Ne | Visa Acquirer Gredlt Voucher Data Processmg Feg Upuharge‘ . (Per Jtew)} § 4]
Pass Visa Acqulrer Data Processing International Visa Acquirer Data Processing International o R

Return Fes Cradit: [ Yes W No | Redurn Fee Credit Upcharge {Per ltem) § 0
Pags Visa Acqulrer Data Processing International Viea Acqliter Daia Processing International '

Return Fae Dehit: O Yes ® No | Return Fee Debit Upcharge (Per Item).$, 0
Pass Visa AFD Non Partlcipation Feo. [T Yes X Mo | Visa AFD Non Participation Fes Upcharge -© "+ S (Paritem) § r§
Pass Visa International Acquirer Processing Fee Cradit O Yes W No | Pass Visa International Acquirer Processing Fee Dehbit O Yes X No
Pagg Visa Account Yerification International,

Credit and Debit Fee O Yes X No . )

Pass Visa APF Domastic Dabit Auth Reversal Fae [l ves B{No | Pass Visa APF Domestic Credit Auth Reversal Fee OYes Mo |
Pass Visa APF Intzrnational Dabit Auth Reversal Fee O Yes I No | Pass Visa APF International Credit Auth Reversal Feg . .. i [ Yes ¥ Ho .
Pass Visa Data Consistency Domestlc Fee O Yos W No | Pass Visa Excessive Auth Atternipts Domestic & Cross Border Fes O Yes ¥ No
Pasg Visa Fallback US Fee O Yes B No | Visa Fallback LS Fee Upcharge Ce ‘(For em) § i
Pass Visa Network Acquirer Pracessing (NAPF)

Reversal Feus 0 Yes 3 No

Pass Visa Consumer BillPay Particlpation Fee (Per itam) $Wﬁ_0m Visa Consumer BlliPay Particlpation Fee Upcharge (Per llem) & 0
Pasgs Viga Never Approve Reattempt Foas US O Yes X No '

Pass Visa Address Verification Fee US O] Yes B No | Visa Address Verification Service Fae US Upcharge (Per temy § 0
Pass Visa Integrlty Petall Report Fes O Yes X No | Visa Integrity Detall Report Fee Upcharge {Per it} § 0
Pags Visa Recurring Auth Dacling Fee US Ci Yes ¥ No | Visa Recurting Auth Decline Feos US Upcharge (Per ltem) §_ U_
Pass Viea Base 2 Refurned ltain Foe O Yes B No | Vise Base 2 Returned %em Fes Upcharge (Por tami § 0
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7. SERVICE FEE SCHEDULE (cont’d)
Merchant Fee € s |

ontrol Grid Fees {contd)’

FMB802610

Pass Discover Card Account Verllication Fee O Yes X No | Discover Card Account Verlleation Fee Upcharge {Per ftem) § 0
fass Discover Network Auth Fee O Yes [ No | Discover Networlk Auth Fea Upcharge (Par ttem) § ]
Pass Discover Program ntegrity Fee O Yes X[ Mo | Discaovar Frogram Integrity Fes Upcharge {Per ftem) § 0
Pass Dlscover Account Veriticatlon Service Fee 1 Yes X No | Discover Account Verlficailon Service Fee Upcharge (Per ltem} §_, 0
Pasa Digcaver Address Verification Service Fea [1 Yes 1 No | Discover Address Verificalion Service Fee Upcharge {Per liem) § 0
Pass Discaver Diglial Investment Fee ] Yes X No | Discover Digital Investment Fee Upcharge (Saies Volume) 0%
Pass Discover Ticket Retrieval Fea O Yas ® No | Dlscover Ticket Retrieval Fes Upcharge {Por ltem) § 0
Pasg Discover Dispute Fee (Per itam} § 0 | piscover Retrleval Fee " {Per Ham) § 0
Pass PayPal Participation Authorization Fee _ [0 Yes X No | PayPal Participation Authorlzation Fes Upcharge ({Sales Volume} __D%
Pass Amarican Express OptBlue Actess Fee 0 Yes :E(No ‘

Pags American Express OpiBlue Network Fee O Yes B No | Amerlcan Express OptBlue Network Fee Upcharge {Sales Voluma) ._m____Q%
Pass Amerlcan Expross OpiBlua Acqulrer Transaction Fea O Yes B No | Ametican Expregs QpiBlue Acqulrer Transaction Fea Upcharga (Per ftem) § 0
Pass American Express OpiBlue Dispute Fee [l Yes M No | American Express OptBlue Disputa Fes Total - {Par ltam) § 0
Pass Amerlcan Exprass OplBlua Hetrleval Fee O Yes X Mo | American Express OpiBlue Retrieval Fee Total - {Per ftem) § 0
Paga American Express OpiBlue Program Gontinuation Fes 0 Yes ¥ No ' ‘

Pass Mastercard Procassing Integrity Fee Pre Auth [ Yes ¥ No | Mastercard Pracessing Infegrity Fee Pre Auth Upcharge {Per ltem} § 0
Pass Mastercard Processing Integrity Fea Undefinad Auth [ Yes E Mo | Mastercard Processing Intagrity Fee Undefined Alth Upsharige {Per tem} $l 0
Pass Mastercard Prosessing Integrity Fee Final Auth % O Yea  No | Pass Mastercard Processing Integrity Fes Flnal Auth Minimum Per ltem [ Yas ¥ No
Pass Mastergard Procesalng Integrity Message Mastercard Processing Integilty Message

Format Error Fes ] Yes I No | Format Error Fee Upcharge {Per ltam)} § 0
Pass Mastercard Processing Integrity image Fee O Yes & No | Mastarcard Procesalng Integrity Image Fee Upcharge {Pertter) § 0.
Pass Mastercard BINACA Fae ’
(Note: this fea can be usad for Shared Bystems Only) O Yes R No | Mastorcard BINICA Fee Upcharge - {Per ftem) § 0
Pagg Mastercard Kilobyte Clearing US Fea 1 ¥es P{No | Mastercard Kilohyte Clearing U8 Fee Upcharge {Per ftem) § 0
Pass Mastarcard Inatallinent Purchase A, B and Refund A Feeé U Yes I Mo

Pass Mastercard Decline Service Foa US 0 Yes X Nec | Mastercard Decline Service Fee US Upcharge (Per ftem) $ 0
Pass Mastoreard Kilobyte Auth US Fes O Yes ) No | Mastercard Kllobyte Auth US Fee Upcharge (Par tfem) & 0
Pass Mastercard ICA AVS Fee [l Yos B No | Mastarcard ICA AVS Fee Upcharge {Por ttem) § 0
Pass Mastercard Digltal Enablement Fes [1Yes B No | Mastercard Dlgital Enablement Fee Upcharge (Sales Volume) 0o
Pass Mastercard Busineas to Buslness US Fea [1Yes X No | Mastercard Business ta Business US Fee Upcharge (Sales Volums) Do
Pass Mastercard SecureCode Transaction Fee O Yes X No | Mastercard SecuraGode Transaction Fee Uptharge (Fiat Rate) $' 0
Pass Mastercard deatlon Fee O Yas S Mo | Mastercard Lacatlon Fee Upcharge (Fint Aate) § 0
Pass Mastercard ACQ Inferchange Downgrade Fee O Yes [ No | Mastarcard ACQ Interchange Downgrade Fee Upchiarge (Per Htom) § 0
Pass Mastercard Excess|ve Auth Attempts US Fes [1Yes ¥ Mo | Mastercard Excessive Auth Attempts US Fee Upcharge (Par ftem) §, 0
Pass Mastercard ACQ Freighi Program Fee L Yes X Mo | Mastercard ACQ Frelght Program Fee Upsharge {Sales Volume) Gy
Pass Mastercard Credential Continuity Fee. [1vYes X No 'Mastercard Credential Continuity Fee Upcharge (Per item) § 0
Pass Mastercard Nominal Auth Amount US Fee O Yes JX(No | Mastercard Nominal Auth Amount US Fee Upcharge {Per item) § 0
Pass Mastercard Merchant Advice Code US Fea O Yes X No | Mastercard Merchant Advice Cadé US Fee Upcharga {Per item) § 0
Pass Retrieval Recelved Fax/Mall Fee [ Yes ®No | Retrieval Recelved Fax/Mai] Fea Upcharge {Per lorm) §, 0
Pags Chargeback Recelved Fax/Mail Fee O ¥es M Mo | Chargeback Received Fax/Mall Fee Upcharge (Fer itern) §. 0
Pass Retrieval Outgoing Fax/Mail Fee I Yes X Mo | Retrieval Qutgoing Fax/Mall Fes Upcharge {Per ltem) § 0
Pass Chargebacl Outgolng Fax/Mail Fee I1Yes ¥ No | Chargeback Outgoing Fax/Mall Fee Upchargs (Per item) §, 0
Pass Visa Accapi/Nec Accept Fae O Yos ¥ No | Visa Accept/No Accept Fee Upcharge {Per fterm) § 0
Pags Visa Accept 0-20 US Fees [ Yes B No | Visa Acrept 0-20 US Fees Upcharge (Per item) § 0
Pass Visa Dispute Accept 21-25 Fee L Yes ¥ No | Pass Visa Merchant Responsa 0-20 Fee 1 Yes X No
Pasa Visa Dispute Accept 26-30 Fee [ Yes X No | Pass Visa Merchant Response 21-25 Fee 01 Yes B No
Pass Viea Dlspute No Acceptance Fee O Yes J No | Pass Visa Merchant Response 26-30 Fee 0 Yes & No
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Pass Visa Fletriaval Fulflliment Fee

7. SERVICE FEE SCHMEDULE fcont’d)
- Merchant Fee Go

ol Grid Feos {cont’d) -
Pass Viga Case Filing Fee

FME02510

O] Yes X No

I Yos B No
Pass Visa Retrieval Non-Fuifillment Fea 1 Yes ¥ No | Pass Yisa Lost Case Filing Faa O Yes X No
Pase Visa Alufo Acceptance Fee {Par Itom) $_,,____,Q
Pass Mastercard Accapt/No Accept Fee O Yes K No | Masiercard Accept/No Ascept Fee Upcharge {Par item) $__0_
Paa3s Mastercard Prearbitration Fee O Yes ¥ No
Pass Mastercard Case Flling Fee D Y¥es F No | Pass Masiercard Case Withdrawal Fee O Yes [® No
Pass Mastercard Lost Case Filing Fes O Yes [& No
Pass Diacover Accapt/Mo Accept Fee U Yos J¥ Mo { Discovar AcceptNo Accept Fes Upcharge (Per am) $__0,
Pass Digcover Lost Case Filing Fee [ Yes & No
Pass American Expresa Accepl/No Accept Fes O Yes X No | American Express AccepNe Accept Fee Upchargs (Per ltem) §. 0
Pags Dispute Case Mastereard DMS Fee O Yes X No | Dispute Casa Mastercard DMS Fee Upcharge (Rar item) $___0
Pass Dispute Image Mastercard DMS Fee [t Yes B No | Pass Mastercard Pressntment Excessiva Pages Fee O Yes & No
Pasa Dispute Image Visa DMS Fee D Yee X Mo | Dispute Image Visa DMS Fes Upcharge {Per lemj § 0
Pass Visa Pre-Compliance \mage Fee O Yes X No | Pass Visa Incoming Pra-Dispute DMS Fea O Yes X No
Pase Visa Late Respense to Dispute Fee B Yes X No | Visa Late Response to Dispute Fae Upcharge {Per itom) $. 0
Pass Mastercard Late Response o Dispute Fee L] Yes I¥ No | Mastarcard Lata Ragponse to Dispute Fee Upcharge {Per ltam) $ 0
Paas Discover Late Responsa to Dispute Fas O Yes ® No | Dlscover Late Response to Dispute Fee Uncharge {Per item) $ 0
Pass Amerlean Express Late Respanse to Dispute Fee O Yas X No | American Express Late Response to Dispute Fes Upcharge (Per.item} § 0
Pass STAA Debit Network Anouail Foe O Yes X No | STAR Debit Netwark Annual Fes Upcharge (Flat Hale) § ]
Pass Pulse Debit Notwork Annual Fee U Yes |8 No | Pulse Deblt Network Annual Fee Upcharge (Fiat Rate} $‘ 0
Pass NYCE Deblt Network Annual Fee T Yes M No | NYCE Debit Network Annual Fee Upcharge (Fiat Rate) § 0
| Pass Accel Deblt Nebtwork Ahnual Fee O Yes M Mo | Accel Debit Network Annuai Fee Upcharge (Ffﬂf=ﬁﬂf5) 4 0
Pags Cullance Network Annual Fee O Yos ¥ No | Cullance Network Annual Fee Upcharge (Fiat Rate} § 0
Pass Interlink Systeimn Integrity Fas 0 Yes B No | Interlink Systam éntegrity Fes Upcharge Peritem)s 0
Pags {ntetlink EMV Faliback Fee O Yes X No | Interfink EMV Fallback Fes Upcharge (Per ttont) § 0
Pass STAR Takan Fea [1Yes K No | B8TAR Token Fee Upcharge (Per itam) § 0
Pass NACHA Unauthorized Entry Fee (Per ltem) § 0 | nacea Unauthotized Enfry Fea Upcharge (Par ltein) § 0
Other Fees (Other) 5 | Other Faes (Other) 0
5 - Comip
Ciover Sacurity Plus {Fiat Rata per month} § 0 PCI Rapid Comply (Flat Rate par manih) § 0
5.%33 Etilflc%)"gpll_ abllity Waiver (Fiat Raia por montiy) 0 1 Morchant Opted Qut [ Yog
Data Protection Only ¢{Flat Rate per monih) §. 0 Claver Security Essentigls (Fiat Rate per monith) $, 0
Pasg PCENon Goempliance Fee (Monthly) {Flat Rate) § 0 TransArmaor Termingl (Fiat Fato) § : ﬂ
lover Feps B
Main Street Insights Fea (per MID) (Fiaf Rate} § 0 Clover Go Monthly Fee {per MID) (Flat Rate) § 0
Wireless Monthly Service Fee {Fiat Hate) § 0 | wireless Activation Fee {Fiat Raia) $ 0
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FMS02510 | . B. EQUIPMENT/THIRD PARTY INFORMATION |  Fuso2510
Network {Front End): [ Omaha O North LI Nashville []Buypass
Be you use any third party to store, process or transmlt cardholder data? C1Yes X No
If yas, identify the Third Party Processor used: 100 None [ 01 Yahoo (I 02 Authorizenet 03 Cybersource (104 Verifone O 05 Merchant Link I 05 Shift 4
Ooa RS [109 Six Payment Services Corp [ 10 Verlalgn [ 98 Other (please specify)
INTERNET GATEWAY: [ First Data Giobat Gateway X Other: Clover
Wireless Network:

PC/Anternet Sotiware Quantlty 0O Mew [JRant  [1Purchase’ [Lease* [ Existing
Tarmine! Model Quantity [l New O Rent [ Purchase' [JLlease® (] Existing
Printer Model Quantity O New O Rent  [JPurchase' [lLlease? [ Exlsting

PIN Pad Quaniity ONew [IReml O Purchase' [GLease? [ Existing

T Clover Equipment Purchasa Oniy: This Is for Information pUrposas only. Please rafer to your equlpment purchase agreament with POS Enulpmeant Service Inc. for information and pricing and fess for
your aqulpment of hardware, You ara not purchasing equipment fram Processar and yol acknowladge and agree that Processar wii hava no obligation or labllity relating to such purchase of
agulpmsnt, Your purchase of aquipmeant 1 sublest t separate terms and condillons batwean you and the aqulprnant asller,

2 Ses Equipment Lease Agreemeni for the Terme and Gonditlons geveming your leased equipment.

Early Teimimation Fes $ 0 The initfal torm of this Agveament Is three years from the date of your appraval by our Cradit Depariment
{the initial Tarm). If you terminate this Agreement before the end of the then current tesm or otherwise stop pronessing your transactions with us,
you will be charged this Early Tarmination Fee. After the Initizl Term, aubjest to Part TV, Saction A.3, this Agreement shall automatically exterid
far an additional period of one year esch {sach an Extended Term). ' Merchant Initials

9, SIGNATURE(S)

Client certifias that all Information set farth In this comgleted Merghant Processing Application Is true and correct and that Client has recelved a copy of tha Program Guide
and Gonflrmation Page, which is part of this Merchant Processing Application [consisting of Sactlons 1-9), and by this reference incorporated hereln, Client acknowledges
and agraes that we, our Affiliates and our third party subcontractors and/or agents may use automatic teiaphone dlaling systems to contact Gllent at the telephone
number(s) Client hag provided In this Merchant Proc%sin? A?plicalion andfor may leave a detalled volce message In the event that Cllent 1a unable to be reached, aven if
the number Ig:rovlded is a callular or wireless number or If Client has previously reglstared oh a Do Not Cali ist or requestad riot to be contacted Client for aolicitation
Burpoaas. Cliant hereby consents to receiving sommerclal electronle mall messages from us, our Affiliates and our third {)art subcontraciors and/or agents from time to
ime. Cllent furthet agrees that Cllent will not accept more than 20% of its card transactions via mail, telephone or intarnet order. Howaver, if your Application is approved
based upon contraty Inforpiation stated In Section 5, Transaction Information sactlen above, you are'authorlzed to accept fransactions In accordancs with the percentages
Indlcated In that saction, This signature fmge afgo serves as a signature paga to the TaloGheck Solutions Agreement appaaring in the Third Parly Sectfon of the Program
Guids, If selocied, the undersigned Client kelng “You” and "Your™ for the purposes of the TeieChack Salutions Agreement.
By elgning bolow, each of the undersigned authorlzes ua, pur Affiliates and our third parly subcontractors ancdor agents to verify the information contalned i this
Appiication and to raquest angd obtaln from any consumer reporting agency and other sources, including banlk references, personal and business consumer reports and
other information and fo disclese such information amon%st each other for any purposs parmitted by law. If the Application is approved, each of the undersigned also
authorizes ug, our Afllllates and our third parly subcentractors and/or agents to obtaln subseruent consumer reports and other Information from ather sources, including
bank referencas, in conhactlan with the review, maintenance, Updating, renewal or exiension of the Agraement or for any other purpose permitted by law and disclose such
Information amongst each other, Each of the undersigned furthermore agraes that ail relerences, including banks and consumar reporting agencies, may refease any and
ail parsonal ard business credit financial Informatlan to us, our Atflllates and our third party subcontractors and/or agents. Each of the undersigned autharizes U, our
Affiliates and gur third party subcontractors and/or agents 1o provide amongst sach other the fhformation contained in this Merchant Procasaing Application and Agreemant
and any information received subsequent thereto from all references, including banks and consumer reporting agencies for any purpose permitted by law, It is our policy
to abtaln certaln information in arder 1o verlfy your identity while processing your aceount application, )
.JAs part of our approval, pracessing setvices, continuing fraud pravention and acoount raview processes, the undersigned consents to the use of information gathered
ontine or that yeu submft to us, and/or automated electronle computer security screening, by us or our third party vendors,
Client authorizes Processer and Bank and thelr affiliztes to debit Client’s designated bank account vin Automated Glsaring House {ACH) for cests nssoclated with equipmant
hardware, software and shipping. :
You further acknowledge and agrae that you wilf not use your merchant aceount and/or the Services for lilegal transactions, for example, those prohibited by the Ynlawful
Internet Gambiing Enforcemant Act, 31 U.S.C. Sectlon 5361 et seq, as may be amendad from time to time, or processing ant acceptance of transactions in tertain
grisdietlons ursuant to 31 CFR Part 500 et seq. and other [aws enforced by the Office of Foreign Assats Control SOFACJ. To halp the government fight the funding of
rrorism and meney laundsring activitles, Servicers abtain, verify, and record certain Information including your full name, physical address, and any ather Information
naedad for identity verification purposes while processing this MPA, as descriked In the USA Pairiot Act.
Client cerlifies, under penaities of periury, that the federal taxpayer idontification number and corresponding fifing name provided hersin are correct.
Client agrees to all the terms of this Merchant Mrocessing Application and Agreoment. This Merchant Processing Application and Agreement will not
take effect until Cllent has been approved and this Agreement has been accepted by Protessor and Bank. Accepiance by Processor and Bank will
occur upon the sarlier of the execution of this Merchant Prasessing Application and Agreement hy Processor and ank, or the comniencement of the
provision of the Sevvices by Processor and Bank. .

Client’s Business Principal/Otficen

Fignature X Title

Print Name of Signer ' Date

“Wells Fargo Bank, N.A.
(& member of Viea USA,
By First Data Merch

ine.
s H

TELECHECK ACH AUTHORIZATION
ACH Debit and Credit Authorizations Cllent authorizes its Financial Institution to pay and charge to its account the amolint(s) due TeleChetk under this TeleChack
Agreement and to accept all credits and delslts made to Its account bg TeleGhack viz sleetronic funds transter in conneation with TeleCheck's serviees undar this TeleCheck
Agreement. Thia authorization shall remaln In effect untll (30) thirty days after revoked in writing.

Slgnature X Print Name/Title: Date
Authorized Signature on TeleCheck Account for AGH

Peraonal Guarantee: in exchange for Processor, Wells Fargo Bank, N.A,, (a membar of Visa USA, Inc. ang Mastercard Interpational, Inc.}, and Tele{heck Servicas, 1.LC
{the Guaranteed Partles) acceptance of, as a| plicable, the Agresment, antur the Equlipment Agreement and/or the TeleCheck/THS Solutions Agreement, the undersf red
unconditionally and irrevocably guarantess the fult payment and parformance of Gliant's obiigations undar the foregoing agraements, as epplicable, as they now exist or
as modified from tme to time, whether before or atter termination or explration of such agresments and whather or nof the undersigned has received notlce of any
amandment of sush agreaments, The undersigned walves notice of default by Clientand a?rees to Indemnity the Guaraniesd Partles for any and all amounts due from Client
under the foregoing agreements. The Guaranteed Parties shali not be required to first proceed against Clisnt to enforce an remedy before proceading against the
undersignad. This I3 a continufng personal guaranty and shall not be discharged or affected for any reason. The undersigned understands that this is & Persanal Guatranty
of payment and not of collection and that the Guaranteed Partias are relying upon this Personal Guaraniy in entering Into the foregoing agreements, ag applicable.

Personal Guarantee Signature X Print Name; Date
Personal Guarantee Signature X Print Name: Date
O_Wr_W_2510
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TransArmor Data Protection and Clover™ Services Participation Addendum

This TrarsAmmor Data Protactlon and Clover Services Particlpation Addendum (this "Addendum”) supplements, and Is hereby made a part of, the merchant
services agraement (the "Agreement") you (‘Cllent”} have entered into with Processor {the entity namad and definad in the signature block below) and Bank or
thelr respective predecessors, Flrst Data Merchant Services LLG, Processor and Cllent hereby agree as follows: This Addendum governs the provision of the Clover
Servics and ona or both of the Data Protaction Service and/for the Clover Security Services (each as defined below) {collectively, as applicable, the "Service" or
"‘Services’) to you by Pracessor, By slgning below you are elacting to recelve the Service and you agree to the appllcable terms and conditions set forth in this
Addendum, Elacting to receive the Clover Servica means that you shall also elect at least one of either the Data Pretection Service or the Clover Security Sarvices
for aach merchant tdentifcation number ("MID"). Thie Service is provided to you by Processor and not Bank, Bank Is not a party to this Addendum, and you
acknowledge that Bank is net lisble to you in any way with respect to the Service. For the purposes of this Addendum, the words "we,” "our” and "us” refer only ta the
Processor and not the Bank, The Senvice, transactions processed, and other matiers contemplated under this Addendum are subject to the terms and conditions of the
Agrasmeant, as applicable, excepl 1o the extant the terms of this Addendum direcfly confllet with another provision of the Agreement, in which case the terms of this
Addendum will control.

Clover Equipment Details:

Exhiblt Ais for information purposas orly. You are not purchasing or leasing squipment from Processor and you acknowlsdge and agree that Processer will have no
chigation or liabllity relating to such purchase or lease or equipment. Yaur purchase or lease of equipment I subject to saparate terms and conditions between
you and the equipment seller or leszor.

Merchant Address: 1422 Eugene Heimann Circle Suite 31004 Richmond TX 77469
Phonaos  281-633-7621
Merchant Email (required to receive Clover equipment activation ¢ode): Iauramclean@fortbendcountytx.gov

Partner Email Address:

Morchant DBA: Fort Bend County District Clerk

Existing MID# (If applicable):

Business URL:

Menu URL (If applicable):
Clovar Station 2:

Clover Sarvices § 0.00 (Per Device} x  Qlty: 0 ] = § 0.00 {fotal per month)

{Charges for Clover Services may appaar on your monthly statemant. Clover Service Fees may bs hilled through the Clover App Market, depending on the
davice.)

*Additional fees may be assessed against exisling Clover merchant accounts boarded prior {o 02/20/2020.

TransAmor Service Fees:

TransArmor Tokenlzation and Encryption Fee

{flat rate per menth) D Yes l:l No
TrangAmmor Essentlals Solution Fee o (fat rate per menth) DYBS D No

£ L5

TransAmaer Minimum Manthly Fee $ flat rate per menth D Yes l:[ No
TransAmmer Token & Encryption $ {flat rata per.menth EI Yes D No
TransAmmor Tokan e {flat rate per month} I:] Yes D MNo
TransArmer Token Registration $ {ftat rate per manth} [:] Yes D No
Claver Sacurity Services Full Bundle Fee § {fat rate per monthy I:I Yos I:] No
Glover Go Servies Fees!

Clover Go Setup Fee 3 .

Clover Go Monthly Fee (par MID) e

Clover Go NFC/EMV/Chip Reader v2 Blustooth (FD Clvr36 NFCRDR v2) & (Per Device) x Qiy: = §
Clover Go vZ Cable-less Stand (ClvrGo Dock v2)  § (PerDevice) % Qty: =
Clovar Go v NFC Stand (Clovar Go NFC Stand)  $ . (PerDevice) x Qty = §
Clover Go NEC UniClin (CloverGo UniClip)  § (Per Device) x  Qly: = §
Deploymant Fee % (Per Device) x Qiy =

Omaha W _CloverDETA_2502



TransArmor Data Protection and Clover Security Services Participation Addendum

CLOVER TERMS AND CONDITIONS

1. Clover Servige

1.1, Deflnittons. Capltalized terms wused hereln shall have the
-~ meanings glven to such terms as set forth in this Addendum or as defined
alsawhare in fhe Agreement.

- MClover Marks” means the names, lagos, emblems, brands, service
marks, trademarks, trade names, tag fines or other proprietary
designations of Clover Netwark, LLC, an affifiate of First Data Merchant
' Serviges LLC.

“Clover Searvice” means the webslte assoclated with the Clover
Sarvice, the object coda version of Clover software applications (whether
owned or licansed by Clover) resldent an a Davice al the time we provide you
with th Device and the object code version of the software that enables
the applicatlons resident on a Davica af the time of provisloning, and any
rafated updates (inciuding sofiware rhalnteriance or bug fixes) and any
materials, documentation and derivative works released by Processor
from time to fime. Far the avoidance of doubt, the term software In
the precading sentence does not Ineluds any software that may be
chtained by you separately from the Clover Service (e.g., any applications
or software downleaded by you through an application marketplacs).
The Clover Sarvice |5 deamed part of the “Sarvices,” as defined In and
provided under the Agresment,

“Customer* means a Persen who makes & purchase of goods or
services from you, the transaction for which utilizes the Clover Service.

“Gustomer Information” means information about your Customers
{e.9., name, malling address, e-mall address, tslephone .number)
obitalned In connection with your use of the Clover Service.

“Davice” means a tabist, smarfphone, or othar mobile or fixed form
factor [dentifiod by Processor from time to time 25’ compatible with and
capable of slipporting the Clover Service,

“Third Party Services" are the services, products, promotiens or
apphsatlona provided by someone other than Processor,

1.2. Jr,enqemgmgwt_ During the tem of this Addendum, Processor
grants you . & personal, fimited, non-exciusive, revecable, non-
transferable license, without the right to sublicense or assign in any way, to
glectranically access ard use the Clover Service for your internal
 business use solely In the Unlted States lo manage your establishment and
conduct associated point of sale activities within the United States in

accordance with this Addendum.

Far ptrposes of this Addandum “United States” does not Include U.G.
Terdtories or possessions, The Clover Service Is for your internal
Busifess use only. This Addendum doeas nat grant you any rights to the
Clover Marks, Al Intellectual property and proprietary rights in or ralated to
the Clover Survice and the Clover Marks are and will remaln our, our
affiliates’, our vendors’, or our licensors’ (as applicable} sole and
axclusive property, and any and all right, tile and interest associatad with the
Clover Service not expressly granted by Proceagor in this Addendum am
desmad withhald.

1.3. Restrigtions.

1.3.4. All right, tifle and interest in and to el confidential information and
intellectual property related to the Clover Service (including
Clover Marks, all software, the content of any materiais, web

. scrgens, layouts, processing lechniques, procedurss,
algotithms, and methods and any updates, ohanges,
alterations, or modifications to or derivative works from such
intelloctual property}, owned, developed or licensed by us at any
time or empicyed by us In cannection with the Clover Service, shail
be and will remain, as between us and you, our or our affliates’,
vendors' orlicensors' (as applicable} sole and exclusive property
~and all right, title and interest assoclated with the Clover Servica
not expressly granted by us in thls Addendum are deemed withheld.
You shall not use Clover Marks ln any manner, Including In any
advertisements, dIapFays oF press relaases without aur prior wrltten
consent.

1.3.2. If we provide you with coples of or access to any software or
documentation, unless olherwise expressly stated in writing, that
sofiware and documentation s provided on -a perscnal, non-
exciuslve, non-transferable, nen-assignable, revocable limited

1.3.3,

1.4,

1.4.1.

1.4.2.

14.3.

14.4,

14.5.

license for the period of your subscripticn to the Clover Sarvice
and sclely for you to access and use the software and
documentation to recelve the Clover Serviga for lis Intended
purpese on systems awned or licensed by you,

You shall not and shall not parmit any third party to do any of the
fallowing: {a) access or attemp! te access the Clover Service
(or any part} thet ks not intanded to be made available to you or
made avallable for publlc use; (b) decomplle, disassembile,
reverse engineer, or otherwlse attempt to reconstruct or
discover by any means any source code, underlylng ideas or
algerithms of the Clover Service (or any part), except to the extent
that auch restriction ls expressly prohibited by law; () modify,
translate, or alter In any manner, the Clover Sarvice {of any part}or.
the Claver Marks: (d) create  derlvatlve works of or based on the
Clover Service {or any part) or the Clover Marks; {e) except for
backup and archival purposes, direcily or Indirectly copy the Clover
Service (or any part); (f} republish, upload, post, transmit,
discioss, or distrlbute {In any format) the Clover Service (ot any
part) except as permitied hersin; (g) access or use (In any farmat)
the Clover Service {or any part) through any time-sharing
service, service bureau, network, consartium, or other means; (h)
rent, lease, sell, sublicense, assign, or otherwise transfar your
llcense rights to any third party, whether by operatlon of law or
otherwisa; (i} use or ship the Clover Seivice (or any parl) outside
of the United States, or access tha Clover Service (or any part)
from outside the Unlted States, without In any casa chiaining our
advanca writteri consent; () remeve, relocale, or otherwise altar any
proprietary rights notices from the Clover Service {or any part) or
the Clover Marks; (k) perform or atiempt 1o perforrn any actlons
that would interfere with the proper working of the Clover Sarvice,
prevent access to or use of the Clover Service by other users,
or In our reasonable judgment impose an urreasonable or
disproportionately large load on our infrastructure, network
capabliity or bandwidth: or {I} tse the Clovar Sarvice (or any part)
except as permittad in Section 1. 2, Yau shall nat take any actlon
Inconsistent with the staled title and ownership in Saction 1.2, You
wllt not file any actlon, in any forum that challenges the
ownership of any part of the Clover Sarvice, any related software,
matarials or dogumentation, Failure to comply with this provision
witl constitute a materlal breach of this Addendum. We have the
right to immediately terminate this Addendum and your access
o and use of the Clover Service in the event of a challange by
you.

Clover Saervice Limltations and Requirements.

You may access the Clover Service through your Davice uging a
wired (ethernet} or wirsless (wifl or cellular) sennection tov the
Internet, You are solely reaponsible for the payment of any fees that
may be imposed by your Internet/data provider, Your usa of the
Clover Service may be subject to: {a) the tarma of your agresmeants
with your Internet/data provider; and (b) the availability or uptime
of the sarvices provided by your Internet/data provider,

You may use tha Clover Service to conduct palnt of sale
acfivities offline. Transactions initiated offline will bae queued and
submitted for authorization when Internet connactivity ta the Clover
Syetem s restored, Howaver, you assume all risk, responsibllity and
lizhility assaclated with any fransaction that you choose to conduct
while the Clover Sarvice is ugad offina.

The Claver Setvice does not function with every mabite device.
Processor may alterwhich Devices are approvad as compatible with
the Clover Service In our digcretion from timesto-time.

The default version and functionality of Clover software applicaticns
that are accessible at the time you acquire a Davice may vary from
time: to ime as determined by Processer or an sffiliate of Processor,
MNotwithstanding anything to the contrary herein, scftware for certain
Clovar Devices may only be offered by Processor or an affiliate of
Processor as applications via an application marketplace, -

Wa may perform maintenanca on the Clever Service from time to
time which may result In service Interruptions, delays, or arrors, We
will not be liable for any such interruptions, delays, errors, or bugs,
You agree that we may contact you in order to assist you with the
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Clovar Servica and obtaln information needed to ldentlfy and fix any
slrors, o

1.48. You shal at all'imes comply with any operating procedures,
reguiremsnts, or guldelines regarding your use of the Clover Service
that are posted on the Clover webslte or otherwise provided or made
available to you (callectively, “Clover Cps

147, You shall camply with the fallowing raquirements In conhection with
your use of the Clover Service:

a) With respect to each of your Customers who requests the
delivery of marketing materlals, transaction receipts or cther
communications from you vla text message or emall, such
Customer must give his consant In writing or enter his phone
number or email address In the appropriate space on the device
and provide such consent via a check box himself on the Device;
you are NOT permitted to add or medify any Customer
Infermatlon (including but not limited tc phone number and
amall addrass) or any Customers Gonsent indication on behalf
of a Customer.

b) . You {or your agents acting on your behalf) may only send

marketing materials or othar communications to  the

Customer's provided phong numbsr, strest address, and/or_amall

addraess if the Customer has specifically consented by checking
 (himzedf) the applicable box displayed dn the Device,

€) NOTWITHSTANDING THE CAPABILITY OF THE CLOVER
SERVICE TO CCOLLECT AND  8TCRE CUSTOMER
INFORMATION AND T ALLOW YOUR CUSTCMERS TO
ELECT TO RECEIVE MARKETING MATERIALS FROM YOU,
SOME STATES MAY LIMIT YOUR USE OF SUCH INFORMATION
ONCE COLLECTED AND/OR YOUR' DISCLOSURE OF SUGH
INFORMATION TO THIRD PARTIES; EVEN IF THE CUSTOMER
HAS PROVIDED HIS CONSENT, ANDIORYQUR  DISCLOSURE OF
SUCH INFORMATION TO THIRD PARTIES, YOU ACKNOWLEDGE
ANDAGREETHAT() YOURUSE OF CUSTOMER INFORMATION
OBTAINED IN CONNECTION WITH THE CLOVER SERVIGE MAY
-BE BUBJECT TU LOCAL,” STATE, AND/OR FEDERAL LAWS,
. RULES, AND REGULATIONS, (1)) YOU ARE SOLELY RESPONSIBLE
"FOR KNOWING SUCH LAWS, RULES, AND REGLILATIONS, AND (1I})

YOU'WILL ATALL TIMES 8TRICTLY COMF’LY WiTH ALL SUCH,

LAWS, RULES, AND REGULATIONS,

d) Yau shall provide and obtain any disclosures and cansants

-relatsd to the E-SIGN Act that may be required in connection with
your communications and agreements with your Cusfomers
thraugh the Clover Service.

‘1.5, Third Party Sarvices. The: Clover SeMce may contain links to
additional services provided by Processor or its afffiates as well as Third
Party Servicas {8.9., an application marketplace). If you decide to use Third
Farty Sarvices, you will be respongible far reviewing and understanding
the.terms and conditions assoclatad with Third Farty Services (including
obtalning and maintalning any .required third party hardware andfor
software that s required for the Third Party Services te work with the Clover
Sarvice). Any access of or content downloaded or otherwise obtalned

" through the use of Third Party Services is at your .awn risk. Third Party ]

Services are not govamed by the terms and conditions of this
Addendum or the Agresment. ANY  CONTENT DOWNLCADED OR
OTHERWISE CBTAINED THROUGH THE USE OF THIRD PARTY
SERVICES (E.G., APPLICATION MARKETPLACE AND NY APPS
AVAILABLE AT SUCH  APPLICATION  MARKETPLACE) I8
DOWNLGADED AT YOUR OWN RISK. FROCESSOR WILL NOT BE
RESPONSIBLE FOR ANY ACTIONS ORANY FAILURES TO ACT OF ANY
THIRD PARTY, AND PRQGESSOR EXPRESSLY DISCLAIMS ANY
LIABILITY RELATED TO ALL THIRD PARTY SERVICES. PROCESSOR

DOES NOT WARRANT, ENDCRSE, GUARANTEE, QR ASSUME

RESPONSIBILITY FORANY PROVIDER OF ATHIRD PARTY SERVICE OR
ANY THIRD PARTY SERVICE QR PRODUGCT ADVERTISED CR
OFFERED THROUGH "~ THE CLOVER ~SERVICE OR ANY
HYPERLINKED WEBSITE OR SERVICE, OR FEATURED IN ANY
BANNER OR OTHER ADVERTISING, AND PROCESSCR WILLNOTBE
APARTYTO OR INANY WAY MONITORANY TRANSACTION BETWEEN
. YOUAND' PROVIDERS OF THIRD PARTY SERVICES OR PRODUCTS.

1.6,  Aggount Registration. We may require you to reglster and

create a “Member” or "Merchant” account to use the Claver Service. If and
when prompted by our registration process, you agree to (a) provide true,
accurate, current and complete Information about yourself and/er your
business, and {b) malntaln and update this information to keep: It frue,
aceurate, current and complete. fany information provided by you is untrus,
Inaccurate, not current or incomplete, we: have the Hght to terminata
your Clover Service account (*Accoyunt®) angd refuse any and all current or
futurs use of the Clover Servics, o

1.7, ivacy and D Use. All. data collected from "you at
www.clovar.com of in connection with yvour use of the Glover Service,
ingluding Customer information, transaction information and Wfermation |
about your business and emnioyaes usad with or stored in or.by the
Clover Sarvices (cotloctivaly, “Agedunt Data”), s collected by Clover
Network, LLC, and not Pragassor or Bank; therefore, tha use and sharing of
slich Account Data ls controllad by the Claver Network, LLC, Privacy Policy
{avallable at pssfww.dover.cororvacy-go ey} You acknowledge and agres
that we may access your Account Data upon pur request to Clover, and our
usa &f your Account Data ls govemad by the fams set forth I the
Agresment,

1. E.LMM_L_.M

1.8.1. Yau are solely responsiblé for snsuring that your account
numbers, passwords, securily questions and answers, login detalls
and any other securlly or acqaas information used by you to use or
accass the Clover Service are kept safe and confidential, You
must prevant unauthorfzed aceess to and. useof any Account Data. -
‘You are rasponsible for all slectronls communications sent to us or
to any third party (ncloding | Clover Network, LLC) contalining
Account Data and for all uses . of the Glaver Service or any software
provided or apprcved by F‘roc@ssor to suthanticate access iv, and
use of, the Clver Service and any software. When W8 receive
sommunications cantaln] ng. Account Data, we assume you sent
it to us. Processcr has ihe rmhttorely o User names, passwards
and other signor cretentlals, -access controls for.the. .Clover
Service or any software’ pruwded or approved by Procassor io
authenticats ‘socess to, -and: use of, the Clover Service and -any .
softwars, You must-Immediately notify us i you become aware of.
any lass, theft or unauthorized use of any Account Data (sae Claver
Barvice support center contact Information below), We reservs the
righit o deny you accessto the Clover Service, in whele or in part, if
we believe thal any loss, theft or wnawthorized use of any .
Account Data or access Informaticn has eceurrad,

1.8.2. Yeu may submit comments or ideas about the Clover Service,
including, without limftation, .about how to improve the Clovar
Service. By submitting -any .idea, you agree that: (a) we
expressly disclaim any. cenfidentiality obligations or use
restrictions, express orimpiied; with respect to any idea, {b) your
submisslen will be nor-confidential, snd (¢) we are free o use and
disclose any idaa on an unrestricted basls without rotifying or .
compensating you. Yol release us from all llabllity and obligations
that may arise from our receipt, review, use or disclosure of any
portion of any idea.

1.9.  Agcuracy of Informatlon You are solaly responsible for
ansuring the acoutracy, qually; integrity, Iegality and appropriateness of all
infarmation and data regarding your buslness that you, provide fo us ar our
service providers in connectlon with the. Clover Service. In acition,
you are solely responslble for verifying that all Information and data leaded
ordo a Davice by us ar our servics providers at.your request are acourate
prior o your business use of such Device. We and our service providers
disclaim any and all lablty arsing out of any inaccuracles with
respect to such information or data you provide,

110,  Elover Service Disclaimer. USE OF THE CL@VER BERVIGE
18 AT YOUR QWN RISK, TO THE MAXIMUM EXTENT PERMITTED
BY APPLICABLE LAW, THE CLOVER SERVICE IS. PROVIDED *AS
IE" WARRANTIES OF ANY KIND (EXRFRESS OR IMPLIED} TC YOU OR
ANY OTHER PERSON, INCLUDING, WITHCUT - LIMITATION,
WARRANTIES REGARDING -QUALITY, SUITABILITY, ACCURACY,
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, OR THAT THE CLOVER SERVICE WILL
FUNCTION OR OPERATE UNINTERRUPTED OR. ERRCR-FREE, .OR
THAT THE CLOVER SERVICE 18 BECURE, FREE OF VIRUSES OR .
OTHER HARMFUL COMPONENTS OR DOES NOT INFRINGE ON
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THE RIGHTS OF ANY PERSON,

1.11.  Indemnity. Without limiting your Indemnlfication ohifigations in the

Agreement, you agres to indernify and hold us harmiass from and agsins

all logses, liabilities, damages, and expenses (Iacluding rsasonabls
- attarmeys’ fees) arislng out of or relatmg to:

a)  Your failure to comply with all tenms and eondltions In this Addendum,

including but not limitad to the Clover Ops Guids;

b)  Youruse of any CustomerInformation ebtainad In cannection with your

use of the Clover Service;

6} The content or delivery of any marketing messages that you send or

cause to be sent to any Customer phene number or email address collacted

through the use of the Clover Service; or

d}. Any other parly’s access and/or use of the Clover Service with your
user namas, password, other appropriate security code, or any other sign
on cradentials/accesa controls for tha Clover Service or any software
provided by ar approved by us fo authenticate access fo, and use of,
the Clover Barvice and any softwara.

112, Bundles. By seleciing the Data Frotectlon Servica, tha tarms and
conditions set forth In Section 2 shall apply. By sealecting the Clover
Security Sarvices, the terms and conditiong set forth In Section 3 shall
apply (and certaln provisions of Saction 2 as incorporatad thereln and est
forth below).

DATA PROTECTION:

2. Dats_Protection Servigs, If you slect the Data Protection
Ssrvics, the tarms and conditlons set forth in this Sectlon 2 shall apply.
21, Definitions. Capitalizad terms used herelr, shall have ths
meanings given to such ferms as set for‘ih in this Addendurn or as definad
alsewhere In the Agreement. ) .

“Dats Protection Service” or "E.ncryption and Token!zatlon" means
those services desoribed In Section 2.3 below.

UMuiti-Fay Token means the option te support businessaes that nead to
submit & financial transaction in a card-riot-present situatlon These tokena
“gre unive o each merchant that Lses them and’ are stored in place of the
primary accourt number (PANY, With thess tolkens, merchants can Initiate
new ar recurring payments within thalr own anvironment instead of using the
original card numbaer,

Multi-Pay Toiken allows a Tekan Reglstration process a nan- ﬂnanclal
transaction to reguest a token to be placed In thelr payment page or “e-
‘wallet’ for future or recurting payments. It Is common for eCommerce
merchanis {o ask thelr customers to registar by praviding profile Infermation
such as name, addrass, and phone number to tha merchant website befrg
. of upen chackout, :
“Registered PAN” means the processing of creatlng a Client specifls
Teken far a PAN,

“TokeniTokenization” means a form of data substitution replacing
sensifive payment card valuss with non-sensiilve token, or random-
rumber, values, Pest-authorization transactions are handled via
Processors SafeProxy tokenizallon technology, which returns a token
with the transaction's authorization to the merchant. Tokens are shared
universally with other marghents and cannot be used 1o initiate a financlal
trangaction.

“Token Reyuest” means your ability to obtain a Multi-Pay Token for
credit card information only without an Immedlate autherization required
which permits you to stare a Multi- Pay Tokan for letufe transactions
invalving its customer,

2.2. Grant_of License, Subject to tha tarms of this Addendum,
Processor grants to you a non-transferable, nen-assignable, non-
exclusive, revocable sub-license during the tarm of this Addendum to  use
the Data Protection Service and the Data Protaction Service Marks (as
ientified In the Data Protection Rules and Procadures) in the United States
in accardance with fs Addendum, Including without limitation the Data
Protectlon Rules and Procedures. Any rights with respect to the Data
Protection Service not sxpressly granted by Processor In this
Addandum are deemed withheld,

2.3. - Sgrvices. The Data Protecticn Service appliss only to Card

transactions sent from you to us- for authorizatlon and settlement
pursuant to the Agreement, and specifically excludes electrenic check
transactions. Processer will provide an encryption key to you te ba used to
encrypt (make unreadable) Card data durlng transport of the
authorlzation request from your polnt of sale to Processor's gsystems.
Duringthe peried when the transaction Is being transmitted to Procassor for
authorizatidn processing, al historical fransaction data, including Card
number and full magnetic stripe data {track data and expiration date), will
be encrypted. Pracessor wili then generate or reirieve a unique,
randomly generated token assigned to the Card number that will be
refumed to you in the authonzatlon response (the "Toker").

24. Rg » You are respongibla to comply with the
following regarding your usa of the Data Protection Sarvica

a}  You are required to comply with the Card Dlganization Rules,
including taking all steps requlred to comply with, the Payment Card
Industry Dats Security Standards (PCI DSS).‘You must ensure that all
third partles and sofftware use by you In gonnection with your payment
processing are compliant with PCI DSS. Use of the Data Proteciion
Service will not, on its awn, cause you to be compilant or ellminate your
obligations to comply with PCt DSS or any other Card Organization Rule,

You must demoenstrate and mainfaln your current PCI DSS cempliance ‘

certification. Compltance must be validated either by a Qualified
Security Assessar (Q8A) with corregponding Report on Gompliance (ROG)
or by successful completion of the applicable PCi' DSS Self
Assessment Questionnaire (SAQ) or Report on Compilance {ROC),

as applicable, and If applicable to yolr business, passing quarterdy netwerk

scans parformed by an Approved Scan Vender, all in accerdance with Card
Organization Rules and PCl DS,

b} Use of the Data Protection Service is not a guarantea against an’
unauthorized breach of your poiit of sals systems or any facliity whera
you process and/or store transaction data (cu[!ecilvely *Marchant
Systems”).

¢) You must deploy the Data Protection Serwca (Including
implermenting any upgrades to such service within a commercially
reasanable period of time after receipt of such upgradss) throughout.

yvour Merchant Systems inciuding replacing existing . -Card numbers on -

your Merchant Systems with Tokens. Full Card numbers must never be
retalned, whether In electronic form or hard copy.

d)  You must use the Token In lieu of the Card number for ALL
activities  subseguent to receipt of the authotization response
assoclated  with  the fransaction, Including without limitation,
settlement processing, retreval processing, chargsback and
adjustmenl procassing and transaclion reviews,

e) If you send or recelve batch flles confalning completed Card
transaction information foffrom Processor, you must use the ssrvice
provided by Processor to enable such files to contaln only Tokens or
fruncated Information. .

f)  You musi use truncated raport viewing and data extract creatlun
within reporting toals provided by Processar,

g} Youare required to follow rules or progedures we may arovide to you
from time to me relatad to your usa of the Data Protection Sarvice (*Data
Protection Rules and Procadures”), Wao will provide you with advances written
notica of any sush rules or procedures o cnanges to such rules ar
pracedures,

h)  You have no right, fitle or intersst In or to the Data Protection
Bervice, any relatad software, materlals or documentatlon, arany derivative
worles thareof, and nothing in this Addendum #ssigns or {ransfers any -
such right, titie or Intarest to you. You shall not take any action inconsistent
with the stated tile and ownarshlp In this Addendum. You will not file any
action, In any forum that challenges the ownership of the Data
Protacfion Service, any related sofiware, materlals or documantation.
Failure to comply with this provision will constitute a materlal breach
of thiz Addenduim, We have the right to itnmediataely terminate this
Addetidum and your aceess to and use of the Data Protaction Service
in the event of a challenge by you. No additional rights ara granted by
implication, estoppal or olherwise.

iy You will not {1) distribute, lease, license, subllcense or ctharwise
disseminate the Data Protectlon Service orany portion of it o any third party;
{2) madify, enhance, translate, supplement, create derivative works fram,

Omaha_W_ClovedDPTA_2602



TransArmor Data Protection and Clover Securlty Services Participation Addendum. -

reverse engineer, decompile or olherwise reduceto human-readable form the

Data Protection Service or any partlon of it; or (3) sell, license or otherwise |

distrlbute the Data  Protection Service or any portion of i) (4) make any
coples, or permit any cepying, of the Data Protection Service or any pertion
of It or (5) use any portion of the Data Protection Service as a standalone
program or In any way independently from the Data Protection Service, If
any pertion of the Data Protection Service contalns any copyright notice or
any other legend denoting the proprietary Interest of Processor or any
third party, yeu will nat  remcve, alter, modify, relocate or erase such notice
o legend on such Item.

1} You wiil only usa the Data Protection Servica for your Internal
business purpases in a manner conslstent with this Addendum.

k) You wlll use only unaltered version(s) of the Data Protection
Service and will not use, cperata or combine the Data Protection Service or
any related software, materials or documentation, or any derlvative works
thereof with other products, materals or services In a manner
incensistent with the uses contemplated In this Section 2.

) You will promptly notify us of a breach nf any tarms of this
Addandum.

2.8, Tokenlzatlon Limited Warranly. Procassor warrants that the

Token retumed to you, as a result of using the Data Protection Service,
cannot be used to Inltiate a financial sale transaction by an unautherlzed
entity/person cutside the Merchant Systems, This warranty by Frocessor Is
referred to hereln as the *Limited Warranty” and is subjact fo tha ferms
and canditions set forth in this Addendum, To be ellglble for the Limited
Warranty, you must malntain a processing relationship with Procassor
and be in compllance with all the terms of the Agresmant, including this
Addandum, and any other agreement relating to Cards eligiblo for the
Data Protgction Service. Subject to the terms, conditions and limitations set
forth In the Agreement, Including the lmitation of fiabillty provislons,
Processor agreas to indemriffy and hold you harmless from dirsct damages,
Including third party claims, resulting from Frocessor's breach of the Limited
Wamranty. The express remedy for Processor's breach of the Limited
Warranty set forth In this paragraph constitutes Processar's entire llabllity
and your sole and exclusive remedy for Processor's breach of the
Limited Warranty. The Limited Warranty Is void if {f) you use the Data
Pratecticn Service in a manner not contemplated by, or in violation of,
the Agreement, Including this Addendum, or any other agreement relating
to Cards eligible for the Data Protection Servica or (i) you are grossly
negligent or engage in intentional miscenduct.

2.6, Data Protection Disclaimer, N ADDITION TO THE
DISCLAIMERS SET FORTH IN THE AGREEMENT, THE FOLLOWING

DISCLAIMER AFPLIES TO THE DATA PRCTECTION SERVICE:
EXQEPT AS EXPRESSLY PROVIDED IN SECTION 2.6 OF THIS
ADDENDUM, PROCESSOR MAKES ND REPRESENTATIONS, WAR-
RANTIES QR COVENANTS, EXPRESS OR IMPLIED WITH REGARD TO
THE DATA PROTECTION SERVICE INCLUDING THE UNINTER-
RUPTED OR ERROR-FREE OPERATION OF THE DATA PROTECTION
SERVIGE.

‘ CLOVER SECURITY SERVICES
3. Clover Security Barvices.

i you glect the Clover Security Services, the tarms and conditions set forth
in this Section 3 shall apply.

3.1, Defigitions. Capitalized terms used herein shall have the
meanings given fo such terms as set forth in this Addendum or as defined
elsewhers in the Agreament,

“Gardholder Information” means the data contafned on a Card, or
otherwise provided to Customer, that s required by the Card
Organlzation or us in order to process, approve andfor seftls a Card
transaction;

“Card Organization Assessment” mears a monstary assessment, fee, fine
or penally levied agalnst you or us by a Card Organizstion as the result
of & Data Sacurity Event or (1) a security assessment conducted as  the
rasult of a [Jata Becurity Event; the Card Crganizational Assessment
shatl hot exceed the maximum monetary assessmenl, fes, fine or penalty
permittad upon the vecurrence of a *Data Sacurity Event” by the appiicable
ries or agreement In effect as of the inception date of this Addendum for
stich Card Organizatlon;

“CGard Replacemaent Expenses” means the costs that the we or you are
required to be paid by the Card Organization to replace compromised Cards
as the result of (1) a Data Securlty Event or {ll} a security agsessment .
conductad as the rasult of a Data Security Event;

"Data Security Event” means the actual or suspected unauthorlzed
access to or use of Cardholder Informatior, arising out of your
possession of or access o such Cardholder Information, which has been
reported (I} to a Card Crganization by you or us or {ii) & you or us by a
Card Crganfzation. All Security Event Expenses and Post Event Services
Expenses resulting from the same, continucus, related of repeatad event or
which arlse from the same, related or common nexus of facts, will be
deemed fo arise out of one Data Securily Event;

“EMV Upgrade Gosta” means cost fo upgrade payment acceptance
and processing hardware and softwsre to enable you to accepl and
pracess EMV-gnabled Card In a manner compflant with PCl Data
Security Standards;

“Forensie Audit Expenses" means the cosls ofa gacurlty assessment
conducted by a quallfied security assessor approved by a Card
Organlzatlon er PCl Securlty Standards Councll to determine the cause and
extent of a Data Security event;

“Liability Waiver” has the meaning as set forth In Section 3.5 balow;

“Pollutants” means, but are not limited to, any solid, lquid, gasecus,
blological, radiclagical or thermal iritant or contaminant, including
smake, vapor, dust, fibars, mald, spores, fungi, germs, soot, fumes,
ashestos, acids, alkalis, chemicals and waste, "Waste" includes, but is not
limited to, materials to be recycled, raconditionad orreclaimed and nuciear
materials; and

“Poat Event Bervices Expenses” means reasonabls fees and
expansaes Inourred by us or you with our prier written consent, for any
sarvica speciiically aporoved by us In writing, Including without limitation,
Identlty theft education and assistance and credit fle menitoring. Such
services must ba provided by or 6iv behalf of us or you within one (1) year
following discovery of a Data Secudty ‘Eveni to a Carcholder whoge
Cardholder Information Is'the subject of that Data Security Event for the
primary purpose of mitigating the sffects of sush Data Security Event;
“Program Year” means the perad from Decembar 31&i through January
st of each year, and o

“Security Event Expensos” means Card Drganlzatlon Assessments
Ferensic Audit Expenses and Card Replacement Expenses. Securlty
Event Expenses also inciudes EMV Upgrade Costs you agree to incur in
Nleu of a Card Organlzation Assessiment. :
“Clover Sacyrity Servives” or “Clover Security Services Full Bundie”
tneans those services deseribed in Sectlon 3.2 below.

3.2.  Clover Securlty Services. The following I8 a description of the
Clover Security Services avallable to you, subject to the terms of Ihis
Addendum. The Clover Security Services are available during a calendar
year only if you have less than 1 milllon Visa Card fransactions and less
than 1 milllon Mastercard Card transactions in  such yaar,

3.2.1. Data Protection,

a) The terms and provisions of Sectlon 2 are Incarporatad in this
Sactlon 3.2.1. ang made a part of this Section 3,

3.2.2. POS software moritor (“POS Software Monitor™) that provides

a sulte of monitoring, scanning and anti-virug software
sarvices to help protect point of sale computer systeins;

3.2.3. PCl Rapld Comply (“PCl Rapid Comply Serviee”} which

provides access to on-ling PCl D88 Self-Assessment
Questionnaires (SAQ) to validate PCI data standards, if an
internet scan is required to complete the BAQ, you will have
access to such scanning services;

3.2.4, Liabhjlity wgr(gnty under which Processor wil provide a walver
of your liabliity for card asscciation expenses in the eventofa
security breach up to $100,000 per MID, and up to $500,000
aggregate for all MID's, subject to terms and condifions set
forth hereln,

3.3. POS Software Monltor,

3.3.1. Boftware as a Service, Subject to the terms and conditions of
this Addendum, we agree to provide you with the POS Softwars
Monltor software appiication, including all updales, upgrades, new
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3.3.2,

3.3.3.

3.3.4,
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versions, and cther enhancements or improvements thersto
{the "Software"), to the extent the applicable fees ara pald.
You hereby authorlze us or cur vendors fo begin scanning
immediately upon your installation andier deployment of the
Software, The Software can only be used with certain computer
operating systems. It s your responsibllity to ensure that your
camputer has the software In order to use the POS Software
Monitor.

License Grant, Subject to the terms of this Addendum, we heraby
grant to you a non-exclusive, non-transferable, non- assignable,
revocabie sub-license during the {erm of thls Addendum to (1}
access and use the Software sclely for the benefit of you and only
for systerns owned or licensed by you;_(ii} access and use the
Software sclaly for its Intended use; and (it} use all applicable end
user documentation.

Revocation of License. Upon expiration or termination of the
Agreement or this Addendur for any roason, your license shall
autematically be revoled, Furthermors, your right to use or access
the Software shall ceass.

I & Other Data Retrieval, Transmisslon and Scanning.

a) IP/Data Retrieval and Transmission, You hereby grant us or
our vendars, the right to retrieve, transmit and monitor, for tha
Infended purpose of the POS Software Monitor, any dynamic or
static!P address ard other data, Inciuding without limitation policy and
sysizm seftings, palnt of sale system type, version, security svent

logs, or other ralated Information, from any system with the POS

Boftwara Monitor loaded, deployed, or otherwise installed. You
shall net, In any svent or in any manner, impedea the rstrieval
or transmission of such 1P addresses or dafa. You hersby
assuma full responsibility for all damages and losges, of any naure,
for all adverse resulls causad by your impsding the such retrieval
and transmission of the IP addresses and data. You further agree
to defend, Indemnlfy and hold us harmless from any third party
claim resulling from your impeding this process,

b} IP Scanning & Log Monitoring, You acknowledge and
undlerstand that provisicning of the Software will enable statle or
dynamic IP addresses associated with the POS Software Monitor
o ba scanned. You further acknowledge that such P addresses
may ba foraxernal network devices which protect the PO Software
Monitor host system. You hereby grant us and our vendors (1) the
right to accass and scan the IP addresses assoclated with the
POS Software Monitor whether they are dynamic or static IP
addresses (the "Authorized [P Addresses"), (i) the right and
authority to gather and transmit system data, Including pelnt of sale
syatem infermation, to us or our vendors, and (i) the right and
authority to collect, fransmit and review securily event logs from
the systemsa on which the Software Is deployed. You further agree
to pravida us or our vendors reasonable assistance fo enable
such access and scanning. You understand that your failure to
ceoperate with the provision of services may significantly impair
the services,

¢) Updates. You acknowledge and understand that the POS
Software Morltor, In our sole discretion, can automatically
install, download, and/or doploy updated and/or new
components ("update process®), which may include a new
version of the POS Software Menitor itself. You shall not, in any
evanl or in any manner, impade the update process. You hereby
assume full respanslbility for all damages and losses, of any nature,
for all adverse resulls caused by yourimpeding the update procese.
You agree to defend, Indemnify and hold us harmless from any
third party clalm resulting from your impeding the updale process.

d) Authorized Bisclosure. You acknowladge that, in eonjunction
with providing the Scftware, we may maks certain "pass” or "fail"
determinations regarding your online sacurlty and the slectronic
vulrerablilty of your IP addresses. You hereby authorize us or
our vendors to share these "pags/fali” ragults, point of safe data,
and other informatlon collected during the scans to Card
Crgantzations, Payment Card Industry Security Standartls Councll
or any Card Organizatian sponsor bank,

3.4,
34.1.

3.4.2,

3.4.3.

PGl Rapld Comply Sarvice,

License Grant. Sublect to the tarms of this Addendum, we hereby
grani o you a non-exclusive, non-transferable; non- assignable
revecable sub-license to () access and use the PGl Rapld
Comply Service solely for the benefit of you and only on a singls
compuler er computer network owned or lleensad by you, (i)
access and use the PCI Rapid Comply Service solely for its
Intended use and {iii) use all appficdbls end user documentation.
Upen expiratien ortermination of the Agraement or this Addendum
for any reason, your license shall automatically be revoked.
Furthermore, your right to use or access the PCI Rapid Comply
Service shall cease.

Aceass, You acknowledge and agree that, although you will
generally have sccess to the PCl Rapid Comply Service
twanty-four hours per dey, seven days per weak (except I the avent
of a forca majeure svent), access (o customer zccounts and certaln
othar gervices may not be available on a continuous basis and
the PCI Rapid Comply Servica will ba subjact to periedle downtime
fo pemmit, among other things, hardwars andior software
maintenance to take place.

Data Disposal. From time to time, your account data or
trformation, which Is over 180 days old, may be deleted,
purged or otherwise disposed. In addition, only a limitad
ameunt of your account data or Information may be available anline.
Thersfore, you are advised to printand downlead your account data
and Information, for record keeplng purposss, on a perlodic
basis. You specifically agree that we are autharlzed to delete
or dispose of your data ar informationr and  shall not be responsible
for the deletion or disposal of your data or Information from the

* PCIRapid Comply Service. You assume full responsibility to backup

344,

345

3.5
3.8.1,

and/or otherwise protect your dato against loss, damage or
destruction prior to and during ail phases of the PCl Rapid
Comply Service, and to take appropriate measures to respond
to any potential adverse Impact of the systems or dlsruption of
sarvics.

Copyrighted Material, The PCl Rapid Comply Service
{Including the webslts), cantaing copyrighted material, trade- marks
and ather propristary information, Including, but nat fitnited to,
text, sollware, photos, video, and graphles, You may not modlfy,
publish, transmit, particlpale in the transfer orsale, create derivative
workg, or in any way exploit any of the contant, in whote or In
past, whether copyrighted, trademarked or proprietary, or otherwise.
You may downicad copyrightad material sclely for your own
Internal use as contemplatad under this Addendum, Except as
exprassly provided by copyright law, any copying, redistribution,
or publication musl be with the exprass parmigslon of the owner. In
any copylng, the redistribution or publcation of copyrighted
materal and any changes te or deletion of author attribndion or
copyright notice Is expreasly prohibited.

PCLOnly. To the extent you elect the Data Protection Service set
forth In Section 2 above, but stilwanta PCl service, as setfor on the
first page above, you may separately elect to recalve the PCI Rapid
Comply Service,

Liability Waiver.,

Data Sacurity Event Expenses. Subject to the limitations, {erms
and eonditlons of this Section 3.5, wa agree to waive liability (the
“Llability Waiver’) that you have tc'r us under the Agrgemant for
Securlty Event Expenses and Post Event Services Expenses
rasulting from a Data Sacurity Event first dissovered by you or us
while this Addendum Is In effect. Excapt forthe Liability Walver for
expenaes as spacifically set forth in this Addendum, (i) you remain
responsible to perform all agreements and obligations urder the
Agreement and this Addendum including, without limitatich your
obligation to comply with daia security requiraments and (i) we
walve no fights or remedies under your Agresment including,
wilhout limitation, our right to terminate the Agresment In the event
of a Data Security Event,

+ Maximum Waiver Amount.

a) The maximum amount of liability that we shall walve under the
Agreement for all Security Event Expenses and Post Event
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3.7.
a1

3.7.2.

373

ar4,

3.7.6.

3.7.6.

3.7.7

3.7.8
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Bervices Expenses arising out of or relating to the your Data
Security " Events first discoversd during any Program Ysar
regardiess of tha number of such Data Security Events is as
follows:

(1) $100,000.00 maximum per each MID

(marchant kientification number) you have; and

(2} $500,000 aggregate maximum for all of your MIDY's.
(b)Y The maximum amount of lability during any Program Year that
we will waive under the Agreemant for EMV Upgrade Costs s as
follows:

(1) $10,000 maximum par each MID you have; and

(2} $26,000.00 aggregate maximurn for all of your MID's.
For avaoidance of doubt, the limit sat forth in this Section 3.8.2{b) Is
part of and not in addition te the maximums sat forth in Section
3.5.2(a).
Duties in tha Event of a Data Security Breach.
You shall contact us immediately and, as dlrecled by us,
investigate, perform all remedial avents and cooperate fully with
us, in the event of a Data Security Event. In all events, you shall

notlake any action, orfall to take any action, without cur prior written
consent, which prejudices our rights hereunder.

Under all circumstances, you shall not admit any Hability,
assume any financial chligation, pay any money, or incur any
expanse in connection with any Data Security Event without our
prior written consent. If you do 8o, it will be at your own expense.

Exclusions. The Llabllity Walver hergunder shall not apply to:

Any Securily Event Expenses and Post ‘Event Services
Expenses arlsing out of or resulting, directly or indirectly, from any
dighonest, fraudulent, criminal or malicious ack, arror or omission,
or any intentional or knowing violation of the law, if comimlited by
you or your employees, officers, agents or director;

Any Security Event Expenses and Post Event Satvices Expenseas
arlsing out of or resulting from a clalm, suit, astion or proceeding
against you that is braught by or on behalf of any federsl, state or
local government agency;

Any Data Security Event relating to you which has experienced a
prior Data Securlty Evant unless you were later certified as PCI

- sompliant by a quallfied security assessor;

Any Data Security Event arising out of your allowing any {other than
its employees ar us) to hold or access Cardhoider Information;

Any Data Security Event if Client: (i) is categorized by any Card
Crganization as “Leval 1" or (i) procezses more than six milien
{6,000,000) Card transactions during tha twelve manth perled prior
to the date this Addendum hacame effective;

Any expensas, other than Sacurlty Event Expenses and Posi Event
Sarvices Expenses, Incurred by you arsing out of or resuiting,
directly or indirsctly, from a Data Security Event, Including without
limitatian, expenses Incurred to bring you Into campliance with the
PCI Data Sscurity Standard or any simifar security standard;

Any Securlty Event Expenses, and Post Event Services Expenges
arising out of or resulting, directly or indiractly, from physical injury,
slckness, disease, disability, shock or mentai anguish sustained by
any persen, including without limitation, required care, loss of
services or death at any tims resulting therefrom;

Any Security Event Expenses, and Post Event Services Expanses
arising out of or resulting, directly or indirectly, from any of the
following:

a) firs, smoke, explosion, ﬁghtriingi wind, water, floed, earthquake,
volcanic eruption, tidai wave, landsiide, hail, an act of Ged or any
other physical event, howsver caused; or

b} strikas or gimllar fabor actlon, war, Invasion, act of foreign enemy,
hostilities or warllke aperations {whether declared or not}, civil war,
mutiny, <ivil commotion gssuming the proportlons of or amounting
io a popular rising, military riging, insurrsction, rebellion, revolution,
military or usurped power, or any aclion taken to hinder ar defend
against these actions;

3.7.9.

- 3.7.10.

EXANN

3712,

3.7.13.

3.7.14,

3.7.15.

3.8.

Any Security Event Expenses, and Post Event Services Expensss
arising ol of or resulting, directly or Indiractly, from the presence of
or the actual, alleged or threatened discharge, dispersal, release or
escaps of Polfutants, or any direction or requast o test for, menlter,
clean up, remove, contaln, treat, detexify or nautralize pollutants, or
In any way respond (o or assess the effects of poliutants;

Your fallure to comply with this Addendum or the Agresament In
cennaction with a Data Security Event;

Any Data Securlty Event acourring before the effective date of this
Addendum;

Any expenges Incurred for, or as a rasult of, regularly scheduled,
returting of routine security agasssments, regulstory examinations,
inguirles or compliance activities:

Any flnes or assessment levied against you that are not the direct
result of a Data Securlty Event;

Any Data Securlty Event arlslng out of any software not within your
cantrol; provided, hawever, this exclusion shall not appiy to a Data
Security Event arising out of a virus, Trojan horse or other software
used by a third parly to oblain fraudulent access to data to your
computer system or to coliect data In transt to or from your
computser system; or

Any Data Securlly Event arising out of a breach in a computer
system in which you and other maerchants, with no legal relationship
to ene another, have hosted accounts or share acommon database,
oparating system or softwara applications.

Processor Technology an iP. All technology usad by us or our

licansors In connactlon with petforming the Clover Security Serdces
including, software, portais, data’ processing systems (esach of the
foregoing, In object cods and source code form), report tamplates,
dagumentatlon and materials (collectively, "Processer Technology”), and
any of our or our licensor's patents, tracemarks, copytights, trade secrats
and other intalizctual property ("Processor [P, and any derivative works
of ormodifications to the Precsssor Technology or Frocessor P, ks the
sole and exclusive property of, and i valuable, confidential and
proprietary to, Procassor or g licensors, Except as otherwise expressiy
provided hersin, you shall not acquire any rights In any Processor
Technology or IP as a result of raceiving the Clover Sequrity Services.
You will not file any action, it any forum that chalienges the ownership
any of the Clover Sacurlty Services, Processor Technology or Procossor
1P, Failure to comply with this provision will constitute a material breach

of this
ACcass

Addendum. We have the right to immediately terminata your,
fo and use of the Clover Security Services In the event of a

challanga hy you, No additional rights are granted by implication, estoppel
ar otherwise,

39,

Data Celfaction. In the course of providing the Clover Sacurity

Hervices, ws may collect Information relating o activities an your network
(the "Data"y Including, but not imited to, network configuration, TCR/P

packet
horses
for any
3.10.

3.10.1.

headers and contents, log files, malicious codes, and Trojan

. We mlain the right to use the Data or aggregations thereof

regsonable purpose.

Service Does Not Guaranfes Gompliance or Saturity.

You acknowledge and agree that your use of the Clover Security
Services does not guarantee your compliance wlth any of the
riles  or security standards established by the Card
Organizations. You further acknowledge and agrea that your use
of the Clovar Security Services does not guarantee the security
of your IP addresses or that vour systems are secure from
unauthorized access, You ara responsible for establlshing and
maintaining your own security policies and procedures, and for
compliance with the Card Organlzation Rules and security
standards, ineluding any obligation to netify & Card Organization
andlcr us of any suspaclted breach of your systems or any
suspicious transactions or fraudulent activity. You are responsible
for any fines or penalties imposed by any Card Organlzation any
other expensas and llabliities pursuant to the Agreement less only
the benefits to which you may be eniitled under the Llabillty
Waiver provisions of this Addendum. In the svent of a auspected
breach of your systams or any suspicious transactions or
fraudulent activity, you autherize us to share the details of any
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questionnaire or compllanca repart with the Gard Organizations,
and grant us and our vendors the right to access and perform a
scan of the IP addrasses Identified within your profile. You agree
and authorize payment for the additional scan. You further agree
o cooperate with an investigation into such matter to Include
complying with the Card Organlzation and us pursuant to the
terms of the Agreement.

3102, [n eddition to your obligations under the Agreemsnt to comply with
all laws, you ara sclely responsible for monitoring legal
davalopments applicable to the operation of your business,
intarprating applicable laws and regulations, determining the
raquiraments for compllance with all appllcable laws and
regulations, and maintaining an on-going cormpliance program.

311, Seanning Authority: Scanning Obllgations. You reprasent and
warrant that you have full right, pewer, and authgrlty to consent for the Claver
Security Services 1o scan for vulnerabilities the IP address and/or URL
and/or domaln names Identifled to us by you for  scanning, whethar
alactranically or by any other means, whether during inltlsi enrollment or
thereaiter. If applicabla, you shall obtain all consents and authorzations from
any third parties necessary forus orourvenders o perform the Clover Securlty
Services, including, without imitation, third party datacenters, co-locations
and hosts. We will not be required 1o execute agreaments with any such
third parties. You agres to defend, indemnify ard held us and our vendors
harmiess from any third party claim that such access was not authorized.
You may use the Clover Security Services and portals anly to scan IP
addresses, URLs and domain names owned by-and reglsterad to you.
You undarstand that your failure to provide a complete jlst of and complete
access o your IP addresses will significantly impalr the scanning services
and may result In Incomplete ¢r Inaccurate results, You agree that ail
Clover Security Services hareunder, Including without limlitation thelr
functionality and contents, is confldenflal Infermation, and Client's use
and/or access to the Clover Security Services s subject to the ferms of
Confldentlzilty in the Agreement.

312, Scanning Risks. You acknowladge and undersiand that
acuessing, retrleving, transmitting, and scanning IP addresses and other
data invelves Inhsrent risks, Ingiuding, without limitation, risks refated to
© aystem or network: porformance and avallability, and data corruption. You
assume full responsibility to backup andior otherwise protect vour data
against lass, damage or destruction, and o take approprisfe measures to
respond to any pelentlal adverse impact of the systems or disruption of
sarvice.

313, Use of Clover Security Services and Porfals. Your use of our or
our venders’ services, portals, reports, and scanning solution is subject
to the following rastrictions: (i) Clover Security Serviges, parals, and reports
may only be used for the stated purposes in this Addendum for yourintemal
business purposes in aecordance with all applicable laws (Including any
export control laws); (If) Clover Security Services and pertals utilized for
scanning may only scan IP addresses, URLs and demaln names owned
by and ragistered to you; and (i} you shall Iimit access to the portals to
only those smployses  and/or contractors who have an obligation of
confldentiatity with you and only Lo those who have a requirement for such
accass on a ‘need to  know” basis and you shall be solely responsible
for dissbiing portals accounis for those employess andfor cantractors who
no longer require access. You shall promptly notify us of any
unauthorized use of the Clover Security Sepvices, You shall not {1
decomplle, reverse englnesr, disassemble, or ctherwiss derve the
source cods from any componentofthe Clover Security Services or portals
inchuding the software embeddsd therein: (i} medify, enhance, translats,
alter, tarmper with, upgrade or create derivatives works of the portals,
software or documentation; (i) distribute, lease, license, sell, assign,
sublicense or otharwise dlsseminate or transfer Its rights to usze any
portion of the Clover Security Services to arty third patty or (iv) sirip out or
dlfer any frademark, service mark, copynght, patent, trade secrat,
ownership or any other proprietary or Intellectual Proparty notizes,
tegends, warnings, markings or indications on or within any cempgnent
of the pertals, software or documentation, .or attempt (i), (i), {lii) and/or
{iv) above. You shall notify us Immediately if you know, suspect or have
reason te know that you or anyone you have granted access to the

Clover Security Sarvices violated any provislon of this Addendum. Further -

you agrea not te share your personial information {DDA, tax 13, MID, etc.)
with a third party sc they may gain access to the Clover Security Services.

3.14. Disclaimers.

3.14.1. We do not make and hersby exprassly disclaim all representations er
warrantles Tncluding, without fimitation (i) thet access to the Clover
Security Services will be uninterruptad or error free; {II} that security
breaches will not ocour with respest te any  informatlon
communicated through the Clover Sacusity Services, the
Internet, or any common camiar communleations facilty; and
(iit) as to the results that may or may not be obtalned by you In
connectlon with your use ofthe Clover Security Services. WE DO
NOT MAKE ANY WARRANTY, GUARANTEE OR
REPRESENTATION (EITHER EXPRESS OR IMPLIED) OF ANY
KIND INCLUDING, WITHOUT LIMKTATION, THE
MERCHANTABILITY, TITLE, NONINFRINGEMENT OR FITNESS
FOR A PARTICULAR PURPOSE OF ANY SERVICES
PROVIDED UNDER THIS ADDENDUM, AND ALL SUCH
WARRANTIES, GUARANTEES AND REPREBENTATIONS ARE
HEREBY EXPRESSLY DISCLAIMED, ALL SERVICES
PROVIDED UNDER THIS ADRENDUM ARE PROVIDED ON AN
"AS-1S, WITH ALL FAULTS"

USE OF THE SERVICES DOES NOT GUARANTY SECURITY OR
PREVENT A SECURITY BREACH OR COMPROMISE. WE
MAKE NO WARRANTIES, EITHER EXPRESSED OR IMPLIED
THAT PARTICIPATION AND/OR USE OF QUR SERVICES
WILL DETECT EVERY VULNERABILITY ON YOUR SYSTEM,
I ANY, OR THAT QUR VULNERAEBILITY ASSESSMENTS,
SUGGESTED SCLUTIONS OR ADVICE WILL BE ERROR-
FREE OR COMPLETE. CUSTOMER AGREES THAT WE SHALL
NOT B8E RESPONSIBLE OR LIABLE FOR THE ACCURACY QR
USEFULNESS OF ANY INFORMATION PROVIDED BY US, OR
FOR ANY USE OF SUCH INFORMATION.

3.14.2. Youacknowledge and agree that wa shali not be llabls to vou for any
claims, damages, losses, obligations, costs or expenses or other
llabiity arising directly or indirectly from or otherwise concerning ([)
any fermination, suspension, delay or disruption of service
(including billing for a service) by the Internet, -any common
carrier or any third party service providen (i} any fallure,
disruption or malfunction of any afthe Claver Security Services, the
Internet, or any communications network, facllity or equipment
keyond our or g  third paity's reascnable control, whether or not
atirlbutable to one of more cermmen carrlers; (i) your failed
atternpts fo access the Clover Securlty Services or to complete
traneactions via any of tha Clover Sacurity Services; (iv) any fallure
o fransmit, oblain or collect data or for human, machine or
software srrors or faulty or erroneaus inpul by vou; {v) any damages
resulting from any delays and/or iosses arlsing in connection
with the Clovar Securlty Services provlded hereunder; or (vi) any
loss of or inability to access data or Inforrmation stored or
ganarated by Glovar Security Services.

3.15. Limitation of Liability, Notwithstanding anything to the contrary
in this Addendum or elsewhere, our cumulative liablity to you for any claim
related to this Addendum, and your use of the Servicas  (whether arising
from tort, statute, contract or otherwise) shall in all cases be limited ta the
actual, direct and proven out-ofpocket losses, damages or expenses
suffered or Incurred by you. Furthermore, our cumulative liabllity to you
shall not, in any case, sicead the Clover Security Services Fees paid fo
us by you during the 12 month perled immediately preceding the
date the event glving rise {o the claim occurred. Notwithstanding anything
to the gantrary In this Addendurn or elsewhere, In no event shall we be liable
o yau or to any third pary for any indlrect, special, Incldental, consequential,
punitive ar unproven losses, damages or expenses of any kind, Including,
without limitation, lost profits or losg of goodwill arlsing from the use or
Inability to use the Sarvices including, without limitation, the inability io
accass your data or Information ganerated or stored on the Services,
and regardless of whether such claim arises Intort, in contract or by statute
at regulation, each of which s hareby excluded, ragardless of whether
stch damages wete foreseeable ar whether you have been advised of the
possibility of such damages.

The patiles acknowlatige and agree that the provfalons and fimifations -of
this Section 3.15 are of the essente of thla Addendum and that absent: them,
the parties wolld not have agreed ta thls Addendum.

318, Miscellaneous! Terminatlon. Except as may be provided in the
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Agraement, a person who is not a party to this Addendum shefl have no
rights or remadies under this Addandurn. Qur ebllgations hereunder are
sublect to our abifty to obtain and maintain any and all required
governmgntal ficenses, pemits or othar authorizations, and our ability to
comply with any and all Taws, regulstions, orders and other
governmentai direclives which may be Imposed related to the Clover
Secuwiity Services. We may terminate any or all of the Ciover Sacurlty
Services al any time for any reagon,

GENERAL TERMS

1. Fees.

1.1, Services Fees. You shail pay Processor the faes for Services as
sel forth (a) on the first page above, (b) In the Marchant Procassing
Application, or (¢} In the jemss agreement or equipment purchase
agreement, as applicabla, Processor may Increase your fees for the
Services ag provided in vour Agreement.

1.2, Progessing Fees. Processing fees for transactions procassed in
connection with the use of the Services are the same as for nor-
Services fransactions, which are sef forth In the Application.

2, Term,. and Tarmination. This Addendum shall becoms

effective on the day we begin providing the Serviges to you and shall end
when terminated a8 set forth hereln. For the avoidance of doubt, except as
set forth below, termination of thiz Addendurmt will not teminate the
Agreement. This Addandum may be eminated at any time by sither party
upon thirly (30) days’ wiitten notice to the other party. Notwithstanding the
foregoing sentence, upon as much advance notlce as is commersiafly
practicable, we may suspend the Services or terminate this Addendum If (i)
we determing that you are using Serviges for any fraudulent, lllegal, or
unauthorized purpose, (i} you viclata fhe terms of this Addendum or an
Event of Default ccours under the Agreement, (ili) we terminate our
agrezment with any third  perties that are involved in previding the
Services, or (iv) Processor ulherwlse decides to disconiinue providing
the Services, You acknowledge and sgree that an occurrence of {f) or
() above may be deermed an Event of Default under the Agreament,
' thareby affording  Processor and Bank all rights and remedles as setforth in
the Agresment, triggered by such an Event of Defaull, which may include
Immediate  tarmination of fhe Agreement (and this Addendum) witheut
nolice, This Addendum ‘will terminzte  eutomatically upon the
termination of the Agreemant.

3. Notlces. We may provide natices and other Information regarding
the Services to you via the method(s) described in the Agresment or in
the E-Sign Consent Agreement set forth below.

4. Amendment, We have the right to changa or add to the terms of
this Addendum atany time, and to change, delete, discontinus, or impose
conditions cn any featute or aspect of the Services with notice provided to
you as set forth in the Notices section of this Addendum. Any use of the
Services after our publication of any such changes shall sonstitute vour
acceptance of this Addendum ss modiftad.

8. JThird Party Beneficiaries. Processors affiliates and any

-

Persons Precessor uses in providing the Clover Service are intanded third
party beneficlarfes of this Addendum, and each of them may enforce its'
provisions as If It was a party herato. Except a3 expressly In this provided
i this Addendum, nathing I this Addendum Is Intended to confer upon
any Persons any rights or remedias, and the parties do not intend for any
Persons to b third-parly benefictares of this Addendum.

8. Ratification. The terms of this Addendum shell serve fo
supplement the tarms of yaur Agreement. Nothing contained herein aiters
any existing contractual obligations. Except as expressly set forth
hereln, the Agreement s hereby ratified in all respects and shall ramaln
in fult force and effect.

E-SIGN CONSEMT AGREEMENT
Consent.

By signing this Addendum, you consent and agree that:
a) Processor can provide disclosures required by law and other
informatlon about yourlegal fights and dutles to you slectronically.

b} Where required or requested, your slecironic sigrature (via “olick-
through” or other method) on agreements and documents relating to the
Sarvices has the same effect as If you signed them in ink.

c) Processar, its affiistes and its third party subcontractors and/or
agants, can send all communications, billing statements, amendments to
this Addendum, notlces, and other disclosuras ar information regarding the
Barvices or your use of the Servica or the Services as defined harein and
In ihe Agroement (coliscively deflned as “Disclosures”) to you
salectronically (1) via e-mall, (2} by accass o 2 wab site that we deslgnate
in an e-mail notice we send to you at the time the Informatlon Is avallable,
(3) via SMS and text messages, or {4} to the extent permissible by law,
by access to a website that we will generally designate in advance for
such purpose.

d} If you want & paper copy, you can print a copy of the Disclosure or
download tha informatlon for vour records.

&) You agree thal Processor, its afffiates and its third patty
subcentraciors andfor agents, may contact you via telaphans, fve or
artificial, even if the number you provided is a celiular or wireless
number or if you have previcusly registared on & Do Not Call list or
requested not {o be contacted for solicitatfon purposes,

fy  This consent applies to all futurs Disclosures sent to you in
connection with this Addendurm, the Agresment, or your use of the Clover
Barvice or the olher Satvices as deflned herein and in the Agreement,

2, Legal Effect. By consenting, you agree that elactionic
Disclosures have lhe same meaning and effect as if Processor provided
paper Disclosures fo you. When Processor sends you an emall or ciher
electronic nofiflcation  alerting you that the Disclosure is available
electronlcally and makas it avallable onling, that shall have the same
meaning and effect as If Processor provided a paper Disclosure to
you, whether or not you choose o vlew or print or download the
Disclosure. .

supplement the terms of your Merchant Processing App
understan

Client:

By:

Title:

Date:

herein, the Agreement is heraby rafified in all respecis and shall re

BY SIGNING BELOW, YOU SEPARATELY CONSENT TO THE E-SIGN CONSENT AGREEMENT ABOVE, WHICH YOU ACKNOWILEDGE
IS REQUIRED FOR YOUR ACCEPTANCE OF THE CLOVER SERVICE AND PROCESSOR'S ACCEPTANCE OF THIS ADDENDUM,

The terms of this TransArnor Data Protection and Clover Seolrity Services Participation Addendum (the “Addendum") shall serve to
lication and A?reement ;the “Agracment”), By s&gn ng below, you

ac nowledé;e that you have read, understand and agree to comply with the ferms and dendu
that thiz above fees may he modified from time 4o time'in accordance with your A%reemeni. Except as exprassly set forth

main Ta full force and effec

ees, as set forth_in this A m. You dlso

First Drata Merchant Services LLC:

By:

Title:

Date:
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Exhibit A

Clover Equipment Detalls

Network: llx_J Omaha E Nashville
Quantity ; Deployment gé%rr
Purchased $/Unit Fee §/Unk $ Totat Swap Fee® Equlpment Type QSR
$ $ 3 $
& § $ §
$ $ $ $
$ $ £ $
§ 3 8 )
8 % $ )
5 18- $ 5
5 L § $
$ § § $
§ & $ §
$ $ $ $ Restocking Fee {Statlon/Flex/Minl)
g $ $ $ Restacking Fee {Paripherais)
L3 $ $ $ Deployment Fee
] 5 % $ Injection Fes

*Swap fee apﬁlies for a device swap that oceurs after the device's warranty has axpired.
™ Device can be ordersd for replacemant purposes only. Either the Clover St

components are required to operate the device.
*™R = Retall; RE = Restaurant; QSR = Quick Service Restaurant

1

ation Duo or Station Sole bundles should be selected if marchant Is requesting as all

Omaha_W_CloverDPTA_2502



