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Dates

10-4-2012 - 10-5-2012

Course start time: 8:00:00 AM

Course Location
Arapahoe County Government
13101 E. Broncos Pkwy
Centennial, CO 80112

Instructor
Aaran Edens

Instructor Bio

Aaron Edens is police officer in Northern California for the last 12 years. He spent six years as an Intelligence Unit Detective
assigned to the FBI-Joint Terrorism Task Force. During that time he investigated international terrorism and Southwest Asian
organized crime and major narcotics trafficking. Officer Edens has been a certified mobile phone examiner since 2005 and
has completed over 800 forensic examinations. Officer Edens has taught mobile phone investigative techniques to thousands
of law enforcement officers, analysts, and attorneys.

Aaron lives in Northern California with his wife and family.

Course Description
Almost every criminal investigation involves a cell phone. The evidence needed to arrest and convict is contained on the
device itself, the records of calls kept by the cell phone company, and in the cell towers covering the crime scene.

The course covers the search and seizure basics specific to mobile devices, determining what information is available from
the cell phone companies and how to obtain it, how to recover digital evidence and intelligence from the handset using free
software tools, and how to avoid legal landmines.

This class is designed for law enforcement officers at any stage in their career. Experience or training in cell phone
investigations is not required. Students will receive samples of search warrant templates, comprehensive guides to major cell
phone carriers, model report language for cell phone searches.

Day One:

Search and Seizure - Phones and phone company records

Search Warrants, Court Orders, and Subpoenas — How to write them

Investigating a Phone Number - From beginning to end

Who to Contact - When cellular companies fail to produce the records

“Blocked” Phone Numbers - How to obtain calling cards and “dropped” phone numbers
International Call Records-what to do when your suspect calls overseas

Disposable or “Burner” Phones — What to do with them and how to investigate them

Day Two:
Remotely Deleting Data — Preventing it
Cell phone handsets - Obtaining physical evidence from the device, how to recover deleted information

https://www.trainingregistration.org/register.php?id=1057&c_1d=18 7/5/2012
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Oglesby, D.L.

From: jmanson@policetechnical.com
Sent: Friday, July 06, 2012 3:47 PM
To: Oglesby, D.L.

Subject: Registration

POLICE TECHNICAL

Law ENFORCEMENT'S BEST SOURCE FOR TECHNICAL TRAINING

661 Poplar St. | Terre Haute , IN , 47807 | 8122324200 | jmanson@policetechnical.com

Dear Barbara Dobson,

Thank you for registering for the following course:

Cell Phone Investigations™
Police Technical

Aaron Edens, Instructor
10-4-2012 - 10-5-2012

Location information:
Arapahoe County Government
13101 E. Broncos Pkwy
Centennial, CO 80112

Hotel information:
Ramada Inn
7770 S. Peoria St.
Englewood, CO 80112
8002304134
Identify with:

Rate:

Your payment was: $350, pay by Purchase Order being processed
Personnel Registered:

D.L. Oglesby dloglesby@co.fort-bend.tx.us

The information you entered on the registration form was as follows:

Fort Bend County District Attorney's Office
Barbara Dobson dloglesby@co.fort-bend.tx.us
301 Jackson St

Richmond, TX,USA, 77469

2813414437

If any of this information is incorrect, please let us know at jmanson@policetechnical.com




Again, thank you for registering for this course. If there are any changes made
that affect this specific course, you will be notified.

Processed on 07-06-2012



« Custom Seminar Search

POLICE TECHNICAL

LAW ENFORCEMENT'S BEST SOURCE FOR TECHNICAL TRAINING
Police Technical
661 Poplar St. | Terre Haute, IN, 47807 | 8122324200 | jmanson@policetechnical.com
Thank you for your registration!

Course Information
Cell Phone Investigations™
10-4-2012 - 10-5-2012
Aaron Edens

Location Information
Arapahoe County Government
13101 E. Broncos Pkwy
Centennial, CO, 80112

Hotel Information
Ramada Inn
7770 S. Peoria St.
Englewood, CO, 80112
8002304134
Identify with:

Rate:
Call for Best Rate

Personnel Registered
D.L. Oglesby, dloglesby@co.fort-bend.tx.us

Payment Information

Invoice: 7709
Amount Due: $350
This registration has been marked Purchase Order.
The Purchase Order number is .
This document serves as your invoice.
If you have any questions please contact: jmanson@policetechnical.com

Please mail one copy of this invoice and payment to:
Police Technical

661 Poplar St.
Terre Haute, IN, 47807
Phone: 8122324200
Email: jmanson@policetechnical.com

Thank you for your registration.

https://www.trainingregistration.org/approval.php

Page 1 of 1
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POLICE TECHNICAL

Law ENFORCEMENT'S BEST SOURCE FOR TECHNICAL TRAINING
Police Technical | 661 Poplar St. Terre Haute, IN 47807 | 8122324200 | jmanson@policetechnical.com

Cell Phone Investigations™

Dates
10-4-2012 - 10-5-2012
Course start time: 8:00:00 AM

Course Location

Arapahoe County Government
13101 E. Broncos Pkwy
Centennial, CO 80112

Instructor
Aaron Edens

Instructor Bio

Aaron Edens is police officer in Northern California for the last 12 years. He spent six years as an Intelligence Unit Detective
assigned to the FBI-Joint Terrorism Task Force. During that time he investigated international terrorism and Southwest Asian
organized crime and major narcotics trafficking. Officer Edens has been a certified mobile phone examiner since 2005 and
has completed over 800 forensic examinations. Officer Edens has taught mobile phone investigative technigues to thousands
of law enforcement officers, analysts, and attorneys.

Aaron lives in Northern California with his wife and family.

Course Description
Almost every criminal investigation involves a cell phone. The evidence needed to arrest and convict is contained on the
device itself, the records of calls kept by the cell phone company, and in the cell towers covering the crime scene.

The course covers the search and seizure basics specific to mobile devices, determining what information is available from
the cell phone companies and how to obtain it, how to recover digital evidence and intelligence from the handset using free
software tools, and how to avoid legal landmines.

This class is designed for law enforcement officers at any stage in their career. Experience or training in cell phone
investigations is not required. Students will receive samples of search warrant templates, comprehensive guides to major cell
phone carriers, model report language for cell phone searches.

Day One:

Search and Seizure - Phones and phone company records

Search Warrants, Court Orders, and Subpoenas — How to write them

Investigating a Phone Number - From beginning to end

Who to Contact - When cellular companies fail to produce the records

“Blocked” Phone Numbers - How to obtain calling cards and “dropped” phone numbers
International Call Records-what to do when your suspect calls overseas

Disposable or “Burner” Phones — What to do with them and how to investigate them

Day Two:

Remotely Deleting Data — Preventing it
Cell phone handsets - Obtaining physical evidence from the device, how to recover deleted information

https://www.trainingregistration.org/register.php?id=1057&c_id=18 7/6/2012
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Dealing with locked phones - Security code bypass techniques and how to still recover evidence when they don’t work
Free and Low Cost Tools - Where to find them and how to use when the expensive forensic devices don't work

Low Quality Cell Phone Videos - How to enhance and preserve them

‘Hidden’ EXIF Data — Best Practices

Cell Tower Data - How to request and use it to locate suspects, fugitives, and missing persons.

Special Instructions
Registration is at 8:00 on the first day of class. Class will end at 4:00 daily.

Computers are NOT needed for this class.

Hotel

Ramada Inn

7770 S. Peoria St.
Englewood, CO 80112
8002304134

Identify with:

Seminar Fee
$350

Attendee(s) Information

First Name Last Name Email

t |D.L. ‘ IOglesby | jdloglesby@co.fort-i:ie_rid.tx.us

2 | i I |
3. | | | | I o \
L I | R | ] |
5. | | | | o |
6. [ ] I | ]
7. | || || i

8 | || || ]
9. | | | | . |
10. [ || || : |

Please list all of the attendees on separate lines without rank or title starting on line one.
Example: John Doe instead of Sgt. John Doe

Agency Information

Enter information for the agency responsible for payment. All fields are required.

Agency Name: |Fort Bend County District Attorney's g

1

Individual responsible for registration: [Barbara Dobson |

https://www.trainingregistration.org/register.php?id=1057&c_1d=18 7/6/2012
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Address: 301 Jackson St - ]

Country: USA

City, State, Zip: [Richmond LT

Email: [dloglesby@co.fort-bend.tx.us B _ J
Email Confirmation: dloglesby@co.fort-bend.tx.us ]
Phone: W - (341 | - 4437

Send to a Friend
Tell other personnel about this course. You may email this registration form to 3 other people.

Name One: | o |

Email One: | }

Name Two: | |
Email Two: [ - ]

Name Three: |

Email Three: | - ]

Payment Information Privacy Terms and Conditions

The preferred method of payment is Credit Card. Once you submit this form you will be taken to a credit card processing
page to complete your payment. Your payment will be taken by Police Technical Inc. See Terms and Conditions for class

cancellation policy.

Method of Payment: Purchase Order

Purchase Order Number: igigg"&c;cessed ‘

|  Submit Registration |

Once you submit your registration you will receive a Registration Confirmation and Invoice email. If you did not pay
by credit card use this email as your invoice to remit payment. If you DO NOT receive an email, your registration HAS
NOT been received. Thank you.

Police Technical | 661 Poplar St. Terre Haute, IN 47807 | 8122324200 | jmanson@policetechnical.com

https://www.trainingregistration.org/register.php?id=1057&c_id=18 7/6/2012




To: Bruce Marshall
From: D.L. Oglesby,Q\/
RE: Training
Date: 7-5-2012

Cell Phone Investigations
10-4-2012 — 10-5-2012

Arapahoe County Government

13101 E. Broncos Pkwy
Centennial, CO 80112

| am schedule to attend training October 29 — November 9 in Hoover Alabama. Itis
unknown when | will know if | have been accepted for the training. This is the course
that is paid for through the US Secret Service. This particular course is an in depth
course for cell phone investigations and | think the cell phone course in Colorado will
compliment the training in Hoover Alabama.

The training in Colorado would require the training fee, flight and car rental. The
training in Alabama would not require expenditures.

If possible | would also like to attend the training in Colorado.
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PoLICE TECHNICAL

superior training for law enforcement in computer applications, online investigations, and forensics

Cell Phone Investigations™

The National Standard for Cell Phone Investigation, from Collection to Prosecution

Course Overview
Almost every criminal investigation involves a cell phone. The evidence needed to arrest and convict is
contained on the device itself, the records of calls kept by the cell phone company, and in the cell

towers covering the crime scene.

The course covers the search and seizure basics specific to mobile devices, determining what
infarmation is available from the cell phone companies and how to obtain it, how to recover digital
evidence and intelligence from the handset using free software tools, and how to avoid legal

landmines.

This class is designed for law enforcement officers at any stage in their career. Experience or training in
cell phone investigations is not required. Students will be receive samples of search warrant templates,

comprehensive guides to major cell phone carriers, medel report language for cell phone searches,
Day One
The legal foundation for proper search and seizure of phenes and phone company records
Writing effective search warrants, court orders, and subpoenas
How to investigate a phone number from beginning to end, using free and open source tools
Who to contact when cellular companies fail to produce the records in a timely
How to obtain “blocked” caller identification phone numbers
Dealing with suspects who use calling cards and what to do when your suspect “drops” their
phone number
International call recards-what to do when your suspect calls overseas
Disposable or “burner” phones-why they aren’t as bad as most people think and how to
investigate them
Day Two
How criminals use free and low cost tools to conceal evidence and remotely delete the contents
of their phones and how to prevent it from happening during your investigation
Cell phone handsets: Obtaining physical evidence from the device, what types of digital
evidence are available, where to find and how to recover deleted information
Dealing with locked phones. Security code bypass techniques and how to still recover evidence
when they don't work
Where to find and how to use free and low cost tools when the expensive forensic devices don’t
work,
How to enhance low quality cell phone videos
How to properly utilize ‘hidden’ EXIF data found in almost every cell phone photograph, and

determining location if the GPS was turned off.
How to properly request and use cell tower data in your investigations to locate suspects,

fugitives, and missing persens.

) Share/Save €] » = %

http://policetechnical.com/courses/cell-phone-investigations/ 7/5/2012




